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Introduction

This Essentials Guide is the 3rd in a projected series.

This Tech Note discusses the IDE Attribute Category and its usage. In addition, we utilize an ArchestrA Object Toolkit (AOT) sample to
demonstrate the assignment of additional Attribute Categories at the ArchestrA Object (AA Object) level. Included is a table listing all
Attribute Category types available in ArchestrA.

Application Versions

Wonderware Application Server 2012 and later

Attribute Category Review

The Attribute Category determines the behavior of one attribute. The defined attribute has the same behavior for every Galaxy logged-
on user.

The category of an attribute is used to denote whether:

This attribute is accessible during the configuration or runtime.

This attribute can provide value propagation with object templates.

This attribute’s value will be retained during a failover.

All attributes existing in the ArchestrA provided by primitives or objects, such as WinPlatform, AppEngine, etc. have corresponding
Category Types predefined. For example,

Primitive Attribute Category

WinPlatform PlatformInfo Calculated

WinPlatform Host SystemWriteable
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AppEngine ScanStatCmd Writeable_US

AppEngine ExecutionRelatedObject Writeable_C_Lockable

... ... ...

The ArchestrA attribute can use many available Category Types. See the end of this Tech Note for details.

Define the following four types of the Category when creating an UDA (in the IDE):

Calculated: Permits only scripts within the same object to write to the attribute. Calculated attributes are not saved across
restarts.

Calculated Retentive: Permits only scripts within the same object to write to the attribute. Calculated Retentive attributes are
saved across restarts.

Object Writable: Permits other objects to write to this attribute in addition to being set by scripts within this object. Object
Writeable attributes are saved across restarts, and they are Writeable_S. This category is not user-writeable.

User Writeable: Permits other users to write to this attribute in addition to being set by scripts and objects throughout the
system. 

User writeable attributes are saved across restarts, they are Writeable_USC_Lockable, and they can be locked at configuration
time. This category is user writeable.

We will explain each Category Type in the following section.

For other Category Types, you can use Wonderware AOT to create customized primitives or objects with the desired Category Type for
each attribute. We will show this procedure in a later section of this Tech Note.

IDE Category Types Working Scenarios

Initialization

Among the IDE Category Types, the Calculated and Calculated Retentive cannot have a predefined initial value after it is deployed. At
this moment, the attribute’s Quality is showing 20:Initializing.

FIGURE 1: INITIAL RUNTIME VALUES OF IDE CATEGORY TYPES
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Writeable Restriction

Due to the definition of IDE Category Types, only the logged-on user can change value of User writeable Category Type. Otherwise, we
will see an error:

FIGURE 2: LOGGED-ON USER CANNOT CHANGE THE ABOVE THREE CATEGORY TYPES' VALUES IN OBJECT VIEWER OR INTOUCH USER INPUT

Writeable for Script

Script has the Writeable permission on all of the four IDE Category Types' attributes.
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FIGURE 3: SCRIPT CAN WRITE VALUES TO ALL IDE CATEGORY TYPES

Writeable for Crossing AA Objects

For the Calculated or Calculated Retentive type of attribute, Script only has the Write permission within the AA Object's boundary.

1. Set up an object called UDOCategoryTest (AA Object) with the following initial values:
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FIGURE 4: AA TEST OBJECT INITIAL VALUES

2. Set up another object called UDOCategoryOtherObj (AA Object) with the following script:

FIGURE 5: SCRIPT FOR UDOCATEGORYOTHEROBJ

3. To test, from the UDOCategoryOtherObj AA Object, set the command me.CrossObject to True.

The values for the Calculated and Calculated Retentive type attributes do not change.

FIGURE 6: CALCULATED AND CALCULATED RETENTIVE ATTRIBUTE TYPES CANNOT CHANGE VALUE ACROSS THE AA OBJECT'S BOUNDARY

Attribute Value for Failover

Among the four IDE Category Types, only the Calculated UDA is not Checkpointed. This means the value of the UDA is not passed to
the newly-started partner AppEngine after a Failover is finished.
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FIGURE 7: INITIAL SETTINGS FOR IDE CATEGORY UDAS

FIGURE 8: UDA VALUES BEFORE FAILOVER

 
FIGURE 9: AFTER FAILOVER, CALCULATED TYPE UDA DOES NOT HAVE THE VALUE PASSED TO THE NEWLY-STARTED PARTNER APPENGINE

Field Attributes

Each Field Attribute could have one Access mode selecting from Input, Output or InputOutput Extensions.

Unlike the UDA, within the Field Attribute, each Access Extension mode has different Category Types defined.

Access Extension Category Types Selection

Input NONE

Output Calculated, Calculated Retentive, Object Writeable and User Writeable
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InputOutput Object Writeable and User Writeable

The following bullets give detailed explanations.

Input Access mode: A Field Attribute (FA) with this mode means this FA cannot have its own value or quality. It only references
the value or quality from other Attribute. There is no Writeable Requirement. Therefore, Input Extension does not need any
IDE Category. 

The following screenshots show the principle of the Input Extension Access mode.

FIGURE 10: DEFINE AN INPUT ACCESS MODE FIELD ATTRIBUTE WITHOUT ANY INPUT SOURCE (REFERENCE TO OTHER ATTRIBUTE)

In the Object Viewer, the Input Access mode Field Attribute does not have any initial value and the Quality is bad. If setting a
value to this attribute, we see the error.
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FIGURE 11: INPUT ACCESS MODE FIELD ATTRIBUTE CANNOT SET ANY VALUE BECAUSE IT IS FOR REFERENCING OTHER ATTRIBUTES

Add a reference in the Input source Text box (Figure 12 below).
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FIGURE 12: ADD A REFERENCE TO THE CPULOAD SYSTEM ATTRIBUTE IN THE INPUT SOURCE TEXT BOX

The result is that the Field Attribute called ExecuteCntFieldAttribute is pointing to the CPULoad Attribute:

FIGURE 13: FIELD ATTRIBUTE POINTS TO CPULOAD ATTRIBUTE

Output Access Mode

Unlike the Input Extension, the Output Extension allows the Field Attribute's value to write to an external reference destination. In
other words, when this Field Attribute's value is changed, it updates the value of the external attribute.

Because of the Writeable requirement, the Output Extension Access mode needs all four IDE’s Category Types. The following screenshots



Wonderware Application Server Security Troubleshooting Essentials Part 3: Attribute Category

file:///C|/inetpub/wwwroot/t002830/t002830.htm[1/8/2014 2:15:32 PM]

demo the principle of the Output Extension Access mode.

Setup

Item Definition Value

Field Attribute OutputExtensionMode

Access Mode Output

Output Source Me.GRPlatformCPULoad

UDA GRPlatformCPULoad

FIGURE 14: VALUE MODIFICATION ON OUTPUTEXTENSIONMODE UPDATES THE OUTPUT DESTINATION ME.GRPLATFORMCPULOAD
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FIGURE 15: MODIFY THE VALUE OF THE FIELD ATTRIBUTE OUTPUTEXTENSIONMODE WITH A SIMPLE SCRIPT

FIGURE 16: GRPLATFORMCPULOAD UDA
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After the deployment, you see the following result.

FIGURE 17: RESULT OF THE OUTPUT ACCESS MODE

InputOutput Access Mode

The InputOutput Extension is to allow an attribute in AA Object to be configured so that its value is both read and written to an external
reference destination. The primary job of the InputOutput Extension is to monitor the value/quality of an input and to send output upon
change.

By design, InputOutput Access mode makes only the Object writeable and User writeable attributes available.

Use AOT to Create AA Object with Other Category Types

In addition to the four Category Types configurable via the IDE, more Category Types are available for certain System AA Objects such
as WinPlatform_001. These category types are easily viewable with the Object Viewer.
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FIGURE 18: CATEGORY TYPES IN RED ARE NOT IDES SELECTABLE CATEGORY TYPES

If your business logic calls for attributes with Category Types not found in the IDE, these additional attributes are configurable. In this
case, Wonderware's ArchestrA Object Toolkit (AOT) is the bridge between your customized attributes and other Category Types.
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In this section, we will give a brief view on the construction of this bridge.

Note: AOT has additional functionalities that allow you to build a full AA Object. That process is outside the scope of this Tech Note.

1. Build a single attribute AA Object using the AOT.

FIGURE 19: ALL AVAILABLE ARCHESTRA CATEGORY TYPES

2. After making an AOT build, generate the aaPDF file. In this example, we have built AOTAttributeDemo1.aaPDF.

3. Import the AOTAttributeDemo1.aaPDF into the IDE and create an instance of the new imported template (Figure 20 below).
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FIGURE 20: IMPORTED AOT TEMPLATE AND INSTANCE

4. View the new attribute created by AOT in Object Viewer (Figure 21 below).
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FIGURE 21: AOT USED TO CREATE NEW ATTRIBUTE SYSTEMWRITEABLEATTR, WITH THE SYSTEMWRITEABLE CATEGORY TYPE

AA Object Category Types

Category Name Description IDE Category
Name

PackageOnly Only exists at config time. Not deployed.  

PackageOnly_Lockable Only exists at config time. Not deployed. Can be locked.  

Calculated Only exists at run time. Not externally writeable by users. Run time changes are not persisted to disk by the AppEngine. Calculated

Calculated_Retentive Only exists at run time. Not externally writeable by users or other objects. Run time changes are persisted to disk by the
AppEngine. Constant Defined by an object developer. Never changes. Exists at config time and run time.

Calculated_Retentive

Writeable_U Exists at config time and run time, but only the Security Classification is configurable. Only externally writeable by users at run
time.

 

Writeable_S Only exists at run time. Only externally writeable by other objects at run time. Object Writable
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Writeable_US Exists at config time and run time, but only Security Classification is configurable. Externally writeable by users or other objects
at run time.

 

Writeable_UC Exists at config time and run time. Only externally writeable by users at run time.  

Writeable_UC_Lockable Exists at config time and run time. Only externally writeable by users at run time. Can be locked.  

Writeable_USC Exists at config time and run time. Externally writeable by users or other objects at run time.  

Writeable_USC_Lockable Exists at config time and run time. Externally writeable by users or other objects. Can be locked. User Writeable

Writeable_C_Lockable Exists at config time and run time. Not writeable at run time, even by the object itself. Can be locked.  

SystemSetsOnly
Designation for an Attribute Category means that the Attribute may only receive write requests and they may only originate
from an object, including the same object containing the Attribute. This means that write requests from clients will not be
processed.

 

SystemInternal An Attribute Category restricted to reading and writing of the value only within the object itself. The Attribute is not accessible
by external objects or clients.

 

SystemWriteable Is an Attribute Category designation restricted to writing the value from within the object itself. The Attribute is not accessible by
external objects or clients.
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