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Tech Note 978
Troubleshooting ArchestrA System Platform Cross-Domain Login Problems

All Tech Notes, Tech Alerts and KBCD documents and software are provided "as is" without warranty of any kind. See the Terms of Use for more information.

Topic#: 002803
Created: August 2013

Introduction

When you have created a 2-way trust between 2 Domains, and configured ArchestrA security to use OS Group Base. The GR node is on
Domain A, and a user from Domain B cannot log on.

Application Versions

InTouch 10.1 and later

ArchestrA System Platform 3.1 and later

Cause

The 2-way trust between the 2 Domains is not configured properly, and the InTouch security type is set to OS.

Resolution

Check the Domains' 2-Way Trust Settings

Note: Do this on BOTH Domain Controllers. Galaxy security can be configured using any IDE connected to the Galaxy.
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FIGURE 1: DOMAIN TRUST SETTINGS

Ensure the direction of the trust is Two-way.

Authentication is Domain-wide authentication.

Click Validate to validate the trust.

Create Security Groups on Both Machines for the Users

Create Security Groups on each Domain to group the users. This security group is used in the System Platform security roles
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configuration. Assign the users to their respective security groups.

FIGURE 2: HMI ENGINEER AND HMI OPERATOR USERS IN THE SYSTEM PLATFORM SECURITY GROUPS

System Platform Security - OS Group Base

By default, new Galaxy is created without security. When you configure the security to use OS Group Base for the first time, IDE
automatically logs out and prompts you to log back on. Since nothing has been configured, log on with the default built-in
Administrator account with no password.
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FIGURE 3: ADMINISTRATOR ACCOUNT WITHOUT PASSWORD

Open the security configuration and click the Roles tab. Import the security groups created on both domains and configure their
permission as required. All users will also be in the Default role so no permission should be granted for that role.
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FIGURE 4: DEFAULT ROLE ASSIGNMENT

On the Users tab, you will not see any user until they have physically logged on to the Operating System and to the IDE.
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FIGURE 5: USERS TAB

You will not be able to log on to IDE with that user until they have physically logged on to the Operating System of the IDE node.
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FIGURE 6: USER DOESN'T EXIST UNTIL THEY LOG ON TO THE IDE NODE

Log out of the Operating System and log in with the user's account. Start IDE and login with the user.
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FIGURE 7: LOG ON USING THE USER ACCOUNT

Open Security Configuration -> Users. You will now see the user in the list. Check that the user is ticked against the
correct role.

Note: All users will always be in the Default role so no permission should be given to the Default role.
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FIGURE 8: ONLY USERS THAT LOG IN ARE SHOWN HERE

Configure InTouch Security

The security type on the Managed Application Intouch should be ArchestrA.



Troubleshooting ArchestrA System Platform Cross-Domain Login Problems

file:///C|/inetpub/wwwroot/t002803/t002803.htm[9/4/2013 5:24:53 AM]

FIGURE 9: ARCHESTRA SECURITY TYPE

Now you can able to log on to WindowViewer with the Domain user name.

FIGURE 10: LOG IN WITH INTOUCH

M. Ang
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technical information on our software products at Wonderware Technical Support.

For technical support questions, send an e-mail to wwsupport@invensys.com.
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