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Introduction

OPC UA Encryption allows for more secure, certificate-based, communications.

You can use OPC UA Discovery to allow you to browse for available OPC UA Servers, simplifying OPC UA Configuration.

Application Versions

e ArchestrA OPC UA Client Service v1.0

Assumptions

This Tech Note assumes you have already installed the following prerequisites:
e Application Server 2014 PO1 or later
¢ ArchestrA OPC UA Client Service v1.0 or better
e Any 3rd party OPC UA Server

« We will use TOPServer 5.x and its simulation driver for this example

Prepare the System

1. In Windows Explorer, show hidden files and folders.
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Folder Options L |

‘General View | Search |

— Folder views

You can apply the view (such as Details or lcons) that
AEE yiou are using for this folder to all folders of this type.

Apply to Folders Reset Folders

Advanced settings:
, Files and Folders -
Always show icons, never thumbnails
O Always show menus
Display file icon on thumbnails
Display file size information in folder tips
[ Display the full path in the title bar (Classic theme only)
.. Hidden files and folders
) Dont show hidden files, folders, or drives

Show hidden files, folders, and drives
Hide empty drives in the Computer folder
Hide extensions for known file types
Hide protected operating system files {(Recommended) ;I

Restore Defaults |

oK Cancel | Aoy |

Ficure 1: SHow HIipbbeEN FoLDERS

2. Download and install OPC UA SDK Sample Applications v1.02 from the OPC Foundation (http://www.opcfoundation.org). It is
located under Developer Tools - Developer Kits - Unified Architecture - Sample Applications:
Direct link: https://opcfoundation.org/developer-tools/developer-kits-unified -architecture/sample-applications.

Create an ASB OPCUA Client Service Instance

Create an ASB OPCUA Client Service instance in the IDE (this generates the required client certificate).

1. Click Galaxy=Configure=ArchestrA Services.
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s’ ArchestrA IDE

E Eala}qugd'lt View Object Window Help

Mew
(&7 Open
Open Read-Only

Close

R XEIS RS

H Save

Save Al

Import

BExport

Configure

Security ...

Galawy Status

Properties..  Alt+Enter

View Security...

Time Master...

€ 2 &

Change Galawy...

Change User...

Recent Galaxies

e e T

Communications Management...
Galawy Style Library...

Alarm Priority Mapping...
Languages...

E@ CustomizeToolsets...

Multi Galawxy

Service Discovery

{8 Archestra Services

Ficure 2: CoNFIGURING ARCHESTRA SERVICES

2. Right-click ASBOPCUACIientService and choose Create.

| @ Configure ArchestraServices
bY@ XM=
= ﬂ test

.} ASBGRI
3 ASBMx  Deploy - Cir+D

Create Cirl+N
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Ficure 3: CreaTING AN ASB OPC UA CLIENT SERVICE INSTANCE

Configure OPC UA Server Security Settings

1. From the Start menu, click Start=All Programs>Software ToolBox>Top Server5=>0PC UA Configuration.
2. Click on Server Endpoints tab.

3. Enable or create a Server endpoint that uses the computer node name.

4.

Set your desired encryption method (Basic256, Sign & Encrypt in this case).

:]H OPC UA Configuration Manager x|

Server Endpoints | Trusted Clients | Discovery Servers I Trusted Servers | Instance Certificates

URL < | seaurity |
T;'r"' oo, fgpa 127, 0.0, 199380 Basic128R=z15 (5,5E), Basic256 {5,5E)
58 ope, top: //DS-W0BR 2-test: 49380 Basic128Rsa15 {5,5E), Basic256 (S,5E)
Endpoint Definition § x|
~ TCP Connection
Metwork Adapter: IDEfault j

Port Murnber: I 45380 _Ij

opc. tep: /{DS-W0BR 2-test: 49380

—Security Policies

[~ mMone

¥ Enabled I Basic128Rsal15 Sign; Sign and Encrypt j

Add... | |: ¥ Basic256 Sign and Encrypt

Mote: Server Runtime

FiGure 4: CHOOSE SERVER-SIDE ENCRYPTION

5. Click the Trusted Clients tab and import the ArchestrA OPC UA Client Service Certificate from:
C:\ProgramData\ArchestrA\CertificateStores\OPCUACIlient\certs\aaUAClient.def.
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(AOPC UA Configuration Manager

Server Endponts  Trusted Clents | Discovery Servers | Trusted Servers | tnstance Certificates |

Chenit Hame [ umt

ETW Server JUA Chent Driver

Import Certificate

a{_) | L Co¥Programbatalirchestrd\CartiicataStores\OPCLACRentiearts] ¥ | [(83] | Search certs

Few folder
—| Mame -

Organize *

' Favorites
Bl Desktop
8 Dawrioads
4| Riecent Places

i Libraries
& Documents
o Music
= Pictures
B videos

Import. .. Export..

i Computer
& tocal Dk ()
€% DvD Drive (D2) QL

=)l

HNote: Server Runtime renitial

€ Metwork

| ¥

File narme: Iaaw-.r:hm

3 E_‘:[B Cartificates (*.der* cer) E
[ open | cConcel |

Ficure 5: DerINE TRusTED CLIENTS
6. Click the Discovery Server tab.

7. Import the Discovery Server certs from: C:\Program
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x
| ‘

Orgarire *  Mew folder = = [

|¢‘I{_} | L ce\PragramDataloPC Foundation LA Discavery piem| x| 88 | searchowm ¥
L7
=1 Mome - Il:!mmdﬁad | Type |

o Favorites
Bl Dessktop
8 Dowmioads
1L, Recent Places

- Libranies
* Documents
o Music
| Prctures

mpoct... | peno [ videos

Note: Server Rumbme neinibal 1% Computer
L Local Desk [23)
&% DVD Drive D:) SQL

i Moo x| 4] | |
File name: Iua'ldsq:ﬂ :_J II'LHH Certificates (*.der".cer) _'_'j

Coms e |

#

Ficure 6: Link OPC UA SerVER To DiscoVERY SERVER
8. Click the Instance Certificates tab.

9. Export the Server Certificate to a temporary location like Documents and give it a name with a ".der' extension
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o
Server Endpoints | Trusted Clents | Discovery Servers | Trusted Servers  Instance Certificates |
Server
v Generated by SYSTEM@OS-WOER2-test on
i 2014-04-17T 152 10: 14,075 using OpenSSL 1.0.0§ ]
Export X
h|m:|;“.'m'm' - mlﬁudﬂum.mmu
In Organize =  New foider = o=
- n
i Favorites ={ Documents library
~Chent Driver—————— arangeby: Folder =
B Desitop Inchudes: 2 locations o
View die & Dowrnioads
~ Name Date modified Type |
Export oy | software Tookbax B/8/2014 1:49 PM Fiw feicer
Re .,-!.i.‘rm 4= SOL Server Management Studio G133 ;43P File foider
| Documents | Visual Shude 2010 032013 4:26 P Féa feicer
| PiClures
B videss
Note: Server Runtime reintial |, COTOUter
& Local Disk (£2)
£4 i e 3 e 20 4 | i
Fie name; [TOPserver der =l
Save a5 type: [1.509 Certficates (. der;™ cer) =l
= Hide Folders| sve | Cancel |
E

FiGure 7: ExPoRT SERVER CERTIFICATE
10. Close the OPC UA Configuration Manager.

11. Reinitialize TOPServer Runtime for changes to take effect.

Configure OPC UA Discovery Security

1. Open the OPC Foundation OPC UA Configuration Tool (Start>All Programs>0PC Foundation>Unified Architecture>1.02>Sample
Applications>Configuration Tool).

2. Click the Manage Certificates tab.

3. Select the Directory Store %6CommonApplicationData%\OPC Foundation\CertificateStores\MachineDefault Store Path.
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- UA Configuration Tool

Meriw Costificates. . ] Désplays the cestificates in the store.

Ficure 8: CHoose CERTIFICATE STORE
4. Press the Import Certificate to Store button.

5. Browse to C:\Program Data\OPC Foundation\UA\Discovery\pki\own\ualdscert.der, and click Open to confirm.

Fic Help

Manage Securty | Mansge Applcation  Manage Cedficates | Mansge COM intercs | HTTP Access Rules |

Do Type Curectory e
Siom Path imﬂpphdmﬂunk'ﬂl’t Foundation' Cerificate Sicres\Machine Diefaut EI Browss.., |

i Libraries

o Music
= Pictures
B wdeos

M Computer
&L, Local Disk (C2)
€% oVD Drive (D3) 5\?-_

S Network =4 | ]

| Sences | g Noges | File name: | ualdscert =] [oeRFies -aen g

[ ASBOPCUACEentSenice_ 01 instan I Open | Cancel l

Ficure 9: IMPORT DiscovERY SERVER CERTIFICATE
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6.

Click Yes to accept the Certificate.

RETET

You ane adding this cerificate to a truest list that may be shared with other appications.
Would you still s 1o accept the cestificata?

Target Truest List = [Direciony] % Common AppicationData ™ O PC Foundation \Cerificate Stores \Machine Default
Cenificate to Add = DC=DS5-WOSR24est, CN=UA Local Discovery Server, C=LUS, S=Arzona, L="16101 N. 82nd Strest, Scottsdale™, 0=0PC Foundation

_te |

Ficure 10: AccepT THE CERTIFICATE
In the OPC Foundation OPC UA Configuration Manager, click the Manage Security tab.

Choose Application to Manage OPC.UA.DiscoveryServer and press Edit.

¥ ua Configuration Tool

Fle Hep
wmlwm1 Mariaga Cadficates | Manage COM intarp | HTTF Access Fubes |

Hopkcation To Menage [Ope Lia Dicovery Server =] | Red B |
Trust Arcthes fpphostion, | Sets up 5 tust redstionship wih ancther sppbcation
View Trusted Carificates.. I Desplays the certficate trust st that is cumently assignad to the applcation
Sadmct Contificate to Trust. I Copies & cortficate from in edating tust s to the apphcatson trust sl

Ficure 11: SeTuPp DiscovERY SERVER SECURITY

On the Certificate line, press Browse.

~iol

I

Applcation Name |Opc. Uz DiscovenySenver

Executable Fle  |C-\Program Files (c86)'Common Files'OPC Foundation'\LIA'w 1 0Bin\Opc. Ua Discovery Server exe Browse:
Configuration Fie | Browss.,
Conficzte |
Trust List | Brawse.. ]

mmmmmduﬁmm conhigure sacurty for 3 UA applcation. The configuration fils is the file used by the apphcation 1o
mumm mrfqaﬁmﬂnmhmdhhlndﬂmimhh!ﬁhﬂﬁﬁ:ﬁn%ﬂmdhhmtmHETSI:IKII
not known or i uses an unknown schema then the application cerificate and trust kst must be specfisd manually. Once this is done the tool can be used to

the contents of trust list.

ok |

Ficure 12: MobDIFYING DiscovERY SERVER APPLICATION

1L

10. Choose the Directory Store Type and MachineDefault Store.
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11. Select the UA Local Discovery Server certificate, and click OK.

¥ Manage Certificates in Certificate Store

Siore Type Directory -

Sore Path I*.Cmmsunr'whcahm DataNOPC Foundstion'Cetificate Stores' Machne Defaul

5

Subject Name |

lssuer Nome |

Catficate Type [ fpplcation [ Ceficate Authorty | Sebsgned [ lssusdby CA

Has Private Key [

Hame | ypa | Privats Kay | Domaine | Un | Vaiid Ui |
UAEorpr.tum T:rni Encl-Erl.ly Yes DE‘ND-BHZ TEST unmﬂPCFurdﬂmﬂufg.mei 21:39411{9
up.smum Encl Yes  DSWOS2TEST umDSWOSR2iest: Uhﬁamplef.‘let 20250402

Ficure 13: CHoose DiscoveRY SERVER CERTIFICATE

12. On the Trust List line, press Browse.

Applcation Name |Ope. Us DiscovenySenver
Executable Fie [C Program Files (B6)Common Files"\OPC Foundation’\LIAW 1. 0B Opc Ua_Déscovery Server s

JRT=TET
Browse: I

Cartificate |

Trust List |

mmmmmduﬁmm configure sacurty for 3 LA application, The configuration fils i tha file used by tha appbeation 1o
store its securlty seftings. This configuration file can be read by this 1ool ¥ & confoms 1o the ApplicationCorfiguration schema used by the OFC LA NET SDE. Fi

not known or i uses an unknown schema then the application cerificate and trust kst must be spechied manually. Once this is done the tool can be used to
the contents of tust list.

ok |

Ficure 14: MobpiFYING DiscovERY SERVER APPLICATION

i

13. Select Windows Store Type, and path LocalMachine\UA Applications, then click OK.
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¥ select Certificate Store = [=] 3
Store Type IWﬂduws :]

Store Path LocalMachine\UA Apphcations :J Browss |
oK I Maw_.. I Cancel |

Ficure 15: CHoose WIiNDows CERTIFICATE STORE

14. Click OK to confirm your Application changes and click Yes to Overwrite.

¥ Modify Application Information : =|0] x|
Apphcation Name |Opc. Lla DiscoveryServer

Executable e [C-\Progrem Fies &86)\Cormmon Files'\OPC Foundation'\UA'w 1.0\Bn\Opc. s DiscoveryServerexe Browse... |
Certficale |DC=DSWOSR2es, CHalIA Local Discovery Server, C=LiS, S=Adzona, L="16101 N E2nd Street, Scottsdale”, O=0PC Four  Browse., |
Trust List [[Windows|LocalMachine A Apghcations

mmwmummw corfigure sacurty for 3 LA application. The cordiguration fils is the file used by the spplcation to
s securty settings. This configuration fle can be read by this 1ool ¥ @ confoams Lo the ApplcationConfiguration schema used by the OPC LIA NET SDK. ¥2

not known or & uses an unknawn schema then the appication cestificate and trust kst must be specified manualy. Once this is done the tool can be used 1o
the contents of trust kst

OK I Eﬂ'ndl

Ficure 16: SAVE DiscoVvERY SERVER APPLICATION CHANGES

15. Click the Manage Certificate tab and click the Windows Store Type and the path LocalMachine\UA Applications.

! UA I!'vn-nllgu ration Tool ——

Fie Hep
Manage Securty | Manage Appication Manags Canficates | Manags COM Interop | HTTP Access Rues |
Stom Typs IWrtdw-; 'I
gn..pdh — e ﬂ B L I

CAKey e | Browse... |

View Cartficates .. | Dusplays the certficates in the store.
Create Cotificate Authorty. . 1 Creates a castificate that can be used 1o issus applcabon certficates.
Select and lssue Cerfficate.. ] Selects an existing certficate and issuss new one with the same infomation.

e P - e g Ly i .

Ficure 17: MaNAGE WINDoOws CERTIFICATE STORE CERTIFICATES

16. Select Import Certificate to Store.
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17. Browse to the Top Server certificate that you exported earlier to My Documents and click Open.

Import Certificate x|
Ty = —
QI\ )v j » Libraries = Documents - - |m I Search Documents m‘
Organize =  Mew folder = ~ i l@l
F .
¢ Favorites =1 Documents library
i Arrange by: Folder
Bl Desktop Indudes: 2 locations
4§ Downloads
- Mame = Date modified Type
=l Recent Places
, Software Toolbox 2/11/2014 10:28 AM File falder
4 Libraries . 50L Server Management Studio 9/3/2013 $:43 PM File folder
</ Documents | Visual Studio 2010 9/3/2013 4:26 PM File folder
J‘- Music T — )
B Topserver 8112014 10:29 AM Security Cer
| Pictures .
B videos
1M Computer
£, Local Disk (C2)
% DVD Drive (D:) 5QL

€ Network ;I 1| |

File name: ITCIPSer-.rer j IDER Files (*.der) j

Open Cancel |

Ficure 18: ImrporT OPC UA SERVER CERTIFICATE TO THE WINDOWS CERTIFICATE STORE

18. Click Yes to accept the Import.

Import Certificate to Trust List 0] x|
You are adding this cerificate to a trust list that may be shared with other applications.

Would you still like to accept the certificate ?

Target Trust List = [Windows]LocalMachine'.UA Applications
Certfficate to Add = CN=TOP Server/UA Server, O=Micrasaft, C=US, DC=D5-WIBR2?4est

Yes Mo |

Ficure 19: CoNFIRM CERTIFICATE IMPORT

19. Click the Manage Security tab and with OPC.UA.DiscoveryServer selected, click Select Certificate to Trust.
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¥ ua Configuration Tool 1

Fle  Help
Hruwmlwﬁpﬁ:.m1 Mariaga Carficates | Manage COM intarp | HTTF Access Fules |

Aopkcation To Menage [Ope.Lis Discovery Server > | P B |

Trust Arcther fpphcation. | Sets up & tust relationship with anciher spphcaion
View Trusted Cerificates.. I Desplarys the certficabe trust It that is cumently assigned to the appkcation

Salmct Contificate to Trust. I Copies & cortficate from in mating tust kst to the appheatson trust st

Ficure 20: EpiT DiscovERY SERVER SECURITY

20. Select the Windows Store Type and the path LocalMachine\UA Applications, then select the TOPServer certificate and click
OK.

I Manage Certificates in Certificate Store

Location

SoeType  [Wodows 7]

Store Path [LocaiMachine'\IA Appications
~ Fiters
Subject Name |

Domain [

fasuer Name [

Ceficate Type [ Appication [ Centficats Ahorty [ Selsigned [ lssusd by CA
Has Private Koy [

Hame

m B

OF Server/LIA Server ndErtty Mo DSWOSRZ-TEST 1872 4est SWTookox TOPServer V5 UA Server  2024-04-14

UA Corfiguration Tool End-Entity Ho DS-WDBRZ-TEST umiocahost OFCFoundation Configuration T 20350402

Ficure 21: SeLecT SERVER CERTIFICATE TO TRUST

21. Click OK to acknowledge the Trust.

Select Certificate to Trust |

ey

WY oc-Ds-wosR2-test now trusted.

CM=TOP Server /UA Server, O=Microsoft, C=US,

[ o< |

Ficure 22: CoNFIRM TRUST RELATIONSHIP
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Configure the OPC UA Client Instance

1. In the IDE, right-click and check-out the ASB OPC UA Client Service instance.

o ¥ test ASBO|
= 5 ASBOPCUACkentService
: Gen
'} ASBGRBrowsingSen ;Z:Zme -
;}.} ASBMxDataProvider E— Tere s
L} ASBAuthenticationSe
: Export
Create Copy
Discard Check-out
Check-in
Ovemide Check-out
Sawve And Check-in
Dreploy Cirl+D
UnDeploy Cirl=U
1 11

Ficure 23: CHeck-out ASB OPC UA CLIENT SERVICE INSTANCE

2. Give it a Scope Name of your choice.

ASBOPCUACIient Service_001

General OPC UA Namespace

Scope Mame: TOPServer

Scope Mame will be the Mamespace in item references

= CPC LA Server Details
Ficure 24: Provipe Score NAME

3. Provide or browse for the OPC UA Server Node name.
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ASBOPCUACIlientService_001

General OPC UA Namespace

Scope Mame: TOPServer

Scope Mame will be the Mamespace in item references
—OPC UA Server Details

OPC UA Server Node: | DS-WDER2-tes] |

Endpaint URL: | =] ﬁl

Application URL:

Ficure 25: Derine OPC UA SerVER NobDE

The Endpoint URL list populates when you press the drop-down and select your Endpoint URL.

ASBOPCUACIientService_001

General OPC UA Mamespace

Srope Mame: TOPSenver

Scope Mame will b2 the NMamespace in item references
—OPC UA Server Details

OPC UA Server Node: | DS-WDESR2-test |

Endpoint URL: [ope tep:DS-WOBRZ-test 43380 =] &'
o opt._tepMS-WIBR2-test 49330

Application URI:

Security Message Mode

* Mene  Sign  Sign and Encrypt

Security Policy
{* Mone ( Basic256 ( Basic128Rsals

Ficure 26: CHoose OPC UA EnpbroinT URL

4. Set your Encryption to match the server.
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ASBOPCUACIlientService_001

General OPC UA Namespace

Scope Mame: TOPServer

Scope Mame will be the Mamespace in item references

—OPC UA Server Details
OPC UA Server Node: | DS-WDER2-test |
Endpoint URL: opt tep/IDS-WOSR2-test 49380 =] &l

Application URI:

Security Policy

Security Message Mode
" Mone (% Basic256 ( Basic128Rsals

" Mene  Sign (% Sign and Encrypt

FiGure 27: MATcH ENCYPTION TO SERVER-SIDE SECURITY

5. Go to the OPC UA Namespace tab to make sure it populates

ASBOPCUAClentService 001
General OPC UA Namespace |

Index | Alias | Mode 1d Type | Hamespace URI

3 LA Integer hitp-flapsfoundation orgfliAf

1 ALIAS String um: DS-WOBR2-test SWToolbox. TOPServer VS UA Server
20 ALIASZ Siring TOF Server

Ficure 28: VERIFY NAMESPACE BROWSING

6. Click the General tab and assign the platform where this will be deployed, then press Update.
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ASBOPCUAClientService_001

General OPC UA Namespace

Scope Mame: TOPServer

Zcope Mame will b2 the Namespace in item references

—OPC UA Server Details
OPC UA Server Node: | DE-WDER2-test |
Endpoint URL: opt tepIDS-WOBR2-test 43320 =] &l

Application URI:

Security Policy
" Mone (% Basic256 ( Basic128Rsals

Security Meszage Mode
" Mone € Sign (% Sign and Encrypt

— User Credentials

v snonymous User

User Mame

Password

Zenvice Details
— Port Configuration

[ Auto-gssign port numbers

|Data Port:

|Browse Port:

~  Assignments

33 DS-WDER2-TEST

Update | Reset

Ficure 29: CHoose WHERE OPC UA CLIENT SERVICE WILL BE INSTALLED

7. Save, check-in, and deploy the ASB OPC UA Client Service Instance.
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&) Configure ArchestrA Services

Y@ XM= B
o test As|
= I} ASBOPCUACIientService
|k ASBOPCUACIeae e y
4 ASsCRErwsing: I
1 ASBMxDataProvic  Mename =
©'} ASBAuthenticatior ~ DEIStE ~EEE
) Export
Create Copy
Check-out
Dizcard Check-out
Check-in
Ovemde Check-out
Save And Check-in
Deploy Cirl+Dr
UnDCeploy Cirl+U
=

Ficure 30: SAveE CHANGES

Create a User Defined Object Instance

1. In the IDE, create a User Defined Object (UDO) instance. this Object will be used to read 10 data from the OPC server.

L Deployment -
=l g test

- |2 Unassigned Host
=) B WinPlatform_001
=~ 8% AppEngine_001
B B Area_001
Y |z erDefined 001

Ficure 31: Create A UDO T10 READ OPC UA 10 DATA

2. Create a field attribute.
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¥ UserDefined_001 * L ? d
Field Attributes | Object Information | Scripts | UDAs | Extensions | Graphics |

@4 [(Em+ | % | nome: [Anaiog_oo1 Attribute type: [Anslog %]

Field attributes: Access mode: iirmt'&.lta.lt El Data type: Integer -
h] Hame I Category: JU:H:I' writeable _ﬂ I~ Buffered
[ Analag_ 001

Description: ]

Value

I ] 2 g Value deadband: (0.0

e ali t =ML Engineering wnits:
Vo —¢&h

Input source: |-—,—-

[~ output destination differs from input source

Output destination: |

o) |

Ficure 32: DErFINE A FIELD ATTRIBUTE
3. Click the Attribute Browser button next to the Input Source field.

4. Choose the Namespace that correlates to your ASB OPC UA Client Service instance and the left panel will populate with the server
namespace.

ﬁ:-ﬁalaxv Browser - test
& -:.r%: £ Mamespace: |topserver j %’ FiIter:IDefauIt

s test

:= Instances ]

Tagname & «|| | atribute & | Data type | security da... |
$SYSEDIAG

@ $5Y5EDIAG/Conn=0

@ £5YSEDIAG/Conn=0:0

Q) £5Y54DIAG/Global

2 s5v5SDIAG/UACent

ﬁii _System

‘Q_ﬁ Channel1

‘ﬁﬁ Channel1/_Statistics

‘a-ii Channel1/_System

‘Q_ﬁ Channel1/Device 1

‘iﬁ Channel1/Device 1f_System
‘Q_ﬁ Data Type Examples

‘Q_ﬁ Data Type Examples,_Statistics
ﬁii Data Type Examples/_System

| & Mot s Tune Evamnlec M6 Bit Dievicrs

Ficure 33: CHoose THE ASB OPC UA CLIENT SERVICE INSTANCE ScorE NAME
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5. Browse the OPC UA Server namespace and select a tag. Click OK.

"k £ Mamespace: |topsarver =] | # Filter: |n.e[.._h -I -
i Instances Simulation Examples/ Functions
TF - =] [ atribute = | Data type | secrityca... |
Duants Type Emmphes (16 Bit Device /S Emwmmx {Ramp 1} nteger Fres accsss
q:iDIh Type Exarmples 3 Bit Device (L] srudation Examples. Funcons. Ramp2 (Ramp 2} Float Frae acoess
SUiiData Type Examples/8 Bt Device/_S 5] srmudation Examples. Functions Ramp {Rampd} Integer Free sccess
i Data Type Examples 3 Bt Device M. | | (5] Smulation Examples. Functions. Ramp4 (Ramp 4} Enteger Free acoess
S Dt Type Exampies 8 Bit Devica R . = | 5mulation Examples, Functions, Random | {Rlandom 1)
Ui Data Type Evampes /3 Bt DeviceS . 15 semudation Examples. Functions Random:2 {Random) Enteger Free access
g Saryer &l srmdation Examples, Funchions Ruandam 3 {Rardom3) [rtiar Fres soosss
%mwm E Samudation Examples. Funchons. Random (Random) Integer Free acoess
S Sarver SeryerCapsbiibes Aogregat L] somuintion Examples Funcons Srel (Snel) Float Fres aooese
WMWMM (L] samutation Examples. Functions, Snei (Sne) Float Free acoess
S Ser e Sarver Capabd bes Modeling L] semudation Examples. Functions. Sined {Sned} Flaat Free access
R Server ServerCapabdibesModeling L] smudation Examples. Functions, Snes (Sne-T} Float Free access
i Seryer ServerCapsbdbes Modeling = Simudation Examples Funcions Lser 1 {Uiser 1} Siring Fres accass
qlm;s«wﬂmmm L] Smulation Examples.Functions, Uiser2 {User Z) Float Free access
g Server ServerDiagnestin Semudation Examples. Functions. s 3 {Lser3) Boakean Free sccess
S Server ServerDuagnostics [SessonsDi 72 Samulation Examples. Functions, Liserd (Userd) String Free acoess
S Server ServerDusgnosties SesioneDi
SN Server Serverfedundancy
i server NendarServerina
SN Server NendorServerInfo/OblectSta
i Smudation Examgles
S semulation Examples|_Statstics
S Smulation Examples|_System
i semudation Examples Funchons
i smulstion Examples Functions/_Sys.—
al I I [ show 8l sttributes Property: I"“‘“‘" rI
ok | cenca |

Ficure 34: Browse THE OPC UA SErRVER NAMESPACE

6. Save and Deploy the object. You can now view the tag in Object Viewer.
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® Object Viewer
Fle Edit View Options Help
J MR Attribute Reference: | UserDefined_001.Analog_001.value
o test Attribute Name | value | Timestamp | Quaity
=-B¥ WinPlatform_001[DS-W0BR | AlarmMestUrgentAcked true 8/11/2014 10:5... CD:Good
=B AppEngine_001 AlarmCritsBySeverity 0,0,0,0 8/11/2014 10:5.., C0:Good
= g_, Area_001 [Area_oC | AlarmMostUrgentInAlarm false 8/11/2014 10:5... C0:Good
@ UserDefined_0c Analog_001.Input.ReadStatus Communication ... C0:Good
Analog_001. Input. Valse -18 8/11/2014 10:5... C0:Good
Analog_001.Input.DataType MuInteger C0:Good
Analog_001.Input.InputSource topserver:Simul. .. C0:Good
Analog_001 5 8/11/2014 10:5... C0:Good
Analog_001.EngUnits C0:Good
Analog_001.Bad. Condition frue C0:Good
Analog_001.LogDataChangeEvent  false C0:Good
Analog_001.Deadband 0.0 C0:Good
« ; 3] B |
AttributeReference | vahue | Timestamp | Quality [ status |
UserDefined 001.Analog 001 26 8/11/2014 10:56:17.37... C0:Good Ok
A[4]> 3] watch List 1 f
Ready [FILE: |User: Defaultiiser

Ficure 35: DepLoy AND ViEw 10 DaTA
D. Scott and G. Alldredge

Tech Notes are published occasionally by Wonderware Technical Support. Publisher: Invensys Systems, Inc., 26561 Rancho Parkway South, Lake Forest, CA 92630. There is also
technical information on our software products at \Wonderware Technical Support.

For technical support questions, send an e-mail to wwsupport@invensys.com.

E Back to top

©2014 Invensys Systems, Inc. All rights reserved. No part of the material protected by this copyright may be reproduced or utilized in any form or by any means, electronic or
mechanical, including photocopying, recording, broadcasting, or by any information storage and retrieval system, without permission in writing from Invensys Systems, Inc.
Terms of Use.

file:///C|/inetpub/wwwroot/t002900/t002900.htm[10/15/2014 8:05:56 AM]


https://wdn.wonderware.com/sites/WDN/Pages/Tech_Support/TechSupport.aspx
mailto:wwsupport@invensys.com
file:///C|/inetpub/wwwroot/t002900/T000792.htm

	Local Disk
	Enabling OPC UA Discovery and Encryption


