Moving Recipe Manager 2014 from a Standalone Configuration to the Domain

Tech Note 1068
Moving Recipe Manager 2014 from a Standalone Configuration to the Domain
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Topic#: 002919
Created: December 2014

Introduction

This Tech Note outlines moving Recipe Manager 2014 from a standalone configuration to the domain.
Application Versions
* Recipe Manager 2014

Assumptions

e Basic familiarity with Command Prompt, SQL Server Management Console, and other Administative tools.

When you are logged in to the machine as a local administrator and install Recipe Manager 2014, the Application Pool Identity defaults to
the Local Administrator. This means that only local users (on that machine) will have access to Recipe Manager 2014 (Figure 1 below).
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fis! Configurator - 0] x|
File  Help
=@ ArchestrA License Web Server SQL Administrator Login (Create/Upgrade Database)
L L
& License Server = Windows Authentication
El@ Recipe Manager Plus
R &) Core Server Components ™ 50QL Server Authertication
----- 3 OPCUA Client Service = =
: VM 2008 Adminis
=¥ Wonderware Information Server g ITS e
----- i@ Information Server Password I
----- %) ActiveFactory Reporting
""" ¥ ArchestrA Reporting Application Pool Identity (ReadWrite access to Database)
----- %) Sample Cortert
_____ % Irformation Maodsl |Iser Mame ITSVME'I]'I}EC"-.administlatur
Password I-------
Execution Mode
™ Standalone % |rtegrated with Wonderware Application Server
551 Configuration (Requires manually corfiguring Web Site for S50
™ Use gecure connection (HTTPS)
Corfiguration Messages
Starting “RecipeManagerPlus AppPool™ application pool. . :I
Application pool "RecipeManagerPlus 4ppPocl” started successfully.
Starting addition of RecipeManagerFlus site name to Local Intranet Trusted sites ..
RecipeManagerFlus site name: [hitp/ TSVM2002C/RecipeManagerFlus] already
exists in the Local Intranet Trusted sites.
Addition of RecipeManagerFlus site name to Local Intranet Trusted sites is complete.
Starting creation of Recipe Manager Plus Start menu item...
Crestion of Recipe Manager Plus Start menu item is complete.
Starting creation of Performance Counters...
Creation of Performance Counters 15 complete.
“Wwonderware Recipe Manager Flus Execution Service” service is disabled for
“Integrated with Wonderware Application Server” execution mode.
Core Server Components feature configuration 1s complete.
Befresh | Al Messages Configure | | Close |

Ficure 1: LocaL User Access SETTINGS FOR RecipE MANAGER 2014
To enable access for other domain users/accounts, you must add them as Active Domain accounts users. However, if you try and start
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Moving Recipe Manager 2014 from a Standalone Configuration to the Domain
Recipe Manager plus before you run the Application Pool identity with the Domain user, you will see the following error. This is because
the install was not done on a domain with a Domain user.

Server Error in Application "DEFAULT WEB SITE/RECIPEMANAGERPLUS

Internet Information Services

~ Error Summary
HTTP Error 403.0 - Forbidden

You do not have permission to view this directory or page.

— Detailed Error Information ‘

Module global.asax Requested URL  http://tsvm2008c:80/RecipeManagerPlus
Notification AuthorizeRequest Physical Path  C:\inetpub\wwwroot\RecipeManagerPlus
Handler ExtensionlessUrlHandler-Integrated-4.0 Logon Method  Negotiate
Error Code 0x00000000 Logon User CIMNET\tsupportl

~ Most likely causes:

# This is a generic 403 error and means the authenticated user is not authorized to view the page.

— Things you can try: |

# Create a tracing rule to track failed requests for this HTTP status code. For more infarmation about creating a tracing rule for failed requests, click here.

— Links and More Information

This generic 403 error means that the authenticated user is not authorized to use the requested resource. A substatus code in the 115 log files should indicate the reason for the 403 error. If a
substatus code does not exist, use the steps above to gather more information about the source of the error.
View more information »
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Ficure 2: Access DENIED

Reverse? To resolve the errors you need the machine to be logged into the domain.

You will then need to add the OS User and the SID to the Recipe Manager Plus UserGroups table.

Procedure

To get the current user and SID

1. Open the command prompt and type the following: C:/>whoami/user

[+ Administrator: C:\Windows\system32\cmd.exe

Microsoft Windows [Uersion 6.1.76H11
Copyright (c>» 2009 Microsoft Corporation. All rights reserved.

C:slsersstsupportlired ../ . .
C:swJuhoamisuser

USER INFORMATION

cimnet~tsupportl 5-1-5-21-884495582-1387271928-313593124-2632

G

Ficure 3: GET CURRENT User AanD SID

2. Start the SQL Server Studio Management Console and select the RecipeMangerPluse database (RecMngrPlusDB), then find the
UserGroups table.
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’-- Microsoft SQL Server Management Studio Jﬂ ﬂ

Fle Edit View Project Debug QueryDesigner Tools Window Community Help
i ewquery | [y [ oy I | |5 H & | B .

‘6 E B OE | chenemyrer | ! f (5| B E L

TSVM2008C Re..rm_UserGroups| Properties
comect 3 % w T 3 G Id | Name | Displayhiame | 5id | stetd | IsGrow || [ory] QueryLdtg -
Bl | TSVM2008C (QL Server 10.50.4000 - CIMNET support ) Al el TSUM2008C\ed... TSUMZ008Clad... S5-1-5-21-15103.. 1 False
B (3 Databases 6 User 0001 ML 1220ec5353-w, 1 False
[ System Databases - =
[ Datahase Snapshots i s L AL ALLL ALLL (Name) Queryl.dig
U ArchestrAServicesDR Database Name  |RecMngrPlusDB
u Redpe_Manger erver Name tsvm2008c
&l | J RecMnarPlusDB & Query Designer
[ Database Diagrams Destination Table
[ [ Tables Distinct Values Mo
[ System Tables GROUP BY Extensio| <None:s
[ dbo.rm_FquipmentOperations Qutput Al Columns Mo

[ dbo.rm_EquipmentParameterExtDefs

[ dbo.rm_FquipmentParameterExts

[ dbo.rm_FquipmentParameters

(& dbo.rm_Equipments

[ dbo.rm_FormulaParameterDetais

[ dbo.rm_FormulaParameterExts

[ dbo.rm_FormulaParameters

(& dbo.rm_Formulas

[ dbo.rm_FormulaTemplateParameterExiDefs

[ dbo.rm_FormulaTemplates

[ dbo.rm_ParameterExiDefs

[ dbo.rm_Procedures

[ dbo.rm_ProcedureTokens

[ dbo.rm_RedpeParameterMapExts

[ dbo.rm_RedpeParameterMaps

[ dbo.rm_Redpes

[ dbo.rm_Sites

[ dbo.rm_SystemConfiguration —

[ dbo.rm_UnitdfMeasures

[ dbo.rm_UserGroupRoles

B[ _UserGroups

[ dbo.rm_UserRoles
[ Views -
|1 Synonyms (Identity)
[ Programmability
[ Service Broker o[ o 1 of2 | b M b

Query Parameter Li No parameters have bes
SQL Comment ¥ Sript for SelectTs
Top Specification  Yes

Ready
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Ficure 4: RecMNGRPLUsDBZ/UserRGRoupPs

3. Replace the local user TSVMC\Administrator with your domain user and SID by right-clicking inside the field and replacing the

user and SID values.

TSVM2008C (SCQL Server 10,50,4000 - CIMMET \tsupport1) =
1 Databases

1 System Databases

1 Database Snapshots

Cimnetitsupportl  Cimmet\tsupportl  5-1-5-21-88449... 1
User_0001 MAL 1220ec53-c53b-.. 1
ML ML ML ML

EEFT

B (Identity)

|| ArchestrAServicesDB Database Mame | Redving
|| Redpe_Manger e e .

= ] RecMngrPlusDB B Query Designer

1 Database Diagrams Destination Table
[= [ Tablez R

Administrator: G\Windows\system32\cmd.exe

1 System Tables

=] dbo.rm_EguipmentOperations

=] dbo.rm_EquipmentParameterExtDefs
=] dbo.rm_EquipmentParameterExts
=] dbo.rm_EquipmentParameters

=] dbo.rm_Equipments

=] dbo.rm_FaormulaParameterDetails
=] dbo.rm_FaormulaParameterExts

=] dbo.rm_FaormulaParameters

=] dbo.rm_Faormulas = ====== ===== ======= ==
= dbo.rm_FormulaTemplateParameterExtDefs cimnetstsupportl 5-1-5-21-884495582-1387271928-313593124-2632
=] dbo.rm_FormulaTemplates Ciny

=] dbo.rm_ParameterExtDefs

=] dbo.rm_Procedures

=] dbo.rm_ProcedureTokens

=] dbo.rm_RecpeParameterMapExts
=] dbo.rm_RecpeParameterMaps
=] dbo.rm_Recipes

=] dbo.rm_Sites

=] dbo.rm_SystemConfiguration

Microsoft Windows [Uersion 6.1.76811

Copyright (c) 2007 Microsoft Corporation. All rights reserved.

C:slsersstsupportied ../,
C:s>uhoamisuser

USER INFORMATION

HEFEFEMFMEBMHRBGBHGRFRBBGEHFBBHHFHH

= dbo.rm_UnitOfMeasures j 1 of2 | b b b

o B | PR [ PR P P

Ficure 5: RepLAcE User AND SID VALUES

4. Start 1IS Manager and change the Application Pool identity to your domain user (from the local administrator who installed Recipe
Manager 2014).
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File

View

1-'5 Internet Information Services (IIS) Manager

=101

@g‘j. [J b TSYM200SC » Application Pools

|& < 1@-

Help

-1 |7 |8

&5 Start Page
=193 TSVM2008C (CIMNET \tsupport .

@i! Application Pools

This page lets you view and manage the list of application pools on the server, Application pools are
assocated with worker processes, contain one or more applications, and provide isolation among

: P— Application Pool Tasks
J Application Pools different applications. .
[+ @] Sites B Start
Filter: | e Go -~ % Show Al | Group by: Mo Graouping - B stop
Name | status | .NET Frame... | Managed Pipel... | Identity | &ppl || 2 Recyce...
QaaFIexLic‘nﬂJ'ebSer. . Started w40 Classic MetworkService 1 o s |
L5} ASP.NET v4.0 Started w40 Integrated ApplicationPoollden... 0 it AppcatiEREE
[}ASP.NETv4.0ClL.. Started  v4.0 Classic ApplicationPocliden... 0 =] Basic Settings...
QASP.NI:‘I' v4,0De,.. Started v4.0 Integrated ApplicationPoollden.., 1 Recyding...
;%Classic MET App... Started v2.0 Classic ApplicationPoollden... 0 Advanced Settings...
Lz! DefaultAppPool Starte vZ.0 Integrated ApplicationPoollden... 0 Ror
{RedpeManagerPl... Started v4.0 Integrated TSYM2003C\Admini... 1
QSHApannI Started w40 Classic MetworkService g K Remove
Sicaa A {H t=

o)

Add Application Poal...
Set Application Pool Defaults. ..

Ficure 6: AprpLicaTION PooL IDENTITY

5. Select the RecipeManagerPlus Application Pool and click Advanced Settings.
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"'-'E Internet Information Services (IIS) Mand Advanced Settings 7] x|

@ 3 [ L » TSVM2008C b Applicatic [ (General) =]
File View Help MET Framework Version v4.0
S Enable 32-Bit Applications True
_ q; Managed Pipeline Mode Integrated
o~ ]__‘ | ,‘TJ | & i Mame RecipeManagerPlusappPool
i?j Start Page . Queue Lengﬁ'u. 1000
E| gj TSVM2008C (CIMNET \tsupport1 'EII':ISEDE Start Automatically True
--F'} Application Pools differ = cru
g Siteg Limit 0
Filte Limit Action MoAction
Nam Limit Interval {minutes) 5
E Processor Affinity Enabled False —
DA Processor Affinity Mask 4284957295

A |B Prmmsl“lmlel

2 Tﬁvmmwmmstratﬂﬂ o

QC IdIE 'I'me-nut (minutes)
3D Load User Profile False
Eéﬁ'- Maximum Worker Processes 1
QS Ping Enabled True
Ping Maximum Response Time {(seconc 90
Ping Period (seconds) 30
Shutdown Time Limit (seconds) g0
| Startin Time Limit fsernnds) an =
Identity
[identityType, username, password] Configures the application pool to run as
7 built-in account, i.e. Application Pool Identity (recommended), Metwork Service,
—I_ Local System, Local Service, or as a spedific user identity.
4 | | b Fes
oK Cancel |
Ready .

FIGURE 7: ADVANCED SETTINGS TO IDENTIFY THE INSTALLER

6. In the Process Model area you will see TSVM2008C\Administrator.

Change this to our domain user.

7. Click the Ellipsis [ ... ] button.
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Advanced Settings ed |
B (General) [
.MET Framewark Yersion va.0
Enable 32-Bit Applications True
Managed PFipeline Mode Integrated
Mame RecipeManagerPlusAppPool
Queue Length 1000
Start Automatically True
B ceu
| Application Pool Identity el
L
L " Built-in account:
o 3 -
f
=l ¥ Custom account:
] IT‘S"."M 20038C\Administrator Set... |
1
L
[
i ok | concel |
f
Fing Period [seconds) 0
Shutdown Time Limit (seconds) a0
| Starhin Time Limit fsernnds) an hd
Identity
[identityType, username, password] Configures the application pool to run as
built4n account, i.e. Application Poal Identity (recommended), Metwork Service,
Local System, Local Service, or as a spedific user identity,
Ok Cancel |
VY

Ficure 8: CHANGE THE APPLICATION PooL IDENTITY

8. Click Set and type the domain user and password.

9. Click OK to recycle the RecipeManger plus Application Pool.
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B (General) 1=
MET Framework Version v4.0
Enable 32-Bit Applications True
Managed Pipeline Mode Integrated
Mame RecpeManagerPlusAppPool
Queue Length 1000
Start Automatically True
B cru
| Applics Set Credentials e e |
L
! " BL  User name:
: Iu:imnet‘n,tsuppurtl .
f = Password:
E I = EL Iii."'.ii
1
] ﬁ Confirm password: _I
I. Iii."'.ii
f
F | oK I Cancel | ] |
f
Fing Fernod [seconds) 30
Shutdawn Time Limit (seconds) a0
| Startin Time Limit fseronds) an h
Identity

[identityType, username, password] Configures the application poal to run as
built4n account, i.e. Application Pool Identity {recommended), Metwork Service,
Local System, Local Service, or as a spedfic user identity.

Ficure 9: SET THE RECIPEMANAGER CREDENTIALS

10. The RecipeManagerPlus Application Pool is now running under a Domain Account.
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&JT 'j |:}—' |&J

------ ‘?ﬂ Start Page

Eﬁﬂ TSYM2003C (CIMMET \tsupportl
- j Application Pools
-6 Sites

QQI Application Pools

This page lets you view and manage the list of application pools on the server, Application pools are associated with worker processes, con

provide isolation among different appl

ications.

Filter: - Go - FL'I Show All | Groupby: Mo Grouping -

Mame = | Status | .MET Frame... | Managed Pipeli. .. | Identity | Applications
é:"aaFIexLin:'n'l.n'EbSEWicE.ﬁ.pmel Started v4.0 Classic MetworkService 1
QASP.NEI' w40 Started v4.0 Integrated ApplicationPoollden... 0
QASP.NEI' w40 Classic Started v4.0 Classic ApplicationPoollden... 0
,;*ASP.NEI' w40 DefaultAppPoal Started w40 Integrated ApplicationPoollden... 1
.;"Classic MET AppPoal Started w20 Classic ApplicationPoollden... 0
QDEhultﬁ.panol Started w20 Integrated ApplicationPoollden... 0

edpeManagerPlusAppPool
é,:"sﬁ.l'#.pmel

Started
Started

w40
va.0

Integrated
Classic

dmnetitsupportl
MetworkService

[55]

Ficure 10: AprPooL RESET

11. Start Configurator and change the Application Pool identity to the Domain user. Figure 11 (below) shows the Configurator before a

re-start, with the Local User.
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Ioix]
File  Help
=@ ArchestrA License Web Server SGL Administrator Login (Create/Upgrade Database)
L@ L
- & License Server {* Windows Authentication
=R Recipe Manager Plus
N ¥ Core Server Components i~ S0L Server Authentication
P 3 OPCUA Client Service — .
Iser N TSVM2008C  Administrat
=-f%) Wonderware Information Server LR I e s
----- i Information Server Password I
----- %) ActiveFactory Reporting
""" ® ArchestrA Reporting Application Pool ldentity (Read/Write access to Database)
----- %) Sample Contert
_____ % Irformation Model Iser Name Iu:imnet"-isupport'l
Password I---------l
Execution Mode
" Standalone ¥ Integrated with Wonderware Application Server
551 Configuration {Reguires manually configuring Web Site for S5L)
™ Use gecure connection (HTTPS)
Configuration Messages
“RecipeManagerPlus” virtuzl directory is properly mapped to ﬂ
“RecipeManagerPlus AppPool” application poal.
Walidating properties of "RecipeManagerPlus AppPool” application poal ..
“RecipeManagerPlus AppPool” application pool properties are properly set.
Walidating properties of "RecipeManagerFlus” virtual directory.
"RecipeManagerPlus” virtual directory properties are properly set.
Walidating "RecipeManagerFlus” site name in Local intranet trusted sites ..
"RecipeManagerPlus” site doesn't exist in Local intranet trusted sites...
Walidating shartcut items under Start menu. ..
Shortcut items are properly configured under Start menu.
Walidating "RecMngrPlus ExecSve”™ service status..
“Wonderware Recipe Manager Flus Execution Service” service is stopped.
Walidation of Core Server Components festure is complete.
-
Befresh | Al Messages Configure | | Close

Ficure 11: CHANGE To THE DomaIN User
You might need to close and re-open Configurator so that the SQL Admin login value is changed to the domain user.
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12. After restarting Configurator you will see that the SQL Administrator is now the domain user.

i

File  Help
=@ ArchestrA License Web Server S0L Administrator Login (Create/Upgrade Database)
L@ L
i & License Server % Windows Authentication
=¥ Recipe Manager Plus
N i Core Server Components i~ S0L Server Authentication
N %) OPCUA Cliert Service _
=% Wonderware Information Server Lol ICMHETLUDDDM
----- i Information Server Paszword I
----- %) ActiveFactory Reporting
""" ¥ ArchestrA Reporting Application Pool ldentity (Read Write access to Databaze)
----- %) Sample Contert
..... % Irformation Model Iser Name I[imnet‘-.tsuppnrt'l
Password I---------
BExecution Mode
¥ Standalone " Integrated with Wonderware Application Server

551 Configuration {Reguires manually configuring Web Site for S5L)
[T Use secure connection (HTTPS)

Configuration Messages

Walidating properties of "RecipeManagerFlus AppPool” application pool... ;l
"RecipeManagerPlusAppPool™ application pool properties are properly set.

Walidating properties of "RecipeManagerPlus” virtual directory.

“RecipeManagerPlus” virtual directory properties are properly set.

Yalidating "RecipeManagerFlus” site name in Local intranet trusted sites...
RecipeManagerPlus site name: [http/ TSWM2008C/RecipeManagerFlus] already
exists in the Local Intranet Trusted sites.

Walidation of RecipeManagerFlus site name in Local intranet trusted sites 1s complet
Walidating shortcut items under Start menu. ..

Shortcut items are properly configured under Start menu.

Walidating "RecMngrPlus ExecSve”™ service status..

“Wwonderware Recipe Manager Flus Execution Senvice” service is running.

Walidation of Core Server Components feature is complete.

Ficure 12: NAME VALIDATED

13. Re-run Configurator as the domain user. Recipe Manager is now configured for the Domain user that you just added.
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14. Start RecipeManagerPlus from your browser and will now be able to use RecipeManager Plus on the domain.

w Recipe Manager Plus ? CMNETVsupportl &,

108

Add User  Add Group

Equipment

Formula Templates
Formulas

Execution

Parameter Extensions

Units Of Measure

Users/Groups

Roles

Ficure 13: RecipE MANAGER PLus RUNNING UNDER DoMAIN USErR ACCOUNT

If you want to revert back just follow the same steps, but use the local machine users that you want in place of the Domain user.
J. Godfrey

Tech Notes are published occasionally by Wonderware Technical Support. Publisher: Invensys Systems, Inc., 26561 Rancho Parkway South, Lake Forest, CA 92630. There is also
technical information on our software products at \Wonderware Technical Support.

For technical support questions, send an e-mail to wwsupport@invensys.com.
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