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Introduction

The OSConfigurationUtility program for Windows XP Service Pack 2 and Windows Server 2003 Service Pack 1 and
Service Pack 2 does not work in all cases when applied to the computers after installing Wonderware ArchestrA-
related software. The issue is mostly seen in computers that come factory-loaded with an OEM version of the
operating system, or with computers that have either software or hardware Data Execution Prevention (DEP) enabled.

Understanding Data Execution Prevention (DEP)

Data Execution Prevention (DEP) helps prevent damage from viruses and other security threats that run (execute)
malicious code from memory locations that only Windows and other programs should use. This type of threat causes
damage by taking over one or more memory locations in use by a program. Then it spreads and harms other programs,
files, and even your e-mail contacts.

Unlike a firewall or antivirus program, DEP does not help prevent harmful programs from being installed on your
computer. Instead, it monitors your programs to determine if they use system memory safely. To do this, DEP software
works alone or with compatible microprocessors to mark some memory locations as "non-executable”. If a program tries
to run code—malicious or not—from a protected location, DEP closes the program and notifies you.

DEP can take advantage of software and hardware support. To use DEP, your computer must be running Microsoft
Windows XP Service Pack 2 (SP2) or later, or Windows Server 2003 Service Pack 1 or later. DEP software alone helps
protect against certain types of malicious code attacks. However, to take full advantage of the protection that DEP can
offer, your processor must support "execution protection.” This is a hardware-based technology designed to mark
memory locations as non-executable. If your processor does not support hardware-based DEP, it's a good idea to upgrade
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to a processor that offers execution protection features.

How Can | Tell if DEP is Available on My Computer

DEP is accessable through the System Properties window of both operating systems.
To access System Properties:

1. Click Start/Settings.

2. Select Control Panel and double-click the System icon.
3. Select the Advanced tab.

4. Under Performance, click the Settings button .

5. Select the Data Execution Prevention tab.

Note: By default, DEP is only turned on for essential Windows operating system programs and services (first option). To help
protect more programs with DEP, select the Turn on DEP for all programs and services except those | select option .

Hardware-Enforced DEP — Physical Address Extension (PAE)

Hardware-Enforced DEP marks all memory locations in a process as non-executable unless the location explicitly
contains executable code. A class of attacks exists that tries to insert and run code from non-executable memory
locations. DEP helps prevent these attacks by intercepting them and raising an exception.

Hardware-Enforced DEP relies on processor hardware to mark memory with an attribute that indicates that code should
not be executed from that memory. DEP functions on a per-virtual memory page basis, and DEP typically changes a bit in
the page table entry (PTE) to mark the memory page.

Processor architecture determines how DEP is implemented in hardware and how DEP marks the virtual memory
page. However, processors that support hardware-enforced DEP can raise an exception when code is executed from a
page that is marked with the appropriate attribute set.



In Windows Server 2003 with SP1 and in Windows XP with SP2, the Data Execution Prevention (DEP) processor
features require that the processor run in PAE mode. DEP is a set of hardware and software technologies. These
technologies perform additional checks on memory to help prevent malicious code from running on a system.

Starting with Windows XP SP2, the 32-bit versions of Windows use one of the following hardware technologies to
implement DEP:

. The no-execute page-protection (NX) processor feature as defined by Advanced Micro Devices.

. The Execute Disable Bit (XD) feature as defined by Intel.

Software-Enforced DEP

An additional set of Data Execution Prevention security checks have been added to Windows XP SP2. These checks, known
as Software-Enforced DEP, are designed to block malicious code that takes advantage of exception-handling mechanisms
in Windows. Software-enforced DEP runs on any processor that can run Windows XP SP2. By default, software-enforced
DEP helps protect only limited system binaries, regardless of the hardware-enforced DEP capabilities of the processor.

Symptoms and Troubleshooting

Unable to Connect to Logger on [computer name]

The primary symptom seen by users is the inability to connect to the ArchestrA Logger Service. When attempting to view
the log files in the local machine, the user opens the LogViewer in the System Management Console. Upon selecting the
Local node, a pop-up window will display the message: Unable to connect to Logger on [computer name].

Troubleshoot and Disable PAE mode

Warning: This workaround may make your computer or your network more vulnerable to attack by malicious users or by
malicious software such as viruses. We do not recommend this workaround but are providing this information so that you can
implement this workaround at your own discretion. Use this workaround at your own risk.

To troubleshoot a system, you may have to disable PAE mode on a computer where Windows has automatically enabled
PAE mode. In this scenario, you can disable PAE mode by editing the Boot.ini file.



To edit the Boot.ini file

1. Click Start/Run.

2. Type sysdm.cpl, then click OK.

3. Select the Advanced tab.

4. Click the Settings button under Startup and Recovery.

5. Under System Startup, click the Edit button.

The editable contents appear as a .txt file in Notepad or similar editor application.

Disable PAE Mode in Windows XP with SP2

Add the following switches to the Windows XP Boot.ini file:

/ noexecut e=al waysof f / NOPAE

For example, the Boot.ini file content may appear as follows:

[ boot | oader]

ti meout =30

def aul t =nul ti (0) di sk(0)rdi sk(0)partition(l1l)\W NDOAS

[ operati ng systens]

mul ti (0)disk(0)rdisk(0)partition(l1l)\WNDOAS="M crosoft Wndows XP" /fastdetect /
noexecut e=al waysof f / NOPAE

Disable PAE Mode in Windows Server 2003 with SP1

Add the following switches to the Windows Server 2003 Boot.ini file:

[ execut e / NOPAE



For example, the Boot.ini file content may appear as follows:

[ boot | oader]

ti meout =30

def aul t =nul ti (0) di sk(0)rdi sk(0)partition(l1l)\W NDOAS

[ operati ng systens]

mul ti (0)disk(0)rdisk(O)partition(1l)\WNDOAS="M crosoft Wndows Server 2003" /fastdetect /
execut e / NOPAE

Disable PAE Mode in Windows Server 2003 SP2

Add the following switches to the Windows Server 2003 Boot.ini file:

/ noexecut e=al waysof f

For example, the Boot.ini file content may appear as follows:

[ boot | oader]

ti meout =30

def aul t =nul ti (0) di sk(0)rdi sk(0)partition(l1l)\W NDOAS

[ operati ng systens]

mul ti (0)disk(0)rdisk(0)partition(1l)\WNDOAS="M crosoft Wndows Server 2003, Enterprise" /
fast det ect /noexecut e=al waysof f
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