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Introduction

Important! This document and its links to the utility are available on the Wonderware Developer Network. You must be a Customer First subscriber to download the
utility.

This document complements Tech Note 230 by explaining Troubleshooting techniques for the WIS Live-data delivery issues.

The common root cause for the live data issue is the Web Server URL. The URL is a manually-typed parameter in WinXMLExporter. This Tech Note explains some brief
principles and provides steps for troubleshooting the issue. Wonderware Technical Support has also developed a client side Utility to make the troubleshooting easier.

Note: After the first edition of this TN published, we found another root-cause related to Internet Information Services (IIS) settings for the Live-data issue. Please refer
to the 11S Web Service Extensions Settings section.

Application Versions

« Wonderware Information Server (WIS) 3.0 and later

WIS Client Live Data Flow Summary

One of the WIS client components uses the Web Server URL value to make Internet/Intranet connection using Microsoft WinInet APIs.

When the Web Server URL contains a reachable Internet Information Services (IIS) node name or IP address, the client component sends the request to
\\IlISServer\Scripts\fsoutpst.dll. This ISAPI DLL is installed on the IIS Server side, which is responsible for making the data exchange with Rdbhandler service. If the
HTTP communication channel is OK between the IIS and the WIS client component, the client component downloads the data from the response packet and passes
through the data to other WIS client components for their live data.

Live Data Starts from WinXMLExporter

The WinXMLExporter converts the InTouch .win file into an XML file, then publishes the XML file to the Web Server in order to display Process Graphics. During the
conversion, WinXMLExporter also puts the values of [Web Server URL], [Data Node Name], and other property settings into each converted XML file.

Figure 1 (below) shows a Windowset setting dialog and its corresponding XML element.
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windowSet Properties I

WindowSet Mame |‘r'.r':|'.d.:.'.'+'5 a2

[V Different than Project
- Data Souice
Use hitps://[webServer] if SSL is used.

\web Server URL |WebSewerNodd
|InToucH‘lude

Application |Vm

Topic [Tagame

| ok I Cancel

Ficure 1: WINDOWSET SETTINGS

When you drag-drop the InTouch window into the above windowset, the WinXMLExporter embeds the following element into the XML file:

<Connection ID="1" Name=" ** WebServer="WebServerNode" Node="InTouchNode" Application="View" Topic="TagName" ConnectionType="SUITELINK">
</Connection>

When you select this InTouch window from the Portal Process Graphics, the client-side Internet Explorer downloads its corresponding XML file to the client machine. One of
the client components uses the Connection element from the downloaded XML file and composes a WinInet API call.

It then tries to make an Internet connection on http(s)://WebServerNode\Scripts\fsoutpst.dll.

Common Issues Summary

This section contains a summary of common live data delivery issues.
No Live Data at All But InTouch is Running

To troubleshoot this condition

o First, check whether the InTouchNode addressed in the Windowset is a reachable machine from WIS Portal node. The value of InTouchNode is used by
Rdbhandler.exe in the WIS Portal machine. Rdbhandler.exe communicates to the InTouchNode using SuiteLink™.

Refer to Tech Note 230 about Diagnostics on Rdbhandler.exe.

e Check whether the given WebServerNode only contains machine name or IP Address. For example, the following values of WebServerNode are not correct:
ServerName/Wonderware or http://ServerName. However, if the Protocol HTTPS is used, the value of WebServerNode should be https://ServerName.

e Check the value of [Wonderware Information Server URL] and [Web Server URL]. In a multiple-WIS Servers environment, the machine name or IP address in
[Wonderware Information Server URL] can be different from the machine name or IP address on the WebServerNode as shown in Figure 2 and 3 (below).
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Publishing Properties I

Please enter the LIBL to the Wondemware |nformation Server where pou
will publizh your project’s WindowSetz] and SymbolSet(s).

Example : Enter "hitp://mywebsite Wonderware" to publish your
project’s WindowSet and SymbolSet on IS web server
“mywebsite' .

‘Wonderware Information Server URL :
¥ .

|hew;Wndeme
To continue, please verify first Verify |

<Back [[Hew> | Frish | Cancel | Hep |

FIGURE 2: PUBLISHING DESTINATION

Data Source Properties E I

For all remote tags, \Wondenware Information Server uses the data
source and protocols lke SuteLink, NetDDE and Meszage Exchangs
defined in the InTouch Access Names. It uses following data source
information for all nonremote tags.

— Data Source Information for Non-Remote tags
¥ Change default data source

ebServer] f SSL is used
Web Server U edxdaz30

Data Node Name |ED>®J&53U

Application [Miew

Tepic lTa@lame

¢ Back Nest > Firish Cancel |  Hep |

Ficure 3: WEeB Site URL For Live DATA
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You Have Live Data in the WIS Portal Machine but No Live Data in the WIS Client Machines

The reason is that LOCALHOST is being used as the value for WebServerNode.

The WIS client component uses the value of WebServerNode to compose URL to the WIS Portal machine to get the live data. If LOCALHOST is used, the WIS client
component will try to obtain the live data from itself.

You Have Live Data on the Intranet but No Live Data on the Internet

Outside the Firewall configuration, the most common reason for this issue is the machine name. For example, say that edxdas30 is used as the value for the URL. From
the Internet point of view, edxdas30 is not a reachable name. The name edxdas30 should be replaced by 10.2.87.169 (IP Address), or a fully-qualified (including the
domain) name such as edxDAS30.magellandev2000.dev.wonderware.com.

Note: The Fully Qualified Domain Name (FQDN) consists of host name and domain name. In the above example, edxDAS30.magellandev2000.dev is the host name
and wonderware.com is the domain name.

You Made Changes Based on the Above Recommendations but Still Have No Live Data

If the live data still cannot be seen, please download the DebugView Utility from Microsoft Web Site. Install the Utility to one the WIS client machine.

Use DebugView Utility to Diagnose the WIS Client Component

1. Launch the DebugView and click on Capture icon as shown in Figure 4 (below).

& DebugView on \\EDXDAS30 (local)

B Ect Computer, Help
| & - R | BT 99 | M
# |[Time ~—"[Debug Print |

Ficure 4: START DEBUGVIEW AND CLick ON THE CAPTURE IcoN
2. On the same WIS client machine, browse to the InTouch window from Process Graphics.

3. Click the Capture icon shown in the Figure 4 (Red circle) to activate the Capture function. Open the InTouch window. If the live data has been delivered to the WIS
communication client components, it appears as shown as Figure 5 (below).
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& _DebugV¥iew on \\EDXDAS30 (local)

Fle Edt Capture Options Computer Hslp
ZHd | & &= 3 EERBT| 22 | M
# | Tine [ Debug Print |

4 4.01545525 [3712] CIOItem::itemData
g 5.03104067 [3712] CIOItem: :itemData
3 5.984727886 [3712] CIOItem: :itemData
7 6.97097206 [3712] CIOItem::itemData
8 7.97141314 [3712] CIOItem: :itemData
9 9.50380039 [3712] CIOItem::itemData

10 10.63897705 [3712] CIOItem::itemData
11  11.06876278 [3712] CIOItem: :itemData
12 12.07004356 [3712] CIOItem::itemData
13 12.98735142 [3712] CIOItem::itemData
14 13.98585510 [3712] CIOItem::itemData
15 14.96977043 [3712] CIOItem: :itemData
16 15.99555492 [3712] CIOItem: :itemData
17 17.57789040 [3712] CIOItem::itemData
18 18.08141899 [3712] CIOItem: :itemData
19  18.96984291 [3712] CIOItem::itemData
20 19.96881866 [3712] CIOItem: :itemData
21 21.07881546 [3712] CIOItem: :itemData
22 22.07949638 [3712] CIOItem::itemData
23 23.07709694 [3712] CIOItem::itemData
24 24.57889175 [3712] CIOItem: :itemData
Ficure 5: Live DATA ARRIVES AT WIS cLIENT CoMMUNICATION COMPONENTS

If you do not see a similar screen, there is still a communication issue between the WIS Portal and WIS client machines.

Using the WIS Client Diagnostic Utility

Wonderware Technical Support provides a WIS Client Live Data Diagnostic Utility that simulates the behavior of the WIS client when it sets up a connection to the WIS
Portal. The Utility uses the cached XML file that WinXMLExportor converted from the InTouch win file.

The utility is available for download on the WDN and you must have a Customer First subscription to download it.
The Utility can test the following Connection Scenarios:
1. Windows Authentication with HTTP or HTTPS Protocols.
2. Basic Authentication with HTTP or HTTPS Protocols.
The Connect Status field displays either Successful or the detailed connection failure information.
In order to increase your troubleshooting efficiency, Wonderware Technical Support has developed a WIS Client Diagnostic Utility, which can do the following:
* Reads a cached WIS Process Graphics XML file.
o Extract the value of the Web Server URL as well as other connection property values from the XML file.
* Simulate the operations of WIS client component at runtime to communicate with WIS Server.

If there is any error during the communication, the Utility reports it. Figure 6 (below) shows the graphic user interface (GUI).
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M Verify Client Connection
File Help

Web Server URL | edxdas30] Browse Cached %ML File J

User Mame ] B
& Wwindows Auth
Password ] " Basic Auth

[Daka Source

Protocol
* HTTP

" HTTPS

Conneck Status

Close Connect Test

FIGURE 6: WIS CuLient CoNNECTIVITY TESTING UTILITY

When the WIS client selects an InTouch Process Graphics window, the corresponding converted XML file is downloaded and cached into the WIS client's Temporary
Internet Files directory with type WWXML.

To troubleshoot

¢ Clean the entire Internet cached files by using Internet Options and deleting the Browsing history files (Figure 7 below).
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Internet Options E|Ig|

General |Security' Privacy' Content | -Ccunnections_ il .F‘rcugrams | Advanced

Horme page

To create home page tabs, type each address on its own line,

!"l 1

ogle. com/| ‘

[ Use current ][ IJse default ][ Use blank ]

Browsing hiskory

-

Delete kemporary files, history, cookies, saved passwords,

y and web Form information,
Settings D
P S
Seatch

r_:} Change search defaults, Settings
7

Tahs

Delete, .,

Change how webpages are displayed in Settings

| kahs,

Appeatance —

[ Colors ][ Languages ][ Fonks ” Accessibility ]

[_ oK H Cancel l

FIGURE 7: DeLeTe THE INTERNET CACHED FILES FOr IE 7.0

e Locate and display the Process Graphics InTouch window.

1. Click the Settings button shown in Figure 7 (above).
2. Click the View Files button in the next dialog box. You see the Temporary Internet Files directory.

3. Sort the files by Type and locate the WWXML type (Figure 8 below).
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FIGURE 8: SorT BY TYPE AND FinD THE WWXML FiLE

4. Copy the WWXML file into the current Diagnostic Utility's working directory and click the Browse Cached XML File button in the Utility. The embedded value of
WebServerURL in the XML file is extracted into the Web Server URL Text Box.

5. Figure 9 (below) demonstrates the verification prompt for IIS Basic Authentication Access mode. Basic Authentication mode requires giving a User Name and
Password. For a domain user, the User Name should be DomainName\UserName.
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Verify Client Connection

File Help
Web Server URL | lacalhost Browse Cached XML File ‘
Access
User Mame
magellandey 2000 wwuser
] g \ ™ Wwindows Auth
Pazswaord ]********** & Basic Auth
Data Source Conneckion_1
Protocol Web Server URL:  localhost
& HTTP Daka Mode: ELWIS31FLLL
Application; Wity
" HTTPS Topic:: Taghame
Connect Status
Close Conneck Tesk

Ficure 9: Browse CacHeD XML FiLE

6. Click the Connect Test button. You will see the runtime status in the Connect Status text box.

-
M Verify Client Connection

File Help
Web Server URL I localhosk Browse Cached ML File ‘
User Mame ]mageuandevznnmwwuser ?EC::; e
Passward ] sskott Akt ok * EBasic Auth

Data S0urce | onnection_1

Protacol ‘Web Server URL:  localhost
& HTTP Data MNode: EDSWIS31FULL
Application: Wigw
" HTTPS Topic:: Taghame

Connect 3tatus | syccessfully Connected to localhostin

Close

Ficure 10: CoNNECT TEST SUCCESSFUL

7. Use same example as above except the DomainName is missing. We will see Unauthorized Error in the Connect Status Text Box (Figure 11 below).

file:///C|/inetpub/wwwroot/t002404/t002404.htm[12/17/2010 1:42:02 PM]



Troubleshooting Process Graphics Client Live Data Delivery in Wonderware Information Server (WIS)

rﬁ] Verify Client Connection

File Help
s e ] Ineclhiost Browse Cached %ML File ]
Access
User Mame
WUSEr
] £ windows Auth
Password ]********** & Basic Auth

Data Source Conneckion_1

[ Protocol - | | Wb Server URL:  hikps:/fedxwis3 1Rl
& HTTP Daka Mode: ED=WIS3IFULL
Application; Wig

" HTTPS Topic:: Taqghlarne

Connect Status | 401-Unauthorized:
The requested page needs a username and a password,

Close ] Connect Test |

Ficure 11: 401 ERROR-UNAUTHORIZED

IS Web Service Extensions Settings

For IIS 6.0 and IIS 7.0 or 7.5, Microsoft added a security component (Web Service Extensions) that can prevent the Dynamic Web content from attack. This component
also plays a role in WIS Process Graphics Live-data.

WIS Configurator delivers a Web Service Extension (WSE) called wwSVProcessGraphics in Allowed status. The WSE holds two required ISAPI DLL file paths (path + file
names) that are Allowed to visit from a Web Virtual Directory or Application. The two allowed ISAPI DLLs are:

» fsoutpst.dll - This is the entry point from WIS Process Graphics client call to IIS.
e ivfw.dll - This is the entry point from RdbHandler call to IIS (not discussed in this Tech Note, but we must note it).

When you click on an InTouch window link under the Process Graphics node, the rdbcmi.dll WIS client components makes a HTTP(s) call to
http(s)://WIS_Server/Scripts/fsoutpst.dll.

Note: The rdbcmi.dll call is based on the WIS URL you provide.

This call is to the RdbHandler.exe (Windows service) to get or set data from other backend components, SuiteLink and Lmx. In the above URL, Scripts is a virtual
directory which is defined in IIS. Like other IIS virtual directories, Scripts must have a physical directory defined. The WIS Configurator defines by default in the physical
directory as [C]:\Inetpub\Scripts.

If we do a test in a WIS IE client by using http://WIS_Server/Scripts/fsoutpst.dll URL, you should see the File Download prompt for the file..

Click Cancel to exit (Figure 12 below).
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File Download Ed

Do you want to open or save this file?

ﬁ Name: Ffsoutpst.dil
. Type: Application Extension, 176 bytes

From: localhost

Open Save

[V Always ask before opening this type of file

R ‘While files from the Internet can be useful, some files can potentially
‘W¢  ham your computer. If you do not trust the source, do not open or

save this file. What's the risk?

Ficure 12: Process GrAPHICS CLIENT ENTRY PoiInT TO 11S

Detailed Scripts Settings
The following section shows the detailed settings on Scripts and its corresponding Web Service Extensions (WSE).

The physical paths defined in Scripts and WSE must match. Otherwise, you will not have Live-data.

For 11S 6.0

1. Check the Scripts physical directory
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Scripts Properties EE

HTTPHeaders | CustomErmors |  BITS Server Extension | ASP.NET |
Virtual Directory | Documents ] Directory Security |
The content For this resource should come from:
{+ A directory located on this computer!
" A share located on another computer
" A redirection to a URL

Local path: |C:\InetpublScripts }iqse |

[~ Script source access Iv"Log visits

¥ Read [~ Index this resource
[ \Wirite

™ Directory browsing

Application settings

Application name: IScripts

__Remove |

Starting point: <Default Web Site >1Scrip. ..
e g Configuatiun...l
Uriload |

Execute permissions: |5cripts and Executables J
Application pool: |5‘u'nppPouI _]

oK I I

Ficure 13: PHysicAL PATH FOR ScRIPTS

2. Check the Web Service Extensions physical directory (Figure 14 below).
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P_! Internet Information Services @ Web Service Extensions
=), § EDXWIS40 (local computer

4

[+ URLMoTest
[+ With Space & prohibit all Web service exter  General Required Files I

4

B Application Pools /| web Service Extension | status |
B We";:eslt e <. 7 Al Unknown CGI Extensions Prohibited
& ? o trol ";_ Allow ¥ AllUnknown ISAP] Extensions  Prohibited

,'Z; _a ‘:: m:-:sem 1 — |39 Active Server Pages Allowed
; 3 'vt"i" bin Prohibit (%9 ASP.NET v1.1.4322 Allowed
[+ B woresources Properties 3 ASP.NET v2.0.50727 Allowed
@ aaFlexLiceb: |38 BITS Server Extensions allowed
& ,‘ff AFWeb [%] Internet Data Connector Prohibited
3] ..$ FileTest Tasks EI Server Side Includes Prohibited
+ .1_‘, LeakTest j WebDAY Allowed
+-o MyURL&Test | » Windows SharePoint Services ¥3  Allowed
[_| 'f’ My K2 Add a new Web service extension...
3] ﬁ'f’ Reports ¥ vewDataus Allowed
Ef‘ 'f’ fjleFartServer Ed allow all Web service extensions For Y) wwSVProcessGraphics Allowed .
x ﬁ‘f,’ chts specific application... Web Service Extension Properties - wwSYProcessGraphics EE3

40 Wonderware
#-_J App_Browsers | ‘@ Open Help In order for wwSYProcessGraphics ko run on your 115 Web server, the
# ) App_GlobalRe Following files must be enabled. Disabling or removing a file might cause
- ) wwSYProcessGraphics {or another Web service extension) to stop running
+-__| aspnet_client
- correcthy,
- _J bin
[+ _J New Folder
&-_J Org Files:
#_J wpcatalog =

) wpresources File Name ~~ [ status I add...

_J wss
#-_J _app_bin

)
kdl)

C:\Inetpub\Scriptsi\Psoutpst.dil Allowed
C:\InetpubiScriptsiiefv. dil Allowed

t
Ld)

=
(1)
o
=]
(=]
L1

Allow

Has to be same as the Scripts physical Prohibt
directory. -

OK | Cancel Apply Help

Ficure 14: WSE AND ScriIPTs PHYsICAL DIRECTORIES MusT BE THE SAME

For 11IS7.00or 11S 7.5

file:///C|/inetpub/wwwroot/t002404/t002404.htm[12/17/2010 1:42:02 PM]



Troubleshooting Process Graphics Client Live Data Delivery in Wonderware Information Server (WIS)

* Check the Scripts physical directory.

Fia Wiew Help
—— @ fscps contnt s

Sk |2 |8 P “Scripts’ Tasks
45 Start Page e Application
£ 93 EDXWING4 (MAGELLANDEV2000 vuser) Fiter: * Bl50 - show Al | Groupby: No Grouping = P
} Application Pools Name = | Type I 12 Switch to Feature
FTP Skes _IFSWebSvr File Folder 4 Explare
(8] Stes &) defau a5 Active Server Page O P b
= @ Defouk web Ste i Fsoutpst.dl Application Extension e
| _controkemplates %) ivfw.dl Apphication Extension D Add apphcation...
¥ poirg .| web.config CONFIG File # Add virtual Direct|
L: :j :wp:mr:es Advanced Settings 1 Manage Application
¥ aoFlexticwebService e
5 B aFweb B (General) s
@ aspnet_chent Application Pool SYAppPool
%3 Dofad ieb Ste Physical Path C\inetpub'\Scripts N Svnced
Physical Path Credentials i Refresh
L SvITFTOvider Physical Path Credentials Logon Type ClearText K Remove
% ¥ wonderware
@ g SharePoint Central Administration v3 @ wHelp
Enabled Protocols hitp Online Help
virtual Path
[path] URL path For the application,
oK concel |
4

Ficure 15: ScripTs PHysicAL DIRECTORY

* Check the Web Service Extensions physical directory

1. In the Feature pane, double click ISAPI and CGI Restrictions (Figure 16 below).
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’jOSharemmmmusu-amnva

G;! EDXWIN64 Home

Group by: Ares v [2Ei=
ASP.NET
& i 2 E
N~ ¢ 9 = b ]
JMNET NET JNET Trust Application  Comnection  Machine Key  Pages and
i Controls

Settings Strings

2 & 9

asp Authentication Authorization
Rudes

g
alc Commpression

M a X 8= EB
L& o & e3) i
Error Pages Failed Rmst Handler  HTTP Redrect HTTP
Tracing Rules  Mappings Respo...

@I_ﬁs«:«:ﬁ

ISAPI Filters MIME Types Modules

Double click

h&&ﬁn

Fub.lra Ilsl'-'lumu' IlSHan-uqot Management Shared
Service Configuration

Ficure 16: Oren ISAPI anD CGIl RESTRICTIONS

2. Check to see that the WSE and Scripts physical directories are the same.
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‘# Internet Information Services (II1S) Manager

@TE;, 63 » EeDxwines »

file View Help

C-L|" |8
©3 Start Page
= 95 EDXWING4 (MAGELLANDEY2000\wwiuser)
L.} Application Pools
FTP Sites
=& Sites
= €9 Default Web Site
# 5| _controlkemplates
[#5 _layouts
[ _vti_bin
[+ _wpresources
# ¥ asFlexLicwebService
w1 AFweb
® | aspnet_client
& ¥ Default Web Site
@ ¥ Scripts
¥ SvSQLProvider
<2 f} Wonderware
# 4P SharePoint Central Administration v3

Gil ISAPI and CGI Restrictions

Lise this feature to specify the ISAPI and CGI extensions that can run on the Web server.

Group by:  No Grouping >

Description ~ | Restriction | path

\Active Server Pages Allowed C:\Windows\system32\inetsrviasp.dl

ASP.NET v2.0.50727  Allowed C:\Windows\Microsoft NET\Framework|v2.0.50727\aspnet _isapi.dl
ASP.NET v2.0,50727 Allowed C\windowsiMicrosoft NET\Frameworké4\vz.0.50727\aspnet_isapi.dll
WebDay Allowed Yowindirse\system32linetsrviwebdav. dil

Windows SharePoint 5...  Allowed C:\Program Files\Commaon Files\Microsoft SharediWeb Server Extension:
Windows SharePoint 5... Allowed C:\Program Files\Common Files\Microsoft Shared|Web Server Extension:
Windows SharePoint 5... Allowed C:\Program Files\Common Files\Microsoft Shared|'Web Server Extension:
Windows SharePoint 5... Allowed C:\Program Files\Common Files\Microsoft Sharedi'Web Server Extension:
wwDataws Allowed C:linetpublwwroot|Wonderware\DHFrameWorklwwDataws. dll
wwSYProcessGrpahics Allowed C:linetpublScripts it dil

wwSYProcessGrpahics C:\inetpubl\Scripts\Fsputpst.dil

Have to be same as the Scripts physical
directory

WinXMLExporter and Web Service Extensions (WSE) play an extremely important role in WIS Live data. A clear understanding of each setting in the WinXMLExporter will be

useful in eliminating the live data issue if it occurs.

E. Xu & K. Nourbakhsh

Tech Notes are published occasionally by Wonderware Technical Support. Publisher: Invensys Systems, Inc., 26561 Rancho Parkway South, Lake Forest, CA 92630. There is also technical information on our software

products at Wonderware Technical Support.

For technical support questions, send an e-mail to support@wonderware.com.
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