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Introduction

This troubleshooting guide is the third in a projected series.

In Windows 2008, WIS History and Current Factory Alarms will no longer work by using the same configuration steps of the Windows 2003 if WIS and InTouch are installed on the same node.

Note: The workarounds mentioned in this Tech Note have been tested for un-managed InTouch applications.

Application Versions

« WIS 4.0 and later
¢ Windows 2008 Server 32 and 64-bit

Let's start by discussing the following two issues and the workarounds. Click on the following links to read details.
¢ No Current Factory Alarms when WIS and InTouch Viewer are on the Same Node

* No History Factory Alarms when WIS and InTouch Viewer are on the Same Node and the Alarm DB Logger Manager is Running as a Windows Service

No Current Factory Alarms when WIS and InTouch Viewer are on the Same Node

In this scenario, WIS and InTouch are running on the same node.
Recall in Windows 2003 environment, when you define a distributed alarm query in WIS Factory Alarm Manager with the local node name, you will get the current Factory Alarms which come from the local InTouch Viewer.

However, this well-known setting for the Current Factory Alarms is no longer TRUE in the Windows 2008 environment. No matter what is used for the server name, localhost, local machine name or a fully-qualified domain
name or IP Address of the local computer do not work (Figure 1 below).

‘ LocalAlarm

Current

History No Alarm records : . :
No alarm records have been found with your current alarm configuration.

Configure

Fi1GURe 1: No ALARM RecOrRDS FOUND

Can you make Current Factory Alarms work in the Windows 2008 environment? Yes, but you need to do some extra work. This section contains a detailed procedure for the workaround.
Overview

Windows 2008 introduces the Session O Isolation concept. This means the operating system isolates services in Session O and runs applications in other sessions, so services are protected from attacks that originate in the
application code.

This security mechanism impacts the WIS Current Factory Alarms implementation. As a result, WIS's Factory Alarm Consumer (Windows service) and InTouch Viewer (application) always stay in different sessions (0 and
non-zero) and both of them launch their own instance of the Alarm Manager (AlarmMgr.exe).
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i windows Task Manager
Fis Options View Help
Applcations  Processes | Services | Performance | Networking | users |
Image Name_~ [ pio | User Name I Sassion ID | Pl | [ 4]
taskeng.exe: 1636 SYSTEM 0 [ 3,124 K Task Scheduer Engine
taskeng, exe 4460 edwardx 2 o 1,900 K Task Scheduer Engine
taskeng.exe 5688 LOCAL SERVICE o [} 824K Task Scheduler Engine
taskmgr . exe 4704 edwards z 05 1,448 K Windows Task Manager
Trustedinstaler.exe SYSTEM 0 (o] ‘Windows Modules Instaler
svi.mwdevikfecalbd (1]
wiew_server exe 1992 svc.amdenikfocalbd 1] (1]
<@ 620 SYSTEM o
exe 5390 edwardx o
it _SErver, e 4736 sw.me o (] 1,736 K view_server.exs
mnnat exe 3500 SYSTEM = ] ] 756K VMware NAT Service
smnetdhep. exe 3836 SysTem Two Alarms Providers o L] 696K VMwars YMnet DHCP service
wiwiare-guthd.exe 3184 SSTEM pelong to different o w 3,344 K Viware Authorization Service
wiare-Lray.exe S776  edwardx % s 2 o B44 K WMware Tray Process
umare-usbarbitrator exe 324 sysTew SOOI session 2 o © 992K Wware USE Arbitration Service
WsTekiigr exe 2052 SYSTEM provides current alarms ] o TE4K  Task Manager
whnp.exe 2980 NETWORK o 00 23,852K IS Worker Process
Whep.exe S056  NETWORK SERVICE 0 00 2349 K TIS Worker Process
wininit e 532 SYSTEM 0 00 212K Windows Start-Up Appication
winkogon. exe 560 SYSTEM 1 [} 820K Windows Logon Apphcation
winlogon. exe 5946  SYSTEM 2 w LIEB K  Windows Logon Apphcation
. exe S136  edwards z [} 10,936 K InTouch Windowaker
WiRiPrVSE. exe 4504  SYSTEM 0 [ 1,560 K WMI Provider Host
WInPrVSE. exe 5492 SYSTEM 0 00 2,144 K WMI Provider Host
WiriPrvSE. exe 5568 SYSTEM 0 00 31,744 K WMI Provider Host
i 3316 LOCAL SERVICE o (1] 1,484 K ‘Windows SharePoint Services
L msvaimsvc exe 2872 SYSTEM @ ] 2,468 K Wondervare SuiteVoyager Alarm Consumer Servic...
wEVRCT e 3576 SYSTEM ] 0 2,356 K Wondesware License Manger Service Component
WIOKPICK EXE 4356  edwards z 00 656K WinZip Executable -
[¥ Show processes from all usars End Process
[Processes: 116 (CPU Uisage: 7% Fhysical Memory: 40% [ 4

Ficure 2: View aND WIS ALarMs CoNsUMER SERVICE ARE IN DIFFERENT SESSIONS
Workaround

Currently, the SuiteLink Name Service (slssvc.exe) does not register multiple instances of AlarmMgr with the same name. However, the real source of the Current Factory Alarms is the instance of AlarmMgr that is launched
by InTouch Viewer. Your job is to determine the true source of the Current Factory Alarms in the WIS Distributed Alarm Query.

To discover the source of the Current Factory Alarms

1. In the WIS node, terminate the process of the InTouch Viewer if there is any. The instance alarmmgr.exe in Session 2 (Figure 2 above) will disappear.

2. In the WIS node, clear or insert a couple of Fast Mark Flags in the SMC Local Log Viewer (Figure 3 below). This will make the Local Log Viewer easier to read.

File Action View Help
s 2m o BRI Z7ZARTR SR

@ Archestra System Managemer | I Stert Ti
[ Historian
(8] Galaxy Database Manager
DAServer Manager
(5] Log Viewer
£2) Default Group
=) Local
Fonterra
[ 551 TestWriteBack
| Opened Log Files
@[] Platform Manager

er 12/31/19000 {1

No; Date

Ficure 3: LocaL Mark Loc FLaes

3. From a remote node, use Remote Desktop Connection to log on to the WIS node.

Use Run/mstsc with another admin user for your session logon.
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= Type the name of a program, folder, document, ar
5 Internet resource, and Windows will open it for wou,

Open: I msksc| j

QK I Cancel | Browse. .. |

FiGURE 4: MsTsc COMMAND WITHOUT /ADMIN OR /CONSOLE

4. Launch InTouch Viewer from the Remote session.

In SMC Log Viewer of the WIS node, you will see similar data to Figure 5 (below). The graphic is truncated for clarity.

e 2mcBDPTARTRESR
@ Fuchesirh System Managemer | St Time: 120311500 £1:59/55 £ |]I' End Time: 12/31/2100) 11:59:59 P
@ 7 Historian -
(2] Galary Database 1t Mo: Date Time: Process ID Thisad ID
DaServer Manager 1882897 Info  9/5[2011 4358 InTouch 8164 InTouch Apphication Manager Version 10.1.300 1412.0130.0268.0005
et 1862898 Info  9/S[2011 4368 InTouch 8164 InTouch Application Manager Version 10.1.300 1412.0130.0268,0005
= i) Defauk Grow 1892899 Ifo  9/S[2011 4368 InTouch 164 Wonderware S3C - Version 7,0,100,1 (3 2 1.1) (2 : 4.1 (3: 5.0.97)
4 Locdl 1862900 Info /52011 52 win T4 COMMANDFILE= not Found on command ine.
® g Fonterra 1882901 Info 9j5/2011 52 WWHEAP T4 WWHEAP Base Address 021000000 End Address 031000000
[ 5 TestwrieBack 1862902 Ifo  9/S[2011 52 WWHEAP 7544 WWHEAP Memory Riange 256 MB (4056 Maps) Conserve Memary 1
() Opened Log Fles 1882903 Ifo  9/S[2011 552 win 7544 InTouch Windowaker Version 10.1.300 1412,0703.0265.0018
% (&) Plstorm Manager 1882904 Ifo  9/S[2011 552 win 7544 Wonderware S5C - Version 7,0,100,1 (3 : 1.1){2 : 4.1)(3: 5.0.97)
1882905 Info 9jsfzo1 52 wam 7544 Unable to start NetDDE
1862930 Info  9/S[2011 8308 alarmmgr 8736 Distributed Alarm Manager - 10.1
1882931 Info  9jS[2011 308 alarmmgr 8735 Copyright (c) 2008 Invensys Systems, Inc. All rights reserved.
1882932 Ifo  9/S[z011 308 Alarist 6735 Alarst - 10.1
1882933 Ifo  9/S[2011 8308 Alarenf 8736 elaginfad o 10113
1862934 Info  9/S[2011 8308 Alarmigr 8832 mmmmcs'm@
1862935 Ifo  9/S[2011 956 HTSPT 6796 HTSFT AL - T0.T
1862936 Info  9isf2011 9968 hd 8520 InTouch Historical Data Server - 101,300

FicurRE 5 IMPORTANT Loc ENTRY: REGISTERING ALARMMGR
This line provides the key for WIS to get the Current Factory Alarms. It is written by the InTouch Viewer AlarmMgr.
In this example, the string AlarmMgr10.2.149.19 contains the IP address of the client machine where the remote logon user logs in from.

Now, we have two distinguishable Alarm Managers (AlarmMgr).

On the WIS node, you can use the following explicit Distributed Alarm Query string to tell WIS that you want to retrieve the current Factory Alarms from the AlarmMgr process that is launched by the InTouch
Viewer.

\\localhost:##.#.###.##\intouch!$system

Wonderware

INFORMATION SERVER

Factory Alarm Manager

System

Alarm || Alarm Configuration

B Administration L :
[ Application Manager Data Provider
[ user Manager Alizs *: [LocalAlarm

O License Manager

O portal Configuration
[ Data Source Manager Data Source *: | AlarmLocal |
O Multiview Manager

[ [Factory Alarm Manager

[ panel Manager Distributed Alarm Query *:

Description:

Contact Name:

O win-XML Exporter

[ pocumentation

[ Table Weaver Manager * Required field
Ficure 6: New DisTrRIBUTED ALARMMGR QUERY

Update Cancel
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System Use this page to modify the selected shared data source. Enter the values in the text boxes and click on "Save™ button to
B Administration save the details.
[ Application Manager "
Modify Shared data source:
[ user Manager V. Shan roes
0 License Manager Data Source Type :
[ Portal Configuration Data Source Name : |
[ pata Source Manager, Description : Enter the Alarm Data Source description hei
] Multiview Manager ServerName : [IOMLKF29287D ]
[ Factory Alarm Manager Database : [wwALMDB
O Panel Manager Integrated Security : l_
B win-xML Exporter User Name : lsa
g Documentation pacEward s sssssssense
Table Weaver Manager =1
] Default for this Data Source Type : ~
[ ArchestrA Web Exporter o ) —
8 Connection Timeout(in Sec) : 0
o frocesxcrepiics Query Timeout(in Sec) : :0
Factory Alarms 2
Provider : SQLNCLI10
O Localalarm QLN
[ RemoteAlarm
Save Cancel Test Connection
O Currentalarm L
Ficure 7: ALarMLocAL DerINITION
4. Restart the WIS Alarm Consumer Service (Figure 8 below).
T W FRPSIET PIOVRIES Pres TPRSIRST TOCE Sy
Q ‘Wonderware Historian Configuration Manages ... Marual Local System
-.( ‘Wanderware Historisn Dustadoquisition Acquires d... Marwssl Local System
Historian Marwal Local System
Q ‘Wonderware Historian Indexing Manages in... Marual Local System
L Wondearvware Historian I0Server Exposes bv... Marnsal Local System
y wonderware Histarian ManualStorage Processesl... Mard stem
) Wonderveare Historian MDASServer Manages d... Maru stem
1, Wonderware Hitorian Rephication Replcates ... Man em
£l Wondarware Historian Retrieval Mansges d Marad e
"y Wonderware Historisn SCM Tracks rurk...  Started stem
) Wonderveare Historian Storage Processes ... stem
o} Hestorian . Marud * biem
ElyWonderware License Manager Started  Auto!  pafresh e
"y Wonderware NetDDE Helper e
-ES’ ‘Wanderwars FunTime DB Handier stem
il

Now, the current Factory Alarms are showing

System

] Administration
[ application Manager

[ user Manager

[J License Manager

[ Portal Configuration
[ pata Source Manager

History
Configure

Ficure 8: RESTART THE WONDERWARE SUITEVOYAGER ALARM CONSUMER SERVICE

L Current

L) |
*
Default View
Color Legend Acknowledged Unacknowledged Unackreturned
mmmm
9/5/2011 12:29:59 PM Reacto ReactTemp UNACK_ALM 179.9 100 None
9/5/2011 12:29:58 PM Reactor Reactlevel UNACK_RTN HI 1775 ! 1800 None
9/5/2011 12:28:59 PM Reactor ProdLevel UNACK_RTN HI 6981 E 7000 None
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Ficure 9: CuRRENT FACTORY ALARM

Note: You must re-start WIS Alarm Consumer service whenever you make changes in the WIS Factory Alarm Manager.

No History Factory Alarms when WIS and InTo Viewer are on the Same Node and the Alarm DB Logger Manager is Running as a Windows Service

Overview

In InTouch 10.1 SP 3 Patch 01, Alarm DB Logger Manager can run as a Windows service. When this is the case, WIS cannot obtain the History Factory Alarms if you don't apply the workaround in this section (Figure 10
below).

Current

History | No Alarm records

= No alarm records have been found with your current alarm configuration.
Configure

Ficure 10: No HisTory ALARMS

Workaround

The workaround for this scenario is to use the same procedure to retrieve the AlarmMgr10.2.149.19 process address/source, then to include the IP address in the Alarm DB Logger Manager settings. See the previous
section for details about capturing the process' IP address.

To Assign the IP Address into Alarm DB Logger Manager's Alarm Query

1. Click Start > All Programs > Alarm DB Logger Manager.
2. Click Settings, then Next.

3. Include the IP address in the Alarm DB Logger Alarm Query (Figure 11 below).

|Alarm DB Logger Manager - Query Selection

~ Query Detals

Alam State A1 From Prory  [[ =
Query Type [Historical ToPioy [89 =

Alarm

o Qe =
iocalhost:10.2.149.19\nT ouchi$System |

Ficure 11: AssigN THE IP AbbRess To THE ALARM QUERY STRING

2. Click Next.

3. Ensure the Running Logger As option is set to Windows Service. This will start Alarm DB Logger Manager as windows service.
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Alarm DB Logger Ma Advanced Setting

Miscellaneous
[¥ LogEvents

Ficure 12: EnsuRE WONDERWARE ALARM LOGGER SERVICE RUNs As WINDOWs SERVICE
4. Click Finish.

5. Include the IP Address in the WIS Distributed Alarm Query.

Factory Alarm Manager

LEUUBN Alarm Configuration
Data Provider

Alias *: {NewLocalAlarm |

Description: |

Data Source *: |AInm‘|LocnI |

Contact Name: |
— —
Wocall = T

Distributed Alarm Query *: Al 10.2.149.19 |

* Required field Update | | cancel |

Ficure 13: New QuUerY wiTH IP ApDREss

6. Confirm you can see the History Factory Alarms (Figure 14 below).

file:///C}/inetpub/wwwroot/t002577/t002577.htm[9/19/2011 10:52:01 AM]



Troubleshooting Wonderware Information Server (WIS)

/2 Wonderware - Windows Internet Explorer

Wonderware
stomize & Home | @ Help
Launch Pad  NewlocalAlarm
System
El Administration L] Default View
[ Application Mai m
0 i::":n eyt Conflgure Color Legend Acknowledged ) ' : Returned to Normal = < ] [ >>] [>>1]
i nager
[ License Manager Commemeats:
[ Postal Conf £ 8/5/2011 9:02:18 BM Reactar Nanu Lt ma
SiT AR 9/3/2013 9:02:00 PM #5yitam SYST oN 99 OFF None Nawh larm
O Dats Source Manager 8/5/2011 :02:08 PM Reactar Reactlevel UNACK_ALM Wl 1850 1 1800 Nane Reastor lavel
[ Multiview Manager ajsj2011 9:01:49 PM Resctor | Reactlevel UNACK RTN L0 200 i 200 Reactor lavel
9/3/72011 9:01:49 PM $Syitem $Nawalarm SYST QFF 999 oN Nawh larm
[ Factory Alarm Manager
:01:43 FM Resctor ReactTamp  UNACK_RTN  HI 1 100 Raactor tamp.
2 p'_"' Aoty 9:01:45 PM Reactlevel UNACK_ALM LD I 200 Reaztor level
£ Win-XML Exporter :01:26 PN Resctor | RmactTamp.  UNACK_ALM M1 1758 4 106 Raactor ema
cumentation 9:01:25 PM Resctor  Reactlavel  UNACK RTH I 1778 1 1800 <zor lnvel
[ po tati ]
[ Table Weaver Manager Fi012L PN Aesctor  ReactTamp  UNACK_ALM  HIMI iny i Fi T
01113 PM Resctar  Re UNACK_ALM ML 101 1 o0
[ Archestra Web Exporter ool =
3:01:01 BN $Syrem  $Nuweklarm SYST oM 599 oFF
[ Process Graphics $:01:01 PM Resctar Reactiovel UNACK_ALM  HI 1850 1 1800
E Factory Alarms B:100:43 PM Reactor ReactLevel UNACK_RTN w 200 1 200
[ LocalAlarm 8/8/2011 9:00:43 BM $System  $Nwiklarm SVET oFF [T aK
1 RemoteAlarm Bfsi2011 9:00:39 PM Aeactor  ReactTamp  UNACK_RTN M1 954 i 100
o 9/5/2011 9:00:28 P Resctar  Resctievel UNACK_ALM LD 155 1 200
Slirenthiarm sf3fnia Sin0i20 PM Reartar  ReaciTemz  UNACK_ALM M1 1798 i iog
o 9/5/2011 9:00:19 BN Reactor Reactlovel UNACK_RTN H1 1778 1 1800 Rescror level
= Si5/2013 9:00:18 PH Hasctar UNACK_ALM __ HIHI 81 i 180 Renctor tams

| 5]
Ficure 14: History FACTORY ALARMS FROM ALARM DB LoGGER MANAGER (RUNNING As WINDOWS SERVICE)

Note: If you still don't see the History Factory Alarms after completing the workarounds, contact Wonderware Technical Support for further troubleshooting.

Conclusion

Microsoft Windows 2008 (and Vista and Windows 7.0) includes the Session O Isolation mechanism, which causes WIS Factory Alarms to work incorrectly in some scenarios. Using the workaround procedure in this Tech Note,
you should be able to restore the alarms to WIS.
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