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Tech Note 836
Configuring an Alarm Acknowledgement Signature and Using the SignedAlarmAck() Script Function
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Introduction

SignedAlarmAck() is a script function for ArchestrA Graphics to perform an acknowledgment of one or more alarms on ArchestrA attributes that optionally require a signature
depending on whether any of the indicated alarms falls within a designated priority range. If so, the user must perform an authentication of the operation to acknowledge the
alarms.

Application Versions

* Wonderware InTouch® 10.5 and later

« Wonderware Application Server 3.5 and later

Before You Start

Before you complete this procedure, setup your Security in the Galaxy.
1. Create a new Galaxy
2. On the main menu, click Galaxy-> Configure-> Security.
3. Select Galaxy Security.
4

. Login with the following credentials:

= Login Name: Administrator
« Password: (blank)

5. Repeat Step 3 and click the Users tab.

6. Add two users. One user is an Operator and the other is a Supervisor (Figure 1 below).

file:///C|/inetpub/wwwroot/t002628/t002628.htm[3/26/2012 3:13:28 PM]


file:///C|/inetpub/wwwroot/t002628/T000792.htm

Using the SignedAlarmAck() Script Function and Configuring an Alarm Acknowledgement Signature

W Confiqure Security 1‘

Authentication Mode | Security Groups | Roles  Users |

s
\"‘d Configure the Users of the Galaxy

Authorized Users available:

\ser [ Pl name
83 Administrator

€1 DefaultUser

8 Supervisor Bindya Shah

AssodatedRoles forOperator:

Role | Access level
O & sdminstrator 5599

& & pefauit 0

Led] |

Ficure 1: Apb OPERATOR AND SUPERVISOR USERS
7. Highlight the Operator and click Change Password.
8. The old password is (blank). Set a new password, for example, operator.
9. Highlight the Supervisor and click the Change Password button.
10. The old password is (blank). Set a new password, for example, supervior.
11. Click the Roles tab.

12. Click Default and uncheck all options (Figure 2 below).
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K Configure Security i _ﬁl

Authentication Mode | Secusity Groups Roles | Users |

@ Define the Security Roles of the Galaxy

Roles available: - I X ] General issions:
Role [ Access level = []IDE Permissions
& administrator 9999 [Jcan Start the IDE
B Defauit 0 & [ importing and Exporting
=+ [ General Configuration
= [ 5ystem Configuration
# [ Devicelntegration Objects
- [ Appbication Configuration
# [ Framework Configuration
- [Juser Configuration
@ O Deployment Permissions
# [ Graphic Management Permissions
= [ sMC Permissions
O can Start the SMC
[0 Can Start/Stop Engine Platform
[0 Can write to GObject Attributes using Obj

J |

Qperational permissions:

[J Can Modify "Configure” Attributes
[ Can Modfy "Operate” Attributes
[0 Can Modify “Tune" Attributes

O Can Verify Writes

Il |

oK Cmmlj/
i

FIGURE 2: UNCHECK ALL DEFAULT SECURITY OPTIONS
13. Add the Supervisor and Operator roles with Access Levels of 9999 and 5555 respectively.

14. For the Supervisor Role, check all the permissions as shown in Figure 3 (below).
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@ conigureseaurity x|

Authentication Mode | Seaurity Groups  Roles |Users |
@ Define the Sacurity Roles of the Galaxy

Roles available: & I = Igylmlpa issi

Role | Access level =[] 1DE Permissions

B administrator 2999 [#1Can Start the IDE

£ Defauit 0 [ importing and Exporting

£, operator 5555 Em oy
e # = onfigurat

= 5 - [#] Devicelntegration Objects
& [7] Application Configuration
- [ Framework Configuration
& [Fuser Configuration
& [# Degloyment Permissions
- [#] Graphic Management Permissions

= [F]SMC Permissions

mom
H-E-E

[#] €an Wirite to GObject Attributes using Obj

d |

Operational permissions:

= [ Defaut
[F] Can Admowledge Alarms
[#] Can Modify "Configure” Attributes
[#] Can Modify "Operate” Attributes
[F] Can Modify Tune® Attributes
[#] Can verify Writes

[<1] i |

51

Ficure 3: CHECK PERMISSIONS FOR SUPERVISOR

15. For the Operator role just check SMC permissions and everything under Default except for Can Verify Writes (Figure 4 below).
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x

Authentication Mode | Security Groups Roles | Users |

K’B Define the Security Roles of the Galaxy

Roles available: LI Ll

General permissions:

Role | Access level = [JIDE Permissions

_ﬁ Administrator 9999 [JCan start the IDE

B Defauit 0 # [Jimporting and Exporting
Operator 5555 - [] General Configuration
Supervisor 9999 &[] System Configuration

#- [J Devicelntegration Objects
# [ Application Configuration
- [ Framewack Configuration
@ [JUser Configuration
- []Deployment Permissions
® [ Graphic Management Permissions
= [ 5MC Permissions
[ Can Start the SMC
[ Can Start/Stop Engine Platform
[ Can Write to GObject Attributes using Obj

| |

Operational permissions:

[4 Can Adnowledge Alarms

[ Can Modify "Configure™ Attributes
[¥] Can Modify "Operate” Attributes
[ Can Modify Tune” Attributes

[ Can verify Writes

[4]] >

o« | _cwa |

cid

FIGURE 4: OPERATOR PERMISSIONS

16. Click the Users tab and make sure you have selected the associated role for each authorized user. For example, Operator is associated with the Operator role (Figure 5
below).
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W Configure Security ﬂ

Authentication Mode | Security Groups | Roles  Users |

\HE Configure the Users of the Galaxy

Authorized Users available:

User | Full name

8 Administrator

8 DefavitUser

1411 ]
AssociatedRoles forOperator:

Role | Access level

[m} g Administrator 4599

B Default 0

& %, operater 5555

D E Supervisor 9999

KI1] I

FiGure 5: AssociATED Users AND RoOLEs

17. Associate the Supervisor with the Supervisor role (Figuer 6 below).
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W Configure Security x|

Authentication Mode | Seaurity Groups | Roles  Users |

@ Configure the Users of the Galaxy

Authorized Lisers available:

User | Full name
83 Administrator

8 DefaultUser

$1 Operator Jeff Smith

<] |

Associated Roles for Supervison

Role | Access level
a ﬁ Administrator 9999

[ F. Default 0

O £ operator 5555

B 2 superviser 9959

<1] LA

FIGURE 6: ASSOCIATED SUPERVISOR USER AND ROLE

This Tech Note includes the following examples. Each section contains script samples you can copy/paste into your Objects.

e Configuring the signature requirement for alarm acknowledgement using the Embedded Alarm Client Control

¢ Using the SignedAlarmAck() Script Function
Configuring the signature requirement for alarm acknowledgement using the Embedded Alarm Client Control

This example shows how to configure alarm acknowledgement signature on an Embedded Alarm Client Control.
1. Create an ArchestrA Graphic Symbol on the Graphic toolbox (e.g. AlarmSymbol).

2. Embed the Alarm Client Control on the graphic editor.

3. Double-click the Alarm Client Control and type the alarm query as \Galaxy!Area_001.
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¥ Edit Animations - English (United States)

=lojx|
Animations +- -~ Alarm Mode AlarmClient1
B bl | 4 1ofs8 P Lo
| Configuration .
[ y—— | Client Mode !G.m:-ntﬂam j
¥ Colors Required
! .:Cnl.l'l'l'lDQ'hﬁ! Required Alarm Query \G-Han'lrea_mlf d
T Query Fiters Requred
7 Time Settings Requred
E]Run-Time Behavier  Required
[*|Data Binding Required
. Event Required
=
™ UseDefault Ack Comment =
=
(« oK I Cancel [
A

FIGURE 7: ALARM CLIENT CONTROL WITH ALARM QUERY
4. In the Run-Time Behavior configuration panel, check Requires ACK Signature.

5. Type the Min Priority and Max Priority for the Alarm Acknowledgement. This example uses Min Priority of 1 and Max Priority of 2.
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Animations + -

Configuration

i) Alarm Mode

W» Colors

" |Column Details

? Query Filters

471 Time Settings

{E] Run-Time Behavior
*|Data Binding

" Event

@

¥- Edit Animations - English (United States)

—lofx]

Y=| Run-Time Behavior AlarmClientl1
@) — 4 6ofs P Lo
[V ShowHeading [V Show Context Menu

D show gd [V Ack selected [ Ack Al

[V show Status Bar Ack Visible

¥ Query on Startup

[~ AutoScroll to NewAlarms
[T HideErrorsand Warnings
[V AllowColumnResizing

[T RetainHidden

[T AutoResume after | sec.

[T show Custom No Records Message
Row Selection lmuﬁe :I
[¥ Requires ACK Signature

Il

[

Min Priority

Max Priority

[¥ Ack Others »
[¥ Hide Selected
[¥ Hide Othersp
¥ Hidden...

V sort..

¥ QueryFilters...
¥ Freeze

¥ statistics..
[V Requery

¥ Reset

[¥] Ack Selected Groups
[¥ Ack Selected Tags
[¥] Ack Selected Priorties

[ Hide Al

[ Hide Visible

[¥] Hide Selected Groups
[¥] Hide Selected Tags

[#] Hide Selected Priorities

[ Unhide Al

[ o 1]

cancel |

FicurE 8: ReQUIRES ACK SIGNATURE RuUN-TIME BEHAVIOR CONFIGURATION

6. Open the IDE and create the following object instances:
* $WinPlatform instance called $WinPlatform_001.
= $AppENgine instance called $AppEngine_001.

« $Area instance called $Area_001.

* $UserDefined Object instance called $UDO1.

7. Enable InTouch Alarm Provider on the $WinPlatform_001 object (Figure 9 below).
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#' ArchestrA 1DE

: Galaxy Edit View Object Window Help
AE T H 6 e B0 XE SRR QS eI
(@ Template Toolbox « & %|| & winPlatform_oo1 *
- @ SecuirtyApp || General | Engine | Alarms | Platform Hstory | Scheduder History | Engine History | Object Information | 5o
=- [Gi] Application
@ SanalogDevice
@ S$Boclean Network address: [omursamvsw _,.l
@ SDiscreteDevice
@ $Double History storeforward directary: l =
@ SFieldReference
@ SFloat Minimum RAM: 1024 =3
@ sinteger
@ 5Sequencer Statistics averageperiod: 10000 ms 2y
@ s50LData InTouch alarm provided®
& 55tring ]
@ 5Switch ¥ Enable InTouch alarm provider =
@ sUserDefined : ) N N &£
- (53] Device Integration I Register using "Galaxy_<Galaxy name >" instead of “Galaxy
= [5) System
{e} SAppEngine Alarm areas (blank for all): =
gt $Area
SinTouchViewApp
itvADD

FiGURE 9: ENABLE INToucH ALARM PROVIDER

8. On the $UDOL1 instance, configure the following:
« UDA called AlarmTag which is an Integer data type.
= Analog Field Attribute called Analog_001.
* Set the Access mode to Input.
e Input Source is UDO1l.AlarmTag.
« Click Enable limit alarms.
* For Hi Alarm, change the priority to 1 (Figure 10 below).
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@ uUpo1*
Field Attributes | Object Information | Scripts | UDAs | Extensions | Graphics |
|+‘ ‘@+| I X | Name: |Al'valbgrﬂﬂl Attribute type: |Analog =
Field attributes: Access mode: Ilnpul ﬂ Data type: Integer -
Name | I™ Buffered
% Analog_001
- Description: ;I P
;I =
Value
|: S P Value deadband: IO.U P
[~ Generate event upon change o Engineering units: | =k
o —¢m
Input source: |m01,,qjarmTa.g| l '
[T Output destination differs fram input source "
Output destination: | ‘ i
[ Enable 1O scaling ¥
Inherited field attributes:
[ Name | T Enable history )
¥ Enable limit alarms 2)
imit al 1
H aarm_ﬂ Limit Priority Alarm message
M HH 9 [s00 4 ¥ [s00 &' [me.Andog 001D || o
MH o [0 ¥ | & |me.Analog 0010 .| cf
Ml 5 [0 &0 [s00 4 [me-Analog 001D .| .5
Puod 00 @ [0 o [reansog 0010 L] g
Alarm deadband{0.0 o @  Timedeadband:  [00:00:00.0000000 | & [

Ficure 10: UDA CONFIGURATION FOR THE $UDOL INSTANCE
9. Click the Graphics tab and create a new symbol called EmbeddedAlarmSymbol and then embed the AlarmSymbol that was created in step #1 above.
10. Create a new derived InTouchViewApp called SecurityApp.
11. Create an InTouch Window and call it Win1.
12. Embed the AlarmSymbol on the InTouch Window.

13. Embed the SliderBasic from the ArchestrA Symbol Library (Figure 11 below).
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14.

nnmu%gzjlg
LS

tr

3T12012 10 ACK_RTN
72012 10 UNACK

Lo
HiHi

(w}
9«
v
IT2012 10 UMACK_... Hi Value TestTag |
</}
X
. > I £l
: @cn;-dhn p-|
Leh iDats Change =
L QuidkFunctions:
At Event
Tooks ~
- Cenfigure
&5 Tagname Dictionary}
A Cross Reference
45 TesplateMsier
=[5 s
&5 T Appicatons

Ficure 11: ALARMSYMBOL AND SLIDERBASIC SymBoLs

Double-click the SliderBasic control and add Galaxy:UDO1.AlarmTag for the Custom Property's Default Value (Figure 12 blow).
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15.
16.
17.
18.
19.
20.
21.

=Tk

Custom Properties + = SliderBasicl
L

Name & I Default Value I
| Max 100.0 i
(@M 0.0 -
(@l value Galaxy:UDO1Ala... :l =i
B writeOnRelease False -

Visibility ¥ Public (Property can be seen when symbol is embedded)

¢ Private (Property is hidden when symbol is embedded)

Description Value of siider. |
Status
This property is overridden. The original value of the
attribute was ~--'. The property is configured as a
reference to ‘Galaxy:UDO1 AlarmTag'.

Ficure 12: Custom PROPERTY DEFAULT FOR SLIDERBASIC

Click OK and on the main menu, click Special-> Security.

Click ArchestrA for the Security Type.

Deploy all the objects. (WinPlatform_001, AppEngine_001, Area_001, UDO1)
Switch to Runtime mode.

Click Special-> Security-> Log on.

Login as Supervisor with password supervisor.

Use the Slider to reach a value where it is in Hi Alarm. This example shows a value of 85 and the Priority is 1 for that Hi Alarm.
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\SECUIRTYAPP-SSECURITYAFP

UNACK_... UDO1 Analog... Area_001
UNACK_... UDO1 Analog... Area_001
UNACK_... UDO1 Analog... Area_001
UNACK UDGC1 Analog... Area_001

FiGUrRe 13: SLIDER GENERATING A P1 ALARM

22. Right-click on the Hi Alarm to Acknowledge it. The Ack Alarm popup appears. Type any comments and provide the username\password (Figure 14 below).
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x

Comment
Acknowledging the Alam Hi
Usemame |=tperwsor
-~

> Password I"'""'"'""

Domain  [ArchestrA

| DK I Cancel

Ficure 14: Ack ALARM REQUIREMENT

The Embedded Alarm Client control displays your comment after Acking the alarm (Figure 15 below).
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AMDATA\ARCHESTRA\MANAGEDAFP

| Li=
UNACK_... LolLo VALUE
UNACK_... Lo VALUE
ACK Hi VALUE Signed ACK - Acknowledging the Alarm Hi ut

FicURe 15: CoMMENTS AND Ack DispLAY

Using the SignedAlarmAck() Script Function

This example shows how to use SignedAlarmAck() script function.
1. Create an ArchestrA Graphic Symbol on the Graphic toolbox (e.g. AlarmSymbol).
2. Embed the Alarm Client Control on the graphic editor.

3. Double-click the Alarm Client Control and type the alarm query as \Galaxy!Area_001 (Figure 16 below).
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¥ Edit Animations - English (United States) ol ||:||z."_l
Animations *+- - Alarm Mode AlarmClientl1
5 | 4 10f8 P 2
Configuration |
' Client Mode Alarms
@) Alarm Mode Required |current
¥ Colors Required
| Column Details Required Alarm Query \Galaxy!Area_001| |
?QUET? Filters Required
&} Time Settings Required
{| Run-Time Behavior  Required
| Data Binding Required
< Event Required
I UseDefault Ack Comment ;I
& [ ok | conce |
A

FIGURE 16: ALARM QUERY

4. Create the following object instances:
* $WinPlatform instance called $WinPlatform_001
* $AppENgine instance called $AppEngine_001
« $Area instance called $Area_001
* $UserDefined Object instance called $UDO1

5. Enable InTouch Alarm Provider on the $WinPlatform_001 (Figure 17 below).
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#' ArchestrA IDE

. Galaxy Edit View Object Window Help
: 3| & |89 6 WEE XE S % Qe o
P ® e BEE KE B Qe TR @
: (& Template Toolbox ~ 2 x|| 5 winPlatform_o01 *
B~ ff SecuirtyApp = General | Engine | Alarms | Platform History | Scheduler History | Engine History | Object Inform:
= (5] Application
@ SanalogDevice
@ $Boolean Netwaork address: [fomuEsamvsw _,.l
@ sDiscreteDevice
@ sDouble History storeforward directory: l =
@ sFieldReference
@ SFloat Minimum RAM: 1024 MB =3
@ slnteger
@ S$5equencer Statistics averageperiod: 10000 ms o 9
@ 35QLData InTouch alarm providess®)
@ 55tring =
@ 5Switch ¥ Enable InTouch alarm provider =
@ 5UserDefined . ; i . )
% (5] Device Integration [T Register using "Galaxy_<Galaxy name >" instead of "Galaxy’ =]
= (5] System
{&} SAppEngine Alarm areas (blank for all): ;j =
E sInTouchViewApp
PRl dCaricitufion

Ficure 17: EnaBLE INToucH ALARM PROVIDER ON THE $WINPLATFORM INSTANCE

6. On the $UDOL1 instance, configure the following:
= UDA called AlarmTag which is an Integer data type.
« Analog Field Attribute called Analog_001

« Access mode is Input.

« Input Source is UDO1.AlarmTag

« Enable limit alarms
« HiHi Alarm Alarm priority is 1
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@ upo1*
Hddﬁthtutﬂ|objmmum|5amlm | Extensions | Graphics |
@+ (@ [ X ] name: Janalog_o01 attribute type: [Analog -]
Field attributes: Access mode: |Irr.ul 'i Data type: Integer s
Name J I Buffered
Y 001
Analog_ st | B .
=
Value
I_,— 2 '3 Value deadband: E-D 2 8
e ate event upon d A N Engineering units: ! =3
Yo —&m
Input source: |mo;_mnd ;l £ (3
[T utput destination differs from input source =}
Qutput destination: I _I
[~ Enable 1/0 scaling v
Inherited field attributes:
| Name | I™ Enable history z)
[+ Enable limit alarms &
Lt alamﬁ Limit Priarity Alarm message
Fhd [0 ST | &' [re-tnaiog 0010 |
Fu 4 [B50 &0 [0 &' [me.Analog_001.0 _| Y
- | . - Ll - P 1 .

Ficure 18: UDA CONFIGURATION FOR THE $TJI-301 INSTANCE
7. Open the Alarm Symbol in Graphic Editor and add a Button called SignedAlarmAck().
8. Add the following SignedAlarmAck() script function on an Action script animation link where the trigger is On Left Click/Key Down.

Dim Result _as Integer; L ~ o
Result = SignedAlarmAck("UDO1.Analog_0O1.HiHi*, True, 1, 5, "Acked by script’”, False "Acknowledge Alarms by Scripting", “Acknowledge HIHI Alarms™);

This script example disables the Alarm Comment field (non-editable) provides a Title Bar caption.
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¥ Edit Animations - English (United States) = §8 (] 3]
Animations Action Scripts Buttonl
EEal | s L v
Interaction ~
¥
¥+ Action Scripts Enabled  ~|
Key Equivalent TCew T oshift  Key ]m - scripts used: 1
Irigger type: Jl:ln Left Click/Key Down j Every: I ms
EA PN B
Dim Result as Integer:
Result = SignedAlarmick( "UDO1.Anslog_001.HiHi®, True, 1, 5, "Acked by scriptc®, False, “"Acknowld
4 | a2
|| me: 1 Col: 1
& ok | cemca |
i

Ficure 19: AcTioN ScrIPT EXAmMPLE
Click the Graphics tab on the $UDO1 and create a new symbol called EmbeddedAlarmSymbol and embed the AlarmSymbol that was created on step # 1 above.

10. Create a new derived InTouchViewApp called SecurityApp.

11. Create an InTouch Window call it Win1.

Embed the AlarmSymbol on the InTouch Window.

12.
Embed the SliderBasic from the ArchestrA Symbol Library (Figure 20 below):

13.
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31912012 1:1... ACK ) 100 TestTag $System
31972012 1:11... ACK_RTN Lo TestTag $System TestNc
3/9/2012 1:1... UNACK HiHi TestTag $Systemn TestNc
3972012 1:1... UNACK_... Hi TestTag $Systern TestNc

FicURe 20: SLIDER AND BuTTON

14. Double-click the SliderBasic and add Galaxy:UDO1.AlarmTagfor the Custom Property's Default Value (Figure 21 below).

file:///C|/inetpub/wwwroot/t002628/t002628.htm[3/26/2012 3:13:28 PM]



Using the SignedAlarmAck() Script Function and Configuring an Alarm Acknowledgement Signature

&y Edit Custom Properties =t = |gl_§f
Custom Properties + = '_ Value SliderBasicl
h i 4 3ofs D LV
Name & | Default Value |
) Max 100.0 Iﬁ o
Hh-: 0.0 Data Type Hoat =
Value Galaxy:UDOLAla.. | Default Value o Galaey:UDO 1 Alarm Tag ﬂ
WriteOrRelease False —‘/I = J
Visibility & Pyblic (Property can be seen when symbol is embedded)
€ Private (Property is hidden when symbol is embedded)
Description Value of sider. =]
Status
This property is overridden. The original value of the
attribute was . The property is configured a3 a
reference to 'Galaxy UDO1 AlarmTag’.
) [Tok ] caed |
F

Ficure 21: SIGNEDALARM DEFAULT VALUE
15. On the main menu, click Special-> Security.
16. Security Type is ArchestrA.
17. Deploy all the objects (WinPlatform_001, AppEngine_001, Area_001, UDO1).
18. Switch to Runtime.
19. Click Special-> Security-> Log on.
20. Login as Supervisor and provide the supervisor password.

21. Use the Slider to reach a value where it is in HiHi Alarm. This example shows value of 96 and the Priority is 1 for that HiHi Alarm.
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UNACK_ ...
UNACK
UNACK

Ficure 22: P1 ALARM USING THE SLIDER

22. Click the SignedAlarmAck() button. In this example, notice that you see the Acknowldge Alarm by Scripting dialog box where you cannot edit the alarm comment. It
requires a signature to acknowledge the HiHi alarm.
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Acknowldge Alarms by Scripting }_ﬂ]

Acknowledge HIHI Alams

Comment |Acked by sciipl

Mode —

= Usemame ]‘Su.petvisot

Password I sssssssess

Domain ]mchesm

| OK I Cancel

FiGURE 23: Ack BY SCRIPTING

The comment contained in the script appears on the Embedded Alarm Client Control Display (Figure 24 below).
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B win1

UNACK_...

UNACK_...

UNACK

ACK Signed Ack - Acked by script

FIGURE 24: ACKED BY SCRIPT
Return values indicate success or failure status.
¢ A non-zero value indicates type of failure.

* For more help on the different return values, refer to the Scripting.pdf/page 57 for Wonderware Application Server 3.5.

Note: A return value of zero does not indicate if the alarms are acknowledged, only that the function wrote to the AckMsg attributes. The alarms may not be acknowledged due
to insufficient permission or because the alarms have already been acknowledged.

SignedAlarmAck() Scripting Recommendations

¢ SignedAlarmAck() and Alarm Configuration

You can use the SignedAlarmAck() function only in ArchestrA client scripts.

¢ SignedAlarmAck() with OnShow and OnHide Scripts

Do not use the SignedAlarmAck() function with OnShow and OnHide scripts. This can cause issues with window functionality, including the window title bar, windows
losing correct focus, and windows opening on top of one another.
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¢ SignedAlarmAck() with While True Scripts

Do not use the SignedAlarmAck() function in a While True script type. A signed alarm acknowledgement requires user interaction. If you want to use a While True type
script, it must be set to an execution time of 30-seconds or longer to allow the user to enter the required information.

Note: The SignedWrite() function is supported only for client scripting and not for object scripting.

B. Shah

Tech Notes are published occasionally by Wonderware Technical Support. Publisher: Invensys Systems, Inc., 26561 Rancho Parkway South, Lake Forest, CA 92630. There is also technical information on our software products at
Wonderware Technical Support.

For technical support questions, send an e-mail to wwsupport@invensys.com.
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