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Introduction

The SignedWrite() function performs a write to an AutomationObject attribute that has a Secured Write or Verified Write security classification
in the Galaxy. The SignedWrite() function can be used only in ArchestrA client scripts, not in Application Object scripts, and only on Attributes
that have been configured for Secured Write or Verified Write.

Application Versions

¢ Wonderware InTouch® 10.5 and later
 Wonderware Application Server 3.5 and later

For all the below examples please setup your security in the Galaxy.
To set up Galaxy Security

1. Create a new Galaxy.

2. On the main menu, click Galaxy-> Configure-> Security.
3. Select Galaxy Security.
4

Login with the following credentials:

e Login Name: Administrator
« Password: (blank)

5. Repeat Step 3 and click the Users tab.

6. Add two users. One user is an Operator (Jeff Smith) and the other is a Supervisor (Bindya Shah).
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Authentication Mode | Security Groups | Roles  Users. |

I
(d Configure the Users of the Galaxy

Authorized Users available:

¥ configure Security EI

Liser IH.I:'!m:

81 Administrator
81 DefaultUser

Jeff Smith

Bindya Shah

AssociatedBoles forOperator:

Role

|Amle'.r!l

O ;_-,'-‘ Adminstrator
[ & pefaut

L«

10.

11.

12.

Ficure 1: Abb OPERATOR AND SUPERVISOR USERS

Highlight the Operator and click Change Password.

The old password is (blank). Set a new password, for example, operator.

Highlight the Supervisor and click the Change Password button.

The old password is (blank). Set a new password, for example, supervisor.

Click the Roles tab.

Select Default and uncheck all options (Figure 1 below).
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=
Authentication Mode | Security Groups Roles | Users |

ak,

Define the Security Roles of the Galaxy

Roles available: —t—l _'K__] General permissions:

Role [ Access level = [JIDE Permissions
B dministrator 9999 [JCan Start the IDE
8 Defauit 0 - [ imperting and Exporting
# [JGeneral Configuration
# [ 5ystem Configuration
# [] Devicelntegration Objects
@ [ Application Configuration
# [JFramework Configuration
#- [Juser Configuration
#- [Joeployment Permissions
# [} Graphic Management Permissions
- [ 5MC Permissions
[JCan Start the SMC
[0 Can Start/Stop Engine Platform
[ Can Write to GObject Attributes using Obj

Col RSl R e e

< | !

Dperational permissions:

= [ Default
[Ocan Admovdedge Alarms
[[J Can Modfy "Configure™ Attributes
[ Can Modify “Operate” Attributes
[ can Modfy “Tune” Attributes
0 can verify Writes

<0 |

Ficure 2: UncHeck ALL DerFauLT SEcURITY OPTIONS

13. Add the Supervisor and Operator roles with Access Levels 9999 and 5555 respectively.

14. For the Supervisor role, check all the permissions shown in Figure 3 (below).
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§ Configure Security i x|

Authentication Mode | Seauity Groups Roles | Users |

@ Define the Security Roles of the Galaxy

gules available: '—-L'[ __)(__I i,mml permissions:

" s dminstrator 9999 FACan Start the IDE
£ Defauit o % [F]importing and Experting
&m‘r&w 5555 - Gmeraf{:mﬁg.nﬁm
l Supervisor G999 * Eﬁm Configuration

#- [ Devicelntegration Objects
- [#] Application Configuration
w1 [¥] Framework Configuration
) [F] User Configuration
# [¥] Deployment Permissions
# [¥] Graphic Management Permissions
[2 Can Start the SMC
[#] Can Start/Stop Engine Platform
[¥] Can Write to GObject Attributes using Obj

| | =

Qperational permissions:
= [ Default
[¥] Can Admowledge Alarms
[F] Can Modify "Configure” Attributes
[ Can Modify "Operate” Attributes
[¥] Can Madify Tune" Attributes
[F Can Verify Writes

<] L]

[ e |

Ficure 3: CHECKk PERMISSIONS FOR SUPERVISOR

15. For the Operator role just check SMC permissions and everything under Default except for Can Verify Writes (Figure 4 below).
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q

Authentication Mode | Security Groups  Roles | Users |

QB Define the Security Roles of the Galaxy

Roles available: LI L]

General permissions:

Role | Aceess level = [[] iDE Permissions

(B sdministrator 9999 [JCan Start the IDE

3[&[’”[ 0 & [ importing and Exporting
Operator 5555 - [ General Configuration
Supervisor 9999 & []System Configuration

- [ DeviceIntegration Objects
- [[J Application Configuration
- [ Framework Configuration
M- [Juser Configuration
- [] beployment Permissions
- [] Graphic Management Permissions
=[] 5MC Permissions
[F)Can Start the SMC
[ Can Start/Stop Engine Platform
[#] Can Write to GObject Attributes using Obj

d |

Dperational permissions:

=

[ Can Admowledge Alarms

[ Can Madify "Configure” Attributes
[ Can Modfy "Operate” Attributes
[#] Can Modify Tune” Attributes

] can verify Writes

K] i

)

16. Click the Users tab and make sure you have selected the associated role for each authorized user. For example, Operator is associated
with the Operator role (Figure 5 below).

Ficure 4: OPERATOR PERMISSIONS
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Ul Configure Security 'EJ

Authentication Mode | Security Groups | Roles  Users |

@ Configure the Users of the Galaxy

Authorized Wsers available: CEmnge Poniecy "L] “Lll
User | Full name

£ Admenistrator

8 DefaultUiser

(8operator  Jffswb |

§1 Supervisar Bindya Shah

K1l =

A:snditﬁdﬁolu forOperator:
Role | Access level
O £. Administrater G99
Default 0

=] &opmw 5555
D Supervison ST

1] V]

Ficure 5: AssociATED Users AND ROLES

This Tech Note includes the following examples. Each section contains script samples you can copy/paste into your Objects.
e Configuring and using the Secured Write AutomationObject

e Configuring and using the Verified Write AutomationObject

Configuring and using the Secured Write AutomationObject

This example shows how to configure and use the Secured Write AutomationObject.
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1. Create a new Galaxy and call it SecurityApp.

2. Open the IDE and create the following object instances:
e $WinPlatform instance called $WinPlatform_001.
* $AppENgine instance called $AppEngine_001.
« $Area instance called $Area_001.
« $UserDefined object instance called $SecVerUDO.

Create a UDA called SecUDA which is an Integer data type and make sure that the security type is Secured Write.
Create an ArchestrA Graphic on the $SecVerUDO called SecuredWriteGraphic.

Create a Text object and type in Operator Name and next to it add another text object ###.

o g kM W

Create a Text object and type in Secured Write Value. Next to it add another text object ### (Figure 6 below).

B secVerlDO. Secu redWirteGraphic ® - English (United States)

Graphec Ecit View Arrange Format Spedal Help
e Save and Close el g - | oy & [E5 e FABS | S B T L3 [0 'I DQ-'P
M [Arial Flhz =B L B|Aa x Kl Do AR =

]

Y
ECDQ +
i

o |
B A L0

B-2EOD
EH.O
(S

B2+ =
]

Operator Name Hos

"

Elements

i Textd
¥ Textd
g Text2
T Textl

Secured Write Value HH#H

Ficure 6: TexT OBJECTS IN SECUREDWRITEGRAPHIC

7. Create the following Custom Properties:
 OperatorNameCP which is a String data type.
e SecuredCP which is an Integer data type.

8. Assign the OperatorNameCP to InTouch:$OperatorName.

9. Assign the SecuredCP to SecVerUDO.SecUDA (Figure 7 below).
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&/ Edit Custom Properties - English (United States) e |u|ﬁl
Custom Properties + - SecuredWirteGra...
| » AR
Name & | Default Vahse | '
¥ OperatorNameCP InTouch: $Operator... = fi
SecuredCP SecVerUDO. SecUDA Data Ivpe IIﬂlJEQH J =)
Default Value » I Ismrutm.sm_nn il _|
Visibility {* Public(Propertycan be seenwhen symbaolis embedded)
" Private (Property is hidden when symbol is embedded)
.4

Status

The property is configured as a reference to
‘SecVerUD0.SecUDA’

|: 4:‘ ]
Y

Ficure 7: AssioN CustoM PROPERTIES

10. Assign a Value Display animation to the ### next to Operator Name text to OperatorNameCP (Figure 8 below).
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=lolx|
Animations +. - m Value Display Text2
BT - 4 1061 b Lo
s States Bockeon | anakog [ stmg e | teme |
[ vae Dugtay Enabled |  Eupression or Reference
Rring |I:buam JB
=
) oK Concel |
b

Ficure 8: VALUE ANIMATION To OPERATORNAMECP

11. Assign a User Input Analog animation to ### next to Secured Write Value and reference it to SecuredCP (Figure 9 below).
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B Edit Animations - English (United States) : o [=] 3
Animations +- - User Input Text2
[ 4l [| 4 10f1 B L
| States | Bocksn [ o | swing Tme | BopseaTine |
S Liser Input eratied »| meference
Anslog SeoredcP = =
=
Hessage to User £I =] J
=l
WValue Limits
W Restrict Yakes
Migimum |U :Jj _I
Maxmum Ilm ﬁ _-d
shortcut Ceorl st Key [fone =)
Interaction ™ input Only L= Keypad
Text Format |:n
! [ ok ] conca |
i

Ficure 9: User INPUT ANIMATION TO SECUREDCP
12. Save and check in the $SecVerUDO object.
13. Create a new derived InTouchViewApp called SecVerApp.
14. Create an InTouch Window and call it Secured Write Window.

15. Embed the SecuredWriteGraphic on the InTouch Window (Figure 10 below).
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SECUTRTYAPP-SSECVERAPY

Ficure 10: EmBEDDED SECUREDWRITEGRAPHIC

16. Go to Special-> Security and click Select Security Type as ArchestrA.
17. Deploy all the objects (WinPlatform_001, AppEngine_001, Area_001, SecVerUDO).
18. Switch to Runtime mode.

19. Click Special-> Security-> Log on.

20. Login as Operator with password operator. Notice if you login as Operator, the OperatorName will be Jeff Smith since that is what is
configured in Galaxy security.

SSWASECUIRTYAPP-SSECVERAPP

Ficure 11: Securep WRITE WINDOW IN RUNTIME

21. Click on the O. A keyboard dialog appears.
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Ficure 12: KeyBoARD INPUT

22. Type a different value and click OK. In this example the value is 80.

23. A Secured Write dialog box appears which requires a signature.

Since we have enabled (in the above security model) Operator changes, add the password for the operator and also a comment about
changing the value (Figure 13 below).
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_>£I

The UseiDefined object provides a starting point for

creating custom built objects that include Discrete and

Andogobiact Altributes, UDAs, Scripts, Extensions, or Contained
3.

Altribute |5mvaunn,5ecum

Vaue  [80
Comment
Changing the value of pump as per instruction. EI
— Mode
- Usemname |Dperatnt
l Password | eessssese
i Domain drchestid

.

Ficure 13: Apbb PAassworD AND COMMENT

24. In WindowViewer you notice the change (Figure 14 below).
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™ InTouch - WindowViewer - W IOMLEFE4INVSW\SECUIRTYAPP-SSECVERAPP

Fle Logic Spedal

i

Operator Name Jeff Smith

Secured Write Value 80

Ficure 14: secureb WRITE VALUE CHANGED IN RUNTIME

Configuring and using the Verified Write AutomationObject

This example shows how to configure and use the Secured Write AutomationObject with the SignedWrite() function.
1. Create a new Galaxy called SecurityApp.

2. Create the following object instances:
= $WinPlatform instance called $WinPlatform_001
« $AppENngine instance called $AppEngine_001
* $Area instance called $Area_ 001
« $UserDefined object instance called $SecVerUDO

Create a UDA called SecUDA that is an Integer data type, and the security type is Secured Write.
Create an ArchestrA Graphic on the $SecVerUDO called SignedWriteGraphic.
Create a Text object and type Operator Name. Next to it add another text object ###.

Create a Text object and type Secured Write Value. Next to it add another text object ###.

N 0 A~ 0w

Create a Button object called SignedWrite.
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& SecVerUDO.SignedWriteGraphic * - English (United States)

Graphic Edit View Arrange Format Spedal Help

b saveandclose i [ & | - = | ¥ i | £& W LEph e B |

L [w0% =] Q‘}'.

M |Anal e AR LA & F LS A S =

Operator Name

e Secured Write Value

SignedWrite

Languages

| English (United States) (en-

AnchorFixedTo
AbsoluteAndhor
RelativeAnchor
Smoathing

E Runtime Behavior
MultiplePopupsiiowed
Scripts

B Custom Properties
CustomProperties
OperatorName®
SecuredCP

Ficure 15: SiIGNEDWRITE GRAPHIC

8. Create the following custom properties:
« Custom Property called OperatorNameCP: String data type.
e Custom Property called SecuredCP: Integer data type.

9. Assign the OperatorNameCP to InTouch:$OperatorName.

10. Assign the SecuredCP to SecVerUDO.SecUDA (Figure 16 below).
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& Edit Custom Properties - English (United States) o [=] 3|

Custom Properties + - | g SecuredCP SignedWriteGraphic
- 4 22 ) L o
Data Type Integer = =3
Default Yalse _”s.ecu'utm&q.m :I _I
Visibility & Pyblic (Property can ba sesnwhen symbalis embadded)

™ Private (Property is hidden when symbel is embaddad)

Hatus

The property is configured as a reference to
“SecVerUD0.SecUDAL

Ficure 16: AssicN CusTom PROPERTIES

|
.

11. Assign a Value Display animation to the ### next to the Operator Name text to OperatorNameCP (Figure 17 below).
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=10l x|

Animations +- - -1 Value Display Text2

[ 41 | 1 1of1 » L
(B ke Display Enabled  v|| Expression Or Reference

fning Imuaww _-]B

¥
© ok | cance |
4

Ficure 17: VALUE DispLAY ANIMATION FOR OPERATOR NAME TEXT

12. Assign a Value Display Analog animation to the ### next to Secured Write Value and reference it to SecuredCP (Figure 18 below).
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S
Animations +. - Value Display Text4
) I’ et L v
[ vakse Cisplay Enabed x| Expression Or Reference

| o |ﬁ j =

Text Format |;,,

This is the curment glement Format String. I you change it bere, itwall affect the slement ToaFomsat element
property

The farmat spplied o the text contained in the graphic element, (2.5, PV = & m0m.2x]),

Ficure 18: AssiGN ANIMATION TO SECURED WRITE VALUE
13. Add the following Action Script on the SignedWrite button:

Dim Result_as Integer; ;
Result = SignedWrite( "SecuredCP", 50, *Manual setting the BatchNumber'™, False, 2, NULL);
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Dim Result as Integer:

|Une: 3 Col: 33

B Edit Animations - English (United States) -Iglil
Animations +- - Action Scripts Buttonl
i | it b i
. Action Saripts Erabled  v|
ey Equivalent Cowl skt Key m scriptsused: 1
Trigger type: Jcn Left Chick [Key Down j Ewary: ms
£ L& O8] (]

Result = SignedWrite( "SecuredCP®, 50, "Manual setting the BatchMumber®™, PFalse, 2, HULL):

P |

Ficure 19: ButToN ACTION ScRIPT

14. Save and Check In the $SecVerUDO object.
15. Create a new derived InTouchViewApp called SecVerApp.
16. Create an InTouch Window call it SignedWrite Window.

17. Embed the SignedWriteGraphic on the InTouch Window (Figure 20 below).
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‘i' InTouch - WindowHaker - |\ TOMLUECF&4 IWVSW\ SECUTRTYAPP-$SECVERAPP
oo HS : % &
B & 8

Be Edt Yew Arage Tet Lne Sead Wedws teb
ME]lr o cA(Elsa ZLASZ

[ Classie View X [T Project View E e e
wWindows - m. & Scripts o TR
S smetmnvisodl] . &2 wecow Ope rator Name HHHt
O venfiedWnte Winde ] Seared Write Wirsdow ; ] - ;

] Segreditinte WWindow
] verifiediinte Window
,\I_'I.'l Lophts

Secured Write Value ###

v Applcation
iz Key

= Condition

i) Data Charge
L QuidFunctions
a Acted Event

SignedWirite

Ficure 20: EmBEDDED SIGNEDWRITE GRAPHIC
18. Go to Special-> Security-> Select Security Type as ArchestrA.
19. Deploy all your objects. (WinPlatform_001, AppEngine_001, Area_ 001, SecVerUDO).
20. Switch to Runtime mode.
21. Click Special->Security->=Log on.

22. Login as Operator and password operator according to the above security model. Notice if you login as Operator then the OperatorName
will be Jeff Smith as that is what is configured in the Galaxy security above.
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v InTouch - Window\Viewer - |\ TDMLKFGA INVSW | SECUTRTYAPP-$SECVERAPP
Ble Logs Jpecal

W signedWrite Window

Operator Name Jff Smith

Secured Write Value 0

SignedWrite

Ficure 21: OrerAaTOR NAME AND VALUE IN RUNTIME

23. Now click on the SignedWrite button and notice the secured write dialog box will come up and ask for signature to change the value as
shown below.
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Secured Write I x|

Manual setting the B atchMumber

Abtribute iSmeUDD.SadJDA

vae  [50
=
=
— - Hm e
- Usemame Iﬂp-etalot

i Password ] 'l'l'll-!-!!!l

Domain Imc heste,

| DK I Cancel

Ficure 22: Securep WRITE DiALOG

We cannot edit the comment since we set the coded value to False for the field where Comment_is_Editable.

Click OK after typing the correct password. Since the Operator had permissions to modify the value changed and now in WindowViewer
you notice the change as shown below.

24.
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T InTopeh  Windowerser ¢ || IO L] G DRSS LS UTH TYAPE. SR CVERART
B ogc Gl

[ “vagae it Woancerws

Operator Name Jeff Smith

Secured Write Value 50

SignedWrite

Ficure 23: Securep WRITE COMPLETE

Configuring and Using the Verified Write AutomationObject

This example shows how to configure and use the Secured Write AutomationObject with the SignedWrite() function.
1. Create a new Galaxy e.g. SecurityApp.

2. Create the following object instances:
= $WinPlatform instance called $WinPlatform_001
« $AppENgine instance called $AppEngine_001
* $Area instance called $Area_ 001
« $UserDefined object instance called $SecVerUDO

3. Create a UDA called VerUDA which is an Integer data type and ensure that the security type is Verified Write.

4. Create another UDA called TemperatureChangelList which is a String Array. This UDA has 3 elements (Figure 24 below).

file:///C|/inetpub/wwwroot/t002632/t002632.htm[3/27/2012 3:26:21 PM]



Configuring and Using Secured\Verified Write With the SignedWrite() Function

* ArchestrA IDE

Galaxy Edit View Object Window Help

PR IR S S EEE XE PRSI @

(&) Template Toolbox » 0 x

=) g SecuirtyApp |
#- 5] Application
- (5] Device Integration
E- [ System
{a} sAppEngine
{ﬂ SArea
B! sinTouchViewApp
) sSecurityApp
7IE} $SecverApp
sViewEngine
Lb SWinPlatfarm

-
o *

s Graphic Toolbox > 0 x

=l @l SecuirtyApp _:,l
- [C3) Archestra Symbol Library
#- ) SQLGrid
5 AlarmClient
=3 AlarmSymbol
IS TrendClient

| -5

@ Deployment - B x

=) @@ SecuirtyApp =
) Unassigned Host
&- (& WinPlatform_001
=l §a% AppEngine_001
B i Aea 001
* @ [SecverliD0 |
@ uDo1

+ @mengine_nm

@ SecVerUDO *

Field Attributes | Object Information | Scripts UDAS | Extensions | Graphics |

UDA name: TemperatureChangeList

I Data type: Ism

Inherited UDAs:

Category: |Llser writeable

~Valye
W Thisis an aray [T Buffered

Number of elements: |3

Index | Value |
1 Reset theTemperature

2 Increase the Temperaturse

3 Decrease the Temperature

& 9
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Ficure 24: TEMPERATURE CHANGE ARRAY
5. Create an ArchestrA Graphic on the $SecVerUDO called VerifiedWriteGraphic.

6. Create the following text elements (Figure 25 below).
« Text object Operator Name and text object ###
- Text object Sec\Ver Value and text object ###
< Button object SignedWrite

& SecVerUDO.VerifiedWriteGraphic * - English (United States)
Graphic Edit View Arrange Format Spedal Help

i} soveandcClose i [ @ | O ~ Tiooo Mk [ P 1) .e.:'_]-Q',., B& & 0
M |Arial Flhz ElRele Dt Bl L O A
i [ [
Tools
B4 O00IO
o glclslainin
L—=—m==ll Operator Name HHH
- R e e i
wl
Elements
Gy Button1
ey Sec\Ver Value Hitt
iy Text2
T Textl

SignedWrite

Ficure 25: SECUREDWRITE GRAPHIC ELEMENTS

7. Create the following Custom Properties
e Custom Property OperatorNameCP: String data type
e Custom Property SecVerCP: Integer data type

8. Assign the OperatorNameCP to InTouch:$OperatorName.

9. Assign the SecVerCP to SecVerUDO.VerUDA as shown below
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o/ Edit Custom Properties - English (United States) . o [=] 3|
Custom Properties + - | g] SecVerCP VerifiedWriteGrap...
. U 4 zaf2  » Lo
Name & | Dot Voo |
TaOperatortiameCP InTouch: §0perator .. = )
@secvece SecverlDOVerA ||| Dt Tvee oy &
Default Yalue _JI SecVerLIDO. VerlDA :I E
Visibility & Pyblic (Property can ba sesnwhen symbalis embadded)
™ Private (Property is hidden when symbel is embaddad)
Description E
k4|
Satus
The property is configured as a reference to
“SecVerUDO.VerUDAL
i
Ficure 26: Custom PRoPERTY SECVERCP

10. Assign a Value Display animation to the ### (for Operator Name text) to OperatorNameCP (Figure 27 below).
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=lolx|
Animations +. - m Value Display Text2
BT - 4 1061 b Lo
s States Bockeon | anakog [ stmg e | teme |
[ vae Dugtay Enabled |  Eupression or Reference
Rring |I:buam JB
=
) oK Concel |
b

Ficure 27: OrPERATORNAMECP VALUE DispLAY

11. Assign a Value Display Analog animation to ### for the Sec\Ver Value and reference it to SecVerCP (Figure 28 below).
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B Edit Animations - English (United States)

=10ix|
Animations +- - Value Display Text4
[ 4l || b 4 1of1 b -
| Visuakration | States Bodesn [ andog | swwg Tme Name |
| Rl value Desplay Enablad __‘:! Expression Or Reference
analog [m =
=
Text Format |:::
This is the curent element Format String. Ifyou changeit here, it will affect the
element TextFormat element property.
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Ficure 28: SECVERCP VALUE DispLAY

12. Add the following Action Script on the SignedWrite button:

Dim Result _as Integer;

Result = SignedWrite( "SecVerCP", 90, "Changing the Temperature",
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~lofx
Buttonl
L

Animations T Action Scripts
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Interaction @
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Dim Resnlt as Integer:
"Changing the Temperature™, False, 2, SecVerUDO.TemperatureChangelist([]):

Result = SignedWrite( "SecVerCP", 90,

|Lne: 1 Colt 1
QK I Cancel

Ficure 29: ScripT EDITOR

13. Save and Checkln the $SecVerUDO object.

Create a new derived InTouchViewApp called SecVerApp.

14.
15. Create an InTouch Window call it VerifiedWrite Window.
16. Embed the VerifiedWriteGraphic on the InTouch Window (Figure 30 below).
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i ActiveX Event

SignedWrite

Ficure 30: EmBEDDED VERIFIEDWRITE WINDOW

17. On the main menu, click Special->Security->Select Security Type as ArchestrA.
18. Deploy all the objects. (WinPlatform_001, AppEngine_001, Area_001, SecVerUDO).
19. Switch to Runtime mode.

20. Click Special->Security->Log on.

Login as Operator and password operator as the above security model. Notice if you login as Operator then the OperatorName will be
Jeff Smith since that is what is configured in the Galaxy security above.
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T InTowh - WindawWiewer - | IOMLEF 64 IRSW) SECUTRTYAPP-$ SECVERLAPP
L

W verdmddrite Window =

Operator Name Jeff Smith

Sec\Ver Value 0

SignedWrite

Ficure 31: Securep OPERATOR LOGIN

21. Now click on the SignedWrite button and notice the Verified Write dialog box appears. It asks for signature to change the value (Figure
32 below).
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x

Changing the Temperatuie
Altribute ISMV&IUDD.VHUD# Value IEJ
Comment | Select predefined comment... =]
=
17|
 Dperatos ~ Verifier
- Username [Operator - Usemame |
J »
— | Passwod | — | Paswod |
; Domain I-ﬁ.rc.’w:trﬂ. . Doman |J5.n:!‘aet.luf=.

(1] Cancel

Ficure 32: VERIFIED WRITE Di1AaLOG Box

Notice that the Verified Write dialog also asks the Operator to sign, as well as the Verifier. This is because the VerUDA had Verified
Write security classification.

For this example, the user name and password:
Operator:

UserName : Operator

Password: operator

Verifier:

UserName: Supervisor

Password: supervisor

Notice there is Pre-defined comment list as we set it in the script (Figure 33 below).
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Verified Write

Changing the Temperatuie

Altribute ISM\"&IUDD.\MUM

Value ]s.lu

Comment | Select predefined comment... =]
Select predefined comment

Reset theT emperature
Increase the Temperatune
Decrease the Temperature

~ Operator ~Verifier
— Mode— — Mode—
-~ Usemname |Dp-e1alo| - Usemame |
TN i
— | Passwod | — | Paswod |
Domain Ia!l_rc."y?:trﬁ. Domain |m;he;ma

(1] Cancel

Ficure 33: PrepeEFINED CoMMENTS FROM UDA ARRAY

22. Since the Operator had permissions to modify the value changed and now in WindowViewer you notice the change (Figure 34 below).
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T InTeuch - Window\sevweer - VUICHELEF A ERYS W SECUIR TYAPP - §SECVERAFP
He opc Goeosl

Operator Name Jeff Smith

Sec\Ver Value 90

SignedWrite

Ficure 34: VERIFIED WRITE SUCCESSFUL
Return values indicate success or failure status.

¢ A non-zero value indicates type of failure.

e For more help on the different return values, refer to the Scripting.pdf/page 62 for Wonderware Application Server 3.5

Note: A return value of O does not indicate whether the attribute was updated, only that the function placed an entry on the queue to write to
the attribute. The operator may decide to cancel the operation after the Secured Write or Verified write dialog box is displayed.

In this case the attribute is not updated and a message is placed in the Logger indicating that the user canceled the operation. Even if the
user enters valid credentials and clicks OK, the attribute still might not have been updated because of inadequate permission or data coercion

problems.

SignedWrite() Scripting Tips

Using Bound References in SignedWrite()

If the Attribute parameter string evaluates to the name of a Custom Property and that Custom Property is a bound reference to an Attribute,
the SignedWrite() function will write to that indicated Attribute.

The Attribute must have the security classification of Secured Write or Verified Write.

¢ The SignedWrite() function supports Custom Properties that are nested bound references. That is, if the string evaluates to the name of a
Custom Property and that Custom Property is a bound reference to another Custom Property (which itself is a bound reference), the
SignedWrite() function will follow through the chain of bound references until it finds an item that is a value. If that item is an Attribute
that has the security classification of Secured Write or Verified Write, the SignedWrite() function will write to that item.
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Using SignedWrite() in WhileTrue, WhileFalse, or Periodic Type Scripts

Using the SignedWrite() function with WhileTrue, WhileFalse, or Periodic type scripts can repeatedly execute the script, causing another secured
write dialog box to pop up with each trigger. We do not recommend using the SignedWrite() function with WhileTrue, WhileFalse, or Periodic

types.
Using SignedWrite() with OnShow and OnHide Scripts

We do not recommend using the SignedWrite() function with OnShow and OnHide scripts. This can cause issues with window functionality,
including the window title bar, windows losing correct focus, and windows opening on top of one another.

Note: The SignedWrite() function is supported only for client scripting and not for object scripting.

B. Shah

Tech Notes are published occasionally by Wonderware Technical Support. Publisher: Invensys Systems, Inc., 26561 Rancho Parkway South, Lake Forest, CA 92630. There is also technical
information on our software products at \Wonderware Technical Support.

For technical support questions, send an e-mail to wwsupport@invensys.com.
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