Troubleshooting Wonderware Application Server Bootstrap Communications

Tech Note 876
Troubleshooting Wonderware Application Server Bootstrap Communications

All Tech Notes and KBCD documents and software are provided “"as is" without warranty of any kind. See the Terms of Use for more information.

Topic#: 002677
Created: August 2012

Introduction

This Tech Note outlines general troubleshooting steps to address communication issues between a remote node and an Wonderware
Application Server Galaxy.

This Tech Note augments TN 461 Troubleshooting Industrial Application Server Bootstrap Communications.

Application Versions

* Wonderware Application Server 3.5 (2012). Please check the compatability matrix at the Wonderware Tech Support site for
supported operating systems.

* This Tech Note uses Windows Server 2008 for the examples.

Note: If you are having trouble opening the SMC logger from a client node or the Server node, please see Tech Note 437: Unable to
Open Logger Under Windows XP SP2 and Windows 2003 SP1.

Wonderware Configuration Tools

Use the following Wonderware Configuration tools when troubleshooting the application.
Wonderware Change Network Account Utility

Ensure that the ArchestrA Network Admin Account is the same on all machines in the Galaxy (or wish to interact with nodes in the
Galaxy).

1. Launch the Change Network Account utility from Start/All Programs/Wonderware/Common/Change Network Account.
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This utility will update the user account needed for off node communications.
You can create a new local account or can use an existing Domain/Local
account. This utility will force a reboot at the end.

Domain or Local Machine Mame: I ECYMO2003 j
User Mame: I WwWLSEer

Password: I P —————

Confirm Password: I ]

[T Create Local Account

QK I Cancel | Help

Ficure 1: CHANGE NETWORK AccouNT UTILITY INTERFACE

2. Ensure that the local machine name does not have any unusual characters such as a tilde ( — ) or underscore. These characters
can cause communication errors.

Wonderware O/S Configuration Utility

Use the OS Configuration Utility to add TCP/UDP ports and application authorization to the Windows Firewall exclusion list, in order to
allow Wonderware products to operate as designed on Windows XP SP2 , Windows 2003 SP1 or greater, Windows Vista, Windows 2008,
and Windows 7.

The OS Configuration utility is delivered with ASP 3.5 (2012).

You can also download the utility from the WDN.
To run the Wonderware O/S Configuration Utility

1. Navigate to <RootDrive=\Program Files\Common Files\ArchestrA.

2. Run the application named OSConfigurationUtility.exe.

For a list of what the utility does, please refer to the Tech Article Security Settings for Wonderware Products.
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3. Reboot the machine after running the O/S Configuration Utility.

Verify Wonderware Application Versions

Ensure that the version of Wonderware Application Server installed on the remote node is the same as the version of the Wonderware
Application Server Galaxy.

1. Verify the version by going to Control Panel / Programs / Programs and Features. Verify the Wonderware Application Server
2012 version on the Galaxy Repository (GR) Node and on the remote nodes.

Note: If the Version column is not visible, right click on a column name then click More. You can then see the Version column.

= Shared Add-in Extensibdity Update for Microsoft NET Framework 2.0 (KBS0S002) Merosoft 1i7fa012 ZEEKE 100

7 Shared Add-in Support Update for Micrasoft NET Framewark 2.0 (KBS0S00Z) Microsoft /172012 57.0KB  1.0.0

5 QL Server Systsm CLR Types Microsoft Corporation 2[27f2011 574KB 10.1.2531.0
@Mﬁﬂ Tools WMware, Inc, 12/27/2010 30.2MB 8.1.4.11056
" Wonderware .-5.;'|1':4 cation Server 2012 IrErs e B, 1IN, 3.5.001

| Wonderware FactorySuite Gateway Invensys Systems, Inc, 1/17/2012 2.0.100

e Wonderware Historian Wonderware 1/17/2012 10.0. 100
® | Wonderware Historian Clent Invensys 1/17/2012 10.0.200
= | Wonderware Historian Chent French Language Invensys 1172012 4.47M8  10.0.200
7 Wondervware Historian Chent German Language Invensys 1/17/2012 4.42MB  10.0.200
T Wonderware Historian Client Japanese Language Invensys 1/17f2012 4.28MB  10.0.200
| Wonderware Historian Chent Simplified Chinese Languags Invensys 117/2012 4.59MB  10.0.200
| Wonderware Information Server 2012 Invensys Systems, Inc, /172012 4.5.000

W wonderware InTouch 2012 Invensys Systems, Inc. 6/14/2012 10.5.001

Ficure 2: VERIFY PROGRAM VERSION

Figure 2 (above) shows Wonderware Application Server 2012 -- 3.5 Patch O1.

Checking Windows DCOM Configuration

The DCOM Ports used by the Bootstrap are:
e Port 135

Port 139

Port 445

Ports 1024 to 65535

For additional info see:
e http://support.microsoft.com/kb/832017

 http://www.linklogger.com/TCP135.htm
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e http:/7/www.linklogger.com/TCP139.htm

e http://www.linklogger.com/TCP445.htm

Complete the following tasks to ensure DCOM settings are correct.

DCOM — Checking Wonderware-Compatible Security Settings

1. Run dcomcnfg.exe from Start/Run.
This is the editor you use to make local DCOM changes to DCOM security levels on the computer.
2. Expand the branches as follows:
Component Services/Computers/MyComputer/DCOM Config.
3. Check the following packages.
¢ The first package is WWPim (aka Wonderware Platform Information Manager)

* Right click WWPim, then click Properties (Figure 3 below).
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(%) Component Services

%. Fle Acton View Window Help
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Virtual Factory for Display CPL -
Virtual Factory for Power Options Control Panel
Virtual Factory for Usercpl

Virtual Factory for Windows Firewall Cpl

Vista Elevated Windows Update Web Control
Visual Studio for Applications 3.0 IDE

Volume Shadow Copy Service
VsIntergrationMativeHelpers

VssEvent

WiesPlugInServicelib

wercplsupport. dil

Windows Management and Instrumentation
Windows Update Agent

Windows Update Agent - Remote Access
Windows Update Agent User Interface
Windows Update Agent User Interface for Publish
Winmgmt MOF Compiler QOP

WhspRT.exe

wnwrapConsumer

wnwrapserverEx

Wordpad

WPDBusEnum

wiwAlarmConsumer 2 Class

wiwAlarmProvider2 Class

W PFim

XWizar,  View *
foooz1  Mew Window from Here 046}
{oooc 046}
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|Dpens the properties dialog box for the current selection,

Ficure 3: WWPiIMm DCOM Service PROPERTIES

¢ In the General tab panel, make sure the Authentication Level is None (Figure 4 below).
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General |Lucatinr1 I Secw‘i't'_.ri Endpuirrtsi Iderﬂit:,.rl

—General properties of this DCOM application

Application Mame:  WWPim
Ppplication 1D: {AGE3BTEE-4A91-11D3-A9DB-D0ADCIECDBARY

Application Type: Local Server

Ahertication Leve!: [T~ |

Local Path:

Leam mare about setting these properties.

0K I Cancel Smply

Ficure 4: WWPIM AUTHENTICATION LEVEL

¢ Click the Location tab and make sure the Run application on this computer box is checked.

Note: On x64 operating systems this option may be grayed out/disabled. The workaround is to use the 32-bit version of
DCOMCNFG by using the following command line: C:\WINDOWS\SysWOW64>mmc comexp.msc /32.
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i wwPim Properties P 21x
General Localion | Security | Idenity | Endpoints |

The followirg settings alow DCOM to locate the comect computer fior thiz
apphicabion. [f you make mare than one selection, then DCOM uses the st

[T Runapplication on the computes whene the dala iz lacated

[¥ Run application on this computer #‘

[T Rur application or the folowing computes:

0K I Cancel Ftale [l

Ficure 5: RuN ApPpPLICATION ON THIS COMPUTER

¢ Click the Security tab.

Under each Security grouping, ensure that the security settings are set similar to those shown in the following graphics. These are
the minimum settings needed.
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WWPim Properties

Ficure 6: SecurRITY PrRoOPERTIES TAB PANEL
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21|
Security |

Group or user Names:

82, SYSTEM
82, ANONYMOUS LOGON

Add... | Bemove |
Pemissions for Everyone Allow Dery
Local Access O
Remote Access a

Leam about access control and permissions

QK I Cancel

FIGURE 7: SECURITY SETTINGS FOR AccEss PERMISSIONS
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Security |

Group or user Names:

82, SYSTEM
82, ANONYMOUS LOGON

Add | Bemove |
Pemissions for Everyone Allow Dery
Local Launch O
Remote Launch a
Local Activation O
Remote Activation O

Leam about access control and permissions

QK I Cancel

FIGURE 8: SECURITY SETTINGS FOR LAUNCH AND ACTIVATION PERMISSIONS
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Change Configuration Permission ed
Security |
Group or user names:

#2, CREATOR OWNER
82, SYSTEM

E Administrators

???‘ Users

Add... | Bemove |

Pemissions for Administrators Allow Dery

Full Control O
Fead D
O

Special permissions

For special permissions or advanced settings, ad — |
click Advanced. e

Leam about access control and permissions

ok | Cancel |

FIGURE 9: SECURITY SETTINGS FOR CONFIGURATION PERMISSIONS

¢ Click the ldentity tab.

The This user option shown below should be the ArchestrA Network Admin account defined using the Wonderware Change
Network Account Utility.
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.Genaall Location I Securit'_fl Endpoirts  Identity |

Which user account do you want to use to run this application?

" The interactive user.

™ The launching user.

¥ This user.
User: IWUSEF Browse... |
Passward: In“un-nu“
Confirm password: |...............

£ The spstemn account [zervices anly])

Leam maore about setting these properdies .

QK I Cancel Apphy

Ficure 10: THis User IpenTITY OPTION

The Endpoints tab panel should look similar to the following graphic (Figure 11 below).
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WWPim Properties illl

General | Location | Securty Endpoints | Identiy |

DCOM Protocols and endpairts:

... default system protocaols ...

Add Bemaowve Fraperties [Elear

Description

The set of protocols and endpoints available for use by clients of this
DCOM server. The system defaults entry indicates that the default
get of DCOM protocols and endpoirts for the machine will be used.

Leam mare about setting these properties.

QK I Cancel Apply

Ficure 11: DCOM DerauLT SysTteM CLIENT ProTOCOLS

e Click OK.

* Ensure that all the same settings used for WWPim are applied for the DCOMTransport.

¢ From the Component Services window, right-click My Computer then click Properties.
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‘, Component Services

%. File Action View Window Help
&= | 2m XE o HiFe| 1
[L1 Console Root -

[ . Component Services
=[] Computers

sesystemroot3t\System 32 \UserAccountControlse:
sesystemroot3t\System 32 \UserAccountControlse:

L T I Y H 1l L Fal e 11 .

= o e e ts
o c efresh all componen
E0 D New Window from Here
‘E' pwiz.cpl
F| Properties brui.dl
o
S Help l
‘é. tetup.exe
E
&
g

Ficure 12: My CompUTER /Z PROPERTIES

e Ensure the Enable Distributed COM on this computer option is checked (Figure 13 below).
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My Computer Properties llil

Defaut Protocols |  COMSecuity | MsSDTC |
General I Options Default Properties

[¥ Enable Distibuted COM on this computer
[~ Enable COM Intemet Services on this computer

— Default Distibuted COM Communication Properties
The Authentication Level specifies security at the packet level.

Default Authentication Level:
Connect j

The impersonation level specifies whether applications can detemine
who iz calling them, and whether the application can do operations
using the cliert’s identity.

Default Impersonation Level:

[ Identfy =]

Securty for reference tracking can be provided f authentication is used
and that the default impersonation level is not anommous.

[~ Provide additional security for reference tracking

Leam more about setting these properties.

ok | cancsl | s |

Ficure 13: DeraAuLT ProPERTIES CONFIGURATION

Windows Configuration — Checking Local Security Settings

Note: These settings may be overridden by an enforced Group Policy Object from an MS Active Directory setup if the machine is part of
a domain.

Configure local security settings from the Control Panel.

1. Click Administrative Tools/Local Security Policy (Figure 14 below):
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y V3 Internet Information Services (I1S) 6.0 Manager
f; b &y Internet Information Services (I1S) Manager
J ;E & iSCSI Initiator
m.w (_m:, Pﬂ"h‘l‘l‘mmtﬂ" O Iﬁa e m:
* E Semtrﬂon?g.u&m .“d" ¥
Documents S Server Manager
E . Services
Computer Lz Share and Storage Management
e L3 Storage Explorar
7 _ [Z] system Configuration
o icuesTa Lo Hovon e (©) Task Scheduler
@ - . @ Windows Frewal with Advanced Security
9 Devices and Printers [a] Windows Memery Diagnostic
- &5 Windows PowerShel Modules
t Console P )
ﬁ mm HOMIMNESTagye | oS &
e

Ficure 14: LocAL SecuriTy PoLicy
2. Expand the Local Policies folder , then click Security Options.

3. Double-click Network access: Sharing and security model for local accounts.

E. Local security Policy =
Fle Acton View Hep .
mep | #[m R =2 |HmM . .
fa Seauity Settings Policy = [seantyseting  [|

B [ Account Polices Microsoft netwark server: Disconnect dients when logon howrs e,..  Enabled

= g Local Pobdes Microsoft network server: Server SPH target name validation level Mot Defined
B g Audt Polcy Metwork access: Allow anonymous SID/Name translation Disabled
B g User Rights Assignment Metwork access: Do not abow anonymous enumeration of SAM ac,.. Enabled
¥ g Security Options Metwork access: Do not alow anonymous enumerabon of SAM ac... Disabled

8 [ Windows Firewal with Advanced Searity§ Bx . verk access: Do not allow storage of passwords and credents...  Disabled

. - - m:slwm Hebwork access: Let Everyons permissions apply to anonymous u... Enabled
5 [ Software Restriction P Hebwork access: Mamed Pipes that can be accessed anonymously
® [ Apphication Cantrel Pedces Mebwork access: Remotely accessible regestry paths System\CurentControlSe.
- 5 1P Security Polides on Local Compater Mebwork access: Remotely sccessible ragstry paths and sub-paths  SystemCurrentControlSe...
= [ Advanced Audt Poley ConBguratian hetwork access: Restrict anonymous access to Named Pipes and ... Enabled
.,N:hm‘k Bocess: Shares that can be accessed anonymously Mot Defined
Nebwork access: Shaning and security modsl for local accounts

Mebwork secunty: Allow Local System to use computer identity fo...  Not Defined
Metwark security: Allow LocaiSystem NULL session fallback Not Defined

Ficure 15: NETWORK ACCESS. SHARING AND SECURITY MODEL FOR LOCAL ACCOUNTS

4. Ensure that the selected option is Classic and not Guest only.
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Network access: Sharing and security model fo llll

Local Security Setting | Explain I

T MNetwork access: Sharng and security model for local accounts

ICIassiu: - local users authenticate as themselves "’I

C cal users authenticate as themselves
Guest only - local users authenticate as Guest

QK I Cancel Apply

Ficure 16: CLASSIC SECURITY SETTING

5. Click OK to save the setting.

6. Select User Rights Assignment under Local Policies then double-click Log on as a service.
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.E_ Local Security Policy ‘J'u'l"ﬁl

Fie Acton WVew Help

o |2m XD = HBm

T Seauity Settngs  Pobcy = | Seaity Seting -
i g Account Poices | Creats permanent shared objects
El g Local Poboes | Create symbobc brks Administrators
B _jg Audit Policy . Debusg programs Admnistrators
:_‘: ﬁ’;:::“’m' [ Dany secass to this computer Fom the natwark
] Opticns
& (] Windows Frewall with Advanced Security E:E:::mm
. Metwork List Manager Policss
) Public Key Poloes SuDeretlog et locelly
@[] Softwara Restriction Pok u. Deny log on through Remote Deskiop Services
& ) Apolication © | Pocies ;. Enable computer and user accounts to be trusted for delegation
= S‘ IP Security Polcies: on Local Computer Force shutdown from & remote system Administrators
B ) Advanced Audit Poicy Configuration | Generate securnty audits LOCAL SERVICE NETWOR. ..
Impersonate a chent after authenbcabon LOCAL SERVICE NETWOR. ..
2, Increase & process working set Users
&, Inrease scheduling prionity Adminestrators
4 Load and unlsad device drrvers Administrators
Lock pages in memory
4, Log on as a batdh job waser Administrators Ba. .
[ Log on as a service SYSTEM,LOCAL SEF
Manaoe safitng snd security koo Adminictrators

Ficure 17: LoG OoN AS A SERVICE SETTING

7. Ensure that the ArchestrA Network Admin account is listed here. In Figure 18 (below), it is wwuser.
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Log on as a service Properties d A

Local Security Setting | Explain I

Ai' Log on as a service
[

ASPMET

LOCAL SERVICE

NT SERVICENALL SERVICES

NT SERVICENMSSQLFD Launcher

NT SERVICE\MS5SQLSERVER

SQLServer?0550 L Browserl ser8GARYA-DELLPC
SGLServerDTSUsersGARYA-DELLPC
SGLServerM5ASUsersGARYA-DELLPCEMSSQLSERVER
SQLServerReport ServerUsersGARYA-DELLPCEMSRS10.MSSGLSERVE
SGQLServerSQLAgent UserSGARYA-DELLPCSMSSQLSERVER

SYSTEM
Add User or Group... | Bemove |

oK | Cancel Apply

Ficure 18: LoGoN As A SERVICE SECURITY PROPERTY

8. Click OK, then double-click Deny logon as a service.
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=10ix|
i a1 |
i St_unhrﬁﬂhms Polcy = |5u_rﬁ:5:m I «i
& smntpnhﬁes o Bypass traverse cheddng Everyone, LOCAL SERVIC...
= g Local Palides Change the system tme LOCAL SERVICE, Administr...
B g Audit Polcy Changs the time zone LOCAL SERVICE, Administr...,
= ﬂhﬁhm Create a pagefie Administrators
s o nm;:wmm Create a token object
5. B Whaclows Proevy anced Searity | [ craste gobal objects LOCAL SERVICE NETWCR...,
] Metwork Lt Mansger Policies
& ) Publc Key Pokdes CYSRAR pArAnan) S e
@ ] Software Restriction Poices Create symisobc inks Administrators
& [ Apphcation Control Pokdes .. Debusg programs Admnistrators
= 3 IP Security Polides on Local Compuber Deny access to this computer from the network
I [ o .
. Deny log on localy
Deny kog on trough Remaote Deskiop Services

Ficure 19: DeENY LoGoON As A SERVICE

9. Ensure that the ArchestrA Network Admin account (referenced above) is not listed here (Figure 20 below).
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Deny log on as a service Properties llil

Local Security Setting | Explain I

Deny log on as a service

%ﬁ

Add User or Group... Hemove

QK I Cancel Aol

Ficure 20: DeENY LoGON As A SERVICE SECURITY PROPERTY

10. Click OK.

11. Ensure that the Administrator account is a member of the policy Act as part of the operating system.
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@ g User Rights Assgnment
B g Seauity Optons

& | Windows Frewal with Advanced Seourity
] Metwark List Manager Polcies

& ] Publc Key Polices

& ] Software Restriction Polides

& [ Apphcabon Control Poboes

= M IP Security Polices on Local Computer

& [ Advanced Audit Pobcy Configurabion

| =

. Apcess this computer from the nebeork

< Add workstabons to domain

Access Credenbial Manager as a trusted caller

. Adjust memory Quotas for a process
| Allaw log on localy
_, ABow log on through Remote Deskbop Services
11, Back up files and dreciones
. Bypass traverse cheddng
2, Change the system time
i Changs the time rone
| Create » pagefie

Create a token object

i Create global obpects
; Create permanent shared objects

Create symbodc inks

Dery socess to this computer From the network

<1, Deny log on a5 a batdh job
i Deny log on as a senvice

Deny log on locally
Deny log on throwgh Remote Deskbop Services

;i Enable computer and user accounts to be trusted for delegation

| Foree shutdown from a remote system

Generate secunty sudits

i Impersonate a dent afier authentication

Tommra man w mamsans ool mak

(B ocolseauntypobr N - T
e S

e nmXE =B

Ha Security Settings [ Polcy I =
& g Account Polices Security Setting I

Everyone Admirsstratons,...

LOCAL SERVICE, NETWOR...
Administrators Users Badk, ..
Administrators Remote De, .,
Adminestrators, Backup Op...
Everyons LOCAL SERVIC...

LOCAL SERVICE, Admanistr...
LOCAL SERVICE, Administr...
Adrmirestrators

LOCAL SERVICE,NETWOR....

Adminsstraliors
Administrators

Adminstrators
LOCAL SERVICE NETWOR...
LOCAL SERVICE,NETWOR...

=

R

Ficure 21: ADMINISTRATOR PERMISSIONS FOR THE OPERATING SYSTEM SECURITY SETTING
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Local Securty Setting | Explain |

Act as part of the operating system

WWLUSEr

Add User or Group... Femove

QK I Cancel Apply

Ficure 22: CoNFIRM ADMINISTRATOR SETTING

While it is not generally required, in some specific cases adding the ArchestrA Network admin account to this policy may resolve
communication issues.

¢ Click the following link for information on Act as part of the operating system property.

Windows Configuration — Checking Computer Management

The following items must be checked as a part of troubleshooting Bootstrap communication.

Local Users and Groups

Make sure the ArchestrA Network Admin account is a member of the Administrators group on the local machine, regardless if it is a local
or domain account.
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Note: The user logged on to the desktop of the remote machine that is trying to launch an IDE for remote GR access must be an
Administrator of the remote machine. Administrator permissions are necessary to allow proper DCOM and similar communication.

Shared Folders — Shares

Make sure the following folders are shared on the local machine and that the ArchestrA Network Admin account has permissions to read
and write to the folders.

+ aaFileRepository
* aaSF$
¢ ArchestrA Galaxy Data

¢ Wonderware$

Dcomuierangenen RITE
File Action View Help
&% | 5w o= | HiE =
A Computer Management {Local) | | Share Name | Folder Path | # Client Con... | Description | Actions
=l [[i System Tools | aaFileRepository C:\Program Files (x86)\Archestr A\Framework\FileRepository 0 Platform Install Manager share directory of ArchestrA File Reposit...
=l
@ Task Scheduler 2] masFs C:\ProgramData\ArchestrA 0 ArchestrA is sharing the SF directory for Redundancy support to ... :
2] Event Viewer ] ADMING C:\Windows 0 Remote Admin Biwe Actimns L
B &l Sfjared Folders | ArchestrA Galaxy Data  C:'Program Files (x86)\Archestr A\Framework \Bin\GalaxyData 0 Share point used for Galaxy data
637 Shares efetd Ct\ 0 Default share
3}-] gessno;;s gEuD$ D:Y 0 Default share
n Files
» @l Ope gEaEs E:l 1] Default share
Local Users and Groups | =7 b e b 0
Performance 3§‘J i “linetpu
& Device Manager al INSQLBSFS d:\InSQL\DATA\SF 0
=] {Lﬂ Storage = IPCs 0 Remote IPC
=3 Disk Management 7] Wonderware$ C:\Program Files {x88)\Common Files\ArchestrAlLicense 0
=] ;s S
4 Services and Applications
4 |

FiGure 23: SHARED SYSTEM FOLDERS

Windows Configuration — Folder Options

1. In the Microsoft Windows Explorer main menu, click Tools/Folder options.

Note: If the Tools menu is not visible, press F10 to see the menu.
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|m '~ Computer ~ v &3 | search Computer
He Edt Yiew | Took Hep

Organize * Sy Map network drive... ramgm Map network drive  Open Control Panel =
i Favorites OPeI C LRAer s
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Ficure 24: WiNnpows ExPLORER FoLDER OPTIONS

2. Uncheck the Use Sharing Wizard (Recommended) option.

Folder Options x|

‘General View | Search |

— Folder views

You can apply the view (such as Details or lcons) that
you are using for this folder to all folders of this type.

: Poply to Folders Reset Folders |

Advanced settings:

O Launch folder windows in a separate process ﬂ

[ Restore previous folder windows at logon

Show drive letters

Show encrypted or compressed MTFS files in color

Show pop-up description for folder and desktop tems

Show preview handlers in preview pane

O Use check boxes to select items

(W Use Sharing Wizard (Recommended)

. When typing into list view
) Automatically type into the Search Box
(¥ Select the typed tem in the view

Restore Defaults |

ok | Cancel | popy |

Ficure 25: DisaBLE SIMPLE FILE SHARING
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Windows Configuration — Regional Settings
* Ensure that the regional settings of the remote and GR nodes are set to English (United States).

« Verify the settings using the Regional and Language Options dialogue box from the Control Panel/Clock, Language, and
Region/Region and Language.

N. Nhadikar, P. Karthekian, G. Alldredge

Tech Notes are published occasionally by Wonderware Technical Support. Publisher: Invensys Systems, Inc., 26561 Rancho Parkway South, Lake Forest, CA 92630. There is also
technical information on our software products at www.wonderware.com/support/mmi

For technical support questions, send an e-mail to support@wonderware.com.
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