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Introduction

This troubleshooting guide is the sixth in a projected series.

The ArchestrA Graphics Live-data mechanism in WIS is built up on Microsoft WCF (Windows Communication Foundation) Technology. The
key components in the Live-data route are LMX Publisher and WCF Service Components.

« WCF Service Component: Live-data Engine which sits on WIS node. It handles all the business logic, such as
e Security verification for Writeback
* Establish the connections for each tags to each client session
e Push Live-data to the corresponding client session
e Handler Mapping between WIS and IIS

e LMX Publisher: sets up the connection to ArchestrA Lmx and subscribes tags for bi-directional data exchange. The following
diagram shows the Live-data channel.
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Ficure 1: LiveE-DATA CHANNEL DIAGRAM

Note: AADataSvc is the pre-defined Virtual Directory. This is the entry point of WIS ArchestrA Graphics between 11S and IE clients. We
will often use AADataSvc in this Tech Note.

Application Versions

¢« WIS 4.0 and later
¢ Windows 2003 Server SP2

¢ Windows 2008 Server or later

Case Scenarios

¢« 11S Cannot Browse the Content File (.svc) Exposed by WIS WCF Service
e Missing .svc Path From 11S 6.0 or 7.x Handler Mappings

¢ Conflicting (Multiple) Endpoints

e AADataSvc Points to Wrong .NET Framework

e Applying HotFix Causes No Live-data Update
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e SMC Log Flogs for Live-data

Scenario: 1S Cannot Browse the Content File (.svc) Exposed by WIS WCF Service

Like any WCF with 1IS application, WIS ArchestrA Graphics also defines the SymbolDataService.svc file which contains some WCF-specific
methods that can be accessed from WIS's ASP.Net pages or their code-behind under 1IS 6.0 or 7.x.

If this channel between WCF Service and 1IS 6.0 or 7.x is working normally, you see the following when we send an access
request from IE.

Service

This is 3 Windows®@ Commmunication Foundation service,

Metadata publishing for this service is currently disabled.

If vou have access to the service, you can enable retadata publishing by cornpleting the follawing steps to modify your web ar application configuration file:
1. Create the following service behavior configuration, or add the <serviceMetadata= element to an existing service behavior configuration:

<behaviorss
<serviceBehaviorss
<hehavior name="MNyierviceTypeBehaviors"™ >
<gerviceMetadata httpGetEnahled="trus" />
</behavior:
</serviceBehaviors:
</behaviorsx

Ficure 2: NormMAL BrowsiING REsuULT

The following graphics (Figures 3 and 4 below) show browsing the SymbolDataService.svc file in 11S 6.0 and 1IS 7.x.
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Ficure 3: BROWSING AADATASvc FiLE IN 11S 6.0
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Ficure 4: Browsing AADATASvc IN T1S 7.x

Possible reasons for not being able to see the normal browsing result:

¢ For some reason, there is no authentication selected in the AADataSvc virtual directory. If you browse the
SymbolDataService.svc file you see the following message:
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— Error Summary
HTTP Error 401.2 - Unauthorized

You are not authorized to view this page due to invalid authentication headers.

— Detailed Error Information ‘

Module 115 Web Core Requested URL  http:/ flocalhost:80/Wonderware / AADataSvc/SymbolDataService.svc
Motification  AuthenticateRequest Physical Path  C:\inetpub\wwwroot\ Wonderware'\ AADataSvc\SymbolDataService.svc
Handler swc-ISAPI-2.0 Logon Method ~ Not yet determined
Error Code OxBO070005 Logon User  Not yet determined

This line tells us what is going on.
/ going

— Most likely causes: | /

Mo authentication protocol {including anonymaus) is selected in 11
o Only oo ; Br was used that does not support integrated authentication,
¢ Integrated authentication is enabled and the request was sent through a proxy that changed the authentication headers before they reach the Web server,
» The Web server is not configured for anonymous access and a required authonzation header was not received.
o The "configuration/system.webServer/autharization” configuration section may be explicitly denying the user access,

Ficure 5: ERROR AFTER CLICKING THE BRoOwseE BuTTON

Resolution
e 11S 6.0 and 7.x do not support Integrated Windows authentication by default.

See the following graphics (Figures 6 and 7 below) to check settings.
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Fight click and select Properties.

AADataSvc Properties
HTTP Headers I Custorn Errors | A5P.MET
Yirbual Directory I Docurnents Directory Security

~ Authentication and access conkrol

| ClientAccessPalicy. xml
| Copy of web.config
| SymbolDataervice, svc

4Bl Authentication Methods

| ~—1 Enable anonymous access

Rl

Ise the Following Windows user account For anonymous access:

Enable anomymous access and edit the
authentication methods For this resource,

m'
/

~IP address and domain name restrictions

Grank or deny access to this resource using
IP addresses ar Internet domain names.

®

Edit... |

~ Secure commmunicakions

Reqguire secure communicakions and
enable client certificates when this
resoUrce is accessed.

Server Certificate. ., |

Lt il L '

ser name:; I ISR PMGWIS

Erawse, |

Password: I SRERORRE 0D

/ This should be checked.

— Aufhenticated access

Fdr the Fallowing authentication methads, user name and passwaord
& required when:

- anonwmous access is disabled, or
- access is restricked using MTFS access control lisks

¥ integrated Windows authentication;
Digest authentication for Windows domain servers

[ Basic authentication {passwaord is sent in clear kext)

[ MET Passpork authentication

INTEGRATED WINDOWS AUTHENTICATION SETTING IN 11S 6.0
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Ficure 7: INTEGRATED WINDOWS AUTHENTICATION SETTING IN I1S 7.x

¢ In the 1IS configuration file, the windowsAuthentication element does not contain the NTLM value.

For 11S 6.0

1. Go to [C]:\WINDOWS\system32\inetsrv\. Make copy of MetaBase.xml.

2. Open MetaBase.xml and find out the value, Location ="/LM/W3SVC/1/ROOT"

3. Add the following line: NTAuthenticationProviders="Negotiate,NTLM"

<IIswebvirtualoDir Location =" /LM 35V /RO0T"

appFriend lyRame="root"
AppIsolated="2"

AppPoo 1Id="DefaultappPool”
AppRoot="/LM W35vC/1 /Root"”
AuthFlags="AuthAnonymous | AuthNTLM"
rnntent Tndexed=""Fal SF"

DoDynamicCompression="TRUE"
poStaticCompression="TRUE"

— an_Fllr' ASP NCT
henticationProviders= "Negnti ate,NTLM . _—

AaccessFlags="AccessExecute | accessRead | Accesswrite | accessscript”

Checkthis line, if it is not exasting, add it in exact format. Save the file

HttplustomHeaders="MicrosoftsharePointTeamservices: 12.0.0.6421

Ficure 8: Abb NTAUTHENTICATIONPROVIDERS LINE
4. Save the changes.

5. Run cmd > lIISReset.
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For 11S 7.x

1. Go to [C]:\Windows\System32\inetsrv\config\. Make copy of applicationHost.config.

2. Open applicationHost.config and find the section shown below. Make sure the values in red circle exist.

¥ _'ij‘_'i LNl WER ST W ET
<location path="" overrideMode="allow">
<SysTem. webservers
“secur ity
<authentications
<windowsauthentication enabled="false">
<providerss
cﬂ'ﬁ'ﬁ'lue:"megutiate" 7
add walue="NTLM" /= ])
< /proviaers
<SwindowsaAuthentication:

<anonymousAauthentication enabled="true" usermame="IUSR" /=
<basicauthentication /=

<CcTientcertificatemMappingauthentication /=

<digestauthentication /=
< Sauthentications:

Ficure 9: appLIcATIONHOST.cONFIG FILE SECTION

3. You don't need to run IISReset. The change will take effect after the file is saved.

Scenario: Missing .svc path from 11S 6.0 or 7.x Handler Mappings

Before we can browse the SymbolDataService.svc, the .svc needs to be defined in Handler Mappings which map to the resources on the
Web server and generate responses for requests.

If .svc is not defined, the following error line appears in the output when you browse the SymbolDataService.svc file:

%@ServiceHost language="c#" ngu%"true"_ R
Service="ArchestrA.Visualization.WCFService.SymbolDataService"
CodeBehind="SymbolDataService.svc.cs"%

Resolution
Task: Check the Application Pool that AADataSvc belongs to.
For 11S7

This step is only necessary when you have IIS 7.x. 11S 6.0 only supports 32-bit Windows.

1. Right-click AADataSvc and click Manage Application/Advanced Settings.
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Ficure 10: ADVANCED SETTINGS FOR APPLICATION

2. Check to see that SVAppPool is visible for the Application Pool (Figure 11 below).
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Advanced Settings
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Application Pool
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4

Ficure 11: AADATASvC BELoNngs To SVAPPPoOL

3. In the Connections panel, click Application Pools, then right-click SVAppPool and click Advanced Settings.
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Ficure 12: Sters To OPEN SVAPPPOOL'S ADVANCED SETTINGS

4. Verify that the (General) Advanced Settings list appears as shown in Figure 13 (below).
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Advanced Settings [ 2]
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1 m Rl A

Ficure 13: Make Sure THAT .NET 2.0 anD ENaABLE 32-BI1T APPLICATION ARE SET

Figure 13 (above) shows that AADataSvc is under .NET Framework 2.0 and 32-Bit environment.
Task: Define a Handler in Mappings List for AADataSvc
For 11S 6.0

1. Right-click AADataSvc and click Properties.
2. Click the Configuration button.

3. In the Mappings tab, check the list for the .svc extension.

Figure 14 (below) shows that .svc is missing/not defined.
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Ficure 14: .svc ExTENSION IS NoT IN THE MAPPINGS EXTENSIONS LiIST
4. Click Add.

5. Browse to the .svc Executable and configure the other options as shown in Figure 15 (below).

In the Executable field, locate [C]:\Windows\Microsoft. NET\Framework\v2.0.50727\aspnet_isapi.dll.
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Ficure 15: AppLICATION EXTENSION MAPPING PROPERTIES

For 11S 7.x

1. Double-click the Handler Mappings item.
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Ficure 16: HANDLER MaPPINGS FOR AADATASVC

2. Right-click anywhere in the list view and click Add Script Map (Figure 17 below).

The Handler Map for .NET Framework 2.0 and 32-bit application is missing.

Eé‘ ::;:dr:r::r‘;“”“' = SSINC-shtml Enabled F
| _images gzd £
B _library 7 eyr-1SAPT-2,0-64 bled U
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(¥ ArchestrAReports wbhtm-ISAPT-4.0_32hit bled i
I Branding wbhtm-ISAPI-4.0_g4bit X Re_mwe o bled 1
- ;L:Ftrn:mew:lrk wbhtrnl-ISAPT-4,0_32bit i bled 1
-0 docs wbhtml-ISAPT-4.0_64hit Revert To Parent bled I
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- LanguageToalkt WebServiceHandlerFactory-I1SAPI-2.0 E led L
i‘i aDaManager wwebServiceHandlerFactory-ISAPI-2.0-64 © Help bled 1
-] useng wiphServireHanAlerFarknre-TSAPT-4 1 37H Online Help bl I
- winroot 4

Ficure 17: Abp ScripT MarP
3. Add the Request Path: .svc (Figure 18 below).
4. Add the Executable path C:\Windows\Microsoft. NET\Framework\v2.0.50727\aspnet_regsqgl.exe

5. Add the Name: svc_ISAPI-2.0-32bit
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Add Script Map | 7| |

k path:

SWIC

Example: *.bas, wswve.axd

Executable:
IC:'l,'-.-'-.-'indcuws'l,Mil:rDsnft.NET'I,Framewnrk'l,vz.D.SD?E?'I,aspnet_isapi. I

Path:

swe_ISAPI-2.0-32bit

Request Reskrickions. ..

K, Cancel

Ficure 18: Apbb ScripT MapP

Note: aspnet_isapi.dll is required for connecting between WCF Service and AADataSvc's ASP.Net pages. Every request such as
From/To WIS WCF Service that fires ASP.NET events for Live-data must go through an extension that is registered and point at
aspnet_isapi.dll.

In our case, the extension is .svc.

Scenario: Conflicting (Multiple) Endpoints

When you browse the SymbolDataService.svc file in 11S, you might see the following Exception message (Figure 19 below).
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ﬁn binding instance has already been associated to listen URI "https://pswwis01.psw¥g 19 101010042

e

SAD) I@: hittp: flacalhost/Wanderware 44 Data%ve/SyrbolDatadervice sve Qj M 3 .Xl \%}Wunderware |;3."F\bindinginstancehasalrea... X "'==|,?IIS 7.5 Detaled Error-404.8-...| |

Fle Edt View Favorites Tools  Help

M SHERING

Server Error in '/Wonderware/AADataSvc' Application.

b

A binding instance has already been associated to listen URI "https://pswwis01.psww.puresense.com/Wonderware/AADataSvc/ Syl
ListenUri, they must also share the same binding object instance. The two conflicting endpoints were either specified in AddServic
AddServiceEndpoint() and config.

Description: An unhandled exception occurred during the execution of the current web request. Please review the stack trace for more information about the error and where il originated in the code.

Exception Details: SystemInvalidOperationException; A hinding instance has already been associated o fsten UR https:#pswwis01 psww puresense. comWondeny are/AA DataSve/SymholDataService sve'. £ tw o endpoints w ant to share the same Lj
Add3erviceEndpoint(} calls, in a config file, or @ combination of Add3erviceEndpoint(} and config.

Source Error:

An unhandled exception was generated during the execution of the current web request. Information regarding the origin and location of the exception can he

Stack Trace:

[InvalidOperationException: A binding instance has already been associated to Tisten URL 'https://pswwisOL. psww.puresense. com/Wonderware/AADataSve/SymbolDataService. svc'. If two
System, Serviceodel. Description. DspatcherBuilder. InttializeServiceHost (ServiceDescription description, ServiceHostBase servicehost) +1814
System, Servicelodel, ServiceHostBase. IntializeRuntime() +37
System, 5ervicelodel . ServiceHostBase. OnBegindpen() +27
System, Servicelodel, ServiceHostBase, Ondpen{TimeSpan timeout) +49
System, 5erviceModel, Channels, Communi cationObject . Open(TimeSpan timeout) +261
System. Servicellodel, HostingManager , ActivateService(String normalizedvirtualPath) +121
System. Serviceodel. HostingManager . Ensur eServicelvat lable(String normalizedVirtualPath) +473

[ServiceActivationException: The service '/Wonderware/AADataSve/SymbalDataService.swe' cannot be activated due to an exception during compilation. The exception message 1s: A by
System, Servicelodel, AsyncResult, End(TAsyncResult result) +11655726
System, 5erviceodel, Activation. HostedHtt pRequestAsyncResuTt. End(TAsyncResult result) +194
System, ServiceModel, Activation, HostedHtt pRequest AsyncResuTt. ExecuteSynchronous (HttpApplication context, Boolean flowContext) +176
System, ServiceModel, Activation, Httphodul e, ProcessRequest (Object sender, EventArgs €) +275
System. Weh. SyncEventExecutionStep. System. Web, Httpapplication. IExecutionStep. Execute() +68
System. Weh. Httpdpplication. ExecuteStep(IExecutionStep step, Booleand completedSynchronousTy) +75

Version Information; Mcrosoft . NET Framew ork Version:2.0.50727.5456; ASP.NET Version:2.0.50727 5456
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Ficure 19: BINDING ExceErPTION MESSAGE

This message indicates that something is wrong in the web.config under [C]:\inetpub\wwwroot\Wonderware\AADataSvc\ directory.

Web.config configured by WIS's Configurator has the following default section on <endpoint address>. If your web.config file has

multiple sections, try to comment out the rest of the <endpoint address> element(s). Call Wonderware Technical Support if the problem
still exists afterwards.

<client=
<l-- <endpoint address="net.tcp://localhost: 5666/ LM Publ

jeher Rindinr="rerTerBindine® RindineTanfFirrard on="rdireTrrEindine®

contract="ArchestrhA.Visualization.LMX{Publisher.ILMXPublisherSvc" name="LMXEndpoint"/> -->

<endpoint address="net.pipe://localhost/LMXPublisher" binding:“netNamedPipeBindinl_:i“ bindingConfiguration=""

contract="ArchestrA.Visualization.LMXPublisher.ILMXPublisherSvc" name="LMXEndpoint" />
zfclient=

Ficure 20: MuLTIPLE ENDOINT ADDRESS ELEMENTS

Scenario: AADataSvc Points to Wrong .NET Framework

WIS 4.0 and later ArchestrA Graphics does not support .NET Framework 4.0.

If there is no Live-data and you see the following Handler Mappings message when you click on Handler-Mappings for AADataSvc level:

[ | Mew Folder

:F SAMPrerequisite32Bi: ﬂ; EE) o i %

[+ SAMPrerequisites4Bit - . L oy

= SaMSmartClient #3P futhentication  Default Directary Error Pages Failed Request]  EaENT(=E
= SAMStartpPage Dacurnent Browsing Tracing Rules Mappings
:fi Scripks

=

- e —
3 ServerConkraol 1= f%ﬂ] Frr®| E g& Double
2 SvsQLProvider , Click

:ﬁ SvncServerService i
:ﬁ TestGRAcCess % There was an error while performing this operation,
[#-(2¥ UseGRWWehGetUserCtrl I
EI:F Waonderware Details:
[ | _images ]
= rhra Fllenan_'le: _
: 1A inekpubtasr oot Wonderwarel aa0ataTvciweb, config
c Line number: &
| SEETr oo Error: There is a duplicate
| Applications 'system.wel:u.extensiu:uns,l'scripting,l'scriptResnurceHandler' seckion
E ArchestrAReports defined
[~ Branding
-] custom
| DHFrametwork
- docs
- HomePane
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Ficure 21: HANDLER-MAPPINGS ERROR MESSAGE

Recall that that AADataSsc's Application Pool is called SVAppPool.

¢« Go to the SVAppPool Advanced Settings. The (General) list shows that the .NET Framework Version is 4.0.

Advanced Settings

K E3

El {General)
MET Framewark Version
Enable 32-Bit Applications

Idenkitsy

Managed Pipeline Made Classic
Mame SWappPool
Queue Length 1000
Skart Automatically True
E Cru
Lirnik 0
Lirnit Action Mosckion
Lirnit Inkersal (minukes) 5
Processar Affinity Enabled False —
Processor Affinity Mask, 4294067205
E Process Model

Idle Time-ouk (minukes) 20

Load User Profile False

Maximum Worker Processes 1

Fing Enabled True

Fing Maximum Response Time (seconc 90

Ping Period {seconds) a0

Shutdowen Time Limit {seconds) a0

Skartun Time Limit fernnds an hd

Y

-

Change tov2.0

MNetworkService

.MET Framework ¥Yersion

requests ko Fail,

[managedFuntimeYersion] Configures the application pool to load a specific version
af the .MET Framewark, Selecting "Ma Managed Code” will cause all ASP.MET

(04 Cancel |

A

Ficure 22: CHANGE .NET FrRaMEWORK VERSION TO V2.0

This is the problem. Change it back to 2.0, and the above Error message will no longer appear.

Scenario: Applying HotFix Causes No Live-data Update

When applying a HotFix, you may see an instruction from the HotFix's Readme file similar to:
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Backup the existing file and copy the HotFix file into the directory.

If the above instruction is for a .NET DLL, it is not detailed enough, and will cause a problem. The following example is from a support
case.

The customer applied HotFix LO018926 for fixing the High CPU problem when running WIS ArchestrA Graphics.

However, after applying the HotFix, there is no Live-data.

Root Cause

The cause of this problem is that two of the same .NET DLLs are in the same directory after you have renamed the original .NET DLL.

In the runtime flow, the WIS ArchestrA Graphics subsystem is confused when it needs to load the .NET DLL because there are two DLLs
with same assembly name and version.

This scenario causes a Common Problem when applying a HotFix that contains .NET DLL(S).

Note: Renaming a .NET DLL does not change its original Assembly name and version number.

Resolution

Cut/paste the original .NET DLL(s) to another folder/location. The original DLL must be removed from its working directory, and the
replacement put in.

Scenario: SMC Log Flogs for Live-data

Sometimes, the no Live-data error can still exist after completing these scenarios. In order to troubleshoot further, the WIS ArchestrA
Graphics Subsystem defines three SMC Log flags for helping to collect Runtime information. The flags are:
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FI Ly Historian
H [®] Galaxy Database Manage File Wiew Help

H [®=] DAServer Manager 0= @ &J

H 2] Log viewer

= % Defaulkt Grovp | @ .ﬁ.rchestr.ﬁ..IDE.GaIaxyBerse.r ﬂ clobal Lag Flags -
el | @ .ﬁ.rchestr.ﬁ..IDE.GaIavaFeratlnns a Errar !
% quoazeorz | g Archestrs IDE IDETrestisw A\ warning
= openedLogFles || @ .ﬁ.rchestr.ﬁ..IDE.ITVlew.ﬁ.FpOperatluns AT I
o Platform Manager | @ Archestrd IDE. LibraryWiews c
----- @ Archestrs IDE, MainFarm B rart-Stop
..... @ Archestra, IDE. ObjectOperations DQEntr Exit il
----- @ Archestrd IDE, TemplateWiew g ¥
----- &2 Archestra, IDE. XMLImporter [1°7 Threadstart-Stop
----- @ Archestra.Visualization, FolderSynchronizer DQSQL i
----- &2 Archestra, Wisualization, GalaxyProxy 04 connection |
----- @ Archestra, I-.-'|su-a|||2at||:|n GraphchlI:urar}.-' chtnr-Dtnr
% refcount
O% an0ELog
O % aaPackageserver
O q.ﬁ.ccessName Handle Count f
282 archestrd, Yisualization, WCFService O q.ﬁ.ccessmame Iritialization
----- @ Archestri,xocSecurityEditor llghrrﬂqqmamﬂ Trems _ILI n
----- @ ArchestraEditorFramework, 1 r |
..... % .ﬁ.rc:estr.ﬁ.GraphiF . Components using Erfor mlli
i .|f'.r|:I esFr.?.ﬁepDrFlngSerwce @ | EPEMTREMD —

Ficure 23: TurN oN TRACE FOR THE ABOVE FLAGS

The most important flag is ArchestrA.Visualization.WCFService. After you enable Trace, open the page that has no Live-data. You
should see some log entries for this flag.

E. Xu, K. Nourbakhsh

Tech Notes are published occasionally by Wonderware Technical Support. Publisher: Invensys Systems, Inc., 26561 Rancho Parkway South, Lake Forest, CA 92630. There is also
technical information on our software products at \Wonderware Technical Support.

For technical support questions, send an e-mail to wwsupport@invensys.com.
@ Back to top
©2012 Invensys Systems, Inc. All rights reserved. No part of the material protected by this copyright may be reproduced or utilized in any form or by any means, electronic or

mechanical, including photocopying, recording, broadcasting, or by anyinformation storage and retrieval system, without permission in writing from Invensys Systems, Inc.
Terms of Use.
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