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Introduction

This Tech Note outlines configuring the Wonderware Modbus Ethernet DAServer (DASMBTCP) to use TCP Ports other than the default port
number TCP 502.

Application Version

e DASMBTCP 1.5 SP1 or greater

Configuring DASMBTCP

Overview

In order to demonstrate the capability of configuring alternate TCP ports in all of the possible configurations, we will create multiple
device configurations within DASMBTCP via the Wonderware System Management Console (SMC).

The first configuration item within the DASMBTCP structure is the TCPIP_Port object. The editor interface will only allow you to have one
TCPIP_Port object within the DASMBTCP configuration (Figure 1 below).
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Ficure 1: ApbiINGg A TCPIP_PorT OBJECT

The TCPIP_Port object is not editable, and is set to TCP Port number 502. This is the default TCP Port for all devices, unless there is a
device-specific TCP Port number defined. Even if you change this directly in the DASMBTCP XML configuration file, there will be no impact
on any devices. You must set a device-specific TCP port if you want the device to use a TCP port other than 502 (Figure 2 below).

= Node Type: TCPIP_PORT

Delimiter: .

TCPIP_PORT Parameters ]

Fart number;

502

Ficure 2: TCPIP_PoRrT OBJECT FACEPLATE

Configuring the Device

In this example we created a TSXQuantum object (Figure 3 below). This configuration also applies to the TSXMomentum and

TSXPremium objects.

These devices do not have a Ul configuration setting to allow for an override of the default TCP port number. You need to do this
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manually in the DASMBTCP XML configuration file. A device Group called Topic_100 is created for this device.

Local TSXQuantum Parameters IDE'-.-'in:e Groups | Device Ttems |
| ArchestrA.DASABTCR.2

Igh Archestrd FSGateway,2
Igh ArchestrA DASGESRTP.2

Metwork address:  |1.1.1.100

4']3 Archestrd, DS5I00 ek, 3 Reply timeout [sec] |3 Maximumn outstanding messages: |4
|gh ArchestrA DASABCIP 4
4?3 archestrd, DBSMBTCP, 2 W Usze Concept data structures [Longs) ¥ Usze Concept data stuctures [Feals)
= ,é Configuration
=4 TCPIP_PCRT Bit order farmat: |B1 B2 ... B16 |
/g TaxQuantum
ar String wariable style Feqgizter type

& Fulllength T Cstyle © Pascal style * Binary i~ BCD

b adirurm address range

Dizcrete input; |_|3553|3 Coil: (a1 ]

[nput register: |EEESE Halding reqizter: E&RIE

Estended reqgizter: 95303

Block 140 size

Dizcrete input/coil read: 1976 Cooil write; a0n
Halding register read: 123 Halding register write: 1100
[nput register read: EB

E stended reqgizter read: 122 Estended reqgizter write: 120

Ficure 3: TSXQuAaNTUM OBJECT FACEPLATE

Next we create the ModbusPLC object (Figure 4 below). Note that the ModbusPLC object has a Ul configuration setting to allow
overriding the default TCP port number.

To set the TCP Port number for this device, you simply type the Port Number in the Port number field. It is not shown, but a device
Group called Topic_101 is created for this device.
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Local MadbusPLC Parameters | Device Groups | Device Ikems
J:j! Archestrs, DASABTCP. 2

;E:j! Archeskrh FaGateway, 2

,- Metwork, address: |1 J.1.am Port umber: |5|:|2
J:i! Archestri, DASGESRTP.2
._J:j! Archestr, DASSIDirect. 3 Reply timeout [sec]: |3 M awirium outstanding messages; |4

J:i! Archestrd, DASABCIP. 4

|3 Archestrd.DASMBTCR. 2
= /g Canfiguration Iv Use Concept data structures (Longs) v Use Concept data stuctures [Reals)

= & TCPIP_PORT

5 [v Support multiple coil write v Suppaort multiple register write
A& TS¥ouantum
/& ModbusPLC [T Cloze Ethermet connection when no activity, [v Swap sting bytes
et
Bit arder farmat: B1 B2 ... B1E ﬂ Register zize [digitz): |E -

Stiing varnable style Regizter type
o Fulllength  © Catle © Pazcal style {+ Binary " BCD
Block 140 zize

Dizcrete input/coil read: 11976 Coil warite: |5|:||:|
Reqgizter read: IT Regizter write: W

Ficure 4: MobBusPLC OBJiecT FACEPLATE

Next we create the ModbusBridge object with ModbusPLCRS object (Figures 5 and 6 below).

Note that the ModbusBridge object does not have a Ul configuration setting to allow us to override the default TCP port number. You
need to do this manually in the DASMBTCP XML configuration file. It is not shown, but a device Group called Topic_102 is created for
this device.

Since the TCP Port setting applies to the ModbusBridge object that contains the IP address, this example configuration also applies when

using the Compact984, ModiconMicro, and TSXMomentumRS sub-objects under the ModbusBridge. This also means that each bridge
can have a different TCP port configured.
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Local ModbusBridge Parameters
Igh ArchestrA . DASABTCR.2

4;;3 Archestrd, FaGateway. 2
‘éj archeskrd, DRSGEESRTR, 2
| ArchestrA.DASSIDirect. 3 Bridgs Type:
Igh ArchestrA.DASABCIP. 4
|4 Archestrd.DASMETCR, 2
= /g Zonfiguration
= & TCPIP_PORT
)g TaxQuantum
A ModbusPLC
= )é ModbusBridge M aximum outztanding meszages: ]2_
A MadbusPLCRS
et [ Cloze Ethemnet connection when no activity,

| Modbus Bridge ﬂ

Mebwaork, address: |‘| 1102

Ficure 5: MobBusBRIDGE OBJECT FACEPLATE

-

L_Fu:al

| ArchestrA DASABTCP.Z
| Archestrd FSGateway.2
_d] archestrd, DASSESRTR. 2
_é] Archestrd, DASSIDirect, 3 Be : :

. ply timeout [zec) |20

|& ArchestrA DASABCIP. 4

|4 Archestra DASMBETCP.2

ModbusPLCRS Pararmeters lDevice Eraups l Device Tkems

PLC unit 10: 1

= Ig Configuration v Usze Concept data structures [Longs) Iv Usze Concept data struchures [Feals)
i i
= /é TFPIP—PORT v Support multiple coil write v Support multiple register write
,é TSxCuankum

/o ModbusPLC
= ,-g ModbusBridge
A ModbusPLCRS

i Bit order format; B1 B2 ... B1E j Regizter zize [digitz]: B j

v Swap sting bytes

String wariable ztyle Feagizter type
* Fulllength O Cstle © Pascal style &+ Binany " BCD
Block 140 gize

Dizcrete input/caoll read: 11976 Cooil warite: a00

Register read: |1 22 Fegister write: 100

Ficure 6: MobBusPLCRS OBJeEcT FACEPLATE

Now that we have a few devices configured, we can activate DASMBTCP and use WW(Client to attempt to read from the devices (Figure 7
below).
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! Wonderware Client

File Script Conneckions Item Help

0T  “hocalhosthdazmbtzpltopic_100
400010 ]
[OT  “Shlocalhosthdazmbtepltopic_101

400010

[OT  “hlocalhosthdazmbtepltopic 102

400010

Ficure 7: Reabing FrRom EacH Toric

If we run NETSTAT from a Command Prompt, we can see the three connections being attempted, all using TCP port 502 (Figure 8
below). Note that we did not have actual devices to connect to with these IP addresses, so the connection state does not show as
Established in the screen capture.

U:z~>netstat
Active Connections
Proto Local Address

TCP dans—ws@2:1142
ICP dans—wsB2:1362

Foreign Address State
18.2_.128 .26 nethios—=s=n ESTABLISHED
18.2.128 .28 -microsoft—ds ESTABLISHED

TICP
TGP
TCP
IGE
TCP
TGP
TCP
TGP
TCP
TGP
TCP
TGP
TCP
TGP
TCP
TGP
TCP
TGP
TCP
TGP
TCP
TGP
TCP
TGP
TCP
TGP

dans—wsB2:1476
dans—wsB@2:1477
dans—wsB2:1478
dans—wsHZ Sepmap
dans—wsB2 tepmap
dans—wsB@2:103H8
dans—wsB2 1038
dans—wsB@2:1038
dans—wsB2 1038
dans—wsB@2:103H8
dans—ws@2 110843
dans—wsB2:1422
dans—wsB2:1423
dans—wsB@2:1427
dans—wsB2:1438
dans—wsB2:1431
dans—ws@2:1451
dans—wsB2:1452
dans—ws@2 1455
dans—ws@2:1457
dans—wsB2:146H
dans—wsB2:1461
dans—ws@2:5413
dans—wsB2:5413
dans—ws@2:5413
danz—wsB2:5413

1.1.1.188:=582
1.1.1.181:582
1.1.1.182:582
localhost 132
localhost=1451
localhost 1843
localhost:=1423
localhost 1427
localhost:=1431
localhost 1452
localhost =1H83A
localhostiepmap
localhost =1H3A@
localhost 1838
localhost tepmap
localhost 1838
localhost tepmap
localhost 1838
localhost 5413
localhost 5413
localhost 5413
localhost 5413
localhost 1455
localhost 1457
localhost 1468
localhost:1461

Ficure 8: NETSTAT ResuLTs UsiNnG DEFAULT TCP PoRrTs

SYM_SENT
SYM_SENT
SYM_SENT
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
TIME_WAIT
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED

Modifying TCP Port Settings

Modifying the TCP Port settings requires completing the following tasks.
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Configuration Information and Tools

The DASMBTCP configuration file is in XML format and is stored in two possible locations (v2.0 and later). These may be hidden folders
on your system, so you will first need to enable the option to show hidden file and folders.

Configuration file locations

¢ Server 2003 and Windows XP: C:\Documents and Settings\All Users\Application
Data\Wonderware\DAServer\DASMBTCP\DASMBTCP.aaCFG

e Server 2008, Windows 7, Windows Vista and newer: C:\Program
Data\Wonderware\DAServer\DASMBTCP\DASMBTCP.aaCFG

The easiest and safest way to work directly with the configuration file is to use an XML Editor like Microsoft XML Notepad 2007.

Be sure that DASMBTCP is deactivated and the SMC is closed while you are modifying the configuration file.

Override Device TCP Port Configuration

1. Open the configuration file with XML Notepad and navigate to the device object you want to modify. In this step, we will modify
the TSXQuantum object (under the DeviceNode folder), but the steps are the same for all devices where the Port Number is not
available with the SMC user interface (Figure 9 below).

Tree View | XSL Output|
& xml

=) DASConfiguration
I System
=3 DeviceNode

version="1.0" encoding="utf-g'

& NLME TCE IP_PORT
& TYPE TCPIP_PORT
i DELIMITER ;
- M Imageld 1
4 ¢ PortNumber 50z
4 ¢ ProductVersion Z.0.000
+|

& MeszageEnabled 1
Q= icelode

& MNALME TSXCuantiam
& TYPE TSXCuantiam
& DELIMITER ;

oM Imageld 7

-l IPAAdAress 1A A00

[l TPAAArF lag =)

Ho i ReplyTimeout |3

M UnsolicitedM|1

Ho-ld StringVariabl |[Full length

o RegisterType |Binary

H- M Registerzize |6
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; =+ RegiszterlizeF |0
TzeLongConcep | -1
TzeRealConcep|-1
MaxOueuedM=g= |4
MHaxOueuedM=gs | -1
BitorderForma |0
CoilRead 1976
MaxiddrPReadCo | 65536
CoilWrite =1l
MaxiddrWriteC | 655356
HoldingRegist {123
MaxiddrHoldin| 65536
InputRegister| 123
MaxhiddrInputR| 65536
HoldingRegist | 100
ExtendedRegis|{-1
ExtendedRegi=|{l122
ExtendedRegizs|120
MaxiddrExtend|95303
TnitIDFlag ]
MegzageEnable|l
: ] DeviceGroup
F-) DeviceNods
+-) DeviceNods

R o8 oF of oF of of of oF of of of ol of of o o o o} ol o} &

I

Ficure 9: UnmobpIFiED TSXQuUANTUM CoNFIGURATION VIEWED IN XML NoTEPAD

2. Right-click on the IP Address item and click Insert (Figure 10 below).
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Tree WView |_>E_5L Clutput |
-0 System
=3 DeviceNode

& IANE TCPIP PORT
& TYPE TCPIP PORT
& DELIMITER ;

(] _TmageTd 1

& rortMumber 50z

& ProductVersion 2.0.000
(] HezzageEnabhled 1
_’.! Devicelode

I o o 3

& INLHME T3EQuantum
& TYFPE T3EQuantum
& DELIMITER ;
- ImageId z
- il W 19T AR
- IPAAArF Cut
- FeplyTil Copy
- Unsolil
H---f Str ing
- Reg}ste > Delete Cel
- Fegist
- Registe| Insert Ins
- E“ UselLong Renanie Enter

Ficure 10: INnserTING A NEw XML ELEMENT
1. Name the new element PortNumber and type the value to the desired TCP Port number. In this case, we set it to 505
(Figure 11 below).

Tree Wiew | XEL Output)
) System
-3 Devicelode

& NALME TCPIF PORT
& TYFE TCPIF PORT
& DELIMITER ;

e _TmageTId 1

£ rortiMumber 50z

£ ProductVersion posrs e R R
' HeszageEnabled 1
=) Devicellode

& NLME TSHCOuantium
i) TYPE TS¥XOuant um
il DELIMITER :

+ ) _ImageTId Z

+- 0 IPAddress fodai: 100
+ ;

=

6 | E—
& IPiddrFlag i
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Ficure 11: SeTTING TSXQuUANTUM OBJECT's TCP PorT TO 505

I also set the ModbusBridge object to TCP Port 506 using these same steps. Setting the port Number is done within the
DeviceNode section of the configuration file that correlates to the ModbusBridge object's configuration.

3. Close XML Notepad and open the SMC.
4. Change the ModbusPLC object's TCP Port number to 510 using the User Interface and save the changes (Figure 12 below).

Node Type: ModbusPLC Delimiter: .

ModbusPLC Parameters l Dievice Groups ] Device Tkems ]

MNetwork address: |1.1.1.101 Fart number: 510
Reply timeout [zec]; 13 b amirmunn outztanding mezsages: |4

¥ Use Concept data stuctures [Longs) ¥ Use Concept data stuctures [Feals]

¥ Support multiple coil write W Support multiple register write

[~ Cloge Ethemet connection when no activity, ¥ Swap stiing bytes

Bit order format; B1 B2 ... B1E Lj Regizter size [digits]: B v]
String variable style R egister type
& Fulllength ¢ Cstle ¢ Pascal style % Binary " BCD
Block 140 zize-

Dizcrete inputdzoil read: 11 976 Coail write: 1g|:||:|
Reqister read: ]1 22 R eqister write:; |1 a0

Ficure 12: SeTTING MobpBUSPLC oBJecT’s TCP PorT TO 510

5. Activate DASMBTCP, and attempt to read from the devices again using WWClient. Then run NETSTAT from a command prompt.
You can now see that each device is using the ports that we specified (Figure 13 below).
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:=~>netstat

Active Connections

Local fAddress
dans—wsB2:1142
dans—wsB2:1362
dans—wsB2:1573
dans—wsB82 1765
dans—w=RA2 :17hk

Foreign Address State

18.2 128 .26 :nethios—ssn ESTABLISHED
18.2.128 .28 :microsoft—ds ESTABLISHED
ph—in—f125.1el1BB.net:5222 ESTABLISHED
laxB4=89—in—f28.1elBB . net:http ESTABLISHED
laxA4=A%—in—Ff4 _1lelBB.net:https ESTABLISHED

dans—wsB2:1773
dans—wsB2 11774
dans—wsB2 1775
dans—wEBZ Tepmap
dans—wsB82 epmap
danz—wsB2 tepmap
dans—ws82:16838
danz—wsB2 11038
dans—ws82:1838
danz—wsB2 11038
dans—ws82:16838
danz—wsB2 11843
dans—wsB82:175%
danz—wsB2:1758
dans—wsB2:1762
dans—wsB2:1763
dans—ws82:1764
dans—wsB2:1767
dans—wsB82 :1768
danz—wsB2:1769
dans—ws82:1778
dans—wsB2:1771
dans—wsB2:1772
danz—wsB2:5413
dans—wsB82:5413
danz—wsB2:5413
dans—wsB82:5413

1.1.1.166:585
1.1.1.181:518
1.1.1.162:586
localhosti7a’y
localhost:1763
localhost 1767
localhost 16843
localhost 1758
localhost:1762
localhost 1764
localhost:1768
localhost -18308
localhost epmap
localhost -1H838
localhost 16838
localhost tepmap
localhost:16838
localhost tepmap
localhost:16838
localhost 5413
localhost:5413
localhost 5413
localhost:5413
localhost 1769
localhost 1778
localhost 1771
localhost 1772

Ficure 13: NETSTAT ResuLTs UsinG SpeciFieED TCP PorTs

D. Scott

Tech Notes are published occasionally by Wonderware Technical Support. Publisher: Invensys Systems, Inc., 26561 Rancho Parkway South, Lake Forest, CA 92630. There is also
technical information on our software products at \Wonderware Technical Support.
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For technical support questions, send an e-mail to wwsupport@invensys.com.
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