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Introduction

This Tech Note lists all ports that are used by Wonderware System Platform. The ports allow communications and interactions between
the different nodes and components.

Application Versions

« Wonderware System Platform 2012 R2

Before Installing System Platform 2012 R2

Review the content of Tech Article: Security Settings for Wonderware® Products and Securing Application Server Systems article
available on WDN.

Note: The Port for Historian Server used for Replication purposes in v10.0 and for the new Storage engine (formerly "MDAS") in v11.0

is the same for both features. It is defined in the System Parameters section of Historian in the "ReplicationTcpPort" parameter. The
default value is 32568 but it can be changed if desired (Figures 1 and 2 below).
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Services and Ports in a Multi-Galaxy Environment
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The following ports must be opened in a Multi-Galaxy environment. The firewall must allow incoming connections to the ports in the
following table for their corresponding services to function.

Note: If you are using a single Galaxy, you do not need to configure these ports.

ArchestrA Service Port Number Comments and Details

ASBGRBrowsing 7500 The ASBGalaxyBrowsing service connects to the ArchestrA namespace to enable browsing of ArchestrA objects and attributes.
) (default,
Service configurable) This is a core service. Core services are installed on Bootstrap node, the Galaxy Repository node and the IDE node.
. 3572
ASBMxDataProvider . . _— L
Service (default, The ASB Mx Data Provider Service acts as a gateway providing access to Application Server data.
configurable)

s 7779
ASBAuthentication L . . L . N . . .
Service (default, The ASB Authentication Service provides user authentication. This service is used to retrieve SAML tokens for Secured/Verified writes.

configurable)

ArchestrA CORE
Services

Port Number Comments and Details

The Local Discovery Server provides discovery for a single, local node. All services register with the Local Discovery Server, and all

Local Discovery Server 9111 R X . !
clients query it. It is not user configurable.
The scope of the Local Galaxy Server encompasses the services in an entire galaxy. It is preconfigured as the loopback IP address
Primary Local Galaxy 0110 127.0.0.1. You can designate primary and secondary servers running on different nodes for redundancy.
Server Note: You must reconfigure the Local Galaxy Server and replace the loopback address with the Galaxy Repository node name before
pairing galaxies. At least one Local Galaxy Server must be configured and online for multi-galaxy communication to function.
Secondary Local 9210 This port should be opened in the secondary local Galaxy Server in the redundancy environment.
Galaxy Server
Cross Galaxy Server encompasses the services available across multiple galaxies. This acts as a primary in redundancy environment.
Primary Cross Galaxy 0310 In any multi-galaxy environment, there can be only one designated primary and one designated secondary Cross Galaxy Server.
SECVED Note: The Cross Galaxy Server can reside on any node in the multi-galaxy environment, but all galaxies in the environment must
configure the Cross Galaxy Server to run on the same node.
Secondary Cross 9410 This port should be opened in the secondary cross Galaxy Server in the Redundancy environment.

Galaxy Server
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Galaxy Pairing 7085 This port required to be opened to enable galaxy pairing.

a. Configuration service runs only in the service repository node. Service Repository is a SQL DB. SQL db gets created post-

Configuration Service 6332 installation after user installs ASP product.

b. this service is required for Configuring user services.

a. Content Provider Service searches for the requested package file in repository node and reads the package information and

transfers the package information to the requester.

Content Provider 6011

Service b. This is a core service. Core services will be installed on Bootstrap node, Galaxy Repository node and IDE node.
c. This service is required for Configuring user services.
a. Deploys service requests for the package information to Content Provider Service. On this request Content Provider Service sends
the package information to the Deploy Agent Service.
Deploy Agent Service 6533, 6633 b. This is a core service. Core services will be installed on Bootstrap node, Galaxy Repository node and IDE node.
c. This service is used while deploying user services. At present while deploying a platform. If user creates any custom user service,
deploy agent service is required to deploy the custom user service
a. The Service Manager provides discovery services to clients, and launches Service Hosts to host ArchestrA services as required.
Service Manager . : . ; . .
Service 9 6111, 6113 b. This is a core service. Core services will be installed on Bootstrap node, Galaxy Repository node and IDE node.
c. This service manages all the User services. Start, stop, regularly ping if the service is running or not if not running starts it again.
System Authentication 9876 System Authentication Service runs only in the service repository node.

Service

R. Mahmoud; L. Santinello

Tech Notes are published occasionally by Wonderware Technical Support. Publisher: Invensys Systems, Inc., 26561 Rancho Parkway South, Lake Forest, CA 92630. There is also
technical information on our software products at \Wonderware Technical Support.

For technical support questions, send an e-mail to wwsupport@invensys.com.
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