Troubleshooting ArchestrA System Platform Cross-Domain Login Problems

Tech Note 978
Troubleshooting ArchestrA System Platform Cross-Domain Login Problems

All Tech Notes, Tech Alerts and KBCD documents and software are provided "as is" without warranty of any kind. See the Terms of Use for more information.

Topic#: 002803
Created: August 2013

Introduction

When you have created a 2-way trust between 2 Domains, and configured ArchestrA security to use OS Group Base. The GR node is on
Domain A, and a user from Domain B cannot log on.

Application Versions

e InTouch 10.1 and later

e ArchestrA System Platform 3.1 and later

Cause

The 2-way trust between the 2 Domains is not configured properly, and the InTouch security type is set to OS.

Resolution

Check the Domains' 2-Way Trust Settings

Note: Do this on BOTH Domain Controllers. Galaxy security can be configured using any IDE connected to the Galaxy.
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£ Active Directory Domains and Trusts

File  Action View Help

e Al ] NENENN 7 [

% Active Directory Domaing and Trusts [\ | Name
,“:"l DomainB. corp. com

IT?F"E I Actions

There are no items to show in this view,
DomainB.corp.com Properties ﬂﬂ DomainA.corp.com Properties ilil

General Trusts | Managed El‘yl General IFuutheﬂicatiun I
Domains trusted by this domain (outgoing trusts):

This Domain:

Domain Mame | Trust Type | Transitive | Froperties, ..
DomainA.corp.com Extemal Mo

Cther Domain: IDﬂmEiﬂﬁ.mrp.mm

Hemowve

i

Trust type: |Bxtemal

[T The other domain supports Kerberos SE5 Encryption

This trust is not transitive. Onhy users from the directhy trusted domain may

Remove authenticate in the trusting domain.

Direction of trust:
Two-way: Users in the local domain can authenticate in the specified
Diomains that trust this domain [ncoming trusts): domain and users in the specified domain can authenticate in the local
' domain.
Domain Mame | Trust Type | Transitive | Properties... | Transitivity of trust:
DomainA. corp .com Extemal Mo |

To confimn and, if necessary, reset this trust relationship, ;
click Validate. Validate |

To improve the securty of this extemal trust, secunty identifier (S10) fitering
Mew Trust... | is enabled. For more information abowt 510 fitering, see Securng extemal
trusts.

ok | canesl | sprl Help

| QK I Cancel Apply Help
<] | |

Ficure 1: DomAIN TRUST SETTINGS

* Ensure the direction of the trust is Two-way.
e Authentication is Domain-wide authentication.

o Click validate to validate the trust.

Create Security Groups on Both Machines for the Users

Create Security Groups on each Domain to group the users. This security group is used in the System Platform security roles
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configuration. Assign the users to their respective security groups.

'T:! Win Svr 2003 Enterprise - domainA - VMware Player (Non-commercial use only)

Player ~ | [|[| » () ([

-.‘:-; Active Directory Users and Computers

<9 Fle  Action  Wiew  Window  Help ===
= DME R EFEHE 20 GIREBTE D
Active Directory Users and Computer Domainf.corp.com 7 objects
I:I Saved fueries Marme: Tvpe Descripbion |
El@ Damaind. corp.com DB m bl -
&[] Builtin Lilkin uilkinDomain
|:| Computers DCnmputers Conkainer Default container For upar.,..
@ Darnain Conkrallers Domain Conk,.,  Organizational Lnik Default container for dom, ..
|:| ForeignSecurityPrincipals [JForeignSecur... Conkainer Default container for secu...
|:| Users ﬁHMI Engineer  Security Group - Global
ﬁHMI Operakor  Secoriky Group - Global
[(Jusers Container Defaul container for upgr...

Ficure 2: HMI ENGINEER AND HMI OpPERATOR UsERS IN THE SYsTEM PLATFORM SEcuriTY GROUPS

System Platform Security - OS Group Base

By default, new Galaxy is created without security. When you configure the security to use OS Group Base for the first time, IDE
automatically logs out and prompts you to log back on. Since nothing has been configured, log on with the default built-in
Administrator account with no password.
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% Change User x|

User name: I administrator|

Password: I

Domain: I j
Ok I Cancel Change Password |

Ficure 3: ADMINISTRATOR AccouNT WITHOUT PAsSswoRD

* Open the security configuration and click the Roles tab. Import the security groups created on both domains and configure their
permission as required. All users will also be in the Default role so no permission should be granted for that role.
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x

Authentication Mode I Security Groups  Roles |Users I

=
rqg Define the Security Roles of the Galaxy

_+1_x|

Roles available: General permissions:

Raole | access level &I~ [] IDE Permissions
| %, administrator 9993 - [JCan Start the IDE
8 Default 0 &[] Importing and Exporting
% DOMAINAVHMI Engineer | 8000 &[] General Cﬂnﬁguraﬁﬂn
¥ DOMAINAVHMI Operator | 4000 - [] System Configuration
£ [+ [] Devicelntegration Objects

% DOMAIMBYHMI Engineer 9000

® DOMAINE\HMI Operator 4000 - [] Application Configuration

[~ [] Framewark Configuration
-- [ User Configuration
-- [ Deployment Permissions
-- D Graphic Management Permissions
=~ ] 5MC Permissions
- [JCan Start the SMC
[ can Start/Stop Engine/Platform

‘ T

Operational permissions:
=- [JDefault

] 2

(0]4 Cancel

3

Ficure 4: DerAULT ROLE ASSIGNMENT

On the Users tab, you will not see any user until they have physically logged on to the Operating System and to the IDE.
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x

Authentication Mode I Security Groups I Roles Users |

=
Qg Configure the Users of the Galaxy
In 05 Group mode, only users who have logged into the Galaxy at least once are listed.

| x|

Authorized Users available:

|ser | Full name

&% Administrator

€2 DefaultUser
] i
Associated Roles for Administrator

Rale | Access level

ﬁ Administrator 99599

B Default 0

D ﬁ, DOMAIMAHMI Engineer 9000

[ & oomamNa\HMI Operator 4000

D ﬁ, DOMAIMBYHMI Engineer 9000

O & ooMAINE'HMI Operator 4000
Kl i

Ok | Cancel

Ficure 5: Users TaB

You will not be able to log on to IDE with that user until they have physically logged on to the Operating System of the IDE node.
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% Change User x|

User name: I Engineer1

Fommril I [eTT——

Domain: | Domame |
Ok | Cancel | Change Password |

LoginDialogServer x|

4

n |User does not belong to any of the configured Roles,

[ o |

Ficure 6: User DoesN'T ExisT UNTIL THEY Loc ON 1o THE IDE Nobe

Log out of the Operating System and log in with the user's account. Start IDE and login with the user.
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DomainB\Engineerl |

Log on ta: DomainB
How do [ log on to another domain?

Ficure 7: Loc oN UsiING THE USER ACCOUNT

Open Security Configuration -> Users. You will now see the user in the list. Check that the user is ticked against the
correct role.

Note: All users will always be in the Default role so no permission should be given to the Default role.
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Authentication Mode I Security Groups I Roles Users |

=
l—(d Configure the Users of the Galaxy

Authorized Users available:

In 05 Group mode, only users who have logged into the Galaxy at least once are listed.

| x|

|Iser | Full name

€% Administrator
€5 DefaultUser

= DOMAINA \engineer 1
i

1]
Associated Rolesfor DOMAINA\engineerl:
Role | Arccess level
a ",E Administrator 9999
B Default 0
ﬁ.'; DOMAIMAYHMI Engineer 9000
[0 & pomavaHMI Operator 4000
D ‘2',_ DOMAIMBYHMI Engineer Q000
[0 & ooMAINE\HMI Operator 4000
KRl i
(0]4 Cancel
%

Ficure 8: ONLY Users THAT Loc IN ARE SHOWN HERE

Configure InTouch Security

The security type on the Managed Application Intouch should be ArchestrA.
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‘7;’ InTouch - WindowMaker - \\WINZODBR2STDX64\TEST-$INTOUCHVIEWAPP_001

Security | Wm0 IR
Change Passward, .,
i [[B] £ aniation Links. . Cerlrs i -
by e
: Substitute Tags... Zhr+E
:[F] Classic Vi e I S a?s ' Configure Users, .,
Substitute Strings, .. Zhel L Loq OFF
Windows — . —— i
...... [ Main - o L= Smart Card Authentication
Cross Reference. ..
Motify Clients
Configure r
Ipdate All Window Thumbnails. ..
|Ipdate Use Counts...
Delete Unused Tags. ..
Scripts 3
SmartSymbol 3
TemplateMaker. ..
Scripts Application Type...
E Applic  L@nguage s
EE' Key SCL Access Manager k
E Condimor I | I I |

Ficure 9: ARCHESTRA SECURITY TYPE

Now you can able to log on to WindowViewer with the Domain user name.

Login to ArchestrA - 0OS Group based x|

Llzer name: Iengineeﬂ

FPaszward: I TIIII1)

D amair: IDEIM.-*-.IN.E‘-. j

(] Cancel |

Ficure 10: Lo IN wiTH INToucH

M. Ang
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