Adding I1S Handler Mappings: Checklist

Tech Note 984
Adding 11S Handler Mappings: Checklist

All Tech Notes, Tech Alerts and KBCD documents and software are provided "as is" without warranty of any kind. See the Terms of Use for more information.

Topic#: 002811
Created: October 2013

Introduction

This Tech Note is the first in a series of Diagnostic Tech Notes focused on IIS Handler Mapping issues. See the References section at
the end of this Tech Note for links.

Application Versions

« Wonderware Information Server 2012 R2 (5.x)
¢« Windows 2008 R2 Server

¢ Windows 2008 SP2

Problem

Opening the Data Source Manager or Report Manager from the WIS Administration tab, AFWeb and related reports can fail. This issue
can also cause live data in Published Graphics to fail.

Cause

Wonderware Support has discovered a problem with some machines using IIS 7.x: There are some missing Handler Mappings to .NET
Framework 4.0.

Note: This issue happens only on WIS 5.0 (System Platform 2012 R2). In WIS 5.0, the Wonderware Application Pool uses the .NET
Framework Version 4.0.
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‘E Internet Information Services (IIS) Manager
@@ [ 2} v KEVINBASE2008V1 » Application Pools

File  View Help

| Connections o o
Q-d|% |8 Q‘g! Application Pools

------ W5 Start Page

Eliﬂ KEVINBASE2008V1 (KEVINBAS This page lets you view and manage_ﬂ"lg list uFapphmﬁun_ponls_ on the server. Apphmhpn pouls are associated with worker
5t &3 S processes, contain one or more applications, and provide isolation among different applications.

-[&] Sites Filter: - %GD - %Shuw All | Group by: Mo Grouping -

- ! AFWebPool Started w0 Classic LocalSystem i

ASP.MET v4.0 Started w40 Integrated ApplicationPoollden... 0O
1jé,,."i'.lf'.SF‘.MI:—I' v40Cl.. Started  v4.0 Classic ApplicationPoollden... 0
QASP.NI:‘I’ v4.0De... Started 4.0 Integrated ApplicationPoollden... 1
@Classic MET App... Started V2.0 Classic ApplicationPoollden... 1

v Started Inteqrated 4 1]

£SVAppPool Started

w40 Classic MetwaorkService f

Ficure 1: AprpLicaTiON PooLs Using .NET VErsion 4.0

The following sections describe the configuration steps to provide Handler Mappings for the Wonderware and AFWeb virtual directories
using IS 7.x.

Solution For Wonderware Virtual Directory

On the WIS Server, click Start/Run and type Inetmgr.
Highlight the Wonderware virtual directory

Double-click Handler Mappings in the right pane.

o Dok

Right-click any blank area and click Add Script Map (Figure 2 below).
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Neonnections [ | .
f@ Handler Mappings

@--|& |8 [=]

Start Page

K12KB5P 164 (K12K3SP 164\Administrator Lise this feature to specify the resources, such as DLLs and managed code, that handle responses for spedfic request types

Q Application Pools Group by: State 5

[ Sites

El&}) Default Web Site Name = | Path | state | Path Type | Ha
-7 aaFlexLicWebService HttpRemotingHandlerFactory-rem-ISAPI-2.0-64 *.rem Enabled Unspecified Is3
_ -’i AFWeh HttpRemotingHandlerFactoryrem-ISAPI-4.0_32bit ~ *.rem Enabled Unspedified Is;
i _. aspnet_dient HttpRemotingHandlerFactoryrem-I1SAPI-4.0_&4bit ~ *.rem Enabled Unspedfied Is;

";-F Scripts HttpRemotingHandlerFactory-soap-1SAPI-2.0 * s0ap Enabled Unspecified Is4

(=¥ SvSQLProvider HttpRemotingHandlerFactory-soap-1SAPI-2.0-64 * soap = 1.
5 Wend ; P Add Script Map. ..
[EF EEEECERREE HttpRemotingHandlerFactory-soap-ISAPT-4.0_32hit  *.soap 153
| _IMmages HttpRemotingHandlerFactory-soap-ISAPI-4.0_g4bit  *.soap Add Wildcard Script Map... Is;
= _|I|3FEIF'5I' DT ORI bl = A = Bl KA~ - BA : Dir

Ficure 2: Abb ScripT MarP

5. Type the following information (Figure 3 below):
< Request Path = *.aspx

 Executable = 2%owindir2o\Microsoft.NET\Framework\v4.0.30319\aspnet_isapi.dll
« Name = PageHandlerFactory-1SAPI1-4.0_32bit

6. Click OK.
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‘E Internet Information Services (I1S) Manager N

m [,‘? » KEVIMBASE2008W1 » Sites P Default Web Site » Wonderware #

File  View Help

Comnections
CMEIET)

------ 5 Start Page
B i’ﬂ KE‘I.n'INEIASEEUUB'u'l {KEVINEBASE 2008V 1\Administrator)
------ Appllmhun Pools
El :| Sites
@ Default Web Site
- | aaFlexlicWebService
[ AFweb
-] aspnet_dient
~[# InSQLONKevinbase2008v1
HF*‘ Scripts
SvSQLProvider
Wonderware

DY

9 Handler Mappings

L=
Ise this feature to specify the resources, such as DLLs and managed code, that handle responses for
spedfic request types.
Group by: State -
T | path | state -
Add Script Map 2 x|
Request path: Disabled
I*.aspx
Example; *.bas, wsvc.axd
Executable: Enabled .
I\,Winduws‘l.l'ﬂicmsuﬁ.NI:‘I“lFramewurk‘l,M.U.30319\,aspnet_isapi.dll | Enabled
Enabled
Enabled
. _ Enabled
|PageHandlerFactory-1SAPI-4.0_32bit bt
Enabled
Reguest Restrictions... Enabled
Enabled
Enabled
Enabled
[K Ea.“:el Eﬂab|Ed
Enabled
Ep—————" p—— T ) = o I B | S
Al | |

Ficure 3: AbD ScripT MapP

7. Click Yes.
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x|

B Do you want to allow this ISAPI extension? Click ™fes” to add the
| extension with an "Allowed” entry to the ISAPI and CGI
Restrictions list or to update an existing extension entry to
“Allowed® in the ISAPI and CGI Restrictions list,

Ficure 4: Apb THE ISAPI ExTENSION

8. Repeat steps 1-7 above with the following information for Step 5 (Figure 5 below).
= Requested Path = *.aspx

* Executable = 2owindir2o\Microsoft.NET\Framework64\v4.0.30319\aspnet_isapi.dll
« Name = PageHandlerFactory-1SAPI1-4.0_64bit
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*'!E Internet Information Services (I15) Manager

@@ [;} b KEVINBASE2008Y1 P Sites » DefaultWebSite » Wonderware »

File WView Help

Q-7 |8
ASE2008V1 (KEVINBASE 2005V 114D
olication Pools

ag

Default Web Site

|| aaFlexLicWebService
¥ aFweb

|| aspnet_dient

¥ InSQLONKevinbase2008v1
=¥ Scripts

=¥ SySOLProvider
Wonderware

-] _images

-] _library

-[£¥ AADataSvc

-] aawinroot

- | Applications

-[2¥ ArchestrAReports
[7] Branding

-] custom

- | DHFrameWWork
-] docs

- | HomePage

-] LanguageToolkit
-] MultiViews

&€¥ Handler Mappings

L=l
IUse this feature to spedfy the resources, such as DLLs and managed code, that H

Group by: State -

[ |
Edit Script Map

Reguest path:

||*.aspx

Example: *.bas, wsvc.axd

Executable:
IC:‘l,WinduwsWicmsuﬁ.NI:‘I“Framewnrkﬁ‘Fl,M.U.Sﬂﬂlgﬁaspnet_isa _I

2

Name:
|PageHandlerFactory-ISAPI-4.0_64bit

Reguest Resfrictions. ..

[ o |

Cancel |

Ficure 5: PaceHANDLERFACTORY MAPPING

9. Repeat steps 1-7 above with the following information for Step 5 (Figure 6 below).

e Requested Path = *.axd

e Executable = c:\Windows\Microsoft. NET\Framework\v4.0.30319\aspnet_isapi.dll
e Name = AXD-I1SAPI1-4.0_32bit
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1-'E Internet Information Services (I15) Manager

@@ [j" b KEVIMNBASEZ2008v1 » Sites » Default Web Site ¥ Wonderware »

File View Help

(Comections
Q-1 18

------ W3 Start Page

Eﬂﬂ KEVINBASEZ2008V 1 (KEVINBASE200
----- Q Application Pools
E-[&] Sites

=3 Default Web Site

-/ ¥ aaFlexlicWebService

[5¥ AFWeb
-~ aspnet_dient
- Soipts
HF!D SvSOLProvider
-/ # Wonderware

"d;’ﬁ-" i

&) Handler Mappings

H=]
IUse this feature to spedfy the resources, such as DLLs and managed code, th:

Group by: State -

Reguest path:

I*.axd

Example: *.bas, wsvc.axd
Executable:

I\,Winduws‘l.l'ﬂicrnsnﬁ.NI:‘I“lFramewnrk‘l,M.ﬂ.Sﬂﬂlgﬁﬁspnet_isapi.dll |

MName:
|axD-15AP1-4.0_32bit]

Request Restrictions. .. |

Cancel |

Ficure 6: AXD-ISAPI MaprrPING

10. Repeat steps 1-7 above with the following Information for Step 5 (Figure 7 below).

< Requested Path = *.axd

e Executable = C:\Windows\Microsoft.NET\Framework64\v4.0.30319\aspnet_isapi.dll
e Name = AXD-I1SAPI1-4.0_64bit
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‘!E Internet Information Services (IIS) Manager

File  View Help

@-- &8
-5 Start Page
E‘...i’j KEVINBASE2008Y 1 (KEVIMNBASE200
;’i Application Poals
2-[@] Sites
-4 Default Web Site
7-[¥ aaFlexLicWebService
Eﬁ‘ AFWeh
-] aspnet_dient
¥ Soipts
H?‘ SwSQLProvider
Eﬁ‘ Wonderware

@@ [.‘? b KEVINBASE2008Y1 P Sites » DefaultWebSite » Wonderware »

9 Handler Mappings

H=]
Ise this feature to specify the resources, such as DLLs and managed code, thaf]

Group by: State b

Add Script Map

Reguest path:

I*.axd

Example: *.bas, wsvc.axd

Executable:
Ifinduws‘lﬂicmsuﬁ.NI:‘I“lFramewnrkﬁf’r‘l,w’r.U.30319\,aspnet_isapi.dII _l

2=

MName:
|AXD-154P1-4.0_64bit]

oK Cancel |

Ficure 7: AXD-ISAPI MaprrPING

11. Repeat steps 1-7 above with the following Information for Step 5 (Figure 8 below).

*» Requested Path = *.asmx

» Executable = C:\Windows\Microsoft.NET\Framework\v4.0.30319\aspnet_isapi.dll
* Name = WebServiceHandlerFactory-1SAP1-4.0_32bit
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‘E Internet Information Services (I1S) Manager

@6 [3 b KEVINBASE2008V1 P Sites » Default Web Site ¥ Wonderware #

File View Help

9 Handler Mappings

] MultiViews
-[7] Overview
_3 SDsManager
[ ] useng

-] winroot (I

= b =
€-id|Z |8 =]
=43 Defauit Web Site - _ _
¥ saFlexticWebServia Uze thiz feature to specify the resources, such as DLLs and managed code, that
3 AFWWeb Group by: State
(- | aspnet_dient — —
B[ F Scripts Add Script Map 2] x|
I?%‘ SwSQLProvider
Ell‘;h Wonderware Request path:
-] _images I*.asmx
:] library Example: *.bas, wsvc.axd
- AADatasve
B[] aawinroot Executable:
__"] Applications I‘l,WindnwsWicmsuﬁ.NE YFramework'w4.0,30319aspnet_isapi.dl = ... |
_3 ArchestrARepor
:| Branding NI
_] custom - _
-_-] DHFrameWoark IWebSerw:eHandlerFactory—ISAPI—4.U_S?.blt
:] docs
;] HomeFage Request Restrictions...
j LanguageToolkit

QK I Cancel

Ficure 8: WEBSERVICEHANDLERFACTORY MAPPING

12. Repeat steps 1-7 above with the following Information for Step 5 (Figure 9 below).

= Requested Path = *.asmx

= Executable = C:\Windows\Microsoft.NET\Framework64\v4.0.30319\aspnet_isapi.dll

= Name = WebServiceHandlerFactory-1SAPI-4.0_64bit
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"'-'E Internet Information Services (I1S) Manager

@@ [,‘? b KEVIMNBASE2008V1 » Sites P DefaultWebSite P Wonderware »

File  View Help

[ aawinroot

-7 Applications
-[S¥ ArchestrARepor

B

_] Branding

£1-| | HomePage

71-[ | LanguageToolkit
&L Multiviews

-7 OwerView

q‘ SD5Manager

_] useng

-] winroot .

In’induwsWicrusuFt.NI:—I'\Framewurkﬁ*’r‘l,MU.Sﬂﬂlg\aspnet_isapi.dll |

Mame:
IWEbSEWi::eHandlerFactory-IS.ﬁ.PI-4.U_Eqbitl

Request Restrictions...

QK I Cancel

21

[

_. &) Handler Mappings
@-H|%H |8 E e
-3 Default Web Site -
? D aaFlexticWebServia Use this feature to specfy the resources, such as DLLs and managed code, tha
E‘h AFWeb Group by: State i
-] aspnet_dient =
o I sape
-¥ SySOLProvider
E| E‘h Wonderware Reguest path:
[7] _images I*.asmx
- library iEen xd
B[P AADataSvc S e e
H Executable:

Ficure 9: WEBSERVICEHANDLERFACTORY MAPPING

13. Repeat steps 1-7 above with the following Information for Step 5.

= Requested Path = *.svc

= Executable = C:\Windows\Microsoft.NET\Framework\v4.0.30319\aspnet_isapi.dll

« Name = svc-1SAPI-4.0_32bit
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Reguest path:

|=.S".l'l:

Example: *.bas, wsvc.axd

Executable:

IC:‘n,'l."'.n'inu:Inl.Ns WMicrosoft, NET\Frameworkyv4.0.30319\aspnet_isapi. _I

Mame:

svc-ISAPI-4.0

Request Resfrictions. ..

K I Cancel

Ficure 10: ISAPI 32-Bit

14. Repeat steps 1-7 above with the following Information for Step 5.
 Requested Path = *.svc

e Executable = C:\Windows\Microsoft.NET\Framework64\v4.0.30319\aspnet_isapi.dlll
* Name = svc-1SAPI1-2.0-64

file:///C|/inetpub/wwwroot/t002811/t002811.htm[11/8/2013 8:41:11 AM]



Adding I1S Handler Mappings: Checklist

Reguest path:

I*.suc

Example: *.bas, wsvc.axd

Executable:
I%SystemF‘.mt%Wiausuﬁ.NI:—I'\Frameworkﬁ*’r‘l,vE.U.EU?E?W,ESan' _I

Request Restrictions...

ok | concel |

Ficure 11: ISAPI 64-BiT

Solution For ActiveFactory (AFWeb) Virtual Directory

1. On the WIS Server, click Start/Run and type Inetmgr.

2. Highlight the AFWeb virtual directory.

3. Double-click Handler Mappings in the right pane in the Features view.
4

Right-click any blank area and click Add Script Map.
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""-'E Internet Information Services (I1S) Manager

@_@ [ P » KEVINBASE2008v1 » Sites b DefaultWebSite » AFWeb

File  View Help

e &) Handler Mappings
@ -HiZIe [=]
-5 Start Page
qu KEVINBASEZ008V1 (KEVINBASE200 Ise this feature to spedfy the resources, such as DLLs and managed code, that handle responses for spedfic request types
é& Application Pools Group by: State =
E-[&] Sites
=43 Default Web Site N | Path | state I
P aaFlexLicWebService Disabled
(P AFWeb ISAPII = i Disabled
_"'| aspnet_dient
- Sarpts Enabled
(=¥ SvSQLProvider
é{r Wonderware woml-ISAPT-4.0_g4bit * xoml Enabled
xoml-ISAPI-4.0_332hit Add Script Map... Enabled
wambx-ISAPT-4,0_64hit Add Wildcard Script Map... Enabled
wamb-ISAPT-4,0_37hit ) Enabled
WebServiceHandlerFactory-ISAPI-2.0-64 bbbzl L Enabled
WebServiceHandlerFactory-ISAPI-2.0 Edit Feature Permissions. .. Enabled

Ficure 12: Apbb ScripT MapP

5. Type the following information (Figure 13 below):
= Requested Path = *.aspx

= Executable = 2%6windir2e\Microsoft.NET\Framework\v4.0.30319\aspnet_isapi.dll
= Name = PageHandlerFactory-1SAPI-4.0_32bit

6. Click OK.
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‘-'E Internet Information Services (IIS) Manager .

@-@ [;} b KEVINBASE2008Y1 b Sites » DefaultWebSite » AFWeb »

File  View Help

q Handler Mappings
e-iHlZ |8 PPIN
" o 21
-9 KEVINBASE2008V1 (KEVINBASE2008V 1\Administrator) at handle responses
o 12} Application Pools Request path:
E1-[8] Sites |*.aspx
E? e;hmltlwxit'fn:tebs _ Example: * bas, wsvc.axd Path =
&-[2¥ aaFlexLicWebService ;
:] aspret_dlient I‘l,Wlnduws‘l.I'dlcrusuFt.NI:‘I“lFramewnrk\,M.U.Sﬂﬂlﬂ‘l,aspnet_lsapi.dll | = di
iy
S e , Add §
- SwSQLProvider Mame- |
(=¥ Wonderware _ Add |
el |PageHandlerFactory-1SAPI1-4.0_32bit = ol |
=, xoml —al
Request Restrictions. . | = yamix Edit.
% el ¥ Remq

x

A% Do you want to allow this ISAPI extension? Click “fes” to add the
extension with an "Allowed” entry to the ISAPI and CGI
Restrictions list or to update an existing extension entry to
VORT-IS AP 0_ 3200t “Allowed” in the ISAPI and CGI Restrictions list,

vbhim-ISAPI-4.0_o4bit L

I

L N

J ves | No Cancel

| ——

Ficure 13: PaceHANDLERFACTORY MAPPING

7. Click Yes.

Add Script Map *

@8 Do you want to allow this ISAPI extension? Click "fes" to add the
extension with an “Allawed” entry to the ISAPI and CGI
Restrictions list or to update an existing extension entry to
“Allowed" in the ISAPI and CGI Restrictions list,

m w
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Ficure 14: Apb THE ISAPI1 ExTENSION

8. Repeat steps 1-7 above with the following information for Step 5 (Figure 15 below).

* Requested Path = *.aspx

* Executable = 2%owindir%o\Microsoft.NET\Framework64\v4.0.30319\aspnet_isapi.dll

» Name = PageHandlerFactory-1SAPI-4.0_64bit

"E Internet Information Services (I1S) Manager

@@ [;} » KEVINBASE2008Y1 » Sites » Default Web Site » AFWeb »

File View Help

Q-2 |8

------ W5 Start Page

E'ﬂé KEVINBASEZ2005Y 1 (KEVINBASE 2008V 1\Administrator)
----- Q Application Pools
El-[@] Sites
=3 Default Web Site
(P aaFlexLicWebService
= aspnet_dient

&) Handler Mappings

L=l

IUse this feature to specify the resources, such as DLLs and managed code, that han
for spedific request types.

Add Script Map 2 x|
ath
Request path: F.rem
I*-EISFIK F.rem
Example; *.bas, wsvc.axd T
Executable: -
Ifinduws‘lﬂ'ﬂiu’usuﬁ.NI:‘I“l.Framewurkﬁ‘H,M.U.30319\,aspnet_isapi.dll | E
F.csh
Mame: L oh
IPageHandIerFactory—ISAPI—‘LU_E"Ibit =Icsh
Add Script Map ' x|

A% Do you want to allow this ISAPI extension? Click ™fes™ to add the
extension with an “Allowed” entry to the ISAPI and CGI
Restrictions list or to update an existing extension entry to
“Allowed" in the ISAPI and CGI Restrictions list.

Ficure 15: Abb AFWEB PaceHANDLERFACTORY ScripT MaP

9. Repeat steps 1-7 above with the following information for Step 5 (Figure 16 below).

e Requested Path = *.axd

e Executable = C:\Windows\Microsoft.NET\Framework\v4.0.30319\aspnet_isapi.dll
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= Name = AXD-ISAPI-4.0_32bit

"E Internet Information Services (I1S) Manager

@_@ [j' b KEVINBASE2008V1 » Sites b Default WebSite » AFWeb »

File  View Help

&) Handler Mappings

- |2 |8 I5
W5 Start Page : ;
Elaﬂ KEVINBASE2008V1 (KEVINBASE2008Y 1\Administrator) se mls_Feathe to spedfy the resources, such as DLLs and managed code, that handle responses
Y Application Pools for spedific request types.
L&) Sites Pronm boee Cdedn -
5 @ befitweb e T 20| =

[P aaFlexticWebService ha

3 AFWeh Request path: .35pX

-] aspnet_dient I*.axd [aspx

P seripts Example: *.bas, wsvc.axd F, 250X N

HF* SvSQLProvider b . 35px t

HF* Wonderware . f.rules M
I\,Windnws‘l,MicrusnFt.NI:—I'\Framewurk‘l,w’r.CI.30319‘!,aspnet_isapi.dll _l Lo Al

.cer | Ed
Mame: F.ashx LY
fopsssera0 e ]
Request Restrictions. .. | Al Do you want to allow this ISAPT extension? Click "fes” to add the
W extension with an "Allowed” entry to the ISAPI and CGI
Restrictions list or to update an existing extension entry to
“Allowed” in the ISAPI and CGI Restrictions list,
fes Mo Cancel

Ficure 16: Abb AFWEB ScripT MarP

10. Repeat steps 1-7 above with the following information for Step 5 (Figure 17 below).
* Requested Path = *.axd

= Executable = C:\Windows\Microsoft.NET\Framework64\v4.0.30319\aspnet_isapi.dll
e Name = AXD-ISAPI-4.0_64bit
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‘E Internet Information Services (I1S) Manager

@@ [;} b KEVINBASE2008Y1 » Sites b DefaultWebSite » AFWeb »

File  View Help

Comnections |
Q- |z & E‘? Handler Mappings

W5 Start Page
E---iﬂ KEVINBASE2003V 1 (KEVINBASE 2008V 1\Administrator)
b @ Application Pools

B[] Sites Group by:  State i

=@ Defaut i e 20|

Lse this feature to spedfy the resources, such as DLLs and managed code, that]
for spedific request types.

"3 aaFlexLicWebService

? AFWeb Reguest path:

-] aspnet_dient I*.axd

% Scripts Example: *.bas, wsvc.axd
FH-[=¥ SwSOQLProvider

.,;, Wonderware ot

IfindnwsWicrosnﬂ:.NI:‘F\FramewnrkﬁﬂM.U.SUSlQ\,aspnet_isapi.dll |

MName:
|axD-154P1-4.0_64bit]

Request Restrictions... |

Ficure 17: Abb AFWEs AXD ScripT MapP

References

Click the following links to view other Handler Mapping Tech Notes:
e Tech Note 985 Adding 11S Handler Mappings: AFWeb and Related Reports
e Tech Note 986 Adding 11S Handler Mappings: ArchestrA Reports

K. Nourbakhsh, E. Xu

Tech Notes are published occasionally by Wonderware Technical Support. Publisher: Invensys Systems, Inc., 26561 Rancho Parkway South, Lake Forest, CA 92630. There is also

technical information on our software products at \Wonderware Technical Support.

For technical support questions, send an e-mail to wwsupport@invensys.com.
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