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Introduction

Sometimes, Wonderware Information Server (WIS) portal cannot be accessed, and you see the HTTP Error 500. The HTTP Error 500
usually indicates that IIS has accepted the request from its IE client but there is a problem during processing the request. IIS sends a
response with HTTP Error 500 to the IE client.

To troubleshoot HTTP Error 500, you can first refer to existing Tech Notes or relevant hotfixes to resolve it. However, one of the most
common reasons for this issue is that it can be caused by Wonderware COM+ corruption.

Wonderware Technical Support recommends reconfiguring Wonderware COM+ and restoring the existing setting data to restore access.

Application Versions

« Wonderware Information Server (WIS) 4.x or 5.0
¢ Windows 2003 Server SP2 or later

e Windows 2008 Server or later

Overview

Many global customers have defined a large number of panels in WIS. Figure 1 (below) shows an example of Configured Panels in WIS.
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Wonderware Information Server

Launch Pad X Ppanel Manager

System

Below i= a list of the configured navigation panels. To create a Panel select the New Panel button, enter the panel's name
- Administration in the new panel's Name field and when finished press the Enter key. To modify the navigation tree content of a Fanel or
T update its user list, =elect panel's Edit action link. To remove a Fanel, =elect panel's Delete action link.

Application Manager

Configured Panels:
User Manager

License Manager The follawing panels currently exist in your system. .
rETe Action
Portal Configuration System | W Show to Administrators only
Data Source Manager Trend Edit | Delete | Rename
Factory Alarm Manager Reporte - Alarms Edit | Delete | Rename
Panel Manager Reports - Historian Edit | Celete | Rename
Win- XML Exporter Al Graphics - Factory A Edit | Celete | Rename
Documentation A4 Graphics - Factory C Edit | Delete | Rename
Table Weaver Manager A& Graphics - Factory D | Edit | Celete | Rename
A4 Graphics - Factory E Edit | Delete | Rename
ArchestrA Web Exporter e ' | l !
AL Graphics - Factory B Edit | Celete | Rename
Report Manager - :
. Reports - MES Edit | Delete | Rename
+ ActiveFactory Reports M: 1 : :
Reparts - InBatch Edit | Celete | Rename

Information Model i

* Process Graphics Mew Panel |

+ Factory Alarms

Ficure 1: PaneELs CoNFIGURED IN WIS

Users in each Wonderware COM+ roles are also defined. In this case, only certain users can access the specific panel(s) they are allowed
to see. Figure 2 (below) shows an example of user roles and their associated panel settings.
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. {BDD9EE12-BB21-4B38-AD10-4EEFIFLIDEZS) PAL_ROLE
[AE44A1BF-E111-424B-B696-23C D1 C3E1517)_PAL_ROLE
IBAF2CBD5-5145-4D56-0BEF-386663130826]_PAL _ROLE
{F490EEER-F16B-4642-BA2 A-TE0241 3C1 CED)_PAL_ROLE

o e e o o e o

mrm P
] Running Precesses
| Distnbuted Transaction Coordinator
» @] Event Viewer (Local)
& Services (Local)

Ficure 2: PaNELs AND Users Storep IN COM+

Figure 3 (below) shows the HTTP Error 500.
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|_@ HTTP 500 Internal Server Error | |

[ﬂ The website cannot display the page

HTTF 500

Most likely causes:
+ The website is under maintenance,
» The website has a programming error.

What you can try:
® Retype the address.
® (o back to the previous page.

& More information

Ficure 3: HTTP Error 500 wHEN Accessing WIS
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Ficure 4: NAavicaTioN ERROR IN WIS

Note: Determining the root cause of Wonderware COM+ corruption is not in the scope of this Tech Note.

This Tech Note provides an efficient approach that
* Restores the Wonderware COM+ Components and
¢ Restores the current user role settings.

This approach uses a utility developed by Wonderware Technical Support. The following steps show how to achieve this goal in detail.

Restoring the WIS COM+ Component

This section contains detailed procedures that restore the COM+ Component

Create a Backup CAB File for the WIS Application

1. Download and unzip the utility to a local location of the WIS machine. For example, C:\WISCOMPIlusConfig.
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Run the WIS Backup Utility by clicking Start > All Programs > Wonderware > Information Server > Backup and Restore.

Click the Backup Operation option (Figure 5 below).

2
3
4. Provide a location for the Backup File. For example C:\WI1S_Backup.cab. This automatically creates the Backup CAB file.
5. Select either Windows Authentication or SQL Server Authentication.

6

Click Backup/Restore to run the backup operation (Figure 5 below).

=

|4 | Information Server Backup and Restore Utility El =] :@

Backup File
|C:"-.";'-.-'IS_Eackup.u:al:-

L= L LI LE ] L

-
~

ser Mame : |

Password |

Backing up the feature: Table \Weaver

CmioCmoo
|

Ficure 5: CreaTE THE Backup CaBINET oF WIS

7. Verify the backup file (WIS_Backup.cab) was created successfully and unzip it in the same location mentioned in Step 1
(C:\WISCOMPIlusConfig).

8. Open the _wwcCabinetFileList.xml file in Internet Explorer, and search for MTSUsers.xml. Figure 6 (below) shows as the first
highlighted word.

9. Note the file name. In this example, it is wcbE712.tmp.
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.é C."-LWES Backup'_wwCabinetFileList.xml - Windows Internet Explorer

UU

(b
=

CAWIS_Backup'_wwCabinetFileListxml

T;T: Favorites EE,

% (&2 Snagit E L=

3 €| Suggested Sites » @ | Web Slice Gallery =

,& CAWIS_Backup'_wwCabinetFileListxml

<Fileltem
zFileltem
<Fileltem
<Fileltem
<Fileltem
=Fileltem
=Fileltem
<Fileltem
<Fileltem
zFileltem
<Fileltem
<Fileltem
<Fileltem
=Fileltem
=Fileltem
<Fileltem
<Fileltem
zFileltem
{FHeIten1

FileMame "Backup\lnTuuch\tﬁBBc!th!-ssehn1crhl‘.]anlrcs‘\lmages\wmﬂﬂﬂﬂaﬂﬂz jpg" FileCode="Backl
FileMame="BackUp\InTouch\t688c2s84ssehnlcrbDaolrcs\Images\win00003003. jpg" FileCode="Backl
FileMame="BackUp\InTouch\t688c2s84ssehnlcrb0aolrcs\Images\win00003004.jpg" FileCode="BacklU
FileMame="BackUp\InTouch\t688c2s584ssehnlcrb0aolrcs\Images\win00003005.jpq" FileCode="BacklU
FileMame="BackUp\InTouch\t688c2s584ssehnlcrb0aolrcs\Images\win000032006.jpg" FileCode="BacklU
FileMame="BackUp\InTouch\t688c2s584ssehnlcrb0aolrcs\Images\win00003007.jpg" FileCode="BacklU
FileName="BackUp\InTouch\t688c2s584ssehnlcrb0aolrcs\Images\win00003008.jpg" FileCode="BackU
FileMame="BackUp\InTouch\t688c2s84ssehnlcrbDaolrcs\Images\win00003009_ jpg" FileCode="Backl
FileMame="BackUp\InTouch\t688c2s84ssehnlcrbDaolrcs\Images\win00003010.jpg" FileCode="Backl
FileMame="BackUp\InTouch\t688c2s84ssehnlcrbDaolrcs\Images\win00003011.jpg" FileCode="Backl
FileMame="BackUp\InTouch\t688c2s84ssehnlcrb0aolrcs\Images\win00003012.jpg" FileCode="BacklU
FileMame="BackUp\InTouch\t688c2s584ssehnlcrb0aolrcs\Images\win00003013.jpqg" FileCode="BacklU
FileMame="BackUp\InTouch\t688c2s584ssehnlcrb0aolrcs\Images\win000032014.jpqg" FileCode="BacklU
FileMame="BackUp\InTouch\t688c2s584ssehnlcrb0aolrcs\Images\win00003015.jpg" FileCode="BacklU
FileName="BackUp\InTouch\t688c2s584ssehnlcrb0aolrcs\Images\win00003016.jpg" FileCode="BackU
FileMame="BackUp\InTouch\it688c2s84ssehnlcrbDaolrcs\tv8jli8joa3udbrd4e3alnsmb3.xml” FileCode
FileMame="BackUp\InTouch\t688c2s84ssehnlcrbDaolrcs\wwcfg.xml" FileCode="BackUp\InTouch\t68|
FileMame="BackUp\InTouch\wwcfg.xml" FileCode="BackUp\InTouch\wcbE700.tmp" />

F|IeName—"BackU PortalConfi temp~dummyl23@imp.tmp" FileCode="BackUp\PortalConfig\wcbE

=Hileltem
<Fileltem

FlleName—"BackUp\PnrtalCnnflg\permnallze xml” F|IeCm:|e—"BackUp\PnrtaICnnflg\wch?ZZ tmp" /=
FileMName="BackUp\PortalConfig\PortalConfig.xml!" FileCode="BackUp\PortalConfighwcbE723.tmp" />

Ficure 6: FiIND THE FiLE Cobe NAME For User RoLE

10. Locate the the wcbE712.tmp file from the unzipped directory (C:\WISCOMPIlusConfig).

11. Copy it and rename it with the .xml extension. For example MTSUsers.xml.
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@U+| . v Computer » Local Disk (C:) » WIS _Backup » BackUp » PortalConfig

Organize = | |Open = Burn Mew folder
- Favoite: Mame . Date modified Type
Bl Desktop | | webEJ1] tmp 10/29/201311:43 .. TMP File
4. Downloads || webhElNlZ2.tmp 10/29/201311:44 ...  TMP File
| Recent Places || wecbE/ZLtmp 11_“11-261311_38 w  TMP File
|| webET23.tmp 10/29/201311:44 ...  TMP File
4 Libraries | | webET34 tmp 10/29/201311:44 ...  TMP File

|5 [ L Y——

Ficure 7: LocAaTE THE TMP FILE AND RENAME

Create a Backup of Wonderware SuiteVoyager COM+ Application

Back up the COM + Application just in case. The utility is used to add the existing user roles to the original COM + Application.
1. Click Component Services > Computers > My Computer > COM+ Applications > Wonderware SuiteVoyager.

2. Right-click and click Export.
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#= Component Services

. File Action

&= | #HEXE | HE

View Window Help

a= 1 amie.
L=1

L- 1

[ Conscle Root
4 2. Compenent Services
a4 [ ] Computers
4 (& My Computer
a [ | COM+ Applications
;- ‘g" COM+ Explorer

> B COM-+ Utilities

i »

o ‘g’ COM+ QT Dead Letter Queue Listener

|'2 Wonderware SuiteVoyager!

> | EnSStetCom iy

» || Running Processes

| Distributed Transaction Coore

» @ Event Viewer (Local)
s 5E Services (Local)

K]

Components Legacy
Components
Export...
Start
Shut down
Disable
View 4

Mew Window from Here
Delete
Properties

Help

Ficure 8: StarT COM+ APPLICATION ExPORT WIZARD

3. Click Next to continue.
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"

]

3'6}5" Y

Welcome to the COM+ Application Export Wizard

Welcome to the COM+
Application Export Wizard

This wizard will help you to export client or server
applications.

T

[ Cancel

Ficure 9: START THE ExPorT COM+ APPLICATION OPERATION

4. Specify the location of exported file (Figure 10 below).

5. Click the Server application and Export user identities with roles options.

6. Click Next and then Finish to complete the export.
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L

Welcome to the COM+ Application Export Wizard @
-1
Application Export Information S—
Please enter information required to export this application. J

Enter the full path and filename for the application file to be created. Component files will be
copied into the directony vou specify for the application file.

CAHWMWWSY.M3SI Browse... ]
Export as:

(@ Server application - Install this application onto other machines

BExport user identities with roles

i) Application prosgy - Install on other machines to enable access to this machine

[ 5ave application in COM= 1.0 format - some properties may be lost

ack Mead = ][ Cancel

Ficure 10: INrPUT NECESSARY INFORMATION TO EXPORT
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L

Welcome to the COM+ Application Export Wizard £3

Thank you for using the COM+
Application Export Wizard

a
3'6}3" ) The application has been successfully exported.

Ficure 11: FiNnisH COM+ APPLICATION EXPORT

Reconfigure the COM + Application with Predefined User Roles

1. Open WIS COMPIlus Configure Utility described in Step 1. The utility populates the domain and user name automatically based on
your current machine and logged-on user.

2. Provide the following:
« Password for the displayed User Name.
e Click the Using Existing Retained XML file option and browse to the XML file (MTSUsers.xml).
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o WIS COMPlus Configure
Domain Name SVM-W7-SP2012R2

Izer Mame Spark

Password R
Using Existing Retained XML file
Bsting Fle  ClUsers\SpandAppDataLocal Temp M TS Users xmil
Status:
Cancel ] [ Configure CO M+ ]
o= Browse a XML file @

(OO &+ Compuar |

Organize -

- Favorites
B Desktop
4. Downloads

CE;
;= Recent Places

1 Libraries
3 Documents

J’-‘ Music

|| Pictures

B videos

"M Cnmputer

Mew folder

Majne

| Perflogs

-~

m

AS&F
A Software

AUsers

& AWindows

ocal Disk (C:) »

A Program Files

ProgramData

5_Backup

- | 4 | | Search Local Disk (C:)

MTe O RAD = s fio
7 =)

[ |Z| MT5Users

- ki

File names  MTSUsers

e ol
=~ 0 @
Date modified Type *
7/13/2009 7:37 PM File fol
10/29/201311:19...  Filefol
10/28/2013 8:24 PM  Filefol__
10/28/2013 8:45 PM  File fol
6/6,/201310:10 AM  File fol
6/6/201310:44 AM  File fol L
10/23/201312:29...  Filefol|
10/29/201311:48 ...  File fol
Loo0 s 1252 .. Filefol
10/29/201p11:44 ... XML D:
; b
9

= | XML Files (*ami)

Corm I |

Cancel ]

Ficure 12: SeLecT THE User RoLe XML 10 RESTORE

3. Click Configure COM+ to complete the process. You can check the status and or log file for more detailed information.
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a= WIS COMPIus Configure =

Domain Name  SYM-W7-5P2012R2

Iser Mame Spark

————

Password
[¥] Using Exdsting Fetained XML file

Edsting File  C:\MTSUsers s

|Status:Done. check C:A\Users'\SpardAppDatatLocalh Temp*ConfigCOMPlus log for details. |
Cancel ] [ Corfigure COM+ ]

Ficure 13: Re-coNFIGURE COM++ ComPONENT WITH UsSErR RoLE

4. Open Component Services using the Windows Control Panel.

Click Component Services > Computers > My Computer > COM+ Applications > Wonderware SuiteVoyager > Roles to
verify the role setting has been restored successfully.
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|20 Canscie Roct &
4 B, Companent Services | $ %
# [0 Computers WR-WT-5.. SYM-WT-S.
a & My Computer
a 0 COM- Application:
& COM- Explarer
8 COM- QC Desd Letter Queus Listener
B COM- Uhtilities
& System Application
4 & Wondenvare Suteloyager
2 Components
- I e 3
a4 [ Foles
Fl 5 Administrator
4 ] Users
& SV WT-5P 201 2R anRepors Administratars
!, SV-WT-SP 2R2VSPARK
a B Engineer
a Users
L SvM-wT-50200 2RI saReporsP owerlisars
L SVM-WT-5P 20 ZRIVATSUser
a !. Mo Access Uzer

o Uiseas
a _! Eead Omby User
a | Usess
L Everyone

_!, SV-WT-5P201 2RI saReportsUizers
& § . 133020676-3034-4540- 0208 - 291 EDLRS27TT L PAL_ROLE
a ] Users
L SM-WT-5R201 2R maReports fars
a & [26E78308-4193-46C 3-BROF-LIFELFIFRCIT) PAL_ROLE
F] Ulsers
B SvM-wi-So200 2R WESLser
a B [4TT4EESE-SE55-40FE- AGSH-BIAIBFADYSET) PAL_ROLE
F] Ulsegs
L SVM-W7-SP 201 2R WISUser
a R [S0SB59EE-03B0-4876-97C3-68AECODG4COT] PAL_ROLE
d || WUeary
L SVM-W7-5P2012RTVWISUser
a R ({TEEECA15-BEDS-46C3-B963-064ETAFO3E0A] PAL ROLE
d [T Users
L SM-WT-SP20L2R2 WESUser
a . [TDSEEDFO-45D1-47CA-8206-BEEORFIOFFOR)_PaL ROLE

4 [ Users
:L S-SR 200 2R WS User
F] ! |8D09ERL2-BE21 -4B38-AD1B-4ERFIFIIDEXS)_PAL_ROLE
4 0] Users

L SvM-w7-50200 2R saRepomrsllsers
- t [AE4H4 ALBF-E111 -4.24B-B69G-23CD1CIELSETL PAL_ROLE
F] Ulsers
L SYM-W7-5P201 2R saReportslisers
- l‘ |BAFZCBING-51AG-4056-28EF-8865631 39826 ]_PAL_ROLE
a | Usesy
.'L ST - 5P 20 2RI VWISU ser
a -!. {FA90E5Ea-F168-4542-BA2A-TASMIACICED] PAL_ROLE
4[5 Users
!.r V- WT-5P20] 2RI aaReporslisers

Bl

Ficure 14: VERrRIFY User RoLE IN COMPONENT SERVICES
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