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Introduction

This Essentials Tech Note is the 1st in a projected series.

Galaxy-type security uses local Galaxy configuration to authenticate users. All security for the Galaxy is specified and contained at the
specific Galaxy level. When the user logs on, security credentials are checked and access to areas and activities is granted at the Galaxy
level.

In Application Server you can select from three authentication modes to assign security. This Tech Note discusses two common
Application Server errors experienced with Galaxy type security.

It includes

The symptoms,

Root cause analysis, and

Configurable resolutions.

Application Versions

Wonderware Application Server 2012 and later

Issues

This Tech Note details the following cases:

Case 1: Deployed ArchestrA Object has Error Messages.

Case 2: Access-Denied Error when Setting a UDA Value from the Object Viewer.

Symptoms

By default, the Galaxy Administrator account has full privileges. However, the default settings can be changed and the assumption of full
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privileges might not always be true.

Case 1: Deploy an ArchestrA Object - UDO4DevUsers_001_001 - Has Error Messages

In Figure 1 (at left), you see a one-line error
message in the Deploy message window. This
error line provides a message that we will use
for later analysis. However, if there are a large
number of ArchestrA objects included in this
deployment, this error line could easily go
unnoticed.

FIGuRE 1: DEPLOYEd WItH ERROR MESSAGE

 

In Figure 2 (at left), the warning message does
not clearly describe the problem.

FIGuRE 2: WARNING MESSAGE IN tHE SMC LOGGER

 

In Figure 3 (at left), we see there is a warning
icon that tells you this ArchestrA object is
abnormal, but no any further indication.
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FIGuRE 3: WARNING IcON IN tHE OBJEct VIEWER

Case 2: Access-Denied Error When Setting a UDA Value from the Object Viewer

In Figure 4 (at left), we don't see any errors or
warnings that were shown above in Figures 1-
3. However, we still see the Write access
denied error when attempting to set a new
value to UDA (DevValue). 

What is wrong?

FIGuRE 4: WRItE AccESS DENIEd DEScRIPtION WHEN SEttING A VALuE ON tHE UDA (DEvVALuE)

Root Cause & Resolution

The first step in troubleshooting security-related errors is to check the Galaxy SECURITY SETTINGS.

Case 1: Deploy an ArchestrA Object - UDO4DevUsers_001_001

From the information we collected above in Figures 1-3, checking the Security Settings is our priority focus for continued
troubleshooting. For this case, let's look closer at the impact of the security settings:

Check which Security Group UDO4DevUsers_001_001 belongs to. Figure 5 (below) shows the Configure Security window with the
respective tabs' checkpoints.

Security Groups tab: UDO4DevUsers_001_001 belongs to the GroupA4Dev Security Group.
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Roles tab: The Administrator Role does not have GroupA4Dev Operational permissions. In this example, only the DevRoles Role
has GroupA4Dev Operational permissions.

Users tab: The Administrator user is not in DevRoles Role. DevRoles is the only role that has GroupA4Dev Operational
permissions.
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FIGuRE 5: GALAXY SEcuRItY SEttINGS

After this side by side comparison, it's clear the root cause of the problem. In fact, even when we login as the Galaxy Administrator, the
Galaxy security rules still need to be kept in mind.
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To fix the issue, check the DevRoles role in the Associated Roles for Administrator panel of the Users tab and re-deploy the
ArchestrA object (for this example, UDO4DevUsers_001_00).

Case 2: Access-Denied Error When Setting a UDA Value from the Object Viewer

In Figure 4, you were unable to set the value of the UDA DevValue. You also know that there are no error messages during the
ArchestrA Object deployment.

The next step is to check the security settings on the Object and on the UDA. The following steps will help you determine the root
cause.

1. In the UDAs tab of the Object, check the DevValue's current Operational Permission level (Figure 6 below):
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FIGuRE 6: UDA DEvVALuE HAS tHE TuNE OPERAtIONAL PERmISSION

2. Check to see if the Administrator has Tune Operational permissions (Configure Security window): 
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FIGuRE 7: AdmINIStRAtOR ROLE HAS NO "MOdIfY" OPERAtIONAL PERmISSION

Figures 6 and 7 (above) show that the value of the UDA (DevValue) requires Tune Operational permissions in order to write.
However, the current logon user (administrator) does not have the Tune Operational permission.

To fix the problem, make sure the current Galaxy logged on user has Tune Operational permissions.
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