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Introduction

This Essentials Guide is the 2nd in a projected series.

This Tech Note discusses the relationship between the Security Groups and Attribute Security Classification. In addition, we introduce a
utility which unifies the security group information covered in this Tech Note into a single page and provides Galaxy search functionality
as well.

Application Versions

* Wonderware Application Server 2012 and later

Application Server Security Model Review

The attributes on an ArchestrA Automation Object (AA Object) have a configurable security classification setting. This provides the ability
to define who can control the attributes of an AA Object.

In a real world Galaxy, there are typically a large amount of AA Objects. Roles and Security Groups functionality provides the ability to
efficiently assign/modify users and their associated security classification on the attributes of AA Objects.

* Roles: Generalize users' functional groups, such as Operator, System Engineer, Application Engineer, etc. One Role can be granted
permissions to multiple Security Groups.

e Security Group: Groups AA Objects together with those that have same set of Operational Permissions.
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*

¢ Administrator
L ]

¢ DevUserl

Associated

*

o Administrator
[ ]

* DevRole

Granted Access

Accesspermissions

¢ Can Deploy
. .
¢ (Can Import
Runtime Security
Security Groups

Default, Group4Dev, Group4Cther, etc.

Note:

Security Groups put AA Objects together that
the end user wants to behave in the same
way when it comes to security.

Contains

Operational permissioins
Note:
Access is granted using the following
Operational permissions.
¢ Can Acknowledge Alarms
¢ Can Modify Configure Attributes
o Can Modify Operate Attributes
¢ Can Modify Tune Attributes
¢ Can Verify Writes

ArchestrA Objects (AA Objects)
Note:
Each AA Object Attribute has a security
classification, such as Operate, Tune, etc.
Based on the Roles granted access to the
security group, user can be allowed or
denied from controlling this Attribute.

Ficure 1: APPLICATION SERVER SECURITY MODEL

The following table shows the AA Object Attributes' Security classification specifications and

Operational permissions.

their corresponding Security Groups'

Security

e . Perspective
Classification P

Operational
Permission

FreeAccess No privileges are required. Any user can write to an attribute that has this setting
Allows user to change the value of an attribute during On-Scan or Off-Scan mode Note: Deployment needs the Operate

Operate . . Operate
Operational Permission

Secured Write Requires the logon user to retype password in order to make the changed value go through. Operate

Besides the above Secured Write, you must provide the second user's authentication.

Verified Write

Note: Two users must have Operate and Verify Operational permissions.

file:///C|/inetpub/wwwroot/t002829/t002829.htm[12/17/2013 9:52:41 AM]

Operate, Verify




Application Server Security Troubleshooting Essentials Part 2: Security Classification & Operational Permissions

Tune Allows user to write a value to the attribute at the On-Scan or Off-Scan mode. Tune
Configure Allows user to write a value to the attribute only at the Off-Scan mode. Configure
Read Only Regardless of user's permission, the attribute value cannot be changed at Runtime.

The following graphic shows Security classifications in the center red frame, and the Operational permissions at the right.
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%o Configure Security X
¥ UDO4Test_Operate
icati i Roles
Field Attributes | Object Infarmation | Scripks UDAs |Extensiuns | raphics | Authentication Mode | aecurity Groups |Users |
, s
UDA name: LDA_Cperate g Define the Security Roles of the Galaxy
LD
MName ¥ | . Boalean M + | * |
UD&_Operate Data type: I J Roles available: — General permissions:
Categary: IUser writeable j Role | Access level [ ¥ IDE Permissions
1 Administrator 9959 - [w] Can Start the I0E
Walue ﬁ_ CanfigureRale i [#]- ¥} Importing and Exporting
[ This is an array [ Buffered £ pefauk 0 5 b Generdl Cofiuraton
ﬁ\, DevRales £cen [ [ System Configuration
Mumber of elements: | ﬁ, OperateRole 0 [+ [¥] Devicelntegration Objects
g\. OtherlserRales . [#]- [ Application Configuration
W True[Fake 4] @ _ [+l [ Framework Configuration
ﬁ\, securedwriteRole I o
I Free Arcess ﬁ, TuneRdle 0 [+- I User Configuration
B onerate . [+ [ Deployment Permissions
v [#]- [ Graphic Management Permissions
@ Secured Write = ] M Permissians
@l Verfied Wrte bl Can Start the SMC
Inherited LDvs: - v Can Start/Stop Engine/Platform
Name # Tune - W] Can Wirite o GObjeck Aktributes wsing Obj
+ Configure
B Read Onl
! J B
Operational permissions:
=1 [ Default .
i [ Can dcknowledge Alarms
Can Modify "Configure” Attributes
Can Modify "Operate” Attributes
-~ [A Can Modify "Tune" sttributes
o [ Can Verify Wirikes
1 L] Grodpaaey
- [ GroupB40ther
ﬂJ ﬂ 1l P zvnoni—arFinnea j
0K, Canicel l/
e

Ficure 2: SecURITY CLASSIFICATION AND OPERATIONAL PERMISSIONS

The following section demonstrates usage of Operate, Secured Write and Configure specifications in detail.
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Allows user to change the value of an attribute during On-Scan or Off-Scan mode.

Environment

UDA UDA_Operate and with Operate type of Security Classification.

ubDO UDO4Test_Operate (AA Object) contains UDA_Operate.

Security Group GroupOperator contains UDO4Test_Operate (AA Object).

Role OperateRole
User OperA
Setup

1. Only OperateRole is granted the access to GroupOperator.

2. Only OperA is associated to OperateRole.

3. In GroupOperator, uncheck all options except Can Modify "Operate™ Attribute.
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Bukhenticakion Mode | Security Groups  Roles |Llsers |

'-(;"3 Define the Security Roles of the Galawxy

| _x|

Roles available: General permissions:

Raole | Access |evel =- D IDE Permissions
B administrator 9999 [ Can start the IDE
2; ConfigureRole ] -- D Importing and Exporting
2; Defaulk 0 -- [ General Configuration
B ool EECS - [ System Configuration
a OperateRole i - H Dev:celntegratifmn Objects
r|1_|— -- Application Configuration
%' o erudserF.{-:u o2 | 2558 [+ ] Framewark Canfiguration
5 JecrecirkeRoe d - [J User Configuration
- Tunsficis 0 -- D Deplovment Permissions
-- D Graphic Management Permissions
B[] 5MC Permissions
- [JCan Start the SMC
[ can Start/Stop EnginePlatform
[ can ‘Write ko GObject Attributes using Obj
4| | |
Qperational permissions;
i+ ] GroupE4Other ;l
i1 [J GroupConfigure
=1 [ GroupOperator
E [ Can Acknowledge Alarms
| il fuTm "y~ o Fig "
¢ [ can Werify Writes
lLI LI |:| [ | r:pDn. nSac |rn3"n'n'ril'n ;I

Ik | Zancel

Ficure 3: SeLecT CaN MobDiry "OpPerRATE" ATTRIBUTES OPTION

Verify
1. Deploy UDO4Test_Operate with Off-Scan and open it with the Object Viewer. The object icon in this example indicates the
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deployment is in Off-Scan state (Figure 4 below).

# Dbject Viewer

Fle Edt View Options Help
J L M J Btrbute ReFerence: | UDO4Test_Operate.UDA
- ForTaakit Attribute Mame & [ value Timeskamp [ Quality | status | securityC... | Category | Locked [ Type | 1
=B WinPlatform_001[EDXTOCLKITS] Alarmilnhibit False COGoad Ok Operate  Writea.., Unlocked  Boolsan 115
=0k ine_001 AlarmMode Enable COGood Ok ReadOnly  Calcula...  Unlocked  CustomEnum 13
EE?E] ArefSecurity_ Operate [AreaSecurity_Operate] | AlarmModeCmd Enable COiGood Ok Operate Writea,..  Unlacked  CustamEnum 114
QEI D04Test Operate [UDO4Test Operate] firea freadecurity 0., ChiGood Ok ReadOnly  Swskem... Unlocked ReferenceType 109
- - Confighersion 4 ChiGood Ok ReadOnly  Writea,., Unlocked  Inkeger 125
Containedtame COGood Ok ReadOnly  Swstem... Unlocked String 127
Container ChiGoad Ok ReadOnly  Swskem... Unlocked ReferenceType 110
ExecutionRelatedObject ChiGood Ok ReadOnly  Writea,.. Unlocked ReferenceType 128
ExecutionRelativeOrder Naone ChiGood Ok ReadOnly  Writea,.. Unlocked  CustomEnum 129
Hierarchicalflame UDiC4Test_Cpe... COGood Ok ReadOnly  Swstem... Unlocked String 130
Hast freaSecurity 0., ChiGoad Ok ReadOnly  Swskem... Unlocked RefersmceType 111
Indlarm false ChiGood Ok ReadOnly  Caloula...  Unlocked  Boolean 116
4ranstate false ChiGood Ok ReadOnly  Caloula..,  Unlocked  Boolean 105
Scan3tateCmd False COGood Ok Operate Writea,.. Unlocked Boolean 104
SecrityGraup GraupOperatar ChiGoad Ok ReadOnly  Writea,.. Unlocked  String 106
Shart Desc The UserDefine. .. ChiGood Ok ReadOnly  Writea,.. Unlocked InkernationalStr... 101
Tagnane UDO4Test_Ope.., ChiGood Ok | FeadUnly | System... Unlacked  String 100
brue 11§29/2013 7.2, ChiGond Ok Operate Wrikea,,,  Unlocked  Boolean 137
d
AttributeReference | Walue | Timestamp | Ciuality | Status |
UDC4Test_Operate, UDA_Operate true 11/29/2013 71274476, CiGood Ok

Ficure 4: OBJecT VIEWER SHows EAcH ATTRIBUTE'S SECURITY CLASSIFICATION

2. Change the User to OperA and set the value on UDA_ Operate to False (Figure 5 below).
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“# Dbject Yiewer,

Flle EdE Yiew | opkigns  Help

| % 2o =
- ForToolkit " v Showe Host Relationshi attribute Mame -~ | valus | Timestamp | ouality | status | sec
EE\EI WwinPla,  Include hidden AlarmInhibit false ChiGood Ok Ope
E--J:_Ei AppEngine_0UT AlarmMode Enable CliGood Ok Fea
Ela'-ﬂ AreaSecurity_Operate [BreaSecurity_Operate] | | AlarmModeCrad Enable CliGood Ok Opg
P i UDO4Test_Operatd [UDO4Test_Operate] F'.rea. . AreaSecurity_O, ., ChiGood Ok Rea
Confighersion 4 ChiGood Ok Rea
ContainedManme CliGood Ok Fea
Conkainer CliGood Ok Rea
ExecutionRelatedObject ChiGood Ok Rea
ExecutionRelativeOrder Mone COiGood Ok Rea
Hizr zvehic b Arne 1INOEATesE Ore. .. CMiGood Ok Rea
# change user [Modiy pooleanvalue S
Good Ok Rea
Llser name: IOper.ﬁJ Reference: D04 Test_Operate, UDA_Operate Good Ok Rea
Good Ok Ope
Password: I ______________ Good Ok Rea
" True (+ False Good Ok Rea
Cromain: I j Good Ok Rea
Good Ok Ope

Ik I Cancel | Change Passwiord |
Apply | | Ok I Cancel |
AttributeReference | Yalue | Timestamp | qualicy | Skatus I
D04 Test_Operate, UDA_Operate krue 112902013 7i2744.76.,.  COiGood Ok

Double click and set value to False.

Ficure 5: User OPERA cAN SET THE VALUE

3. Change the User to Administrator.
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% Dbject Yiewer

EXLE

Fle Edit View | Options Help

Change User..,

- ForTookit ¥ Show Host Relationship

J Attribute Reference: |UDO4Test_0perate.UDA_Operate.valu

Skatus Description:

Double click and change value to False

MyStatusSource: IMxSuurceRespondingAutumationobject

Status Detail I 1008

Securiby error: Wike access denied

. . Attrbute Name & | Walue Timestamp | Quality | Status | SecurityC... | Category | Locked | Type | Id | Internal
E@ Winplz _ Include idden Alarmlnhibit False (DiGood Ok Operate  Witea., Unlocked  Bodlean 15 Commer
E--Eﬁj AppEngine_001 AlarmMode Enable COiGood Ok ReadOnly  Caloula... Unlocked  CustomEnum 113 Commar
Eé&] Areasecurity_Operate [AreaSecurity_Operate] | AlarmMadeCmd Enablz CiGood Ok Operate Writea.,., Unlocked  CustomEnum 114 Commar]
i @ UDO4Test_Operate [UDO4Test_Operate] firea #reasecurty 0., CiGood Ok Readonly  System.., Unlocked ReferenceType 109 Commar]
- - Configiersion 4 COiGood Ok ReadOnly  Writea,., Unlocked Integer 125 Commer
Containedlame COiGood Ok ReadOnly  System... Unlocked String 127 Commar
Conkainer CiGood Ok Readonly  System..., Unlocked ReferenceType 110 Commar]
ExecutionfelatedObject CiGood Ok Readonly  Writea.., Unlocked  ReferenceType 128 Commar]
ExecutionRelativeQrder Mone COiGood Ok ReadOnly  Witea.., Unlocked  CustomEnum 129 Commer
# Change User Modify Boolean Yalue Eoud ok ReadOnly  System... Unlocked String 130 Commar
; Good Ok Readonly  System.., Unlocked ReferenceType 111 Commar]
. = Reference: UDO4Test Operate.LDA_Opsrate qood Ok Readonly  Caloula.,.  Unlocked  Boolean 116 Commar]
Leerrame: -Adm|n|stratur| Good Ok ReadOnly  Calula,.. Unlocked  Boolean 105 Commer
Password: I Good Ok Operate  Whitea.., Unlocked  Boolean 104 Commar
= ' % Tre " False food Ok ReadOnly  Wrkea... Unlocked String 106 Cammar]
Domain: | j food Ok ReadOrly  Wrkea.. Unlocked InternationalStr... 101 Cammar]
Good Ok % System.., Unlocked  String 10 Commer
| Good Ok Operate Writea,.. Unlocked Boolean 137 Commar
(0] Cancel | Change Passwaord | Aoy | ITI — | £ p
—
AttributeR eference Yalue | Timestamp | Quality | Status |
UDO4Test_Operate LDV_Cperate False 11/29/2013 8:22:14.08... CliGood Ok

Ficure 6: ADbMINISTRATOR CANNOT SET THE UDA_OPERATE VALUE: ADMINISTRATOR 1S NOT IN OPERATEROLE
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4. (Optional) Repeat this procedure in On-Scan Deployment state.

Summary

Operate Security Classification can set attribute value in both On-Scan and Off-Scan deployments if the user is in the correct Role.

Secured Write

Requires the logon user to type the password in order to make the changed value goes through. The Operate Permission is required.

Environment

UDA UDA_SecuredWrite and with Secured Write type of Security Classification.

ubO UDO4Test_SecuredWrite (AA Object) contains UDA_SecuredWrite.

Security Group GroupSecuredWrite contains UDO4Test_SecuredWrite (AA Object).

Role SecuredWriteRole.
User OperB_Sec
Setup 1

1. Only SecuredWriteRole is granted the access to GroupSecuredWrite.

2. Only OperB_Sec is associated to SecuredWriteRole.

Setup 2

e Same as the Setup 1 but uncheck Operate Operational permission from GroupSecuredWrite.
Verify 1

1. Deploy UDA4Test SecuredWrite (AA Object) and open it with Object Viewer.

2. Change the User to OperB_Sec and set the value on UDA_SecuredWrite.
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¥ Dbject Yiewer

File Edit ‘iew Options  Help
- = ;
J %_'- H ':h-fer;IEf Lser, .. J F\ttrlhu
|
EIE ForToolkt v Show Host Relationship Attribute Mame - | Yalue Timestamp | Cuality | Status | SecuritvClassification | (]
EIE\EI WinPlat  Include hidden AlarmInhibit False CliGood Ok Cperate
EI--J:_Eﬁ AppEngine_001 AlarmMade Enable Clizond Ok ReadCnly (]
E|§:_| AreaSecurity_Operate [AreaSecurity_Operate] | AlarmModeCmd Enable ChiGood Ok Cperate
@ UDO4Test_Securedwrite [UDO#Test_Securec Area . Areadecurity 0., Chiaood Ok ReadCnly 3
il AreaSecuritvTesting [BreaSecurityTestingl CnnFlg'u'er_smn 3 C0:500d gt E::gg::: g
W Change User Ed | Modify Boolean Yalue [ x| | Ok Readonly 3
Liser name: IOperB_Seu:l Reference: UDO4Test_Securedwrite, UDA_Securedivrite gt Ezzggg::
. i I k. Readonly 3
assword
= 5 True " False Ok, ReadCnly 3
- I j Ok, ReadCnly (]
Damain: ik, Readonly (]
Ok, Cperate
(0] 4 I Cancel | Change Passward | Bpply | ok I Cancel ok ReadCrly
Ok, ReadCnly
1 ] — O TESL_SEC. .. oo Ok Diosdoly 9
D8 _Securedirite A krue 12902013 %3, ChiGood Ok Securedirite
ol | Hin
AttributeReference | alle Ll | Tirmeskanmp | iy | Skakus |
UDC4Test_Securedwrite UDA_Securedirite Double click to set valud REHgE27.01.. 0Good Ok
Enter Username and Password E |
User Mame: IOF'EVE‘_SE'I
Password: ||
(04 I Cancel

Ficure 7: AFTER CLickING THE OK ButToN IN THE ""ENTER USERNAME AND PAsswoRD" DIALOG, THE VALUE oF UDA__SecurReDWRITE SETS TO TRUE
SUCCESSFULLY

3. Change the User to Administrator and set the value on UDA_SecuredWrite.
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¥ Object Yiewer
File Edic Yiew | Options  Help

| & B 4 & g I | ttribute
—_— N .
- ForTookit ¥ Show Host Relationship | Atribuke Mame - | value | Timestamp | cualey | Status | SecurieyClassification | Cate
-5 winPlat;  Include hidden AlarmInhibit false ChiGood Ok Operate Writel
EIJ:H AppEngine_001 AlarmMode Enahle CliGood Ok ReadOnly Caloy
EI[QCJ Areasecurity_Operate [AreaSecurity Operate] | AlarmMadeCmd Enahle ClGood Ok Operate Wit
| L@ UD04Test SecursdWrite [UDO4Tast_Securec | Ared F'.reaSecurit\,f 2. CliGood Ok Readonly Systg
Configiersion CiGood Ok FeadCnly Writes
...... {,‘J AreasecurityTesting [Areasecurity Testing] ot ARl ame cood Ok ReadOnly Syst
# Change User [EA | Modify Boolean Yalue [00:G00d Ok ReadOnly Systs
iGood Ok Readonly Write
e memie: I Administrator| Reference: UDO4Test_Securediwtite.UDA_Securediiirite wGond Ok Readonly Writel
= ' izood Ok Readonly Systs
Password: wGood Ok ReadOnly Tysts
I " True (+ False wGood Ok FeadOnly Calou
Darnain: I j wGood Ok FeadCnly Calcu
wGood Ok Operate Wit
(a4 I Cancel | Zhange Passward | I wGood Ok ReadOnly Wit
Apply | gk caned wGood Ok FeadOnly Wyrikes
wGood Ok Readn Syshg
D8 _Secureditrite krue 11291201393, CliGood Ok Securediiite Wit
ol | Hin
J I |
AttributeReference Yalue | Timestamp \ f | Ciuality | Skatus |
D04Test_Securad\Wrice, IDG_Securediirite krue I 11/29/2013 IVJE:I'.:J.I... CliGood Ok

Setattribute FAILURE: UDO4Test_SecuredWrite.UDA_SecuredWrite E |

MxSkatusCatenory: | EEQSEIE (] ghat=Tal |5 sy

MxStatusSource: I MxSourceRespondingsutamationCbject

Skatus Detail: I 1008

L

Status Description: | S8curity error: Write access denied

Ficure 8: THE SeEcUReED WRITE SECURITY CLAssIFICATION DENIEs THE WRITE REQUEST: User ADMINISTRATOR IS NOT IN SEcUREDWRITEROLE

Verify 2
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The Operate Operational Permission is required.

1. Remove the Operate Operational permission from GroupSecuredWrite (Security Group).

Aukhentication Mode | Security Groups  Roles |Llsers |
cF . .
(fﬂ Define the Security Raoles of the Galawxy
Roles available: ;I LI General permissions:
Role | Access level =- D IDE Permissions
-E; Adrministrator 9999 - [ Can Start the IDE
B pefaulk 0 (- [ Importing and Exporting
B bevRoles 5555 -- [ General Configuration
g:. OperateRale o -- [ 5vstem Configuration
B OtherUserRoles 5555 b O DEWFEIIT":EQHUETH Objécts
ﬁ securedyriteRole 0 -- [ Application Cu:unfl.guratl.cun
[ [ Framewark Configuration
- [J User Configuration
-- [ beplovment. Permissions
-- D Graphic Management Permissions
=1 ] 5MC Permissions
- [Jcan skart the SMC
[ Can StartStop EnginefPlatform
[ Can Write to Gobject Attributes using Obj
< | i
Cperational permissions:
-- [ GroupB4Cther -
- [ GroupOperatar
= [#] GroupSecuredirite
Can Acknowledge Alarms
... m m | W ull " 1] . " . o
- ] Can Modify "Operate” Attributes
i ] Can Modify "Tune" attributes
i N - [#] Can Werify Writes E
(04 Cancel
3

Ficure 9: UNcHeEck CAN MobDIrFy ""OPERATE" ATTRIBUTES
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2. Repeat the verification shown in Figure 5 (above). You will see the Write Access Denied Error (Figure 10 below).

¥ Dbject Yiewer

File Edt View Options Help

J L9 ) J Attribute Reference: |LIDO4Test_SeturedWrite.LID.CI._Setu
Eﬂ’ ForTaolkit dttribute Name & | Walue Timestamp | Quality | Status | SecuriyClassif., | ategory | Locked | Type | Id |
= Ja WinPlatfarm_001[EDKTOQLKITS] Alarmintibit false ChiGood Ok Operate Writea,,,  UnLocked  Boolean 115
= R# AppEngine_001 Alarmiode Enable COiGond Ok ReadOnly Caloula...  Unlocked  CustomEnum 113
B tﬂj AreaSecurity Operate [AreaSecurity_Operate] [ AlarmMadeCid Enable IHELL R G et At tribute FAILURE: UD04Test_SecuredWrite UDA_SecuredWrite
L@ UDO4Test_Securedwrite [UDO4Test Securec | #1838 F\reaSecurltv 0. (0:aoad
Lo ¥ e aSacwiTackin [ Arastan b Tacking] Confighersion 0:6Good

4 Change User R [Modify Boolean ¥alue x| g g g
o0

OiGood  MxStatusSource: IMxSourceRespnndmgAutuma ionOhigct
0:Gond

Password; | r1 o D:Good Status Detail: IIIIIDS
rue . $
Darmain; I j ID:Good Status Description; | Security ettar: Wrike access denied ﬂ

oF, | Cancel | Change Passward | 0:Goad
<hang Apply | ok | Caniel | 0:Gaod

0:Gond
Tagniame 004 Test_ec,., 0 Gond

LDA_Securedirite true 11{29{2013 10:..,  C0:Good
q | A
J I 1

AttributeReference | Ul |Timestarn|:| |Quality |Status |
UDO4Test_Secureditrite, LD_SecuredWrite 11/29/201310:06:13.0,.,  COGood Ok

Double click and set to False

Lser rame! | OperB_Sed| Reference: UDO4Test_Securedwrite UDA_SecuredWite

Ficure 10: WRITE Access DENIED

Summary

Secured Write Security Classification needs the Operate Operational permission even if the user is in the correct Role.

Allows the user to write a value to the attribute only at the Off-Scan mode.

Environment

UDA UDAConfigure and with Configure type of Security Classification.
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uboO UDO4Test_Configure (AA Object) contains UDA_Configure.

Security Group GroupConfigure contains UDO4Test_Configure (AA Object).

Role ConfigureRole.
User ConfigUser
Setup

1. ConfigureRole is granted the access to GroupConfigure.

2. ConfigUser is associated to ConfigureRole.

3. Deploy UDOA4Test_Configure (AA Object) with On-Scan mode
4.

In GroupConfigure, uncheck all options except Can Modify Configure Attribute.
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Bukhenticakion Mode | Security Groups  Roles |Llsers |

r
(;"3 Define the Security Roles of the Galawxy

| _x|

Roles available: General permissions:

Role | Access level =- D IDE Permissions
B 2 dministrator 9999 -~ ] Can Start the IDE
® configurerale 0 - [ Importing and Exporting
B nefaul a - ] General Configuration
B DovRoles cEEE - O Syst.em C-:unFigl..lraI:iDn.
.g; OperateRole a -- D Dev:r:elljtegratlﬁn Ol:u]!ects
ﬁ.; CtherlJserRales 5555 " [ Application Con |.|;|I.|rat|.|:|n
3 . [+ ] Framewark Canfiguration
o SecurediriteRole 1] : ) )
B 1ol 0 -- [ User Canfiguration
&5 - [ Deployment Permissions
- [ Graphic Management Permissions
=[O 5MC Permissions
] Can Start the sMC
[ can Start/Stop EnginePlatform
i [] Can Write ta GObject Attributes using Obj
1] | i
Qperational permissions;
- ] aroupB4Other -
Bl El GroupConfigure
. [ an Acknowledge Alarms
an Modify "Configure” Attributes
- L1 Can Maodify “Operake” Attribukes
- [ Can Madify "Tune" Attributes
-] Can Werify Wiritas
- ] aroupoperataor
lIJ —'I xl. 1 crnnimnSar radihivita ;I

Ik | Zancel

Ficure 11: Leave CaAN Mobiry ""ConFIGURE" ATTRIBUTES OPTION CHECKED

Verify
1. Open UDOA4Test_Configure (AA Object) in the Object Viewer.
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2. Change value of UDAConfigure. The Security Error 8017 Error will be returned.

# Object Yiewer
File Edit Yiew Options Help

L

J Bttribute Reference: |UD04Test_C0nfigure.UDF'.CunF

Elﬁ ForTaolkit Attribute Name & | Yalue Timestamp | Qualiy | Status | SecurityC. ., | Category | Locked | Type | Id |
E@ WinPlatfiorm_001[EDXTOOLKITS] AlarmInhibit false Cleiannd - Ok Oinerate Writea...  lnlarked  Finnlean 115
E..Q:. fppEngine_001 Alarmiade Enable all SetAttribute FAILURE: UDD4Test_Configure.UDAConfiugre
EQ{J fireaSecurity_Operate [AreaSecurity Operate] | AMlarmiadeCrd Enable ull
' ----- @ UDO4Test_Configure [UDCMTest_Configure] F'.rea. . Areasecurity_O.., d MxstatusCateqory: | 0
@ IDO4Test Onerate [ID04Teet Onerate] | ConfigVersion 3 ul
# thange U A [Moify Boolean val d - s
/\rshi 2 Wy Ll L= LT 1 MxStatusSource: IMxSourceRespnndmgAutomatmnob]ect
U i |C0nﬂguser| Reference: UDO4Test_Configure, UDAConfiugre EE
=  Satus Detall: IBEII?
Password: | r a
True (r Status Description: | Security error: Object must be offscan to mody ﬂ
Domain; | j attributes that have an MxSecurityConfigure security
I_+:> classfication
oK | Cancel | Change Password | oy | ITI Cancel a ﬂ
ul
Tagm OO eS0T, al -OK
UDACanFiugre Friie 130013 @z, O
fttributeReference | Yalue | Timestamp | Quality | Status |
UDi04 Test_Configure, UDAConfiugre brue = 11f30/2013 8:20:07.45,.. (O:Good Ok

Double click and change to False.

Ficure 12: SeTATTRIBUTE FAILURE

Summary

Configure Security Classification only works while in Off-Scan Deployment state.

GRSecurityLayout Utility

This Read-Only Utility provides a quick way to view and search the Galaxy Security Settings on Security Groups with AA Objects and

Operational permissions, Roles and Users, within a single page.

Download the GRSecurityLayout Utility

Note: This Utility is developed with Wonderware Galaxy Repository Access (GRAccess) Toolkit. Therefore, like the IDE, running this
Utility will consume one Dev_Session_Count License Feature count which is listed in ArchestrA.lic. The Utility's main functions are as

follows:
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¢ Galaxy User Oriented Tree-View: Shows each Galaxy user's Runtime Security Relationships.

[Get Galawy

— Search At Object or Dperational Permizzion in Security Groups

I[=] B3

Search for Result |

[:‘ GRSecurityLayout

File Help

Mode [EDXTOOLKITS
Auailable Galavies  [ForToolkit
Login User Iﬁ.dministratnr
Pazswiord I

Connect

_GelGow |
=
=)

alasy Securty Layout

Access Level =~

= 8 Uszers
+- o Adrministratar
++ o Configl ger
+- o Defaultser
+o 00 Devll zerd,
+- o DevllzerB
= |Ope

i Aszzociated Roles
= Default - Role
m Belongs to Security Groups
= DevRoles - Role
= m Belongz to Security Groups
= GrouptdDey - Secuity Group
= O Operational permizsions
Can Acknowledge Alams
Can todify "Configure” Attributes
Can todify "Operate” Attributes
Can todify "Tune" Attributes
Can Werify Wites
= OperateRale - Rale
B E“J Belongs to Secunty Groups
= GroupB40ther - Secuity Group
e O Operational permizsions

atatala]

1of

Done

[T Unchek for 240 bject/Check for Opr. Permizzion

[

|zer | Security Groups | Archestrd, Objects

Templates in Security Group:

Inztances in Security Group:

Close |

Ficure 13: User-Basep SecuriTy VIEW

 Wildcard Search AA Objects and their belonging Security Groups: In a real world Galaxy, there are usually a large number of
AA Objects. Quickly finding any AA Object's associated Security Groups is very important during the Security Design and
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Verification procedures.

v Azgociated Roles
2 Default - Rale
E“J Belongs to Secunty Groups
B DevRoles - Role
= m Belongs to Secunty Groups
= GroupddDey - Secuity Group
= O Operational permisziong
Can Acknowledge Alamz
Can todify "Configure” Attibutes
Can Maodify "Operate” Attributes
Can Modify "Tune" Attributes
Can Venfy Wiitez
= DperateRole - Role
= Eﬂ Belongs to Security Groups
= GroupBad0ther - Secuity Group
= O Operational permiszions

<I

5R55

1of

Found Ad, Objects in Secunty Groups

[:‘ GRSecurityLayout M=l 1
File Help
Mods IEDKTEIEILKITS Get Galasy | —ISLTSHD::M Object or Operational Permizgion in 5 ecurity Groups j
Ayailable Galasies IFl:erl:u:ulkit j . -
Search for Result I ™ Unchek for A&40bject/Check far Opr. Parmission
BB 5 Iﬂ.dmmlstratnr ES | Secunty Groups | Archestd, Objects -
Paszword I Connect | GroupB 40ther JO040eyUser:_001_00
GroupB 40ther JO040eyUser:_001_002
[Galaxy Security Layout | Access Level & Groupperatar D047 est_Operate
= 8 Uszers GroupSecuredwiite LD04T est_Securedwrite
+ o Administratar GroupT une JD04Test_Tune
+- ¢ Configl zer GroupConfigure 1D04T est_Configure
+- o Defaultl ser GroupddDey $UD04D vl zers
+ 0 Devllserd, GrouoB 40ther D040t sers _Ij
+- 00 DevllzerB ‘I I 4
= Operd, Templates in Security Group:

Instances in Security Group:

Cloze |

Ficure 14: WiLbcARD SEARCH RETURNS SECURITY GROUP LisT THAT ConNTAINS ALL AA OBJECTs CONTAINING THE VALUE

e Search the Users and Security Groups that have the given Operational permission.

In Figure 15 (below), we search all the Security Groups that contain the Configure Operational permission and the users in these
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Security Groups.

[:‘ GRSecuritylayout
File Help
Hode [EDXTOOLKITS

et Galawy

PS=] B3

— Search Ad Object or Dperational Permigzion in Security Groups

ICanigure j

Available Galaxies IFl:erl:u:ulkit

b

| Search far Result I M Unchek for Ad0bject/Check for Dpr. Permission

Lagin Uger Iﬂ.dministratnr

Paszword I

Connect | Adrniriztratar Diefault

|zer | Secunty Groups | Archestrd, Objects -

GroupB 40ther

[alaxy Securty Layout

Acoess Level -

GroupsdDey -

= 8 Uszers
+ o Administratar
+ ¢ Configlzer
+ o Defaultzer
40 Dewllzend,
+- 00 DevllzerB
= Operd,

v Azgociated Roles
2 Default - Rale
E“J Belongs to Secunty Groups
B DevRoles - Role
= m Belongs to Secunty Groups
= GroupddDey - Secuity Group
= O Operational permisziong
Can Acknowledge Alamz
Can todify "Configure” Attibutes
Can Maodify "Operate” Attributes
Can Modify "Tune" Attributes
Can Venfy Wiitez
= DperateRole - Role
= Eﬂ Belongs to Security Groups
= GroupBad0ther - Secuity Group
= O Operational permiszions

<I

5R55

GroupSecurediite

GroupTune

GroupConfigure
Defaultl zer Default

GrouoB 40ther x
1| |

Templates in Security Group:

Instances in Security Group:

1of

Found thiz Operational Permizzion in Ulzer and Security Groups

Cloze |

Ficure 15: SeEarcH By SecuriTy Groupr

e Search the Users and Security Groups that do not have the given Operational permission.

In Figure 16 (below), we search all the Security Groups that do not contain the Configure Operational permission and the users in
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these Security Groups.

The "-" (dash character) in the search criteria means Not Contain.
E‘ GRSecuritylayout !EI E
File Help
IEDKTEIEILKITS Get Gal iect or Operational Permizsion in Security Groups ————
et Galawy |
Node Ennflgure J
Ayailable Galasies IFl:erl:u:ulkit
Search far Result I M Unchek for Ad0bject/Check for Dpr. Permission
Lagin LI ddrrinistrator
oan HsEt I |zer | Secunty Groups | Archestrd, Objects |
Paszword I Connect | Admiriztratar GroupOperator
Drefaultl zer GroupQperator
[alaxy Securty Layout | Access Level | Uperd GroupOperatar

= 8 Users
+ o Administratar
+ ¢ Configlzer
Defaultl) zer
Devlsend
— Devllzerb
. Operd,
~ OperB_Sec
. Tunell zer

+ =

+ =

Found thiz Operational Permizzion in Ulzer and Security Groups

Templates in Security Group:

Instances in Security Group:

Cloze |

Ficure 16: FILTER USING THE DAsSH CHARACTER

Quick retrieve AA Objects, Templates and Instances, within any selected Security Group.
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[:‘ GRSecuritylayout !E[ E
File Help
Mode IEDKTEIEILKITS Get Galasy | —Iiz::;zi.ﬂ. Object or Operational Permizzion in Security Groups j
Ayailable Galasies IFl:erl:u:ulkit j . -
Search far Result | ¥ Unchek for 240 bject/Check for Opr. Permiszion
ek Iﬂ.dmmlstratnr |zer | Secunty Groups | Archestrd, Objects -
Paszword I Connect | Admiriztratar Drefault
GroupB 40ther
Galaxy Security Layaut | Access Level ﬂ GroupddDey [
= Operd, GroupSecuredyrite
+ Hezociated Roles GroupTune
2 Default - Rale 1] GroupConfigure
B Belongs to Securty Groups Dfaultl zer Drefault
= DevRoles - Role alalali] GrouoB 40ther _Ij
= m Belongs to Security Groups ! I I r

& GroupadDey - Secuity Group Templatez in Secunity Group:  GroupOperator
= O Operational permiszions
Can Acknowledaes Alarms
Can Modify "Configure" Attributes
Can Modify "Operate” Aktnbutes
Can Modify "Tune" Attributes
Can Werify Wites
= OperateRale - Role 1]
= m Belongs to Security Groups
i Grouph 4EI.ther Se;uit_u Group Irstances in Secunty Group:  GroupOperator
r O Operational permissiong Areasecuity Operate
Can Acknowledge Alams UD04Test_Operate
Can Modify "Configure" Attributes
Can Modify "Operate" dttributes
Can todify "Tune" Attributes

I~ L L TN A

o ¥

& | Ernup[lperatnr - Secuity Group -
1| | LlJ

Found thiz Operational Permizzion in Ulzer and Security Groups Cloze |

Ficure 17: HicHLIGHT ANY SECURITY GRoUP LEVEL IN THE TREE VIEW TO SEE THE CONTAINED AA OBJECTS (TEMPLATE OR INSTANCE)

¢ Quick retrieve AA Objects' attribute names and their corresponding Security Classification (Figure 18 below).
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:,. GRSecurityLayout M=l 1
File Help
- IEDKTEIEILKITS Gt Galay | —IEEaDrch.ﬂ.ﬂ. Object or Operational Permizzion in Security Groups j
Ayailable Galasies IFl:erl:u:ulkit j . -
Search far Result | [T Unchek far AA40hject/Check for Opr. Permiszion
Login User Iﬂ.dmmlstratnr |zer | Secunty Groups | Archestrd Objects -
Paszword I Connect | GroupB 40ther D040eyU zerz_001_007
GroupB 40ther D 040eyU sers_000_002
Galasy Secuity Layout | AccessLevel | GroupO perator UDOAT est_Dperat
= 8 Users GroupSecurediwrite LUDO4Test Securedwrite
+- & Administratar GroupTune UDO4Teszt Tune i
+- & Configlser GroupCanfigure LD04T est_Configure
+- o Defaull)ser Default LD 04T estCateqany
+o 0 Devllsad, « D'efalt UDDdEateunruHedunFenl} hd
+- o Devll zerB
+ 0 Operd, Aftributes' Security Classification of  IDD0AT est_Securediite
: 7 ?51?_";? Attribute M arme | Security Claszification |
: ScanStateCmd Operate
AlarmiodeCmd Operate
Alarmlnhibit Operate
_Warnings Freedooess
DA_Securedwite Securadiwiite
_Externalt ame WigOnly
_Internalt ame ViewOnly

Dane Cloze |

Ficure 18: AA OsgJiect, UDO4TesT_SecUrReDWRITE's ATTRIBUTE NAMES, AND CORRESPONDING SECURITY CLASSIFICATION

References

* Wonderware Application Server 2012 R2 — IDE.PDF

file:///C|/inetpub/wwwroot/t002829/t002829.htm[12/17/2013 9:52:41 AM]



Application Server Security Troubleshooting Essentials Part 2: Security Classification & Operational Permissions
A. Rantos, E. Xu

Tech Notes are published occasionally by Wonderware Technical Support. Publisher: Invensys Systems, Inc., 26561 Rancho Parkway South, Lake Forest, CA 92630. There is also
technical information on our software products at \Wonderware Technical Support.

For technical support questions, send an e-mail to wwsupport@invensys.com.
E Back to top
©2013 Invensys Systems, Inc. All rights reserved. No part of the material protected by this copyright may be reproduced or utilized in any form or by any means, electronic or

mechanical, including photocopying, recording, broadcasting, or by any information storage and retrieval system, without permission in writing from Invensys Systems, Inc.
Terms of Use.

file:///C|/inetpub/wwwroot/t002829/t002829.htm[12/17/2013 9:52:41 AM]


https://wdn.wonderware.com/sites/WDN/Pages/Tech_Support/TechSupport.aspx
mailto:wwsupport@invensys.com
file:///C|/inetpub/wwwroot/t002829/T000792.htm

	Local Disk
	Application Server Security Troubleshooting Essentials Part 2: Security Classification & Operational Permissions


