AVEVA™
INTouch Access Anywhere Secure
Gateway Administrator Manual




© 2020 AVEVA Group plc and its subsidiaries. All rights reserved.

No part of this documentation shall be reproduced, stored in a retrieval system, or transmitted by any
means, electronic, mechanical, photocopying, recording, or otherwise, without the prior written
permission of AVEVA. No liability is assumed with respect to the use of the information contained herein.

Although precaution has been taken in the preparation of this documentation, AVEVA assumes no
responsibility for errors or omissions. The information in this documentation is subject to change without
notice and does not represent a commitment on the part of AVEVA. The software described in this
documentation is furnished under a license agreement. This software may be used or copied only in
accordance with the terms of such license agreement.

ArchestrA, Aquis, Avantis, Citect, DYNSIM, eDNA, EYESIM, InBatch, InduSoft, InStep, IntelaTrac,
InTouch, OASyS, PIPEPHASE, PRiSM, PRO/Il, PROVISION, ROMeo, SIMAME, SimCentral, SimSci,
Skelta, SmartGlance, Spiral Software, Termis, WindowM aker, WindowViewer, and Wonderware are
trademarks of AVEVA and/or its subsidiaries. An extensiwe listing of AVEVA trademarks can be found at:
https://sw.aveva.com/legal. All other brands may be trademarks of their respective owners.

Publication date: Thursday, November 19, 2020
Contact Information

AVEVA Group plc
High Cross
Madingley Road
Cambridge

CB3 OHB. UK

https://sw.aveva.com/

For information on how to contact sales and customer training, see https://sw.aveva.com/contact.

For information on how to contact technical support, see https://sw.aveva.com/support.



AVEVA™ InTouch Access Anywhere Secure Gateway Administrator Manual

Contents

WWEICOMIE ...ttt bbbt s bt e e et et b b e e bt e b e e st e e e e 5
DocuUMeNntation CONVENTIONS .......ieuiii ettt et et e et et e e et et et e e e et e e en e eaaeees 5

B =T T3> IR U o] o Lo | 6

(@4 T= o] (T g A [ 1 (70T [1Tox 1o o 1RSSR 7
Introduction ADOUL the SECUIE GatEWAY .........vuiie i e e 7

F Y (o] a1 (ol {0 (PSPPSR 7
Chapter 2 INSLAlAION ..o 9
Installation About Installing the SECUIre GatEWAY ...........viiriiiiiiiiiiii e 9
INSTAIALION OVEIVIEW ...t ettt e e e et e et e et e et e et e e ea e et e et e eneeanns 9
INSTAllAtION PrerEOUISITES ... ceue it et ettt e e 9
Resolving Secure Gateway CONTlICES ..........iiiriiiii e 10
Secure Gateway INSTAIATION ..........iiiiii e 11
Other Secure Gateway Installation Configurations ............cccoeviiiiiiiiiiii e, 11

Secure Gateway and Authentication Servers on a Windows Workstation ........................ 12

Install the Secure Gateway and Authentication Server Separately or Together ................ 12
UNinstalling the SECUTE GAIEWAY .....c..uuiiiiiiii ittt ettt ettt e et e e enes 13
Chapter 3 Secure Gateway Post Installation..............ccoevviiiiiiiieiieccee e 15
Connecting to an InTouch Access Anywhere Server through the Secure Gateway ...................... 15
Configuring the Secure Gateway Node to Point to a Single InTouch Access Anywhere Server.....17

Configuring the Secure Gateway Node to Point to Multiple InTouch Access Anywhere Servers ....18

Chapter4 Configuration POral ..........oooiiiiiieiieeee e 21
Configuration Portal About the Configuration Portal .............cccoooiiiiiiiiin e 21
0= ] o = o 1 22
T 1= ¢ P 22
InTouch Access Anywhere HTML5 Client Configuration ..............ooieiiiiiiiieiiiee e e 24
Configure the Access Anywhere Server to Work with the Secure Gateway .............ccceeoieeiieennnn. 24
WRITEHST SECUIILY ...iete ettt e ettt e et e et e e e enas 25

Configuring the Origin Header Parameter for Whitelist Security ............ccoovivviiiiiii i, 27
Configure Session COoKIE TIMEOUL ........uiiiiiiei e e e e e e et e e eenas 28
Y20 V.= U g Tod=Te I @o T o1 1o 0 = 11 o] o I 28
L 10 | Y 7= V1 =Y o 1 1 28
Restricting Access To and From a SECUre Gat@WAY .........ceueurieunieinerierineieeiierineetaeenaeenaeanaennaens 29
BUIlt-IN AULNENEICALION SEIVET ... it e e e e e e e e e ens 29




AVEVA™ InTouch Access Anywhere Secure Gateway Administrator Manual Contents

Disabling Authentication Server with BroKers .............ooviiiiiiiiii e 30
Chapter5 Portand SSL CertifiCate........ccoveiiiieiiciecee e 33
Port and SSL Certificate About Port and SSL CertifiCate...........cvvvvviiiiiiiiiieee e 33
Manually Add a Trusted CertifiCate .............oiiiiiiiiiiii e 37
Configure the Secured Port and SSL CertifiCate ...........cooviriiiiiiiii e 38
CoNfigure FailoVEr GaEEBWAYS ... ccuuiirieiiie ittt ettt et e e een s 39
Chapter 6 BuUilt-IN WED SEIVET ......cuo ettt 41
Built-In Web Server About the Built-In Web Server..........coooooiiiii e 41
EXTErnal WED SEIVEN ... .o e e 42
Connecting t0 the WED SEIVET .. ... 42
I =T 1= o 42
Disabling HTTP/HTTPS FIlEIING .....eeeeeeeie ettt 43
Advanced CONfIGUIALION ........iiieeiiie ettt et e e e e eenns 43
Preventing Access t0 NON-LIiSted FOIUEIS ........oiiiiiiiiieii e e 44
Chapter 7 KNOWN LIMITALIONS ....c.ciiiiiiieciiecie sttt sne e sre e neenee 45
COMMON ETTON MBS SA0ES v utuiiiii ittt ettt et e e et e et e et e e e et e e e e e e anaaes 45

(0] o) =11 1 o N o o 1= P 46




AVEVA™ InTouch Access Anywhere Secure Gateway Administrator Manual

Welcome

Use AVEVA™ InTouch Access Anywhere Secure Gateway to access InTouch applications hosted on
Remote Desktop Servers via HTML5-compatible web browsers.

This manual assumes the reader has knowledge of the following:

InTouch
Enabling and configuring RDP on Windows operating systems
Firewall configuration

Web server administration

Important terminology includes the following:

DMZ (demilitarized zone) - a physical or logical subnetwork that contains and exposes an
organization’s external services to a larger untrusted network.

HTML5 - a new update to the HTML specification. Extends HTML with new features and functionality
for communication, display and more.

RDP - Remote Desktop Protocol. A remote display protocol developed by Microsoft. RDP is a
standard component of Microsoft Windows.

RDP Host - a Windows system that can be remotely accessed using Microsoft RDP, such as a
Remote Desktop Server (RDP Session Host) or Windows workstation with remote access enabled.

RDS - Remote Desktop Senvices, which includes the Remote Desktop Protocol (RDP).

SSL - Secure Sockets Layer is a cryptographic protocol that provides communications security over
the Internet.

VPN - Virtual Private Network. It enables a computer to securely send and receive data across
shared or public networks as if it were directly connected to the private network.

WebSocket - a bi-directional, full-duplex communication mechanism introduced in the HTML5
specification.

Please \isit www.aveva.com for more information on this and other products.

Documentation Conventions

This documentation uses the following conventions:

Convention Used for

Initial Capitals Paths and file names.

Bold Menus, commands, dialog box nhames, and dialog box options.
Monospace Code samples and display text.
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Technical Support

Technical Support offers a variety of support options to answer any questions on products and their
implementation.

Before contacting Technical Support, refer to the relevant section(s) in this documentation for a possible
solution to your problem.

If you need to contact technical support for help, have the following information ready:

The type and version of the operating system you are using.

Details of how to recreate the problem.

The exact wording of the error messages you saw.

Any relevant output listing from the Log Viewer or any other diagnostic applications.
Details of what you did to try to solve the problem(s) and your results.

If known, the Technical Support case number assigned to your problem, if this is an ongoing
problem.
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CHAPTER 1

Introduction

About the Secure Gateway

AVEVA InTouch Access Anywhere Secure Gateway is a complementary component of InTouch Access
Anywhere that provides secure, remote access to InTouch applications.

Secure Gateway provides the following benefits:

e Accesses InTouch applications running on an internal network using a single secure port
e Eliminates the need to purchase, install, configure, and manage a VPN

e Located in a perimeter network, also known as a DMZ, while all other resources reside securely
behind an internal firewall

e Provides the ability to install a single SSL digital certificate on the Secure Gateway node instead of
requiring a certificate for every host that needs to be accessed

e Compatible with HTML5 client browsers supported by InTouch Access Anywhere
Important

InTouch Access Anywhere is offered as two separate products based on how the product components
are installed. InTouch Access Anywhere is included in the suite of products that are part of System
Platform. InTouch Access Anywhere Version components are installed by selecting them from the list of
the System Platform product installer. InTouch Access Anywhere is the stand-alone version delivered on
a single CD. After selecting the Setup.exe file on the CD, a menu appears to select the InTouch Access
Anywhere components to be installed.

Functionally, the two versions of InTouch Access Anywhere are the same. This manual describes how to
install, manage, and monitor the Secure Gateway for both versions of InTouch Access Anywhere.

Architecture

Secure Gateway acts as a gateway between users in remote locations and InTouch applications running
in a control network. The following diagram shows the recommended architecture of the Secure
Gateway in a production environment. The Secure Gateway uses a single port for secured remote
access to InTouch applications. All web traffic from an external business network is tunneled through a
SSL-based connection of the Secure Gateway placed in a DMZ.

HMI/SCADA network DMZ Business Network

InTouch Access
Anywhere

5

443

InTouch Access Anywhere

Authentication Server Secure Gateway
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CHAPTER 2

Installation

About Installing the Secure Gateway

This chapter describes how to install the Secure Gateway. It describes installation prerequisites, several
step-by-step installation procedures, and how to uninstall a Secure Gateway.

After installation, the Secure Gateway runs as a service and can be stop ped and restarted from the
Microsoft Windows Services Manager:

_ioix

File Action View Help

L EEREE

“., Services (Local)

HB=lvenmn

MName =

Enables fa...

Started

The Secure Gateway service is configured to run automatically when the computer starts. If the service
stops or is unable to listen on its configured port, clients will be unable to connect to InTouch applications
through the gateway. An error message will be written into the Windows application event log.

Note: InTouch Access Anywhere belongs to the suite of products included with System Platform. This
book describes how to perform an independent stand-alone installation of the InTouch Access Anywhere
Secure Gateway. For instructions to install the Secure Gateway from the System Platform installation
media, see the System Platform Installation Guide.

Installation Overview

e |tis recommended to install the Authentication Server on the safe side of the firewall, while the
Secure Gateway should be installed on a separate computer inside the DMZ. The Authentication
Server authenticates InTouch Access Anywhere users before granting them access to InTouch
applications.

The Authentication Server is disabled by default to be consistent with earlier versions of InTouch
Access Anywhere. For more information about enabling the Authentication Server, see Built-In
Authentication Server on page 29.

e The Secure Gateway is installed with a self-signed certificate. Some web browsers may show a
security warning when a self-signed cetrtificate is detected.

Install a trusted certificate on the Secure Gateway to eliminate security warnings. For more
information about installing and configuring a trusted certificate on the Secure Gateway, see Port
and SSL Certificate on page 33.

Installation Prerequisites

The computer hosting the Secure Gateway must meet the following prerequisites before installation.

e Any existing instance of Secure Gateway must be uninstalled from the computer before installing a
new version.

e The Secure Gateway must be installed on a computer running a supported version of Windows,
which includes:

o Windows 10 Professional or Enterprise (build 1607 and later) 32 or 64 bit
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o Windows 8.1 Enterprise, Professional

o Windows 2012 Data Center 64-bit

o Windows 2012 R2 Standard and Data Center 64 -bit
o Windows 2016 Standard and Data Center 64 -bit

o Windows Server 2019 LTSC Data Center - Desktop Experience, 10T - Desktop Experience,
Standard - Desktop Experience

.NET Framework 4.6.2 Full Installation or later must be installed on the host computer if you are
completing a stand-alone installation of InTouch Access Anywhere.

Note: If you are installing InTouch Access Anywhere from System Platform, the installer verifies the
current, installed versions of .NET on the computer. When only earlier versions of .NET are detected,
the installer automatically updates the computer to the required .NET version.

The different versions of .NET installed on the computer can be verified by looking at the following
registry key:

HKLM\ SOFTWARE\Microsoft\.NETFramework

If you need to install .NET, you can download it from the Microsoft .NET download site
(https://www.microsoft.com/net/download/windows).

The following ports must be configured on the computer hosting the Secure Gateway:

o Port 443 is required between an external network and the Secure Gateway server. This is a
common port that is also used by Microsoft Internet Information Services (lIS), and / or by
Remote Desktop, if Remote Desktop itself is enabled. Check for port conflicts. The port can be
changed.

Important: If Microsoft IIS is running on the same server that will host the Secure Gate way,
make sure there are no port conflicts. Either change the IIS ports to values other than 80 and
443, or change the Secure Gateway port to a value other than 443 and disable the HTTP auto
redirect feature after the installation. If there is a port conflict on either the HTTP or HTTPS pont,
the Secure Gateway does not operate properly.

o Port 8080 is required between the Secure Gateway Server and the InTouch Access Anywhere
Server. The port can be changed.

o The Secure Gateway includes an HTTP proxy that listens on port 80 by default. The port can be
disabled after installing the Secure Gateway.

Resolving Secure Gateway Conflicts

System Platform and InTouch Access Anywhere Secure Gateway uses several ports for communication.
A complete list of ports used by System Platform products and components is available in the System
Platform Installation Guide. The System Management Server is a required component for running
System Platform products. By default, it uses port 443, the same as the Secure Gateway default.
Therefore, a conflict results if you are installing any other System Platform component products on the
same node as the Secure Gateway. You must change the port number for either the System
Management Server or the Secure Gateway. If you change the System Management Server port, you
must also change the port number for the System Monitor. In addition, other System Platform nodes
must be configured to use the same System Management Server port.

To change the port number for the InTouch Access Anywhere Secure Gateway:

Locate the Secure Gateway configuration file, EricomSecureGateway.Config and open it for editing.
The default file location is: C:\Program Files (x86)\Wonderware\InTouch Access Anywhere Secure
Gateway\InTouch Access Anywhere Secure Gateway

10
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2. Change the value for the SecuredPort to a different, unused port number. The Secure Gateway does
not permit port sharing.

3. Sawe the file.

Secure Gateway Installation

InTouch Access Anywhere belongs to the suite of products included with System Platform. This book
describes how to perform an independent stand -alone installation of Secure Gateway. For instructions to
install the Secure Gateway from the System Platform installation media, see the System Platform
Installation Guide.

This section describes the procedure to install the Secure Gateway on a computer running a supported
version of Windows server. The Secure Gateway supports other installation configurations. For more
information, see Other Secure Gateway Installation Configurations on page 11.

After verifying all installation prerequisites, start the installation procedure.

Note: Secure Gateway cannot be upgraded by installing a newer version on a computer hosting an
existing version. The existing version of Secure Gateway must be uninstalled first before attempting to
install another version on the same computer. For instructions to uninstall Secure Gateway, see
Uninstalling the Secure Gateway on page 13.

To install INnTouch Access Anywhere Secure Gateway

1. Log on as a Windows administrator to the computer that will host the Secure Gateway server.
2. Run setup.exe from the CD-InTouchAA folder of the InTouch Access Anywhere installation disc.

A dialog box appears with options to install the InTouch Access Anywhere server, Secure Gateway,
or the Authentication server.

3. Select InTouch Access Anywhere Secure Gateway and click Next.

A dialog box appears with an option to customize the installation by installing the Secure Gateway in
another folder location. Otherwise, the Secure Gateway is installed to the default installation folder,
C:\Program Files (x86).

4. Accept the license agreement by selecting the | have read and accept the terms of the license
agreement option, and then click Agree.

The Ready to Install the Application screen appears.
5. Review the installation details and click Install.

Click Finish after the installer indicates that the Installation has completed successfully.

Other Secure Gateway Installation Configurations

InTouch Access Anywhere 17.2 and later versions provide other installation configurations for the
Secure Gateway, the Authentication server, and the Authentication server.

¢ Install the Secure Gateway and the Authentication server on a workstation running Windows 10.

For more information, see Secure Gateway and Authentication Servers on a Windows Work station
on page 12

¢ Install the Secure Gateway and the Authentication server on separate computers or on a single
computer.

For more information, see Install the Secure Gateway and Authentication Server Separately or
Together on page 12

¢ Install the Access Anywhere server, the Secure Gateway, and the Authentication Server on a single
computer running a supported version of Windows server.

11
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For more information, see the InTouch Access Anywhere Server Administrator Manual.

Secure Gateway and Authentication Servers on a Windows Workstation

The Secure Gateway and Authentication servers can be installed separately or together on a Windows
workstation running 32-bit or 64-bit versions of Windows 10 Professional or Enterprise, Build 1607 and
later.

To install the Secure Gateway on a Windows workstation

1. Log on as a Windows administrator of the Windows 10 workstation that will host the Secure Gateway
server.

2. Run setup.exe from the CD-InTouchAA folder of the InTouch Access Anywhere installation disc.

A dialog box appears with options to install the InTouch Access Anywhere server, Secure Gateway,
or the Authentication server.

3. Select InTouch Access Anywhere Secure Gateway and click Next.

A dialog box appears with an option to customize the installation. You can select other InTouch
Access Anywhere servers to install with Secure Gateway and change the default installation folder.

4. Click Next.

Accept the license agreement by selecting the | have read and accept the terms of the license
agreement option, and then click Agree.

The Ready to Install the Application screen appears.
6. Review the installation details and click Install.

7. Click Finish after the installer indicates that the Installation has completed successfully.

Install the Secure Gateway and Authentication Server Separately or Together

The Authentication Server provides an additional layer of security by authenticating end-users before
they can contact the Access Anywhere server. When the Authentication Server is enabled, only domain
users will be able to authenticate. Local system users (such as Administrator) will not be able to logon
through the Authentication Server. The Authentication server is an optional InTouch Access Anywhere
component and is disabled by default.

InTouch Access Anywhere includes options to install the Secure Gateway and the Authentication server
together on a single computer or on separate computers. Follow these requirements when installing the
Authentication server:

e The Authentication Server must be installed on a computer that is a member of the domain that it will
use to authenticate users.

e The Authentication server can only be configured for one domain at a time.

e The Authentication server should be installed on the safe side of a firewall rather than the DMZ for
best security practice.

To install the Secure Gateway and Authentication server on the same or separate
computers

1. Log on as a Windows administrator of the computer that will host either the Secure Gateway, the
Authentication server, or both.

Note: Installation Prerequisites on page 9 lists the versions of Windows supported by the Secure
Gateway and the Authentication server.

2. Run setup.exe from the CD-InTouchAA folder of the InTouch Access Anywhere installation disc.

12
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A dialog box appears with options to install the InTouch Access Anywhere server, Secure Gateway,
or the Authentication server

3. Select how you want to install the Secure Gateway and the Authentication server.
Install the Secure Gateway and the Authentication server on separate computers
o Install the Secure Gateway by following the steps described in Secure Gateway Installation on
page 11. The Authentication server must be configured by setting options from the Secure
Gateway Configuration portal.
o Install the Authentication server on another computer that meets the requirements listed above
this procedure.
Install the Secure Gateway and the Authentication server together on the same computer
o Select the Secure Gateway and Authentication server options from the installation dialog box
and following the installation instructions.
4. Afterinstalling the Authentication server and the Secure Gateway, see Built-In Authentication Server

on page 29 for descriptions of the options to configure the Secure Gateway to work with an
Authentication server.

Uninstalling the Secure Gateway

To upgrade to a later version of Secure Gateway, you must first remove any existing version of Secure
Gateway currently installed on a computer.

To uninstall Secure Gateway

1.

6.

Open the Windows Control Panel Programs and Features option that shows a list of applications
installed on the computer.

Select InTouch Access Anywhere Secure Gateway from the list.

Right-click to show the Uninstall/Change option.

Click to select the Uninstall/Change option.

The Modify, Repair or Remove installation dialog box appears.

Select Remove and click Next.

A dialog box requests confirmation that you want to uninstall Secure Gateway.

Click Uninstall to remove Secure Gateway from the computer.

A message appears after Secure Gateway has been successfully uninstalled from the computer.

13
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CHAPTER 3

Secure Gateway Post Installation

This chapter describes how to configure the Secure Gateway node to connect to an InTouch Access
Anywhere Server.

Connecting to an InTouch Access Anywhere Server through
the Secure Gateway

The following logon procedures assume the InTouch Access Anywhere Server is installed on Node 1
and InTouch Access Anywhere Secure Gateway is installed on Node 2.

You access the InTouch Access Anywhere server by first going through the InTouch Access Anywhere
Secure Gateway node. When you navigate to https://<node2 name>/ , the Connection Details page
appears:

InTouch Access Anywhere

Enter server name or IP address:

To access InTouch Access Anywhere Server on Nodel, enter the computer name or IP address of
Nodel in the InTouch Access Anywhere Server field and click Next.

After providing your logon credentials and clicking Connect, there are two possible log on scenarios:

Scenario 1: InTouch Access Anywhere Secure Gateway node (Node2) does not show a
list of InTouch applications

You can perform the following steps when you have a single InTouch Access Anywhere Server and will
always run the same InTouch application.

To connect to the InTouch application you want to open:

15
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1. Click the Settings icon .

InTouch Access Anywhere

User

The Advanced Settings dialog appears.

< Settings X

Connection

Security

Language & Audio

Display

About

2. Click the Connection option.
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3. Inthe Program path and filename field, enter view.exe followed by the path to the InTouch
application you wish to start on the server, enclosed within quotation marks (as shown below). If the
path is not supplied, then WindowViewer will start with the last application it was running (as
specified by the per-user win.ini file).

< Connection X

InTouch Access Anywhere Server

InTouch Access Anywhere Server

Connect to console

Start program on connection

Program Path And File Name

View exe "C\ProgramDatatintouchdemos\demo36s-ney

Start In The Following Folder

C:\Program Files (x86)\Wonderware\InTouch

The InTouch installation path is populated by default in the Start in the following folder field.
Scenario 2: Secure Gateway node shows a list of InTouch applications

In this scenario, you will be directed to a page that looks similar to the start page for accessing an
InTouch Access Anywhere Server. In this case, select the application you want to open in
WindowViewer, then click Connect.

Configuring the Secure Gateway Node to Point to a Single
InNnTouch Access Anywhere Server

If your Secure Gateway points to a single InTouch Access Anywhere Server, you do not need to specify
the name of the server in the start.html file. Use the following procedure to show a list of InTouch
applications available from a single InTouch Access Anywhere Server.

To display alist of InTouch applications from a single InTouch Access Anywhere Server
1. On Node 2, where the Secure Gateway is installed, go to the start.html file in the following directory:

C:\ ProgramFiles (x86)\ \Wonderware\lInTouch Access Anywhere Secure Gateway\InTouch Access
Anywhere Secure Gateway\WebServer\Access Anywhere

2. Rename the start page to StartOriginal. html.

3. On Node 1, where the InTouch Access Anywhere Server is installed, copy the Start.html file from:

17
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C:\Program Files (x86)\Wonderware\InTouch Access Anywhere
Server\WebS erver\AccessAnywhere\start.html

On Node 2, paste the Start.html from Node 1 in the following directory:

C:\Program Files (x86)\Wonderware\InTouch Access Anywhere Secure Gateway\InTouch Access
Anywhere Secure Gateway\WebServer\Access Anywhere

You can now see the Application Name list with all InTouch applications available on the single Node 1
InTouch Access Anywhere Server.

Configuring the Secure Gateway Node to Point to Multiple
InNnTouch Access Anywhere Servers

The application list does not populate automatically when accessing the Server through the Secure
Gateway.Use the following procedure to display a list of InTouch applications when pointing to multiple
InTouch Access Anywhere Servers through the Secure Gateway.

If your Secure Gateway is only configured to host one InTouch Acccess Anywhere Server, see
Configuring the Secure Gateway Node to Point to a Single InTouch Access Anywhere Server on page 17
for details on how to make the Application Name list \visible from the logon page.

To configure the Secure Gateway to point to multiple InTouch Access Anywhere
servers

1.

From Nodel, where the InTouch Access Anywhere Server is installed, copy the Start.html page
located in the following directory:

C:\Program Files (x86)\Wonderware\InTouch Access Anywhere
Server\WebS erver\AccessAnywhere\start.html

Rename the cloned file and go to Node2, where InTouch Access Anywhere Secure Gateway is
installed. Paste the file in the following directory:

C:\Program Files (x86)\Wonderware\InTouch Access Anywhere Secure Gateway\InTouch Access
Anywhere Secure Gateway\WebServer\Access Anywhere

Note: The start page can be renamed to any valid file name, but for better readability and
compatibility, we recommend prefixing the file name with the InTouch Access Anywhere server
name. For example, if the server name is Master01, the start page shoul d be renamed to
Master01_start.html.

Open the original Start.html file on the Secure Gateway node and locate the following html element:

<select id="ITAAServerList" name="ITAAServerList" style="display:none">>
<!-- A sample option element
<option ServerName="Master(0l" IPAddress="xx.xX.xx.xx"
StartPageName="Master0l Start.html"/> -->
</select>

Add an option element under the select element (an example is given) and update the property
values as follows:

o The ServerName property value should be set to InTouch Access Anywhere server name
(Nodel in our example).

o The IPAddress property value should be the IP Address of the server. Setting an IP value
enables the page to be accessed when you use IPAddress instead of ServerName.

o The StartPageName property value should be set to the renamed start page name from step 2
above.

Sawe the changes to the Start.html file

18
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6. Repeat the above steps for each additional INnTouch Access Anywhere Servers.

Now you can see the Application Name list with all InTouch applications available on the InTouch
Access Anywhere Server node.

19
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CHAPTER 4

Configuration Portal

About the Configuration Portal

The InTouch Access Anywhere Secure Gateway includes a Configuration Portal to enable an
administrator to change any related settings. To access the Configuration Portal page, use a web
browser and navigate to the Secure Gateway's configuration portal URL:

https://<SG-server-address>:<port-number>/admin

Accessing the Configuration Portal is restricted to only members of the local Administrators group of the
InTouch Access Anywhere Secure Gateway server. All log ons are audited in the Secure Gateway log
file. Administrators are strongly encouraged to enforce a strong password policy for Secure Gateway
administrators.

Access Anywhere Secure Gateway
Configuration Portal

User name

Password

To log out of the Configuration Portal, click Logout.

|| « administrator [~

H = Logout

21
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After making changes to any settings, click Save. If a different page is selected and the settings are not
sawved, a warning dialog will appear. Click Leave this Page to continue and cancel any changes. Click
Stay on this page to return to the current page to save changes.

Win;ws Internet Explorer -

.:0:. Are you sure you want to leave this page?
Message from webpage:
The data on the page was changed.

Are you sure you want to leave this page without
saving your data?

% Leave this page

2 Stay on this page

—

Dashboard

Secure Gateway Configuration Dashboard displays useful statistics related to the Secure Gateway
operation. Open this page to view server uptime, SSL certificate status, session activity, and to restart
the Secure Gateway Server service.

@ wwuser [~]
[® Logout
I Gateway Settings [~ Server Status
& Dashboard Start Time Tuesday, December 15, 2015 11:51:33 AM
.~ Dashboar i
i Up Time 0 Days, 2 Haurs, 5 Minutes, 4 Seconds
¢ Security

e ) S5L Certificate MOT Trusted. Has a private key.
' Connection Brokers

Lf Web Server Server Activity
% Authentication Server

Total Sessions
& Mail Alerts

& Loa Setti Basi Current
W Lo ettings asic . . .

g g { ) Connections under validation 1
% Log Settings (Advanced .

g gs { ) Gateway Sessions 0
+ Session Recording )

Wieb Server Connections

&% Download .

) Admins

L2 Admin

LF About

Gateway Session Distribution
Current
MNative Sessions 0

HTTFS Sessions 0
WebConnect Sessions

Restart Server l Refresh I

Mail Alerts

Secure Gateway can be configured to send e-mail alerts when specified system events occur. To
configure mail alerts, enter the SMTP information of the e-mail server. Then, check the events that trigger
an e-mail alert.
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Click Save or Save and Test Mail Settings to apply the configuration.

@ wwuser [~
[® Logout
I} Gateway Settings |~
+* Dashboard SMTP Server Settings
Lz Securi
o i Address *
L& Connection Brokers
. Port®
LF Web Server
. . User Name
L Authentication Server - ;
L2 Mail Alerts Asswor
(£ Log Settings (Basic) seaed
LF Log Settings (Advanced) Email Settings
? gession Recording From *
L? Download To*
4F Admin Subject Prefix InTauch Secure Gateway mail alert:
L2 About

Alerts

Gateway Status:
Started Stopped
Crashed Failed bind to port

Unable to connect to:
Host External Web Senver
Viiware View Server WebConnect Server
Authentication Server

Save and Test Mail Settings | Save | Cancel |

Other configuration pages will be covered in the following chapters.
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INnTouch Access Anywhere HTML5 Client Configuration

InTouch Access Anywhere can use the Secure Gateway to provide secured connections between
HTML5 web clients and InTouch Access Anywhere servers. The following diagram shows how these
components work together.

inTouch Access
Anywhere
)
o
inTouch Access Anywhere 0
Secure Gatewsy 3
) % -~
N
f 2
& A
RO
9‘04,0‘}
)
< @
Client Browser o

In this configuration, a client browser always establishes a secure WebSocket connection to the Secure
Gateway. The Gateway then establishes a WebSocket connection to the InTouch Access Anywhere
server.

Whether the WebSocket connection between the Gateway and the InTouch Access Anywhere server
can be secured or not is based on a configuration setting in the InTouch Access Anywhere client (check
the box marked Enable SSL for the InTouch Access Anywhere web configuration).

Configure the Access Anywhere Server to Work with the

Secure Gateway

The InTouch Access Anywhere server includes a set of Security options that indicate a Secure Gateway
should be used and the address of the computer hosting the Secure Gateway.

The Access Anywhere server always establishes a secure WebS ocket connection to the Secure
Gateway. The Secure Gateway then establishes a WebSocket connection to the Access Anywhere
server.

To configure the Access Anywhere server to work with the Secure Gateway

1. Log on to the computer hosting the Access Anywhere server.

2. Show the Start page by entering the following URL in a web browser.
https://localhost:8080

3. Click the Advanced Settings icon = on the Start page and select the Security option.

The WebSocket connection between the Secure Gateway and the Access Anywhere server can be
secured by selecting the Enable SSL encryption for remote session option.
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4. Select Use InTouch Secure Gateway and enter the IP address or name of the server hosting the
Secure Gateway in the Gateway address field.

L 4 Security X

Enable S5L encryption for remote

es55i0n

Use InTouch Secure Gateway

Gateway Address

10.228.97 238

Whitelist Security

You can configure two types of whitelists:
e End-user address and range
e Target host address and range

The target host whitelist is enabled by default, while the client whitelist is disabled by default. When a
whitelist is enabled, a list of IP addresses must be specified.

To enable a type of whitelist, change the enabled setting from "false" to "true". For example:
<add key="ClientWhitelistByIPAddressesEnabled" value="false"/>
<add key="ClientWhitelistByIPAddressesEnabled" value="true"/>

Note: The enabled setting is set to "true" by default for InTouch Access Anywhere.

IP addresses are entered in the standard format, for example 10.2.88.1, and are separated by
semicolons (;).

IP address ranges are defined placing the lower IP address to the left of, the character "-", and the upper
IP address to the right of it. For example: 10.2.88.1-10.2.88.5
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Configuration Portal

The IP addresses of each Access Anywhere Server must be configured in the
EricomSecureGateway.Config file, or you will be prompted by an error message:

Gateway: Target Host access
is not allowed for address
10.2.88.68

Note: This is an example IP address. This value will be associated with the InTouch Access Anywhere

host you are trying to connect to.

The following values show an example for how each type of whitelist would be configured in the

EricomSecureGateway.Config file:

e End-user Address and Range:

<add key="ClientWhitelistAllowedIPv4Addresses"

value="10.2.88.1-10.2.88.5;10.2.88.10" />

The IP Address of each client node is included.

e Target Host Address and Range

<add key="TargetHostWhitelistAllowedIPv4Addresses"

value="15.1.1.1;15.1.1.2"

The IP Address of each InTouch Access Anywhere Server(s) connecting through the Gateway.

The following diagram illustrates an example whitelist security configuration for clients, the Gateway, and
the Access Anywhere Server. The IP addresses of all whitelisted clients are represented.

Clients

Qs

10.2.88.1

3

10.2.88.5

Qs

10.2.88.10

(Administrator)

The list of all the configuration options is:

InTouch Access Anywhere
Secure Gateway

10.3.92

~

InTouch Access Anywhere

1551441

15.1.1.2
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<Section name="Visitor">
<Property name="HandshakeTimeoutSeconds" type="int" value="60" />
<Property name="ClientWhitelistByIPAddressesEnabled" type="bool"
value="false" />
<Property name="ClientWhitelistAllowedIPv4Addresses" type="string"

value="" />
<Property name="ClientWhitelistAllowedIPv6Addresses" type="string"
value="" />

<Property name="RelayServerWhitelistByIPAddressesEnabled" type="bool"
value="false" />
<Property name="RelayServerWhitelistAllowedIPv4Addresses" type="string"

value="" />
<Property name="RelayServerWhitelistAllowedIPv6Addresses" type="string"
value="" />

<Property name="TargetHostRestrictedToRelayServerIPEnabled" type="bool"
value="false" />

<Property name="TargetHostWhitelistByIPAddressesEnabled" type="bool"
value="true" />

<Property name="TargetHostWhitelistAllowedIPv4Addresses" type="string"
value="" />

<Property name="TargetHostWhitelistAllowedIPv6Addresses" type="string"
value="" />

<Property name="OriginHttpHeaderWhitelistAddresses" type="string"
value="" />

<Property name="HostHttpHeaderWhitelistAddresses" type="string"
value="" />

</Section>

<Section name="Admin">

<Property name="InactivityTimeoutMinutes" type="int" value="5" />

<Property name="WhitelistByIPAddressesEnabled" type="bool" value="true"
/>

<Property name="WhitelistAllowedIPv4Addresses" type="string" value="" />

<Property name="WhitelistAllowedIPv6Addresses" type="string" value="" />

</Section>

Note: ClientWhitelistBylPAddressesEnabled and the Admin whitelist settings existed in previous
versions as "LockdownAllowed****Addresses, if these settings are currently configured, simply copy the
parameters to the new values.

Configuring the Origin Header Parameter for Whitelist Security

You can configure a parameter to whitelist the origin header field in incoming HTTP requests to the
InTouch Access Anywhere Gateway. The Gateway will check for this parameter upon connection
request to the host. If the "origin® HTTP header exists in the connection request, it will verify that it is in
the list of trusted addresses. If there is no match, the Gateway will deny the connection request to the
host.

Use the following parameter to whitelist the origin header field:
<Property name="OriginHttpHeaderWhitelistAddresses" type="string" value="" />
where value is the Gateway IP address or node name. For example:

<Property name="OriginHttpHeaderWhitelistAddresses" type="string"
value="10.010.01.11" />

or

<Property name="OriginHttpHeaderWhitelistAddresses" type="string"
value="ProdSGtwy" />

27



AVEVA™ InTouch Access Anywhere Secure Gateway Administrator Manual Configuration Portal

If there is a load balancer or proxy server in front of the Gateway, then the value address in this
parameter refers to the load balancer or proxy server. In this case, the address can be any URL. For
example:

<Property name="OriginHttpHeaderWhitelistAddresses" type="string"
value="http://URL"/>

For detailed information about HTTP origin header specifications, see section 7 and 8 of the Internet
Engineering Task Force https://tools.ietf.org/html/rfc6454#section-7

Configure Session Cookie Timeout

A session cookie is generated when browser clients connect to the InTouch Access Anywhere Secure
Gateway.

Use the following parameter to configure the session cookie timeout in the
EricomSecureGateway.Config file:

<Property name="ClientSessionCookieTimeoutMinutes" type="int" value="60" />

Note: The default timeout period is sixty minutes. Do not set this value to 0. A value of O disables the
cookie timeout interval.

If you try to connect by means of a Websocket or HTTPS (if enabled) and the cookie has expired, the
connection will be rejected. You will need to reload the page to re-attempt the login.

The following details apply to the session cookie lease:

e A cookie is cached in the InTouch Access Anywhere Gateway the first time an end -user's browser
requests a page.

e The cookie lease duration is defined based on "ClientSessionCookie TimeoutMinutes" value.

e The lease is maintained on the Access Anywhere Server side, not in the browsers, so all browsers
are treated as a single browser from your device.

e The cookie value and lease are per client (IP address), so multiple browsers on the same device will
use the same cookie value and the same lease.

e The cookie lease duration is not extended each time a page is retrieved. A cookie lease expires only
after the configured duration.

This cookie lease duration requires reloading the page after each expiration to contact the Gateway.

Advanced Configuration

All configurable settings related to the Secure Gateway can be found in the
EricomSecureGateway.exe.config file. This is a text file that can be modified with a text editor. The
configuration settings are also defined in the section Built-In Authentication Server on page 29.

Changing parameter values marked as "Reloadable" do not require a service restart. "Not Reloadable"
parameters only become effective after restarting the InTouch Access Anywhere Secure Gateway
senvce.

High Availability

To provide high availability of the Secure Gateway, it is recommended that you install two or more
Secure Gateways and use a third-party redundant load balancer to manage access.

The load balancer will provide one address for end users. As requests arrive at the load balancer, they
are redirected to an available Secure Gateway based on built-in weighting criteria. A basic round-robin
load balancer can be used, but it may not detect whether a Secure Gateway is active or not.
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Restricting Access To and From a Secure Gateway
Use the Windows Firewall Scope rules to restrict incoming connections to the Secure Gateway server.
To restrict incoming connections to the Secure Gateway
1. Access the Port rules for Secure Gateway.
2. Click the Scope tab.
3. Inthe Remote IP address section, click Add.
4. Enter the IP address(es) from which you wish to allow connections.

In the example below, only connections originating from 192.168.1.1 can connect to the Secure
Gateway.

Open Port for Ericom Secure Gateway Properties

Genesal | Prograrns and Sevvces | Computers |
Protocols and Pods Scope Advarced |  Usen |
Local IP adders

* @ Ary WP sdkess
©C Thews P sddetses

Remote 1P yddnss
L!- " Ary P sddens
" These P sddetses

19216811

1

Built-In Authentication Server

The Secure Gateway includes an Authentication Server that provides a layer of security by
authenticating end-users before they can access any internal resource. The Authentication Server is
disabled by default and should be installed on a computer on the safe side of the firewall that is a member
of the domain and which is employed to authenticate users.

Note: The Authentication Server can only be configured for one domain at a time.

Use the Secure Gateway Configuration page to modify some of the settings of the Authentication
Server:

-
W wwuser

[# Logout

¥ Gateway Settings

Enabled
Address

Faort

£ Dashboard

localhost

444

L% Becurity

% Connection Brokers
Lk Web Server

Save I Cancel I

% Authentication Server

L% Mail Alarte

Other configuration settings are specified in the EricomSecure Gateway.Config file, which is located at
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C:\Program Files (x86)\Wonderware\InTouch Access Anywhere Secure
Gateway\InTouch Access Anywhere Secure Gateway

The user configurable settings are located under the Authentication Server section of the
EricomSecureGateway.Config file and defined in the following table.

Setting Description

Enabled Boolean value to enable the Authentication Server or not. True
enables the Authentication Server. The default is False.

Address The IP address of the computer hosting the Authentication Server.
Localhost is the default.

Port This is the port on which the Authentication Server listens. Make
sure that no other services on the system are using the same port.
A port conflict will interfere with the operation of the Authentication
Server. The default port is 444,

Certificate Dnsldentity The connection between the Secure Gateway and the
Authentication Server is secured. In case the Authentication Server
is not using its default certificate, this parameter must be updated to
include the DNS identity of the alternate certificate.

MaxClockSkewMinutes The maximum difference in minutes between the clocks of the
Secure Gateway and the Authentication Server. The default is 180.

KeepAliveFreqSeconds The keep alive interval in seconds that maintains the connection
between the Authentication Server and the Secure Gateway. The
default is 30.

When an Authentication Server is enabled, only domain users will be able to authenticate. Local system
users (such as Administrator) will not be able to log on through the Authentication Server.

Disabling Authentication Server with Brokers

When all access is through a connection broker and not from any stand-alone clients, the Authentication
Server should be disabled, and the "broker only mode" enabled.

To disable the Authentication Server

1. At the Authentication Server page of the Secure Gateway portal, clear the Enabled check box to
disable the Authentication Server.

" [~
W wwuser l_J Authentication Server

= Logout

it Gateway Settings B

£ Dashbkoard
L* Security
L? Connection Brokers Port |444

L Web Server
Save | Cancel |

& Authentication Server

L] Enabled
Address |VM-1TAA-SG1

LF Mail Alerts
2. Make the following changes to EricomSecureGateway.Config file:

a. Under <AuthenticationServer>, change <add key="Enabled" value="true"/>to
<add key="Enabled" value="false"/>
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<Section name="AuthenticationServer">
<Property name="Enabled" type="bool" value="false" />
b. Under <Security>, change <add key="ConnectionBrokerOnlyMode"
value="false"/>t0o
<Section name="Security">

<Property name="CertificateFindBy" type="X509FindType"
value="FindByExtension" />

<Property name="CertificateFindValue" type="string"
value="1.2.840.113556.1.8000.2554.57748.52896.21682.18417.45066.851498

9.679433.2" />

<Property name="ConnectionBrokerOnlyMode" type="bool"
value="true" />

Making these changes prevents any connections from stand-alone clients through the Secure Gateway.
All users will log in only through a connection broker.
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Port and SSL Certificate
About Port and SSL Certificate

The InTouch Access Anywhere Secure Gateway includes a self-signed certificate. Some web browsers
may show a security warning when a self-signed certificate is detected. To remove the warning, install a
trusted certificate purchased from a trusted certificate authority (for example, VeriSign).

CHAPTER 5

Important: The signed certificate must have a private key associated with it. A .CER file may not have a
private key. Use a signed certificate that includes a private key, which usually has a .PFX extension.

The Secure Gateway uses the certificate in the Windows Certificate Store (Computer Account), which is

accessible using the Microsoft Management Console (MMC).

To add, view, or modify certificates

1. Log on as an administrator to the computer hosting the Secure Gateway.

2. From the Windows Command Prompt, run the mmc.exe command to show the MMC.

3. Select the File option from the menu bar and select Add Remove Snap-in to show the Add or
Remove Snap-ins dialog box.

Available snap-ins:

Snap-in
~ ") Activer Contral
Authorization Manager
5 Certificates
CH Component Services
A Computer Managem, .
g=n Device Manager
=5 Disk Management
@ Event Yiewer

~ Folder
__’ Garoup Policy Object ...
Enternet Informatio. .
.g 1P Security Manitor
.g IP Security Palicy M...
| Link to wWeb Address

vendar

Microsoft Cor.,..
Microsoft Cor.,..
Microsoft Car.,..
Microsoft Car.,..
Micrazaft Cor...
Microsoft Car...
Microsoft and. ..
Microsoft Cor.,..
Microsoft Cor.,..
Microsoft Car.,..
Microsaft Cor,.
Microsoft Car...
Microsoft Car...
Microsoft Car ...

Description:

Add or Remove Snap-ins

Selected snap-ins:

‘You can select snap-ins For this console from thase awvailable on your computer and configure the selected set of snap-ins. For
extensible snap-ins, wou can configure which extensions are enabled,

| Consale Roak

Edit Extensions...

Remaove

Mowve Up

Maove Down

Advanced. ..

The Certificates snap-in allows you ta browse the contents of the certificate skares For wourself, a service, or a computer.

| oK | | Cancel

4. Select Certificates from the Available snap-ins area and select Add.
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5. Select Computer Account from the Certificates snap-in dialog box and click Next.

Certificates snap-in -

Thiz gnap-in will always manage certificates for;

() My user account
() Service account

(®) Computer account

< Back | Mext > || Cancel |

The Select Computer dialog box appears with options to select a computer account.

6. Select Local Computer.

Select Computer -

Select the computer you want this snap-in bo manage.
Thig shap-in will always manage:

(®) Local computer: [the computer this console is running on)

() Another computer: Browze...

[ Allows the selected computer ta be changed when launching from the command line. This
anly applies if you zave the console.

< Back ” Finigh || Cancel

7. Click Finish and then OK.
The Console Root shows Certificates (Local Com puter) option.

8. Select the icon to the left of the Certificates (Local Computer) option to expand the list of sub
options.

34



Port and SSL Certificate AVEVA™ InTouch Access Anywhere Secure Gateway Administrator Manual

9. Browse Certificates | Personal | Certificates folder to view the available certificates that can be
used by the Secure Gateway.

= Consolel - [Console RootCertificates (Local Computeri\Personal\Certificates] == -
B File  Action  View Favorites  Window  Help !En

=% #7m 8| &z BE

| Consale Root lssued To
Fl __o,JJ Certificates (Local Compute|| ¥olEricom Authentication Server Ericom Authentication Server

a [ Personal EVMMITAASE magellandew2000.d...  VMITAASG.magellandew? 000, dev.,
[ Centificates FIWMITAASG magellandev2000.d.  WMITAASG.magellandev2000. dev.,
| Trusted Root Certificatic
| Enterprise Trust
| Intermediate Certificatic
| Trusted Publishers
| Untrusted Certificates
| Third-Party Root Certifig
| Trusted People
| Client Authentication |5
| Remaote Desktop
| Smart Card Trusted Roo
| Trusted Dewices
| Web Hosting

-

lssued By Actions

Certificates -
hdore Actions 3

3
3
3
3
I
I
3
3
3
3
3
I

< m > < m >

Personal store contains 3 certificates,

10. If a trusted certificate is used with Secure Gateway, place it in the same location as the Secure
Gateway Certificates | Personal | Certificates.

11. Browse the Certificates | Personal | Certificates folder of the MMC to show a list of certificates.
12. Double-click on the trusted certificate that you want to use with the Secure Gateway.
13. Select the Details tab and highlight Thumbprint.
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14.
15.

16.
17.

18.

19.
20.
21.

22.

The Thumbprint value appears beneath the list of certificate properties.

8 Certificate -

| General | Details |CertiFicati0n Path |

Shaw: | <hl= Y] |
Field value -
B\z‘alid From Tuesday, March 13, 2018 12:..,
B\z‘alid to Tuesday, March 14, 2025 12:..,
DSubject W-MextEenUZ, magellandevz, ..
=] Public key RSA (2043 Bits)
1.2.840.113556.1.8000.25... 43726561 746564206279, |=
BEnhanced Key Usage Server Authentication (1.3.6...,
DThumbprint algorithm shal
Thurnl:q:-r‘int 3a 6 7al29fcf le.,, KM

Ja 22 52 b3 56 Ya 12 9f cf le d8 35 9c Ve 58
15 b4 7f 1le 37

Edit Propetties. .. || Copy ta File... |

Select the entire thumbprint value.

Press CTRL+C to copy it.

The Thumbprint can also be manually typed in.
Click OK to close the dialog.

Open the EricomSecureGateway.Config file, which is located in the following folder of the computer
hosting Secure Gateway:

C:\Program Files (x86)\Wonderware\InTouch Access Anywhere Secure Gateway\InTouch Access
Anywhere Secure Gateway

Locate the Security section of the file.
<Section name="Security">

<Property name="CertificateFindBy" type="X509FindType"
value="FindByThumbprint" />

<Property name="CertificateFindValue" type="string"
value="3A2252B3567A129FCF1ED8359C7E5815B47F1E37" />

Ensure the value of the CertificateFindBy property value is set to FindByThumbprint.
Delete the existing Thumbprint from the CertificateFindValue property value field.
Press CTRL+V to paste the new Thumbprint in the value field of the CertificateFindValue property.

All blank spaces in the thumbprint are removed after pasting it as the value of the
CertificateFindValue property.

Sawe the file and the new Thumbprint will be used. Restarting the Secure Gateway service will apply
the new certificate immediately.
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Note: The DNS address of the Secure Gateway server must match the certificate name. If it does
not, a "Connection failed" error message will appear upon attempting a connection.

Manually Add a Trusted Certificate

Another way to add a trusted certificate thumbprint is to dump the certificate values and copy the identify
thumbprint to the EricomS ecureGateway.Config file. When you are using the extension identity of a
certificate, the CertificateFindBy property value of the EricomSecureGateway.Config file should be
setto "FindByExtension".

To add a certificate thumbprint to the EricomSecureGateway.Config file

1.
2.

Place a X509 certificate at a known location of the computer running Secure Gateway.
Open a Command prompt window and enter the certutil command in the following form:
C:\Temp>certutil -dump CertificateName.cer

where CertificateName is the actual name of the certificate.

Find the Certificate Extensions 2 location of the output from the certutil command.

The identify string appears immediately beneath Certificate Extensions 2

Certificate Extensions: 2

1.2.840.113556.1.8000.2554.57748.52896.21682.18417.45066.8514989.679433.2
Flags = 0, Length = la

Copy the identity string.
Edit the EricomSecureGateway.Config file and locate the Security section of the file.
<Section name="Security">

<Property name="CertificateFindBy" type="X509FindType"
value="FindByThumbprint" />

<Property name="CertificateFindValue" type="string" wvalue=

Change FindByThumbprint to FindByExtension and copy the identity string as the value of the
CertificateFindBy property.

<Section name="Security">

<Property name="CertificateFindBy" type="X509FindType"
value="FindByExtension"/>

<Property name="CertificateFindValue" type="string" value=<Certificate
Identity Thumbprint Goes Here> />

Example:
<Section name="Security">

<Property name="CertificateFindBy" type="X509FindType"
value="FindByExtension"/>

<Property name="CertificateFindValue" type="string"
value="1.2.840.113556.1.8000.2554.57748.52896.21682.18417.45066.8514989.6
79433.2"/>
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Configure the Secured Port and SSL Certificate

In the Secure Gateway Configuration dashboard, select the Security page to modify the port and SSL
certificate that will be used by the Secure Gateway.

Note: Before configuring the port, make sure it is not currently in use. For more information, see
Resolving Secure Gateway Conflicts on page 10.

From the SSL Certificate field, select the desired SSL certificate to be used by InTouch Access
Anywhere Secure Gateway. It is strongly recommended to use a trusted certificate when the InTouch
Access Anywhere Secure Gateway is used in production. Verify whether the selected certificate is
trusted.

Configure the desired security options. The Ignore certificate errors while doing SSL handshake
with a client option is selected by default.

w Adm

=
E’Loqout - - - — ¢ Yoursel ’
By forcing SSL policy emors on dients you might lock yourself out of he admin.

™ Use with care!
“ Gateway Settings H
Fields marked with ~ are mandatory,

“+ Dashboard

£ Security Secured Port * 443

** Connection Brokers S5L Certificate * Ericom Secure Gateway self-signed cedificate
Lf Web Server

- N + |lgnore cerificate errors while doing SSL handshake with a
&0 Authentication Server client -

L% Mail Alerts

Ignore certificate errors while doing SSL handshake with a host.
Ignore certificate ermors while doing S5L handshake with a
HTTP Web host (External Web Server / VMware View Server).

Enable Draining Mode.
New connections will be disabled on the server.

% Log Settings (Basic)

Lt Log Settings (Advanced)
Lt session Recording

% Download

L Admin

¥ About

Save | Cancel

The options are as follows:

Note: The recommended deployment method is to have none of the above options checked. The most
secure method is to leave all security features enabled.

e Ignore certificate errors while doing SSL handshake with a client: this option refers to the
certificate verification between any clients connecting to the InTouch Access Anywhere Gateway.

If this option is checked, you will not be prompted with a certificate error if a connecting client's
trusted certificate is not recognized on the Access Anywhere Gateway node

e Ignore certificate errors while doing SSL handshake with host: this option refers to the
certificate verification between the Access Anywhere Gateway and the Access Anywhere Server. If
the Access Anywhere Server does not have atrusted certificate recognized on the Access Anywhere
Gateway node, the connection will be rejected.

If this option is checked, you will not be prompted with a certificate error if the Access Anywhere
Server's certificate is not recognized on the Gateway node.

e Enable Draining Mode: this option will disable new connects being made to the Access Anywhere
Server, and old connects will be closed out.
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Configure Failover Gateways

Multiple Secure Gateways can be configured as a failover chain in the InTouch Access Anywhere web
client. A failover chain provides improved reliability with redundant Secure Gateways. Alternate
Gateways automatically become active when the primary Gateway is unavailable. If the connection to
the first Secure Gateway on the list fails, the request is redirected to the next server on the list.

To specify a failover list of Secure Gateways, enter each gateway address separated by a semicolon.
The following list of servers:

Us-bl2008r2;securegateway.domainname.com;192.168.0.3:4343

e The primary gateway is Us-bl2008r2 over port 443.

e The second Secure Gateway is securegateway.domainname.com over port 443.

e The third Secure Gateway is 192.168.0.3 over port 4343 (any port value other than 443 needs to be
explicitly specified).

Note: Maintain uptime for the servers at the front of the list to ensure the fastest logon time. Ifthe primary
server is unavailable, end-users will experience delays as the log on process must wait for the primary
server to time out before attempting to connect to a failover server.
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CHAPTER 6

Built-In Web Server

About the Built-In Web Server

The Secure Gateway has a built-in web server to host web pages for InTouch Access Anywhere. The
built-in Web server cannot be disabled and always listens on the Secure Gateway port.

To configure the Web server

1. Open the Configuration tool and show the Web Server page.

;m

.‘:II

B Lopoue

S0 has a Dait-n Web Serm Rencenadity ior he prod Bt are BsRded wi Tie S oree

C‘ﬂumo\*m [~ \ o s ¢ 50 0ctas ae HTTP Prewy %

4 Dashboard

W Secured Port

# Conowcton Brokers Defauk Folder [M“'AA’M'O

I Web Sarver [¥] Enable non-secured port for HTTPS auto-redirect
£ Aumeaticance Server [_] Forwaed onginad host header

J Madt Alerns (] Allow accass for non-ksted fokleds

W Log Setngs (Basic) External Web Server

7 Log Semegs (Advanced)

2. Click the Default Folder drop down list to select the default URL for the built-in web server.

3. Click Save.
- |l
- wwuser ! Wed Server
E'-W GG Rt 3 SUM e Wb Server Uncionadty fx Bo prodects at are 113 talnd with B 3 ervee
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When the user goes to the root path of the URL, the selected component will be used. For example, if

InTouch Access Anywhere Server is selected, when the user navigates to
https://<sg-server-address>:<port-number>/ the URL will automatically redirect to:
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https://<sg-server-address>:<port-number>/AccessAnywhere/start.html

Note: The Secure Gateway could technically be used to host non-related pages, but this is not officially
supported. Hosted web pages should be of basic static content.

External Web Server

The InTouch Access Anywhere Secure Gateway also has a built-in Web server proxy.

Note: Using the Secure Gateway to proxy to pages other than InTouch Access Anywhere is not officially
supported.

Connecting to the Web Server

To connect to an InTouch Access Anywhere server available through the Secure Gateway Web server,
open a browser and navigate to the desired URL. If a port other than 443 is being used by the Secure
Gateway, it must be explicitly stated in the URL. For example:
https://myserver:4343/AccessAnywhere/start.html

The following URLs are available by default.

Secure Gateway Welcome Page https://server:port/ or
https://server:port/welcome.html

InTouch Access Anywhere Server https://server:port/AccessAnywhere/start. html

HTTP Redirect

The InTouch Access Anywhere Secure Gateway Web server listens on port 80 by default. This way,
HTTP references to the server will automatically redirect to the HTTPS URL.

Note: This feature only works if the Secure Gateway is listening on port 443. If it is configured to use any
other port, the HTTP automatic redirect is not supported.

To enable this feature, select the option: Enabled non-secured port for HTTPS auto-redirect (see
below).
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Configure this feature in the EricomSecure Gateway.Config file using: <add
key="EnableNonS ecuredPortForHttpsAutoRedirect" value="false" /> in the Network section.
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Disabling HTTP/HTTPS Filtering

Certain types of network traffic are blocked by firewalls. Port 443 on most firewalls is initially reserved for
HTTP (and HTTPS) based communication. Most firewalls have a rule to filter out any non-HTTP data.
Depending on what the Secure Gateway will be routing, HTTP filtering may need to be disabled on the
firewall.

The Secure Gateway can proxy various types of traffic. Some are HTTP based and some are not. The
only configuration where HTTP filtering does not need to be disabled is when the Web Application Portal
and InTouch Access Anywhere are used together.

This table denotes the protocol used by a connection method:

Communication Type Protocol Used

Web Application Portal login HTTP/HTTPS

Application Zone login TCP

InTouch Access Anywhere RDP session HTTPS (Secure Gateway required)

Advanced Configuration

Back up the current EricomSecure Gateway.Config file before making any changes.

To configure the settings of the built-in Web server, open the EricomSecureGateway.Config file using a
text editor. Each folder in the WebServer directory may have a default document assigned for it, and may
also be restricted so that end users cannot access it.

F 9

Marne Date rodified Type Size
J Accesshpnchere 15372018 159 PR File folder
. Adrmin 1372018 759 P File folder
. Blaze 17372018 59 P File folder
L 1372018 59 P File folder
mj weelcare. bitml 129 2M7 1030 ... HTML File 1kKE

For example, the settings below will configure the following:

Sets the View folder as the default folder

Sets the view.html as the default document for the View folder

Restricts access to any unlisted folders in the directory

Prohibits access to the Blaze and MyCustom folders.

<<Section name="InternalWebServer">
<Property name="Enabled" type="bool" value="true" />
<Property name="ForwardOriginalHostHeader" type="bool" value="false" />
<Property name="ForwardFaviconRequest" type="bool" value="false" />
<Property name="XFrameOptions" type="string" value="" />
<Property name="ContentSecurityPolicy" type="string" value="" />
<Property name="AccessControlAllowOrigin" type="string" value="*" />
<Property name="ClientSessionCookieTimeoutMinutes" type="int"
value="60" />
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<Property name="AllowAccessForNonListedFolders" type="bool"
value="false" />

<Property name="DefaultFolder" type="string" value="AccessAnywhere" />

<Property name="FolderList" type="list (WebServerFolder) ">
<Value>AccessAnywhere, start.html, True</Value>
<Value>Blaze,blaze.zip, True</Value>
<Value>Admin, login.html, True</Value>
<Value>WebConnect, start.html, True</Value>
<Value>SG, , True</Value>

</Property>

</Section>

Preventing Access to Non-Listed Folders

Additional subfolders can be added to the Secure Gateway WebServer folder. These folders can be
accessible, even if they are not listed in the internal WebServerSettings list. To prevent access to folders
that are not explicitly defined in the internalWebServerSettings list, clear the Allow access for non -listed
folders (or set allow_access_for_non_listed_folders="false").

Internal Web Server

Defaull Folder [AccassAnywhers ~]
[¥] Enabla non-secured port for HTTPS auto-redinect

[ Forward original host header
I L] Allow access for non-Ested folders I

44



AVEVA™ InTouch Access Anywhere Secure Gateway Administrator Manual

CHAPTER 7/

Known Limitations

This chapter describes a number of known behaviors and limitations of Secure Gateway. Refer to
InTouch Access Anywhere ReadMe for a more detailed list of current known issues in Secure Gateway.

Common Error Messages

Most browsers require a trusted certificate when establishing an encrypted network session.

If you see an error message similar to the figure below, there could be a problem with the certificate on
the InTouch Access Anywhere Secure Gateway server.

Failed to connect using both x
WebSockets and HTTPS

OK

If this error appears, check the address that is being used for the InTouch Access Anywhere Secure
Gateway. Ifit is an IP address, like the image shown below, it may pose a problem.

L 4 Security X

Enable S5L encryption for remote

Zes5i0n

Use InTouch Secure Gateway

Gateway Address

10.228.97 238

Rather than using the IP address, use the domain name that matches a trusted certificate that has been
configured in the INnTouch Access Anywhere Secure Gateway.
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For example, instead of using 192.168.1.111, use its domain name: sg.test.com.

In addition, install a trusted certificate on the InTouch Access Anywhere Secure Gateway that matches
sg.test.com or *.test.com

Obtaining Log Files

If you require technical support, Secure Gateway log files may be requested.

Note: The logs require a special viewer, which can be downloaded from the Download page

The current log file is accessible using the Configuration page under the Download tab. The actual
diagnostic information saved in the log file can be set under the two log pages (Log Settings - Basic and
Log Settings- Advanced).

Consult with a support engineer on which settings to enable.

’ =
& wwuser Download

[# Logout

£ Gateway Settings H

Access Anviwhere Secure Gateway | og File

% Dashboard

L5 Securi .
v Access Anviwhers Secure Gateway | og viewer

% Connection Brokers

L% Web Server o
Access Anywhers Secure Gateway Administration Manual

4f Authentication Server
L Mail Alerts

% Log Settings (Basic)

L% Log Settings (Advanced)
Lt Session Recording

L% Download

L Admin

% About
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