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Basic MQTT Features
1. Overview

Designed to be light weight, open, and simple, MQTT is a subscriber/publisher messaging transport
protocol that is considered a great solution for applications where a small code footprint is required
and/or network bandwidth is scarce. It is particularly suitable for continuous monitoring of sensory data
such as temperature, pressure, water level, energy monitoring...etc.

Publisher, Subscriber, and Broker are three important roles in MQTT protocol. As shown in the following
figure, when the Publisher publishes a message to the Broker, the Broker will deliver the message to the
subscriber.

Laptop
(Subscriber)

Sensor Publish: speed=30

Server
(Broker)

(Publisher)

(Subscriber)

HMIs and MQTT

The Advanced HMI and cMT products can function as publishers, subscribers, and/or brokers. The HMI
processes data from PLCs and can publish messages to an external MQTT broker, which will handle
message delivery to the subscribers. In this manner, message publishing is possible even when the HMI
is positioned behind firewalls and access to the HMI is difficult.

Fublish
. -:v:::-'. -.:- » Subscribe by either
. o ool E
T 3 e i ol > FMQ
- Engine RPM = Bronseser using
= OEypen Senso Websockel
ol
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Alternatively, an external broker is not necessary. MQTT messages can be published to a built-in internal
MQTT broker, and an MQTT client can subscribe directly to the MQTT broker inside the HMI to receive
message updates. This scheme can be realized even remotely as long as the MQTT client can connect
directly to HMI, such as with VPN or EasyAccess 2.0.

Subscrbe by eher

« EasyMQ

« or amy MQTT chent

MOTT chent I ;I \ L

MQTT support was introduced in EZwarePlus version 5.03.02.026. The current feature set described in
this manual is based on EasyBuilder Pro (the next generation of EZwarePlus) version 6.01.01.117. Not all
features may be present in earlier versions. MQTT support is available in the Advanced HMI Series and
the cMT Series. Some advanced features are limited to the cMT Series and are described later in this

manual.

MQTT User Manual
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2. EasyBuilder Pro Settings

%

In EasyBuilder Pro, select [IloT/Enery] » [MQTT] from the ribbon to open the MQTT settings.
Fle H »& « 4 ; Home Project Object Data/History [RIGIEISEIG

e @

MOTT ICIF'C Ua | Demand Demand
Server Setting  Display

OoT Energy

Server Settings - General Tab
First, the MQTT Broker information must be entered. The IP address or domain name of the server is the

IP address or domain name of the MQTT broker. When the local address (127.0.0.1) is used, messages
will be published to the built-in broker in the HMI. To designate a broker by a domain name, select the
[Use domain name] checkbox and enter the domain name in the IP field. To prevent unauthorized
subscribers from connecting to the broker, select [Authentication] checkbox. With this checkbox
selected, connecting MQTT Broker will require Username and Password. In [Auto-connection] mode, the
connection will be automatically terminated if there’s no data update for a specified period of time.
Topic list shows the topics that can be subscribed on current HMI. To avoid publishing topic list every
time when connecting the broker, select [Publish topic list only at the first time].

MQTT Server @

General | Address | TLS/s5L | System Topic|

Comment :

Cloud service : * Compatible with IBM Cloud, Microsoft Azure, and Aliy
Protocol: | MQTT v3.1 A

[7] customize length for dient ID/username/password
ClientID: |20 words |5

Username/password : |16 words [

IP: 127 . 1] . 1] . 1 | [] use domain nam
Port: 1883 (e.g., 1883, B000~90(
ClientID: %2
%0 : HMI name
%2 :Random

%% : Character %

|:| Authentication

Keep alive time : 10 seconds) =

|:| Auto-connection

MQTT User Manual 5
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Setting

Description

Cloud service

Normal
Use general publish-subscribe service.
AWS loT

Use AWS loT as a Broker, and use Thing Shadows service.
For more information, see AWS loT in the Additional cMT Features
section of this manual.

Sparkplug B

Uses the Sparkplug B specification for use with Ignition SCADA software
and other Sparkplug B module implementations.

For more information, see Sparkplug B in the Additional cMT Features
section of this manual.

Protocol

Supports MQTT v3.1 and v3.1.1.

Customize length for
registration ID/ username/
password

Registration ID: The upper limit is 128 words.
Username/Password: The upper limit is 256 words.

IP

Enter the MQTT Broker (Server) IP address or domain name for receiving
the message. If 127.0.0.1 [Localhost] is used, the HMI will run an MQTT
broker locally.

Use domain name

A domain name can be used as MQTT Broker’s IP address.

Port Enter the MQTT Broker port number for receiving the message.
Commonly 1883 for standard MQTT connections, or 8883 for encrypted
MQTT connections.

Client ID Enter the client/registration ID.

Authentication

Check if selected MQTT Broker requires a [Username] and [Password].

Username

Enter the username for the MQTT Broker.

Password

Enter the password for the MQTT Broker.

Keep alive time

If the MQTT Broker does not receive a message from HMI beyond the
specified time, the HMI will be identified as disconnected.

Note: When running in simulation mode, messages may be delayed, but
the delay will not exceed the [Keep alive time]. In production mode, the
HMI sends messages immediately.

Auto-connection

In this mode, the connection will be automatically terminated if there’s
no data update for a specified period of time. The connection will
resume once any data update occurs.

The user can choose to publish initial values / topic list only at the first
connection.

In this mode, the start and stop commands are disabled.

MQTT User Manual
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Server Settings - Address Tab

LW addresses can be designated to dynamically control the MQTT connection or display MQTT status
during HMI run time. After designating an address, its relative addresses (+1, +2, +3...etc.) will
correspond to different attributes or parameters, as shown in the following EasyBuilder Pro settings
dialog box. For instance, if MQTT_STATUS is set to LW-110, then LW-110 shows the status and LW-111
shows the error code.

Messages that have not been sent are stored in the buffer. The maximum buffer capacity is 10000
messages. When the buffer is full, the earliest message will be deleted.

MQTT Server @

| General | Address | TLs/SSL | System Topic
Status address =

Device : [Local HMI = [ settings...

Status: LW-110
(0: stopped, 1: disconnected, 2: connected )
Error: LW-111
[0:none, 1 ormore: error)

Buffer usage address

Device : [Local HMI v][ Settings...
Address : 150 16-bit Unsigned
Buffer usage : LW-150

[ Unit: %)

Control address

Device : |Local HMI ~ [ settings...

Command: LW-200
[0:none, 1:start, 2: stop, 3 : update )
IP: LW-201 (4 words)
Port: LW-205
Client ID : LW-206 (20 words)

Authentication: LW-226 -
4 »

The MQTT_COMMAND control addresses can be designated to set control parameters, and the
corresponding addresses include MQTT_COMMAND+1 ~ MQTT_COMMAND+70...etc. The status
addresses can show connection status, and the corresponding addresses include MQTT_STATUS and
MQTT_STATUS+1.

The MQTT settings can be changed dynamically during HMI run time by using the control addresses. By
default, the HMI will automatically try to connect to the MQTT Broker on startup.

During HMI run time:
Setting MQTT_COMMAND to 1 connects HMI with the broker.
Setting MQTT_COMMAND to 2 disconnects HMI with the broker.

Setting MQTT_COMMAND to 3 after updating the control parameters will connect HMI with the broker
using the new parameters.

MQTT User Manual
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Setting

Description

Status address

LW-n: Displays the connection status to MQTT Broker:

Value Description

0 Not attempting to connect to MQTT Broker.
1 Disconnected and can’t connect to MQTT Broker.
2 Connection succeeded.

LW-n+1: Error indicator:

Value Description
0 No error
1 or more An error occurred

Buffer usage address

Messages that have not been sent are stored in the buffer. The
maximum buffer capacity is 10000 messages. The buffer capacity is
measured in percentage (%), rounded up.

LW-n: Shows buffer usage.

Control

LW-n: Displays the connection status to MQTT Broker:

Value Description
0 Ready

1 Start

2 Stop

3 Update

LW-n+1: Sets the IP address of MQTT Broker.

LW-n+5: Sets the port number of MQTT Broker.

LW-n+6: Sets the Registration ID for connecting MQTT Broker.
LW-n+70: Enables / Disables authentication:

Value Description
0 Disable
1 Enable

LW-n+71: Sets the username for connecting MQTT Broker.

LW-n+199: Sets the password for connecting MQTT Broker

MQTT User Manual
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Server Settings - TLS/SSL Tab

Enabling TLS/SSL authentication opens two verification methods:

[Server verification]: Verify whether the server certificate is signed by CA (certificate authority)

certificate.

[Client verification]: By providing a private key and certificate, the server can verify the client faster,

skipping login by username or password.

-
MQTT Server

[E=)

General I Address | TLS/S5L | System Topic

Enable
Server verification

Use certificate on HMI first [if existed}. Otherwise, use imported files below.

CA certificate : None

Server name must match certificate’s information

Client verification

Use certificate on HMI first (if existed}. Otherwise, use imported files below.
Certificate : None
Use private key on HMI first (if existed). Otherwise, use imported files below.

Private key: None

Server Settings - System Topic Tab

By default, when the HMlI is the publisher and is connected to the broker for the first time, two default
topics published at QoS2 will be sent from HMI. These messages can be edited or disabled.

1. iot-2/type/mt/id/<Client ID>/evt/topics_update/fmt/json
This topic contains the messages sent from the HMI, and shows whether the messages are

compressed.

2. iot-2/type/mt/id/<Client ID>/evt/status/fmt/json
This topic shows the connection status between HMI and broker.

MQTT Server

==

[ General [ Address [ Tis/ssL | System Topic |

Topic List
Connect State

Enable
Topic: iot-2/type/mt/id/Sel/evt/topics_update/fmtijson

%0 : HMI name
%l : Client ID for server
%% i Character %

Retain message

Qos:

Content format : | 150N

MQTT User Manual

Default




MQTT User Manual

10

Setting

Description

Topic List

Enable

Selecting this checkbox puts the specified topic into the broker’s topic list,
which includes topics published by different HMls.

At the first time the subscriber connects to the broker, the broker will send
the specified topic to the subscriber. Alternatively, the subscriber can
subscribe to this topic to view the available topics in the broker.

Retain message

When this checkbox is selected, the MQTT broker will save the latest message.

Connect State

Enable

Selecting this checkbox displays the connection state between the broker and
the HMI (publisher).

At the first time the subscriber connects to the broker, the broker will send
the specified topic to the subscriber. Alternatively, the subscriber can
subscribe to this topic to monitor the connection state between the broker
and other HMIs (publisher).

Retain message

When this checkbox is selected, the MQTT broker will save the latest message.

MQTT User Manual
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Topic Publisher Settings
rMQW é

] Enable

Server
Settings... | IP:127.00., Port: 1883

MQTT Topic
Topic Publisher | Topic Subscriber

Nickname Topic

New... Setting: xpart import...

* Supported O version : 20150923 o later [ et

Click [New] to open General and Address settings, or click [Import] / [Export] to import or export an
existing *.csv file. The maximum allowable number of topics is 255. Each topic contains a number of

messages to be sent.

The name of the Topic can be user-defined, and by using the character % followed by certain codes, HMI
name/Server setting can be used in Topic name as well.

For example: iot-2/type/cMT-SVR/id/%0/evt/topic 1/fmt/json

%0 stands for HMI name. To find out HMI name, open System Settings on HMI, or use system register

LW-10884. If the HMI name is “Default HMI”, then the topic should be written as: iot-2/type/cMT-

SVR/id/Default HMI/evt/topic 1/fmt/json

Sending Mode: If Trigger-based is selected, the MQTT message is sent when any value in the Topic

changes. If Time-based is selected, data is published at a fixed time interval.

Apart from Address sending mode, when an Event Log is created, [Event Log] option can be found in the

MQTT Topic Publisher settings dialog.

MQTT Topic Publisher @ MQTT Topic Publisher @
General | Address General
Mickname : topicl Mickname: topic2
Topic: iot-2/type/HMIS0TOP_HMISOTOP [(v2]/id/%e0/evt/topic 1/fmt/json Ge Topic: iot-2/type/HMIS0F0P_HMISOTOR [v2]/id/%e0/evt/topic 2/fmtfson Ge
%0 ; HMI name %0 : HMI name
%L : Client ID for server 9&1 : Client ID for server
S5(DYMAMIC) : Dynamic string S%[DYNAMIC) : Dynamic string
936 1 Character % %% : Character %
Sending mode: | Address (Auto.} - Sending mode : | Event (Alarm} Log A
Value-trigger-based I:‘ Include recover event
|:| Time-based _
@ From index Mo.1 [Eventd] ~
) From category
[C] compressed transmission [] compressed transmission
[] Retain message [ Retain message
Include timestamp [¥] iInclude timestamp
s -
Content format : Content format : [JSON - d
1 4 4 »
MQTT User Manual 11
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Sending mode : [Address [Bit trigger] ™

OFF-> ON - |:| Follow [set OFF when publish finished]

Device : |Local HMI

v] Settings...

Address : [LB v] i
Setting Description
Nickname Enter a nickname for easier reference.
Topic Specify the format of the message topic sent to MQTT Broker.

Sending mode

Address (Auto)

The HMI can publish data when any data in the topic changes [Value-trigger-based]
or at a pre-defined time interval [Time-based], or both.

Address (Bit trigger)

The HMI only publishes data when a defined control bit changes. Available option
include rising-edge detection, falling-edge detection, both with optional reset, or
both rising and falling-edge detection (any change).

Event (Alarm) Log

The topic source can also be an Event Log.

Compressed
transmission

The message will be compressed before being sent, and decompression is needed
before reading the message. Messages in MQTT are compressed / decompressed
with DEFLATE algorithm.

Retain message

If selected, the MQTT Broker will save the latest message.

Include When the format used is JSON, selecting this option can include timestamp in the
timestamp message.
QoS MQTT provides three levels of reliability, which are known as qualities of service

(QoS). The reliability of the message determines the persistence of the message.
0: At most once, messages are not persistent.
1: Atleastonce.

2: Exactly once.

Content Format

The supported formats are: JSON and Raw Data.

MQTT User Manual
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When the sending mode is [Address], in Address tab, set the data composition that will be contained in
the topic. The addresses can be consecutive or nonconsecutive, and of different data types and lengths.

MQTT Togic
uﬂ.;n.]- Addlpes
Hame FLC pame  Addres Addrem foomat  Addmesse

I6-EIT UREIGWED Local KMI  LW-16-EITUNZEIGN,. 16-bit Unszgned |
FAEITFLOAT Local W[ LW-32-BITFLOAT  32-bit Float 1
AECI Local Kl  LW-STRINGAZCI  Sirng 5

MQTT provides three levels of reliability, which are known as qualities of service (QoS). The reliability of
the message determines the persistence of the message.

0: At most once, messages are not persistent.
1: At least once.
2: Exactly once.

For more information on QoS, click here.

[Compressed transmission]: The message will be compressed before being sent, and decompression is
needed before reading the message. Messages in MQTT are compressed / decompressed with DEFLATE

algorithm.

[Content format]: The supported formats are: JSON and Raw Data.

MQTT Topic Publisher |

Genaral [ Address
Mabrame  loga: 1

Topie : io%3vpeicbd T-2Y Risd iy topic 1 mbyan | (eneruk

0 : HMI nsre
%l : Begestration 1D for server
B Chamecter %

@ Addres
Sendmg mods
[¥] Trigper-bemd
[¥] Tame-tased Tine riberval - | wrand iz

Brvant Log

Compreszed transmazmon

Eelem mesags
Q:IR- : 2 F.
Cloment Foomat © = -

o ][ cwed | [ Hep

Below is an example that shows the difference between JSON and Raw Data.

MQTT User Manual 13
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When publishing four values in the following address formats:

Hame
walue 1
walae 7
vl 3
waloe d

JSON:

"d"

ufnm]' addeess |

[ MGTT Topic Publisher

FLC nsms Addrecs Addres foomat
Liecal HMI LEB-0 Exl

Lozl HMI LW-10 16-bét Unsigred
Loe:al HMI LW-20 32-ht Flost

Loszal HM1 LW-30 Sling

"value 1" : [ false ],

"value 2" :[2],

"value 3" : [ 1.20000005, 0, 0, 0, 0],
"value 4" : [ "ABCD" ]

}I
"ts"
}

Raw data:

"2017-04-18T717:36:52.501856"

0002 009A 9999 3F00 0000 0000 0000 0000
0000 0000 0000 0041 4243 4400 0000 00

MQTT User Manual
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Topic Publisher - Address Tab

MOTT Topic Publsher §
[Gemeral| Address |
Rume FLC name Addren Addpess forms Eddpess el ment count
LWa)  LocalHMI LWS0  32-baFom )
pLWED  LocalEMI  LE-40 16-bit Dooigreed 2
LB loalEMi LB B f
[ Hew Delew Settings
ot [ concel | rep |
Setting Description
New Add the source of the topic. The length of each address can be specified
respectively.
Delete Delete the address.
Setting Change the name and address.

Type/Address
Mame: wvalue 1
Type
(7 Bit @ Wond
Address
Device : [Local HMI ~ | [ Setiings...
Address : ILW ~|0 i32-bit Float (1)
*You can scale fconvert data with conversion tag in Tag Library.
[¥]Remove 150N array bracket [ and T
[¥] Enable number of digits to the right of the decimal point
=

MQTT User Manual
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Setting Description

Remove JSON array bracket “[“ | For JSON formatted messages, selecting this option can remove
and “]” bracket “[“ and “]”.

Enable number of digits to the When data type is Float, the number of digits after the decimal point
right of the decimal point can be specified.

Topic Subscriber Settings

Advanced and cMT Series HMlIs can subscribe topics from other MQTT Brokers. The settings are similar
to Publisher settings demonstrated in the preceding chapters. Subscribing to Event Logs is not

supported.

MQTT

Enable

Server

IP:127.0.0.1, Port : 1883

MQTT Tapic

Topic Publisher Topic Subscriber

=l

Mickname Topic

Delete Settings... Export...

* Supported OS5 wersion : 20150923 or later

Click [New] to open General and Address settings, or click [Import] / [Export] to import or export an
existing *.csv file. The maximum allowable number of topics is 255.

MQTT Topic Subscriber

General | Address

==

Nickname : | [FfETaEI

2(DYMAMIC) : Dynamic string
%% i Character %

|:| Compressed transmission

s:
Content Format : | J50M s

Yerify imestamp

MQTT User Manual
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Setting Description
Nickname Enter a nickname for easier reference.
Topic Subscribe to a topic in an MQTT Broker. The topic name can be dynamic.

Compressed transmission

Configure with the same setting as the MQTT Topic Publisher.

QoS

MQTT provides three levels of reliability, which are known as qualities of
service (QoS). The reliability of the message determines the persistence
of the message.

0: At most once, messages are not persistent.
1: At least once.
2: Exactly once.

Content Format

The supported formats are: JSON and Raw Data. Select a format that is
supported by the publisher.

Verify timestamp

When a timestamp is included in the message, selecting this option will
verify whether the timestamp is increasing, and will only update when
the timestamp does increase. Otherwise, the message will be indicated as
an earlier message and discarded.

The address format should be specified according to the subscribed topic. For example, if the topic
contains the following address formats: Bit, 16bit-unsigned, String (length 4). The address settings

should be:
[ MQTT Topic Subscriber =
Demeral | Addres
[lame FLC name Addms Addess formas Addess element cound
wakoe | Lacal HMI LE-D Eit L
walog 2 Lacal HHI LW-0 16Tt Mgt |
wale 3 Laveal HBLL LW Senng 4

In this example, the order from value 1 to 3 should be: Bit, 16bit-unsigned, String. The order cannot be
changed, and the address element count should be identical.

MQTT User Manual
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3. Choosing a Broker

Built-in Broker in HMI

To use the built-in broker in HMI, set the IP address to 127.0.0.1 in MQTT Server settings dialog box.
MQTT will use the built-in broker in HMI, and client programs can connect to the broker using the IP
address of the HMI.

The HMI’s MQTT Broker must be downloaded to the HMI from EasyBuilder Pro. Select [Runtime] when
downloading to set up an MQTT Broker.

External Broker
To use an external public broker, enter the IP address or domain name of the external broker when
configuring MQTT server information.

For example, when using a public broker HiveMQ, the data of the broker is:

Host: broker.hivemg.com
Port: 1883
(http://www.hivemqg.com/try-out/)

Self-built Broker
It is possible to host an MQTT Broker on your own server hardware using third party software. The
following are some verified choices:

1. Mosquitto (http://mosquitto.org/download/)

2. HiveMQ (http://www.hivemg.com/downloads/) (test version provided)
3.  EMQ (http://emqtt.io/)

Please visit their respective official websites for details on installation and restrictions.

MQTT User Manual 18
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4. Getting MQTT Data

Getting MQTT data updates requires an MQTT client program. The client program connects to the
broker and registers to receive data updates (subscribes to topics) from the HMI. Many free client
programs can be found on the web. This chapter introduces one of the free programs for PC: MQTT.fx,
available for free download here:

http://maqttfx.jensd.de/index.php/download

Client Program

Many free MQTT client programs for PC and portable can be found on the web. The following briefly
walks through the steps to use MQTT.fx on PC to connect to the broker in order to get message updates
from HMI. For other programs, configuration steps may be similar.

1. Suppose an HMl is running MQTT Demo project. It’s been configured to connect to MQTT
Broker at broker.hivemqg.com, port 1883. It has an MQTT topic called Data_Bit.

2. In MQTT.fx » Edit Connection Profiles window, the connection profile should be set as follows.
Broker Address: broker.hivemg.com
Broker Port: 1883
Profile Name: user defined
Client ID: user defined
The rest of the settings can remain in default. The connection with broker will start after
clicking [Connect].

] Echit Connection Profiles - olEN
lacal mcaguits

A2 Eclipna Connection Profile

e I | MGTT_F_Cliartt Canarata

General  Wser Credentials  55LTLS  Promy | Last Wil and Testamsent

3. Open the Subscribe tab » enter Data_Bit in the field shown below » click [Subscribe] button.
Once successfully subscribed, when there are MQTT message updates, they will be received
and displayed on the main screen.

MQTT User Manual 19
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Additional cMT Features

cMT Series HMIs and Gateways offer additional advanced MQTT features including support for Amazon
AWS Things and Device Shadows, as well as support for the Sparkplug B payload specification.

AWS loT

Overview of AWS IoT

AWS (Amazon Web Service) is a cloud platform widely used in the market, and AWS loT (Internet of
Things) supports the MQTT protocol. EasyBuilder Pro now supports AWS loT service. Apart from using
AWS IoT as a broker in the publish-subscribe mode, users can also create Amazon Things and Device
Shadows offered by AWS loT to make the most of MQTT.

Notes on AWS IIOT:
1. The maximum number of layers in a topic is 8 (iot-2/type equals to 2 layers).

2. Authentication via username and password in the General tab is not supported, you must use
TLS/SSL.

3.  AWS supports only QoS 0 and QoS 1.
4. Retaining the latest message in the MQTT broker is not supported.
This section goes through the steps to use AWS loT and create a Thing and Shadow in EasyBuilder Pro.

Hosting an MQTT Broker

AWS is a cloud platform; therefore, the settings are all configured on the web. You must sign up on the
Amazon website before hosting an MQTT Broker. Amazon adds features to AWS frequently. The
screenshots below may not be entirely accurate at the time of reading, and feature names may have

changed.

1. Visit Amazon Web Services website at: https://aws.amazon.com

2. Sign up and sign in. Amazon offers a one year free evaluation trial for first time users.

dWs

Root user sign in

Email
e fesieske

Password
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3. After sign in, browse for loT Core.
anﬁ Services ~ Resource Groups ~ *
AWS services
| iot]
10T 1-Click
Trigger AWS Lambda functions from simple devices
10T Analytics
Collect, preprocess, store, analyze and visualize data of loT devices
1oT Caore
Connect Devices to the Cloud
loT Device Management
Securely Manage Fleets as Small as One Device, or as Broad as Millions of Devices
4. Click [Get started] to enter user interface.
AWS loT
AWS IoT is a managed cloud platform that lets connected devices - cars,
light bulbs, sensor grids, and more - easily and securely interact with cloud
applications and other devices.
5. Create a Policy and a Certificate.
all=[@] %]
@ AWS loT x
& > C | & =2 | hitps//us-east-2.console.aws.amazon.com/iohv2/home?region=us-gast-2#/learnHub aeE%w &% OHHEO
Services ~ Resource Groups ~ * S\ Finnliu ~  Ohio ~  Support +
i}
&p aws 10T
Welcome to the AWS loT Console
To get started, you can jump into the recommended starting points below, or explore other
learning resources as needed
See how AWS loT Connect to AWS loT Explore
works ‘ documentation
Connect a device, a mobile or web
Explore an interactive tutorial PP AWS 0T Inafeweasy stepst The AWS 10T documentation is a
through the components of AWS. great resource for more details.
IoT.
I @ i : It takes 5 minutes
@ Feedback (@ English (US) Privacy Policy ~ Terms of Use
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6. Click [Secure] » [Policies] and then click [Create a policy].

& see

Policies

B 3

= [al=]@] %
/ @ AwsloT x \
<« C | & =2 | https//us-east-2.console.aws.amazon.com/iotv2/home?region=us-east-2#/policynub QemL+ 8 OH @

Services ~ Resource Groups ~ * f1  Finnliu ~  Ohio ~

You don't have any policies yet

AWS loT policies give things permission to access AWS loT resources
(like other things, MQTT topics, or thing shadows).

Support -

7. This page is for defining actions that can be performed by a resource. You may use the settings
in the screenshot below or set your own. Click [Create] when finish.

MQTT User Manual

B =)
/ @ AwstoT x \
<« C | & =2 | https//us-east-2.console.aws.amazon.com/iotv2/homeregion=us-east- emw S O H [: ]

Services ~ Resource Groups ~ * /) FinnLiu -

Create a policy

Create a policy to define a set of authorized actions. You can authorize actions on one or more resources (things, topics, topic filters). To learn
more about IoT policies go to the AWS IoT Policies documentation page.

Name

Document

Add statements

Policy statements define the types of actions that can be performed by a resource. Advanced mode

Action

iot:*

Resource ARN

Effect

B Atow Deny

Add statement

Support ~
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8. Click [Secure] » [Certificate] and then click [Create a certificate].

Services Resource Groups ~ ja¥ FinnLiu - Ohio ~

&p aws1oT

& s @%

You don't have any certificates yet

Certificates help things establish a secure connection.

@ Feedback (@ English (US)

al[=[@] 2 J
@ AWSIoT X
< C | @ == | hitpsy/us-east-2.console.aws.amazon.com/iotv2/home?region =us-east-2#/certificatehub Qamu% & OH L)

Support ~

@b

Terms of Use

9. Click [Create certificate] near [One-click certificate creation].

@ AwsloT x

5 C | @ =2 | https;//us-east-2.console.aws.amazon.com/iotv2/homeregion=us-east-2#/certific R |

Services ~  Resource Groups ~ [\ Finntiu -

Create a certificate

A certificate is used to authenticate your device's connection to AWS loT.

One-click certificate creation (recommended)
Create certificate
This will generate a certificate, public key, and private key using AWS loT's certificate authority.

e A m
Upload your own certificate signing request (CSR) based on a private key you own.

Use my certificate
Get started
Register your CA certificate and use your own certificates for one or many devices.

MQTT User Manual
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10. After saving the four download files, click [Activate] » [Attach a policy].

11

[E=]E] %
@ AWS loT x
<« C | & =2 | https//us-east-2.console.aws.amazon.com/iotv2/homeregion=us-east-2#/certificatehub. amnw 8 OH o

Services ~ Resource Groups ~ * 2 Finnliu ~ Support -

Certificate created!

Download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys cannot be retrieved
after you close this page.

In order to connect a device, you need to download the following:

A certificate for this

. 75526358b7.cert.pem Download
thing
A public key 75526358b7.public.key Download
A private key 75526358b7.private.key Download

You also need to download a root CA for AWS loT from Symantec:
A root CA for AWS loT Download

Select the policy created in the preceding steps and then click [Done].

NS EIE]
@ AWsIoT x
n=us-east-2#/certificatehub awmw a9 0@ o

‘ < & \ @ =2 | hitps://us-east-2.censole.aws.amazon.com/io
|

Services ~ Resource Groups ~ Q

Add authorization to certificate

You are attaching a policy to the following certificate:
75526358b7¢h621445770acee554e2ba2b622bb39f879a686957de76deI81ccd

Select a policy to attach to this certificate:

B Document View

Create new policy
1 policy selected m

12. Security setting is done successfully when the following box shows.

Successfully attached policy.
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13. Click [Settings]. The URL marked in the red frame below is the domain name of your AWS loT
broker, and will be used when setting up the MQTT object in EasyBuilder Pro.

al[=]=] % ]
n’i\\NSlnT x

c ! 8 =2 | hitpsi//us-east-2.console.aws.amazon.com/iotv2/F

ampw 8 OHHEAO

3W5, Services ~ Resource Groups ~ * n Finnliu ~  Ohio ~ Support -

&P Aws o7 Settings

@ worito Custom endpoint ENABLED

Oriboard This is your custom endpoint that allows you to cennect to AWS loT. Each of your Things has a REST APl available at this endpoint.
This is also an Important proparty to insert when using an MQTT client or the AWS 10T Device SDK.

Your endpoint is provisioned and ready to use. You can now start to publish and subscribe to topics.
Endpoint
az0tv83qyIndu.iot.us-east-2.amazonaws.com

Logs

DISABLED

You can enable AWS IoT to log helpful information to CloudwWatch Logs. As messages from your devices pass through the message
broker and the rules engine, AWS [0T logs process events which can be helpful in troubleshoesting.
View all Cloudwatch Logs

Role

Level of visibility for track log

DISABLED

@ Looking for a guided way to connect a device to AWS 10T? Cannect a device

| {:C:’} Settings

@ Feedback (@ English (US) 7. Ar . Privacy Policy  Terms of Use

EasyBuilder Pro Settings
After hosting an AWS MQTT Broker, launch EasyBuilder Pro and open the MQTT settings window.

1. Inthe General tab, select [Normal] as cloud service to use publish-subscribe mode, or select
[AWS IoT] to use Thing/Device Shadow mode. Use the URL obtained above for the domain
name, and use port 8883.

MQTT Server

General | Address | TLSASL [ System Topic

Comment :

Cloud service : |Normal -

IP: az0tvB5gylndu.iot.us-east-Z.amazonaws.com [¥] Use domain name
Port: 3883

Registration ID :  d16d207e-220b-472d-9caa-ebf122897082
[C] Authentication

-

Keep alive time : |10 second(s) 3

[] Auto-connection
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2. Configure the Status, Buffer, and Control addresses as normal.
[ Genersi | Address | TLS/SSL [ Systerm Topic

Status address

PLC: [Local HMI ~ |[ Settings...

Lddress [LW -0

Status : LW-0
(0 :stopped, 1: disconnected, 2 : connected )
Error: LW-1

{0: none, 1 or more : error)

[ Buffer usage address -
Control address

PLC : [LocalHMI -] Settings. .

Lddress [LW -| 10 [

Command : LW-10
(0:none, 1:start, 2 : stop, 3 : update )
Port: LW-15
Reqgistration ID 1 LW-16 (20 words)
Authentication : LW-36
({0:none, 1:account)
Username : LW-37 (16 words)
Password ;. LW-53 (16 words)

-

3. Inthe TLS/SSL tab, import the files generated when creating the AWS certificate.
Server verification, CA certificate: Import a .pem file.
Client verification, Certificate: Import a .crt file. (certificate.pem.crt)
Client verification, Private key: Import a .key file (private.pem.key)

MQTT Server @
General | Addpess | TLEMESL | Swstern Topic
[¥] Enable

[¥] server verification

Use certificate on HMI first (if existed). Otherwise, us

CA certificate : None

Server name must match certificate's information

[¥] Client verification

Use certificate on HMI first (if existed). Otherwise, use imported files below.
Certificate : None
Impaort...
| Use private key on HMI first (if existed). Otherwise, use imported files below.

Private key : None
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4. The System Topic tab includes Topic List and Connection State topics that cMT device will
automatically send once it connects to broker. Be sure to conform to AWS restriction by
changing the [QoS] and unchecking [Retain message] for each topic.

MQTT Server @
[ General [ Address [ TLRSL | Systemn Topic |
Topic List
Connect State
[¥] Enable
Topic : | iot-2/type/21/evt/topics_update/fmt/json | Default
260 : HMI name
%1 : Registration ID for server
%% : Character %
[] Retain message
Qos5: |1 -
Content Format © | JSON A
| Reset

Restrictions of using AWS loT as MQTT Broker:
a. Only QoS 0 and QoS 1 are available.
b. Retain message is not supported.
c. The maximum number of layers is 8.

5. If using AWS as a [Normal] cloud service broker, configure the Topic Publisher and Topic
Subscriber as described earlier in this manual. If using Things/Device Shadows ([AWS loT]

selected for cloud service on the General tab), see the next section for Publish/Subscribe
settings.

Thing and Device Shadow

With AWS loT, Publisher->Broker-> Subscribe is no longer the only path that data is accessed over
MQTT. By introducing the Device Shadow service, a Thing (a device, app...etc) can interact with cloud
applications and other devices connected to AWS loT. The device shadow (sometimes referred to as a

thing shadow) is used as a communication layer between your mobile/cloud application and the devices
(HMIs) connected to AWS loT.

The shadow is a persistent, virtual representation of the HMI or Gateway. Because it always has a point-
in-time view of the state of your device, it’s easy to write applications that interact with your devices
through device shadows. A Shadow can be maintained for each Thing (device/HMI) connected to AWS

loT. The Shadow can be used to get/set the state of a Thing over MQTT, regardless of whether the Thing
is connected to the Internet.
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1. Inyour AWS loT Dashboard, click [Manage] » [Things] » [Register a thing].

[&]l=]E] & ]
@ AwsloT 5
< C &=z | https://us-east-2.console.aws.amazon.com/iotv2/home?region=us-east-2#/thinghub Q& ﬁ, 5 OH

Services v~  Resource Groups ~ * f1  Finnliu ~  Ohio ~  Support ~

&P aws 1ot

@ Monitor 0—' o
@ Onboard \"\‘\'-@' g
e

- N 7D

Types

@D

You don't have any things yet

A thing is the representation of a device in the cloud.

i

@ Feedback (@ English (US) 017, Amazon V es, Inc. or ils 2 s Allnights reserved.  Privacy Poliey  Terms of Use

2. Select [Create a single thing] and enter the name for the Thing. The additional Thing options can
be ignored. Click [Next].

&«

Register a thing

This step creates an entry in the thing registry and a thing shadow for your device.
Name

Tutorial

Show optional configuration (this can be done later) ~

3. Select [Create thing without certificate]. The Thing is created.
Skip certificate and create thing

You will need to add a certificate to your thing later before your device can connect to AWS Create thing without certificate

loT.
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4. Navigate to [Secure] » [Certificates] and select the certificate created previously.

& aws o7 Certificates
@
i 75526358b7cb62144...
(€] ACTIVE ¢
S
@ Secure
Certificates
h

5. Select [Attach thing] from the [Actions] menu.

915ce7e09af130828b40c0553a5f4306b3c0a766155838c35a55eccc8f0ab2e9

Actions ~

Details Certificate ARN Deactivate
Revoke

A certificate Amazon Resource Name (ARN) uniguely identifies this certificate. Learn more

arn:aws:iot:us-east-1:468045858222:cert/915ce7e89af130828b48c@553a574

Attach policy

Details Attach thing

Download

Issuer
OU=Amazon Web Services O\=Amazon.com Inc. L\=Seattle ST\=Washington C\=US
Subject

Delete
6. Select the Thing created previously and click [Attach] to finish.

Attach things to certificate(s)

Things will be atttached to the following certificate(s):

75526358b7cb621445770acee554e2bazb622bb39f879a686957de76de981cc4

Choose one or more things

P Tutorial

1 thing selected ‘ Cancel ‘m
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7. In EasyBuilder Pro, make sure that [AWS loT] is selected as the cloud service option in the MQTT

Server settings window.

MOQTT Server

General | Address | TLSSSL |

=

Comment :

Cloud service : [AWSIoT =

Port - 3883

Keep alive time : | 10 second(s)

8. Click new to add a devic

1P : az0tvBSgylndu.iot us-east-2.amazonaws.com Use domain name

Registration ID :  7¢78b7cd-eal2-456b-934e-cb5fcl53110a

e.

MQTT

Enable

Server

AWS [oT Thing

n Domain name : aSrwBhéavjd8b.iot.us-east-1.amazonaws.com
por: 3583

Thing Name Description
Delete Settings...
* Supported OS5 version : 20150923 or later Exit

9. Enter the Thing name and set a minimum time between publishes. Only QoS 0 and 1 are

available.
AWS IoT Thing (==
General | Address|
Description :
Thing MName :  Tutorial

Min. time between publishes :
QoS5

Content Format :
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10. In the Address tab, click [New] and select addresses for “reported” status and “desired” setting.

The arrows “->” and “<->" indicate the direction in which data is transmitted between the HMI

and AWS. By default, the “reported” data is only sent from the HMI to AWS and “desired” data

can be sent in both directions.

Name : defaultl
Type : |Bit b

[¥] Status (PLC addr. -> AWS IoT "reported")

AWS [oT Thing =]
|Gemm§ Address |
|
Address setting

[7] Advanced Mode

PLC : [Local HVI

PLC: [Local HMI

-] Settings... ‘
[#] Setting (PLC addr. <-> AWS IoT "desired”)
v] Settings...

11. If the Advanced Mode checkbox is selected, the Status (reported) and Setting (desired) can use

different addresses for each data transmission direction to allow more granular control from

Address setting
[@] Advanced Mode
Name: defaultl
e
[¥] Status (PLC addr. -> AWS IoT "reported”)
[7] Send initial value when HMI starts
PLC: ‘Local HMI v][ Settings... ]
Address : |LB - |0 )
[] status (AWS IoT "reported” -> PLC addr))
PLC: [Loml HMI v“ Settings...
Address : |18 »|1
[#] Setting (PLC addr. -» AWS IoT "desired”)
[¥] Send initial value when HMI starts
PLC: [Loml HMI v“ Settings...
Address : || -|2
[] setting (AWS IoT "desired" -> PLC addr.)
FLC: [Local HMI v” Settings... ]
Address : |1B -|3
[
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12. You should now be able to subscribe and publish to your Thing with the following topics:
MQTT

Use topics to enable applications and things to get, update, or delete the state information for a Thing (Thing Shadow)

Learn more

Update to this thing shadow

$aws/thin ial/shadow/update

Update to this thing shadow was accepted

$aws/things/Tutorial/shadow/update/accepted

Update this thing shadow documents

$aws/things/Tutorial/shadow/update/documents

Update to this thing shadow was rejected

$aws/things/Tutorial/shadow/update/rejected

Get this thing shadow

faws/things/Tutorial/shadow

Get this thing shadow accepted

$aws/things/Tutorial/shadow/get/accepted

Getting this thing shadow was rejected

$aws/things/Tutorial/shadow/get/rejected

Delete this thing shadow

$aws/things/Tutorial/shadow/delete

Deleting this thing shadow was accepted

y

$aws/things/Tutorial/shadow/delete/accepted

Deleting this thing shadow was rejected

$aws/things/Tutorial/shadow/delete/rejected

This information is found in the [Interact] section of the Thing Dashboard.
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13. From the [Test] section of the AWS loT Dashboard, you should be able to subscribe and publish
to topics and interact with your test project.

@ AWS loT MQTT client @ Connected as iotconsole-1529018251000-4 ~
Manitar $aws/things/Tutorial shadow/update Export Clear Pause
Onboard
Subscribe to a topic

Manage i Publish
Greengrass Publish to a topic Specify a topic and a message to publish with a QoS of 0.
Secure Saws/things/Tutorial/shadow/update Publish to topic

I $aws/things/Tutorial/shado... X
Act

Test

$aws/things/Tutorial/shadow/update Jun 14, 2018 4:24:56 PM 0700 Export Hide
)
"state”: {
"desired”: {
"dr: {
"defaultl": [
&6
1
¥
3
b
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Sparkplug B

Overview of Sparkplug B

Sparkplug is a specification for MQTT enabled devices and applications to send and receive messages in
a stateful way. Sparkplug provides a mechanism for ensuring that remote device or application data is
current and valid by using device lifecycle messages such as the required birth and last will & testament
messages that must be sent to ensure the device lifecycle state and data integrity.

It also is utilized in connecting with the Inductive Automation Ignition Platform utilizing the Cirrus Link
MQTT modules. The Sparkplug specification provides the necessary details for any MQTT enabled device
to connect to MQTT servers and integrate with zero configuration into Ignition via the Cirrus Link MQTT
Engine Module or other Sparkplug supported applications.

Sparkplug B features include:

e Complex data types using templates

e Datasets

e Richer metrics with the ability to add property metadata for each metric

e  Metric alias support to maintain rich metric naming while keeping bandwidth usage to a

minimum
e Historical data
e File data

The Sparkplug B specification can be found here. Topics are formatted as:
spBv1.0/group_id/message_type/edge_node_id/[device_id]
The following message_type elements are defined for the Sparkplug Topic Namespace:

e NBIRTH — Birth certificate for MQTT EoN nodes.

e NDEATH - Death certificate for MQTT EoN nodes.
DBIRTH — Birth certificate for Devices.

DDEATH — Death certificate for Devices.

NDATA — Node data message.

e DDATA — Device data message.

o NCMD — Node command message.

e DCMD - Device command message.

e STATE — Critical application state message.
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EasyBuilder Pro Settings

To configure a Sparkplug B payload, launch EasyBuilder Pro and open the MQTT settings window.

1. Inthe General tab, select [Sparkplug B] for the cloud service. In this example, we will use the

test.mosquitto.org public broker.

MOQTT Server

General | Address | TLS/S5L

E=

Comment:

Cloud service : |SparkplugB ~
Protocol: [MQTTv31 ~

[ customize length for client ID/username/password

Client 1D
Username/passwaord :

Domain name :
Port:

ClientID:

test.mosquitto.org

Use domain name

1883

%0

%20+ HMI name
%52 : Random
%636 1 Character %

D Authentication

Edge node ID: default_edge_node

DDATA min. time: 0 ms >

* Minimal waiting time before sending a new DDATA
[Deivice DATA) message (if data changes are detected)

Qs

* Supported OS5 version : 20150923 or later

Keep alive time: 10 second|s) lil
MQTT (=] || maTT =
Enable Enable

Server server

Domain name : test. mosquitto.org, Port : 1383 Domain name : test.mosquitto.org, Port: 18583

Sparkplug B Sparkplug B

General Device General Device
Group ID: default_group Name Address Address Format MNew Group

Delete

Settings...

* Supported OS5 version : 20150923 or later

2. Inthe [Device] tab, click [New Tag] to add data to the payload.

*You can scale/convert data with conversion tag in Tag Library.

Tag
Mame: Tagl
Type
) Bit @ Word
Address
pevie : [Local vt
Address : | w - | 10 16-bit Unsigned (1)

sl

[ ok

] [ Cancel
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mMQTT =X5)
Enable
Server
Domain name : test.mosquitto.org, Port : 15883
Sparkplug B
General Device
Mame Address Address Format  Address Element Count Mew Group
- Local HMI
H Tago Lw-10 16-bit Unsigned 1
Delete
Settings...
* Supported O5 version : 20150923 or later Exit

3. Add a way to change the specified tag to a screen and run the project in [Online Simulation]

mode.
File H 8 « 4 5 Home QUGS Object Data/History IoT/Energy View Tool

L @ ¢ pl ¥ & B ™| [

System Language Compile Online Offline Download Build Downlead Reboot  Shape
Message & Font Simulation  Simulation Files HMI -
Setting Build

4. Open the MQTT.fx client program and connect to test.mosquitto.org. The preceding setup
results in data being updated on topic
[spBv1.0/default_group/DDATA/default_edge node/Local HMI]. Be sure to set the [Payload
decoder] to [Sparkplug Decoder] to view the payload in a readable format.

& MQTTx-1.70 =8 E=RE=<=

File Extras Help

‘ Disconnect ‘\o
Publish m Scripts  Broker Status  Log

spBv1.0/default_group/DDATA/default_edge_node/Local | | = [ Autoscroll ™ IS

spBv1 0/default_group/DDATA/default_edge node/local HMI W) | spBvi.0/default_group/DDATA/default_edge_node/Local HMI 1

Dump Messages (LI Unsubscribe |

spBv1.0/default_group/DDATA/default_edge_node/Local HMI

15-06-2018 10:26:48.37608572 QoS5 1

{"timesta 529026008400, "metrics™ :[{"nam age”, "timestamp™:
e JInt16" ,"value” seq”:2}

Topics Collector (4038) Scan e
11

11 7iotswitch/light

1234js/

1)89alcIMBs/test

fAlarm/Sensor/1

/Alarm/Sensor/10

JAlarm/Sensor/11

FAlarm/Sensor/12
Payload decoded Sparkplug Decoder v I
/alarm/Sensorf13 iyl by Sparkplug
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