Appendix B RADIUS Server

Managing dispersed serial lines and modem pools for large numbers of users can create
the need for significant administrative support. Since modem pools are a link to the
outside world, they require careful attention to security, authorization, and accounting.
This can best be achieved by managing a single "database" of users, allowing for
authentication (verifying user name and password) as well as configuring information
which details the type of service to deliver to the user (for example: SLIP, PPP, telnet,
rlogin). Moxa CN2500 Async Server supports RADIUS protocol, which requires only
one database for remote user management.

(] What is RADIUS?

(1 Setting up CN2500

(1 Setting up UNIX hosts

(1 Setting up Windows NT hosts
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What is RADIUS?

Definition

Remote Authentication Dial-In User Service, or RADIUS, is the standard for
centralizing the authentication, authorization, and accounting of remote access users.

Here is a brief description of how RADIUS works: When a user dials in to a remote
access device, that device communicates with the central RADIUS server to determine
if the user is authorized to connect to the LAN. The RADIUS server performs the
authentication and responds with the result — either accept or reject. If the user is
accepted, the remote access server routes the user onto the network; if not, the RAS will
terminate the user's connection. The RADIUS server also provides accounting services
if supported by the remote access server.

With RADIUS, a network manager or ISP only needs to maintain a single, central
database against which all remote user authentication takes place. This greatly eases the
management burden associated with administering large numbers of dial-in users.

Client/Server Architecture

B-2

RADIUS is a type of client-server software. Communication servers, such as CN2500,
play an active role, whereas a RADIUS server is passive.

1. When a remote host is connected to CN2500, it is prompted to enter its user ID and
password.

2. After receiving the user ID and password, CN2500 sends the information to a defined
RADIUS server. Up to this point, the remote user is still unable to access the
network.

3.The RADIUS server compares the user ID and password with its internal database,
and then uses the internet to respond, either accepting or rejecting.

4.If CN2500 receives the "accept" message from the RADIUS server, the remote user
is allowed to enter the network. Otherwise, CN2500 will wait for another try, or
terminate the connection when a specified time limit has been reached.
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Setting up CN2500

l. Setting up the RADIUS server IP address
1. In MAIN MENU select Server.

serverfa  UZ.@@m A TH HE ML

S| Fort seTting sAve Utility Restart Exit
Examine/modify async server nodeftable configuration]

Enter: select ESE FEULOUS menu
2. In SERVER MENU, select Adv.
3. RADIUS settings.

Server¥o UZ2_064

Info. [[LlJY] Host_table Route_table User_table Quit
Examine/modify async server advance configuration

ESC: back to menu Enter- _select

RADIUS server IP [ ]
RADIUS key [ ]
UDF port (1:1645 2:1812) [1]
Enable RADIUS accounting [yes]

SHHMP community name [public ]
SHHWP trap server IP address | ]
Ethernet IP forwarding [no ]

Routing protocel [Hone ]

RADIUS server IP: [RADIUS server IP address]
RADIUS key: [RADIUS password] (must be the same in the RADIUS server)
UDP port: [1/2]

Mode 1: An earlier but rather common setting is 1645. If you choose 1645, the
authentication has to be set as 1645, and accounting as 1646 in the RADIUS Server.
Mode 2: The latest setting is 1812. If you choose 1812, the authentication must be set as
1812, and accounting as 1813 in the RADIUS Server.

Enable RADIUS accounting: [yes/no]
4. Save, and then restart CN2500.
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. Setting up port configuration

RADIUS is effective for dial-in services. Therefore, select server for Authentication
type in DYNAMIC, and PPP, PPPD, TERM_BIN, and TERM_ASC modes in

PORT MENU.

Dial-in/out- Dynamic mode

Server¥o U2.88

] Line

midem Welcome_HSG Quit

Examine/modify the operation mode of async ports

ESC: back to menu Enter: select

Port
(5N |
82 [Dialin/out o
83 [Dialin/fout Enable
84  [Dialin/out | TERH_BIN mode [yes]
8  [Dialin/out | PPPD mode [ves]
86 [Dialin/out | SLIPD mode [yes
a7  [Printer | ———=zzooeee V-
o8 Fixed TTY uthentication type SEFUEF
89 EFixEd TTY g D————E——————]
18  [Device Control ] [ASPP | [Async
Dial-in/out- PPP/PPPD modes
]
| Bestinakion 1P
server7s Uz jpner TR
———————————————————————————————————————————— - TERSIF Compression
[(IILJ] Line mOdem Welcome_HSG Quit | Imackivity €ime

Examine/modify the operation mode of async ﬂ

ESC: back to menu Enter: select

Port
a1
az2
a3 [bialin/out ] [PPP 1
an [Mialinfout ] [PPP 1 [Pulnt
as [Mialinfout ] [PPF 1 [Foint-
(5131 [Mialinfout ] [PPP ] [Point-
ar [bialin/out ] [PPP 1 [Point-
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addr

Limk quality report
putgoing FAP 1D

L. I!Hillu Al check

to-Point
to-Point
to-Point
to-Point
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TermeLIP!PPP identificati

Protocol
Protocol
Protocol
Protocol

Detail-setting
[Term parameters]
[FPP parameters]
[SLIP pa+-----——-
| none

erverp

Server Prop+——————-

|tion]
|tion]
|tion]
[tionk
I ]
I ]

— ]

+otocol]

[S) Y SR ) —




Terminal- TERM_BIN/TERM_ASC modes

Serverfd U200

METE Line mdden Welcome MSG  Quit
Exanine/modify the operation mode of async ports

SC: back to menu

Il Terminal mode (§ sessions
Terminal nude {1 59551nn

[Iernunal
leninal

L TERH_A%L
TEHH HIH

Quit key [TE]
Auto-link [none ]
Telnet [23 |

[ ]
[ ]
[ogin: ]
[assword: ]
[ ]
[ 1
[ansi +———————- +
A none |

{ D local |
min| EIETIE |
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Setting up UNIX hosts

You can use your own RADIUS software to do this. Moxa, however, provides a
RADIUS program for UNIX. To use Moxa RADIUS Server, extract

radi us. 2. 2. t ar from the CN2500 CD. All files are extracted to the

[ radi us2. 2 directory.

l. Installing the RADIUS execution file.

B-6

a. Login to the UNIX host and create a directory.

#mkdir /radius

#cd radius

b. Mount CD-ROM volume
oS Command

SCO OpenServer |#mount-f IS09660, filemode=444 <device>
Example: #mount-f ISO9660, filemode=444 /dev/cd1/mnt

Solaris x86 In the volume manager mounts the CD-ROM on mount point
/edrom/cdromO
Linux #mount /dev/cdrom or

#mount-t 1s09660-ro mode=0555<device>
Example: #mount-t is09660-ro mode=0555/dev/hdb/mnt

c. Copy file to host

#cp /mnt/cdrom/radius.2.2.tar

d. Extract the .tar to files.(radiu.2.2 subdirectory)
#tar xvf radius.2.2.tar

After extracting, there are subdirectories, as follows:
/src: source code

/conf: configuration

/log: log record

/temp: temporary files

/bin: excution files

e. Compile and link

#ed /src

#sh mk_radius
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ll. RADIUS Server configuration
1. Enter RADIUS administration

#ed radius.2.2/bin

#./radiusadm

2. You will see a welcome message, and then enter RADIUS SERVER administration.

H H bata Communication Sulotions Hoxa Technologies Co.,LTD

M M LITELIR T i H A FL.BHo.6,Alley &,Lane 23%,
M H H H o o b AR Pap-Chiao Ad.,5%hing-Tiem City
H H H H 1] 1] i ARAARRA Taipei,Taiwan R.0.C.

H HH H L] ] L H R Iel i8HG6-2-9101250

H H H LITELIR T & X | R Faw:8RG-2-9181239

E-mail : support@noxa.com.tw
Wz https// wew . noxa . com. tw

e —— ¥
| ¥Yes. We build multiport serial solution. |
B il e T ——

)Eunfiguratiun I
Monitor |
Daemon Control |
Report |
Others |
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3. Specify password file
"Configuration" " Basic Configuration" > Password File
(Yetc/passwd for LINUX)
(Yetc/shadow for SCO UNIX and SOLARIS)
(/etc/master.passwd fot FREEBSD and BSDI)

| Basic Configuration |
b e 1
| >@assword File fetc/passud |
| Async Server AMinIsStratio |
| Save & Exit |
b 1

4. Specify CN2500 IP.

"Configuration" > "Basic Configuration" 2" Async Server
Administration' 2" Add Async Server"

| Passuo i - assud |
| sync Server Administration |

| Savee—Exit I

| *lr Address :

| Hame :

| Console Password :

| ok

| J:Down K:Up Q:Quit Enter:Select

' IP address : [ ] CN2500 IP
Name: : [ ]>CN2500 server name

Console Password:[ ]2 CN2500 console password

5. Save and exit.
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lll. Basic/Extended Permission Group Setting

Basic and extended permission group defines regulations for users.

1. Add/Modify permission group

"Configuration" " User Permission Administration' 2" Basic Permission
Maintenance" or ""Extended Permission Maintenance''.
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2. Basic Permission Maintenance

| Basic Permission Haintenance

| »[dd Permission Group
| Hodify Permission Group
| Delete Permission Group

| Group Hame : Exampled |
| Haximum occurrences/fuser -1 |
| Maximum minutesslogin : 68 |
| Idle minutes force to logout : 5 |
| Haximum login hours/month : 588 |
| >k !
Basic Permission Group Example |Description
Group Name Examplel |Name of this permission setting
Maximum occurrences/user 1 The user can only login once at the same time.

"0" for simultaneous unlimited login sessions
Maximum minutes/login 60 The user has only 60 minutes in each login session

"0" for unlimited time
[dle minutes force to logout 5 If the user idles for 5 minutes, the session will be

terminated

"0" for no kick-out
Maximum login hours/month 500 The user has max. 500 hours per month.

"0" means unlimited access

Select "OK" to save.

B-10
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3. Extended Permission Maintenance

| >Hdd Permission Group
| Hodify Permission Group
| Delete Permission Group

| Hodify User Permission |
| Basic Permission HMaintenance |
| »Extended Permission Maintenance |

|

l__Sowe_ £ Exik__________
fAdd Extended Permission

Group Hame
Expires days afte

Hint z
Input = 1eeaadi] |

Sun Hom Tue Wed Thuo Fri Sat,BM cacceptireject

Login time interval in a day : BR-00-27:084
Hot allow login days in a week @
>faximum login hours :

1]

b e ——— o —

Extended Permission Group

Example Description

Group Name

Example2 [Name of this permission setting

IDays to expire after first login

30 The user account expires after 30 days after first login

"0" for no expires

Login time interval in a day

08:00-22:00 |The user has only 60 minutes in each login session

"0" for unlimited 24 hours usage,

Barred login days

Sun Sat The user is not allowed to login in on Saturday or Sunday

"0" for accept, "1" for reject.

Maximum login hours

500 The user has max. 500 hours for this account.

"0" means unlimited access.

Select "OK" to save.
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IV. User Setting
| User Permission Administration |

| >fodify User Permission |
| Basic Permission Maintenance |
| Extended Permission Maintenance |
| Save & Exit |

| I
| I
| daemon |
| ftp I
| games |
| gdm I
| george |
| gopher |
| halt |
| 1p I

1. Select the user "george" and press [Enter] to modify setting. Press [Ctrl-F] for page down,
[Ctrl-B] for page up.

2. Specify basic permission group and extended group for the user "george".

| User Hame = george |
P e 1
| Basic Permission Group : Example 1 |
| »EAxtended Permission Group : Example 2 |
| 0k I

3. Select "OK" to save.
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V. RADIUS proxy

"Configuration" " Proxy Server Administration" >"Add Proxy Server"

| Basic Configuration
| User Permission Administration
| *@roxy Server Administration

| >fdd Proxy Server

| Hodify Proxy Server
| Delete Proxy Server
| Save & Exit

| 0P address :
| Hame :
| Radius Hash Key :
| Ok

IP address:[ ] > Proxy Server IP

Name: [ ] Proxy Server Name

Radius Hash Key:[ ]2 RADIUS encryption key, must be the same key in the proxy

server end.

Select "OK" to save.

RADIUS Server
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Set up Windows NT host
1. Install Windows NT OPTION PACK 4.0 to Windows NT server.

2. "Start"->"programs”->"Windows NT 4.0 Option Pack"->"Microsoft Internet Information
Server"->"Management Console Manger".

% | Favorites

o
‘} Documents

%}; Settings
A Eind
& teip

Windows NT Server

QJJ Shut Down...

@% Log Off Administratar...

FlAccessories
=lIntermnet Explorer
» =MFor Server Pro
=] Startup
v EHBooks Online
ME Command Frompt
Y B)wWindows NT Explorer
& Administrative Tools (Common)
& HyperSnap-D-
LI

- w v r

Ll * T -

& |ntermet Connection Services for BAS #
Intermet Infarma i

B kicrosoft Transaction Server

& Product Documentation

& 1Release Nates

B windows MNT 4.0 Option Pack Setup

& kdicrosaft NNTP Service
& kdicrosaoft SMTP Service L4
&]Internet Service Manager (HThL)
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3. Click "Console Root"->"Internet Information Server" (in the left info window). Your

computer’s name will be visible.

4. Click "your computer name", after which you will see "RADIUS" in the right info

window.

T Console MWindow Help

BEE b B

J ¥ Acton T View

]

7 R E

B8y vrO2®

[ Console Root

E[:I Internet Information Server

& Administration Web Site
3 Default SMTP Site
-85 Default NNTP Site
@1 Microsoft Transaction Server

MName I Fath

Daone

RADIUS Server
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5. Right click on "RADIUS" in the left info window, and then select "properties".

'fi Microsoft Management Consaole - [iis - Console Root\Internet Information Servery* rats_._ M=l B

& Console  Window Help el x|
ErEEE |
H'Acliun'\/iew Hx“%hlu\w.ﬂm ‘
(1 Console Root Mame | Path [

23 Intemet Infarmation Serser
- *ratentd
! v-f Default FTP Site
el FADIUS (Stopp cpl
-8 DafaultWeh Sita Start
-8 Administration | 2100
Default SMTP Sit, Fauss
-5 Default NNTP Sit
-0 Microsoft Transaction S

e ;
iEst ¥
MNew window from hera

Refresh

¥ Scope Pane

Description Bar
Propeties for the selected iter |

N
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6. Select "Service". Check the "RADIUS ports".
[Authentication] 1645
[Accounting] 1646

7. Select "Client". Click "Add"
Enter cn2500 IP address in "TP address" field

Enter cn2500 password in "password" field. The password corresponds to the RADIUS
key setting in CN2500 Console.

&Internet Authentication Service Properties - ratsnt4

Servlcel Logging  Clients | PerI|ES|

Clients are network access devips
password (shared secret) with ed

——

Authentication requests can be re

Client Lacation

|192 |188 |205 |2nn

Add... Eerme | _______________________________ t‘?fﬁftft--ljgf? ________________________

Info. |(:IUMN| Host_table Route_table User_table Quit
Examine/modify async server advance configuration

ESC~hack to menu Enter: select

RADIUS server IP [192.168.205.101]
RADIUS key [1234] ]
UDP port (1:1645 2:1812) [1]
Enable RADIUS accounting [yes]

SNMP community name [public 1
SNMP trap server IP address [ 1
Ethernet IP forwarding [no ]

Routing protocol [None ]

TCP retransmission timeout [ 1

SI0 data transfer timeout [ 1

8. Click "Apply".
9. Right click on "RADIUS" in the left info window. Select "Start".
10. You will now see that RADIUS is running.
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