
Software Release History

Software Name: Firmware for NPort IA5000 Series

Version
No.

Build Date No./
Release Date

Supported OS Apply to Models New Features/ Enhancements Bugs Fixed/Changes Note

v1.6 Build 17060616 N/A NPort IA5000 Series New Features:
N/A

Enhancements:
1. Enhanced web login security and
supports 5 users logged in
simultaneously.
2. Extended HTTP challenge ID
length from 32 bits to 256 bits.
3. Enabled the default password
"moxa".
4. Increased CSRF protection
mechanism.
5. Increased XSS protection
mechanism.

Bugs Fixed:
1. The user's password and SNMP community name may
be exposed by a buffer overflow issue.
2. NPort may reboot or hang from several buffer overflow
attacks through Telnet, SSH, DSCI, SNMP, HTTP, and
HTTPS.
3. TCP/IP protocol may stop responding: CNCERT CNVD-
2016-12094.
4. In pair connection mode, master will not pull down
RTS/DTR signal after the TCP connection is broken.

Changes:
N/A

N/A
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