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Introduction

Moxa'’s ioLogik Cellular Micro RTU Controllers are highly integrated, stand-alone solutions designed for remote
monitoring applications, and are especially well suited for cellular communications. Using push technology and
Active OPC server solves the problems associated with using dynamic IP addresses in cellular communications.

The following topics are covered in this chapter:

O Quick Start Guide
O Architecture
» Resolving the Dynamic and Private IP Issue with Active OPC Server
» Resolving the Dynamic and Private IP Issue with DDNS
O Overview
O Product Features
» Trouble-free Connections to Cellular Networks
» Automatic Data Update from SD Card Following Network Failure
Front-end Intelligence for Event Handling
Intelligent SMS Alarms and SMS Commands
Friendly Serial Device Connectivity
Network Redundancy
WAN-to-LAN Extension with Port Forwarding

Secure Wake on Call

YV V V VYV V¥V V V

I/O Expansion Capability
Appearance
Package Checklist

Product Selection Guide

QQaQaa

Product Specifications

» Common Specifications

» ioLogik W5312/W5312-T Specifications

> iolLogik W5340/W5340-T/W5340-HSDPA Specifications
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Quick Start Guide

celluiarmoger; i B 3G Cellular Mnn.i-l‘ﬁrin’g
y : . & Control

I/0 Controller
+ : : 3-in-one compact desi
pata Logg&r :

Overview

1. Product Features

2. Product Selection and Specifications
3. Pin-outs and Cable Wiring

Getting Started

Installing the ioAdmin Utility
Connecting to ioAdmin via Ethernet
Configuring the DIO Channels
Connecting I/O Devices and Sensors
Connecting ... over a Cellular Network
Sample Scenarios for Quick Setup

A

Software
Learn about the following useful utilities.

ioAdmin Basic Functions
Click&Go Logik Basics
Active OPC Server
DA-Center

AW N

Troubleshooting

1. Computer and Device IP setup

2. Troubleshooting the Cellular I/O Connection.
3. FAQ
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Architecture

Cellular networks usually run in a dynamic IP environment with private IP addresses assigned by the cellular
service provider. To cope with issues related to using dynamic IP addresses in cellular communications,

traditional solutions use high-cost public, static IP addresses for each device, with IPs provided by a DDNS or
VPN service purchased from an MVNO (Mobile Virtual Network Operator). Even with DDNS technology, SCADA
systems need to assign resources to manage the DDNS servers. As an alternative, Moxa’s Cellular Micro RTU
Controllers use Moxa’s proprietary “push” technology, called Active OPC Server. With Moxa’s powerful Active
OPC Server support, Cellular Micro RTU Controllers can easily connect to your SCADA system. Moxa'’s Active
OPC Server with non-polling architecture supports the standard OPC protocol, but also offers active (or “push”)
communication between Cellular Micro RTU Controllers and HMI/SCADA systems with instant I/O status.

Active OPC Server
with Fixed IP
“% Inter—=~¥
GPRS/EDGE/3G/
HSDPA
Network

&
i

Actively Registering with an Active OPC Server

Unlike the static IP requirements of remote devices for Ethernet I/O with a traditional OPC server, Active OPC
Server and ioLogik products deliver the flexibility of using dynamic IP addresses. The ioLogik can connect
directly to the Active OPC Server instead of being polled, which makes dynamic IP configuration and WAN
Access of the cellular I/O possible. As far as traditional data acquisition applications are concerned, I/O devices
are not capable of using this approach. In addition, the flexibility of being able to connect through a firewall is
a useful feature.

Resolving the Dynamic and Private IP Issue with Active OPC

Server

Since Moxa’s Active OPC Server supports push technology, the Active Cellular Micro Controller family of
products creates a software-based gateway that makes communications easier. By using a static IP address
with the Active OPC Server, the Cellular I/O device can connect to the Cellular network and Active OPC Server
without needing to worry about the IP address issue. The topology is illustrated below:

@ A Connection is established

Active OPC Server
With a Static IP

- \

@ioLogik W5300 registers with the OPC Server

Internet

Cellular
Network

ioLogik W5300 series
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ioLogik Cellular Micro RTU Controller Introduction

The ioLogik W5300 is likely to get a different IP address from the carrier each time it is connected to a cellular
network. Active OPC Server plays the role of a cellular gateway by managing the ioLogik W5300's IP. All remote
ioLogik W5300 devices automatically initiate communication with Active OPC Server regardless of whether
they use a public IP or private IP, and can be managed by one centralized Active OPC Server, which itself has
a static IP address. Therefore, all I/O data can be read or written through one, powerful cellular device gateway
for IP address management.

The ioLogik W5300 allows you to use a variety of methods to connect with your application software, including
Modbus protocol, OPC Client/Server protocol, and SNMP protocol, and you can send alarms by TCP/UDP, SMS,
and email. For example, if you are using a SCADA application to monitor your system, you can use OPC
Client/Server protocol.

Customer Program SHMP Server (Static IP)

SCADA Sofiware

Serial
Tunnel SNMP
Stagg IP Tiap
host Wodbes Active Tag

Gateway

ioLogik with Dynamic IP or Static IP

Active OPC Server and ioLogik W5300 series products offer "Auto Tag Generation” to eliminate the headache
of specifying target IP addresses, I/O channels, and data formats one by one or editing and importing
configuration text files. Instead, Active OPC Server creates the tags for the target ioLogik automatically. All you
need to do is select the channels to be updated to Active OPC Server. Generally speaking, tag generation is 50
times faster on Active OPC Server compared to a traditional OPC server package. In another words, training for
installation and configuration of OPC is no longer required.

The traditional “polling” architecture occupies more network bandwidth and results in a longer response time.
In comparison, the ioLogik Cellular Micro RTU Controllers use “push” technology and can report active
messages when predefined events occur. This event-driven logic successfully improves I/O response time, and
allows for more precise I/O access and puts less of a burden on network bandwidth. This innovative push-based
architecture not only accommodates lower level hardware devices, but also reduces CPU loading and
maintenance.

Resolving the Dynamic and Private IP Issue with DDNS

In addition to using Active OPC Server as middleware to access the ioLogik W5300 via a dynamic or a private
IP over the cellular network, you may also use the more traditional DDNS. The ioLogik W5300 Micro RTU
Controller series also supports DDNS conversion from a dynamic or private IP to a DNS hostname (also called
URL), so that the central software will be able to connect to the remote ioLogik W5300 without applying for a
fixed IP or VPN service from a network provider.

NOTE

The function is dependent on the firmware version. Be sure to use firmware version V1.3 or above for the
ioLogik W5312 series, V1.5 or above for the ioLogik W5340 series, and V1.2 or above for the ioLogik
W5340-HSDPA series.
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Overview

The ioLogik W5300 combines a cellular modem, a data logger, and an I/0 controller in one compact box,
dramatically reducing the amount of effort required to integrate devices from multiple vendors. The cellular
interface supports tri-band HSDPA/UMTS and quad-band GSM/GPRS/EDGE frequencies, offering a full
spectrum of 3G mobile communication services. The cellular RTU provides I/O and serial device data logging
with one expandable SD card slot that can support up to 32 GB of storage space. Multiple options are available
to remotely retrieve data logs, such as FTP, e-mail, and Moxa’s DA-Center™. In addition, this cellular RTU is a
programmable controller that supports Click&Go™ or C/C++ logic programming languages to construct
customized control systems. The ioLogik W5300 is a rugged, wide temperature RTU well suited for hard-to-wire
remote monitoring and alarm applications such as the monitoring of unmanned sites such as riversides and
pipelines.

Cellular Communication
Front-end Intelligence

Front-end Data Logging

Serial Tunnel

Product Features

e Trouble-free connections to cellular networks

e Automatic data update from SD cards following network failure
e Front-end intelligence for event handling

e Intelligent SMS alarms and SMS commands

e Friendly serial device connectivity

e Network redundancy

e WAN-to-LAN extension with port forwarding

e Secure wake on call

e /0O expansion capability

1-5
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Trouble-free Connections to Cellular Networks

Setting up connections to cellular networks and managing dynamic IP addresses for automation projects can be
a big headache for engineers. With Moxa’s Cellular Micro RTU Controllers and Moxa’s proprietary push
technology, embodied in Active OPC server, users can manage dynamic IP addresses effortlessly between the
Cellular Micro RTU Controllers and the Active OPC Server. In other words, SCADA programs can receive data
from the Active OPC Server without spending additional time on managing IP addresses.

Moxa’s Active OPC Server makes installing the ioLogik W5300 in a Cellular dynamic IP environment trouble free.
The remote Cellular Micro RTU Controllers automatically initiate communication with the Active OPC Server,
and as a result, all remote Cellular Micro RTU Controllers can be managed by a single centralized Active OPC
Server with a fixed IP address. Active OPC Server will receive and register the ioLogik W5300’s IP address and
receive tag updates. Application programs can also poll the data via Active OPC Server without expending any
effort on managing IP addresses.

@ A connection is established

e Data ;
acquisition ‘

SCADA  Acive OPCServer () ioLogik W5300 registers ftsalt T ———
Host with a Static IP on the Active OPC Server actively okog

Note: Refer to the Active OPC Manual and DA-Center Manual for more information.

Automatic Data Update from SD Card Following Network

Failure

When Active OPC Server™ and DA-Center™ are used together; upon network reconnection Moxa’s ioLogik
W5300 series of RTU controllers are able to transmit data logs collected offline. After each network connection,
the DA-Center database gateway will compare historical data stored on the ioLogik W5300's local SD card with
its received, real-time data, and then supplement any missing data by requesting re-transmission from the
RTU.

Database

Refer to the Active OPC or DA-Center manuals for more information.
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Front-end Intelligence for Event Handling

Thanks to Click&Go control logic, Moxa’s Cellular Micro RTU Controllers provide front-end intelligence for event
response and alarm messaging. When a pre-defined event is triggered, various alarms can be sent out actively
by SMS, e-mail, TCP/UDP packets, or SNMP Trap. Real-time stamps can also be configured.

n
ala’ ol
Activ cont™®
ip

ol

« TCP/UDP
* SNMP

Intelligent SMS Alarms and SMS Commands

By leveraging mobile SMS, the ioLogik W5300 RTU introduces alarm escalation technology to ensure that alarm
notifications and responses are simple and fast. The escalation process can be configured in the Click&Go
interface. Moreover, an SMS command set allows users to monitor and control the I/O remotely via cell phone.
Using the cellular ioLogic W5300 RTU’s bidirectional SMS communications, recipients can acknowledge alarms
by sending a simple SMS from their mobile phones to the ioLogik W5300 cellular RTU. The acknowledgment
allows the remote user to terminate the alarm notification escalation process to ensure proper event

management.
Group_3
Group_2 Central
Local Administrators

management

Group_1
Field engineers

NOTE This function is dependent on the firmware version. Be sure to use firmware version V1.3 or above for the
ioLogik W5312 series, V1.5 or above for the ioLogik W5340 series, and V1.2 or above for the ioLogik
W5340-HSDPA series.
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Friendly Serial Device Connectivity

The ioLogik W5300 RTU is equipped with one 3-in-1 serial port that supports RS-232/422/485, making it more
convenient to connect field serial devices. The ioLogik W5300 comes with a transparent serial tunnel that
brings legacy serial devices to 3G wireless networks, and works with customers’ existing applications. In
addition, the ioLogik W5300 supports Modbus RTU communications for establishing direct connectivity
between field devices and central control systems. With ioAdmin, the ioLogik W5300 can create user-defined
Modbus serial tags to drive and translate serial data from remote serial meters and flow sensors into OPC tags
for use with a master SCADA system over a cellular network.

MOXA _AOPC S_CADA wm Twisted pair cable

m— Gerial

NOTE This function is dependent on the firmware version. Be sure to use firmware version V1.3 or above for the

ioLogik W5312 series, V1.5 or above for the ioLogik W5340 series, and V1.2 or above for the ioLogik
W5340-HSDPA series.

Network Redundancy

The ioLogik W5300 RTU supports network redundancy to keep services running over an IP network. The cellular
RTU can go wireless with its 3G antenna, and it is easy to set up a wired connection through the RJ45 port. In
addition, the ioLogik W5300 can be used with Moxa Ethernet switches to provide Turbo-ring enabled network

redundancy that assures fast fault recovery, flexible ring topology, and uninterrupted network
communications.

Backup Network Activated

Cellular Activated

1 : !
= e 4
Check Alive -

A - ”f
l 1 - SCADA_
thernet e ) E

Primary Network Activated

NOTE This function is dependent on the firmware version. Be sure to use firmware version V1.3 or above for the

ioLogik W5312 series, V1.5 or above for the ioLogik W5340 series, and V1.2 or above for the ioLogik
W5340-HSDPA series.
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WAN-to-LAN Extension with Port Forwarding

With the 3G antenna and the RJ45 connector, the cellular W5300 RTU supports port forwarding technology that
enables WAN-to-LAN communication with port redirection settings. Through port forwarding, the ioLogik

W5300 allows external WAN hosts such as SCADA/HMI systems to connect to specific field devices within the
LAN by linking with the ioLogik W5300.

Cellular WAN

@

~
srmal IP*_ . 0090

?Btéffig 10.78:909 )

60.2-

Fineme! LA

p 1
mn?f”"[I ”1 2:909

1(‘.; 168

e

P: a0
ornal IF 5-90¢
inteMsg 1
10
192

This function is dependent on the firmware version. Be sure to use firmware version V1.3 or above for the

ioLogik W5312 series, V1.5 or above for the ioLogik W5340 series, and V1.2 or above for the ioLogik
W5340-HSDPA series.

NOTE

Secure Wake on Call

There are three ways to wake up the ioLogik W5300 from Sleep Mode.

1. The first method is to wake by event, such as an active message, SMS, email, or SNMP Trap.

2. The second method is the wake on call function, which wakes up the ioLogik W5300 when it is accessed by
a secure caller ID. In Sleep Mode, the ioLogik W5300 will disconnect all communications except GSM. The
only way to connect to it is to use the wake on call function. If the ioLogik W5300 recognizes your caller ID,
it will wake up from Sleep Mode and initiate a connection with Active OPC Server, and register the caller’s

IP address to establish communication. Only authorized callers can access the ioLogik W5300, making your
data transmissions more secure.

The third method is to send the data logging file according to a predefined schedule.

I/0 Expansion Capability

It is easy to expand the ioLogik W5300’s I/O capacity by adding modules from the ioLogik E1200 series. The
ioLogik W5340 itself has 4 Als, 8 DIOs, and 2 relay outputs built in. If you need additional Al points, use the
ioLogik E1240 for an additional 8 Al points. The entire system will then have 12 Als, 8 DIOs, and 2 relay outputs.
You can cascade up to three ioLogik E1200 I/O modules to one ioLogik W5300 product.

- Ethernet
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Introduction

Appearance

Antenna Connector

Signal LEDs

— (]

LED Indicators| o°¢
—

O Termmal] _

R TN S

SD Card Slot

Power Input
L SIM Card Slot !
——
T © @
.\\. c
@ e
1 c o o o of o o o
oge © o of o o o @

=

Reset Button

RJ-45 Ethernet Console Port
RS-232/422/485 Serial Port

Grounding Point

NOTE

The reset button restarts the server and resets all settings to factory defaults. Use a pointed object such as
a straightened paper clip to hold the reset button down for 5 sec. The RDY LED will turn red as you are holding
the reset button down. The factory defaults will be loaded once the RDY LED turns green again. You can then

release the reset button.

LED Indicators

Function

Description

Mark

Power Input

OFF: No Power

Green: Power On

PWR

Cellular Status

OFF: Cellular Disconnected or in *On Demand” Mode

Amber: Cellular Connected at “Always ON”

Blinking: Connected with Active OPC Server

GPRS or LINK

System Status

Green: System Ready

Ready LED is blinking and Fault LED is not lit: Click&Go is
running

Ready LED is blinking and Fault LED is blinking: Safe Mode

READY

Communication Activity

OFF: No communication

Green: Serial Tx/Rx

DATA

System Fault Status

RED: I/0 out of work

OFF: Function Normal

Blinking: Safe Mode

FAULT

Signal Status

OFF: No signal, or No SIM Card

1 Green LED: Weak or insufficient (SMS only)

2 Green LEDs: Average (good for cellular connections)

3 Green LEDs: Excellent Signal

SIGNAL
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Physical Dimensions (unit = mm)
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Package Checklist

The ioLogik W5300 is shipped with the following items:

Standard Accessories

e iolLogik W5300

e 3-pin screw terminal block x 1 (for power input)

e 12-pin screw terminal blocks x 2 (for I/0)

e 5-pin screw terminal block x 1 (for RS-485)
e Documentation and software CD

e Antenna

NOTE: Notify your sales representative if any of the above items are missing or damaged.

Product Selection Guide

The Cellular Micro RTU Controller product family includes the ioLogik W5340, ioLogik W5340-T, and ioLogik
W5312, as described in the following table.

Operating I/0 Combination Serial Ethernet OPC
Model Data Logger
Temp. Al | DI | DO | DIO | Relay Ports Ports Server
W5300 Series Common Specification
W5312 -10 to 55°C 0 8 8 4 0
W5340 -10 to 55°C 4 0 0 8 2
W5340-HSDPA -10to 55°C | 4 0 0 8 2 |1,RS-232/|1, R145 Yes, with an | Yes
W5312-T -30to 70°C | O 8 8 4 0 |422/485 additional SD
W5340-T -30to 70°C | 4 0 0 8 2 card
W5340-HSDPA-T -20 to 70°C 4 0 0 8 2

Note: Click on a model name to see specifications relevant to that particular model.
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Product Specifications

Common Specifications

Computer

CPU: ARM9 based CPU, 32-bit/160 MHz
SDRAM/Flash:

e ioLogik W5312/W5340: 4 MB / 2 MB
e ioLogik W5348: 64 MB / 32 MB

Storage
Expansion Slot: Up to 32 GB SD™ memory card (SD 2.0 compatible)
Note: For units operating in extreme temperatures, industrial grade, wide-temperature SD cards are required.

Cellular

Network:

ioLogik W5312/W5340:

e Quad-band GSM/GPRS/EDGE 850/900/1800/1900 MHz
ioLogik W5340-HSDPA/W5348-HSDPA-C:

e Tri-band UMTS/HSDPA 850/1900/2100 MHz

e Quad-band GSM/GPRS/EDGE 850/900/1800/1900 MHz
Internet:

HSDPA:

e Up to 3.6M bps upload speed.

e Up to 384k bps download speed.

UMTS:

e Up to 384k bps upload/download speed.

GPRS/EDGE:

e Multi-slot class: Class 10

e Coding schemes: CS 1-4, MCS 1-9

e Terminal device class: Class B

SMS: Point-to-Point Text/PDU mode

SIM Control Voltage: 3V

LAN

Ethernet: 1 x 10/100 Mbps, RJ45

Protection: 1.5 KV magnetic isolation

Protocols: Modbus/TCP, TCP/IP, UDP, DHCP, Bootp, SNMP, SNTP

Serial Communication

Interface:

ioLogik W5312/W5340:

1 x RS-232/422/485, software selectable

(9-pin D-Sub male, or 5-contact terminal block)

ioLogik W5348:

2 x RS-232/422/485, software selectable (9-pin D-Sub male)
Baudrate:

300, 1200, 2400, 4800, 9600, 19200, 38400, 57600, 115200 bps

Power Requirements
Power Input: 24 VDC nominal, 12 to 36 VDC

Physical Characteristics

Dimensions: 46.8 x 135 x 105 mm (1.84 x 5.31 x 4.13 in)
Weight: 495 g

Mounting: DIN-rail (standard), wall (optional)
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Environmental Limits

Operating Temperature:

Standard Models: -10 to 55°C (14 to 131°F)

Wide Temp. Models:

ioLogik W5312/W5340: -30 to 70°C (-22 to 158°F)

ioLogik W5340-HSDPA/W5348-HSDPA-C: -20 to 70°C (-4 to 158°F)
Storage Temperature: -40 to 85°C (-40 to 185°F)

Ambient Relative Humidity: 5 to 95% (non-condensing)

Standards and Certifications

Safety: UL 508, EN 60950-1, NCC

EMI:

EN 55022; EN 61000-3-2; EN 61000-3-3;
FCC Part 15, Subpart B, Class A

EMS:

EN 55024, EN 61000-4-2, EN 61000-4-3,

EN 61000-4-4, EN 61000-4-5, EN 61000-4-6,
EN 61000-4-8, EN 61000-4-11, EN 61000-6-2
Mobile Network: PTCRB

Shock: IEC 60068-2-27

Freefall: IEC 60068-2-32

Vibration: IEC 60068-2-6

Green Product: RoHS, CRoHS, WEEE

Note: Please check Moxa’s website for the most up-to-date certification status.

Warranty

Warranty Period:

e ioLogik W5312: 5 years

e ioLogik W5340/W5340-HSDPA/W5348-HSDPA-C: 2 years*

*Because of the limited lifetime of power relays, products that use that component are covered by
a 2-year warranty.

Details: See www.moxa.com/warranty

ioLogik W5312/W5312-T Specifications

Inputs and Outputs

Digital Inputs: 8 channels

Digital Outputs: 8 channels

Configurable DIOs: 4 channels

Isolation: 3K VDC or 2K Vrms

Digital Input

Sensor Type: Wet Contact (NPN or PNP) and Dry Contact
I/0 Mode: DI or Event Counter

Dry Contact:

e On: short to GND

o Off: open

Wet Contact (DI to GND):

e On: 0to 3 VDC

e Off: 10 to 30 VDC

Common Type: 6 points per COM

Counter Frequency: 900 Hz, power off storage
Digital Filtering Time Interval: Software selectable

1-13



ioLogik Cellular Micro RTU Controller Introduction

Digital Output

Type: Sink

I/0 Mode: DO or Pulse Output

Pulse Output Frequency: 1 kHz

Over-voltage Protection: 45 VDC

Over-current Protection: 2.6 A (4 channels @ 650 mA)
Over-temperature Shutdown: 160°C (min.)

Current Rating: 200 mA per channel

DIO Output Leakage Current: 3.6 mA @ 24 VDC

Power Requirements
Power Consumption:

e Always on: 156 mA @ 24 VDC
e On demand: 138 mA @ 24 VDC

MTBF (mean time between failure)
Time: 407,406 hrs
Database: Telcordia (Bellcore)

ioLogik W5340/W5340-T/W5340-HSDPA Specifications

Inputs and Outputs
Analog Inputs: 4 channels
Configurable DIOs: 8 channels
Relay Outputs: 2 channels
Isolation: 3K VDC or 2K Vrms

Analog Input

Type: Differential input

Resolution: 16 bits

I/0 Mode: Voltage / Current

Input Range: 0 to 10 V, £10V, £5V, 0 to 20 mA, 4 to 20 mA
Accuracy:

e £0.1% FSR @ 25°C

e £0.3% FSR @ -30 and 70°C

Sampling Rate (all channels):

e W5340: 100 samples/sec

e W5348: 5 samples/sec

Input Impedance: 200K ohms (min.)

Built-in Resistor for Current Input: 102 ohms

Digital Input

Sensor Type: Wet Contact (NPN or PNP) and Dry Contact
I/0 Mode: DI or Event Counter

Dry Contact:

e On: short to GND

o Off: open

Wet Contact (DI to GND):

e On: 0to 3 VDC

e Off: 10 to 30 VDC

Common Type: 4 points per COM

Counter Frequency:

e W5340: 900 Hz, power off storage

e W5348: 25 Hz

Digital Filtering Time Interval: Software selectable/Programmable
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Digital Output

Type: Sink

I/0 Mode: DO or Pulse Output

Pulse Output Frequency:

e W5340: 1 kHz

e W5348: 50 Hz

Over-voltage Protection: 45 VDC

Over-current Protection: 2.6 A (4 channels @ 650 mA)
Over-temperature Shutdown: 160°C (min.)
Current Rating: 200 mA per channel

DIO Output Leakage Current: 3.6 mA @ 24 VDC

Relay Output

Type: Form A (N.O.) power relay

Contact Current Rating:

e Resistive Load: 1 A @ 30 VDC, 250 VAC, 110 VAC

Initial Insulation Resistance: 1000 m ohms (min.) @ 500 VDC
Mechanical endurance: 5,000,000 operations

Electrical endurance: 600,000 operations @ 1 A resistive load
Contact Resistance: 100 m ohms (max.)

Pulse Output: 0.3 Hz at rated load

Power Requirements

Power Consumption:

ioLogik W5340:

e Always on: 195 mA @ 24 VDC

e On demand: 178 mA @ 24 VDC

ioLogik W5340-HSDPA/ioLogik W5348-HSDPA-C:
e Always on: 196 mA @ 24 VDC

e On demand: 189 mA @ 24 VDC

MTBF (mean time between failure)

Time:

ioLogik W5340: 196,561 hrs

ioLogik W5340-HSDPA/W5348-HSDPA-C: 280,739 hrs
Database: Telcordia (Bellcore)
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Getting Started

This chapter describes how to install the ioLogik W5300.

The following topics are covered in this chapter:

a

a
a
o

Cellular Micro RTU Controller Flowchart
Before Testing

Installing the ioAdmin Utility

Laboratory Testing

» Grounding the Unit

» Connecting the Power

Connecting to ioAdmin via Ethernet

» Configuring the Computer’s IP Address

» Activating ioAdmin and connecting to the ioLogik
Configuring the DIO Channels

Connecting the I/0 Devices and Sensors
Testing the I/O Device

DIN Rail / Wall Mounting

Installing/Removing the SIM Card and SD Card

Connecting the Cellular Micro RTU Controllers over a Cellular Network

YV V V ¥V V V

Installing Active OPC Server on a Host that has a Public Static IP Address
Import/Export Configuration File

» Using ioAdmin to Import/Export the Configuration
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Getting Started

Cellular Micro RTU Controller Flowchart

ioAdmin Utility Installation

Laboratory Test

System Planning

Other Software Installation

ioLogik Configuration

Click&Go Programming

Field Site Deployment

Before Testing

See Chapter 3

See Chapter 4, 6, 7

See Chapter 4

See Chapter 5

Prepare the following items before testing the ioLogik W5300.

1. Set up the Active OPC server environment, including network settings.

2. Install ioAdmin on the same PC as Active OPC server.

Installing the ioAdmin Utility

ioAdmin is a Windows utility provided for the configuration and management of the ioLogik W5300. ioAdmin

can be used from anywhere on the network to monitor and configure the ioLogik W5300.

Installing from the CD: Insert the Document and Software CD into the host computer. In the

Software\ioAdmin directory of the CD, locate and run SETUP.EXE. The installation program will guide you

through the installation process and install the ioAdmin utility. After the installation is finished, run ioAdmin

from the Windows Start menu.

You can also download ioAdmin from Moxa’s website. Click on the link below and select the model name. Under

Software: Utilities you will see ioAdmin configuration utility for the ioLogik I/O Server series. Click, download,

and install.

http://www.moxa.com/support/download.aspx?type=support&id=1149
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Laboratory Testing

Grounding the Unit

The ioLogik is equipped with one grounding point located on the top of the device next to the Power Input
Terminal Block. To provide better stability for both power and signal transmission, we recommend wiring the
grounding point to a suitable grounded contact, such as the power supply or a cabinet enclosure.

Connecting the Power

Connect the 12 to 36 VDC power line to the ioLogik’s Power Input Terminal Block. If power is properly supplied,
the PWR LED will glow a steady GREEN color; the READY LED will glow a steady GREEN when the system is
ready.

ATTENTION

A Determine the maximum possible current for each power wire and common wire. Observe all electrical codes
dictating the maximum current allowable for each wire size. If the current exceeds the maximum rating, the
wiring could overheat, causing serious damage to your equipment. For safety reasons, we recommend an
average cable size of 22 AWG. However, depending on the current load, you may want to adjust your cable
size (the maximum wire size for power connectors is 2 mm).
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Connecting to ioAdmin via Ethernet

Configuring the Computer’s IP Address

1. For initial configuration, we recommend using a direct connection through the RJ45 Ethernet
console port to a host computer, rather than remotely over the cellular network. Connect the ioLogik to
the host PC with an Ethernet cable.

2. Setthe host PC’'s IP address to 192.168.127.xxx. (where xxx can range from 001 to 253). In Windows,
you can adjust this setting through the Control Panel>Network and Internet. The default ioLogik
device settings are:

Default IP Address

Default Netmask

Default Gateway

192.168.127.254

255.255.255.0

None

21X

General | Advanced |
1

O S Internet Protocol (TCP/IP) Properties
|q Broadco Gmdl

You can get IP settings assigned automatically if your network supports
thes capabilty. Otherwese, pou need to ask your network. administrator for
the appropriate IP settings

" Obtain an IP addiess automabically
& Use the following IP address:

IP address: 192 . 168 . 127 . 200
= Subnet mask: 25. 265 2% . 0
1 Description
Transmizsio Default gateway: |
wide alean |

Example IP: 192.168.127.200

Activating ioAdmin and connecting to the ioLogik

1. Open ioAdmin: Click Start > Program Files > MOXA - IO Server -> Utility > ioAdmin.

2. Search the network for the ioLogik: When ioAdmin is started, it will automatically run the auto search
program. You may also click System > Auto Scan ioLogik device on the menu bar. A dialog window will
appear. Click Start Search to begin searching for your unit. Once the ioLogik has been detected, modify
the settings as needed for your network environment, and then restart the device.

Auto Searching for ioLogik Device(s) . —
E MOXA ioAdmin Select auto search type
= [¥] Ethemet micro contraller ) Start Search
File _ Swstern Sort Hel . ) o .
= 5, Q P EEve et : -.H-,._;S-ZSZMBE Femote [0 [This will take several minutes) ﬁ ‘ IL Exit |
i Metwork Interface = o
I/O Status Refresh Rate Ll B b
G e 132168.127.200 13216313254
COM Port Setting ad
Active Message Listen Port C
Reset NA4010 Network Adapter [P i
} ¥ Search all support models
[ME2210  [FE2212 [V]E2214 [V]E2240  [V]E2242  [J]E2260  [V]E2262
[V Mad4010 (V] w5340 ['w5340T  [V[ws32  [V]wS312T [4]A-0PC

NOTE The best approach to setting up a previously configured ioLogik is to first reset it to the factory default using

the reset button (see Chapter 1 for details). You can then use ioAdmin to configure the ioLogik.
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3. if the host computer has multiple interfaces, be sure to select the correct one before searching.

File [Spatern. = Sait -~ Help | = v &
= = e #2 Auto Sean inLogik devices

= %r Metwork Interface
- T/0) Statns Refresh Rate
TCP Socket Timeout Interval
+|  COM Port Setting

Select Host Network Interface

Metwork Interface ©

i
hY

Broadcom 440x 10/100 Integrated Controller - Packet Scfﬂ
IrtellF] PROAwireless 22008G Network Connection - Packet

Active Message Listen Port

Rewst HA4010 Hetwork Ldapter [P

+ :@ 192.168.19.45

o OK X Cancel |

NOTE

If multiple ioLogik W5300 units with same default IP address are installed on the same network, you will need
to assign a different IP address to each unit to avoid IP conflicts. ioAdmin automatically detects IP conflicts
and gives you a chance to modify each unit’s IP address in the IP Address column. Click the Set button to
reboot the corresponding unit with its new IP address. Click the Re-Search button to refresh the list of units
found by ioAdmin.

WARMING:
IP address conflict detected, modify them to different address before proceeding.
# | 1/0 Server | IP Addrass MAC Address | Dezeriptic
1 WE340 E Set 00-90-E8-0D-0E-23 Active GPRS 1/0 Server (44
2 WE340 192.168.127.254 00-90-E8-0D-0E-40 Active GPRS 1/0 Server (44
KN i

o BeSeach I XK Ignore these devices |

4. Login as administrator: For full access to all configuration options, log in as administrator from the

Server Settings panel. This is required whenever you start ioAdmin, or boot up or restart the ioLogik. When
you install the ioLogik for the first time, the password will be blank and you can simply click Login. If a
password has already been set, hold down the reset button to clear the password and load factory defaults.

140 Configuration ]q’ ServerInfo, [ Server Seftings l = Message Monitor ]

Enter Pasgwaord :
%Login | |I| |
M anagement Settings Time Settings
000 iz 2 =
20 3 2 2

[GMT |Greerwich Mean Time: Dut

i [

v
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5. Monitoring and Testing I/0 status: Once your unit has been found by ioAdmin, you can view the status

of all attached I/O on ioAdmin’s main screen.

Sort by Active OPC
Sort by ioLogik Device Location
A\ 4
¢, Sortby ioLogik Device Type

Sort by ioLogik Device Connection

NOTE ioAdmin supports four viewing options for the navigation panel. If you select “sort by Active OPC server,” the
ioLogik W5300 will appear in the Active OPC server group. Simultaneously, the same devices will be shown
under the <LAN> group if you connect to the W5300 with Ethernet cables instead of over the cellular network.

% MOXA ipAdmin

Fie  Spstem St Help =2 s Vo

= &= Host: [192.168.19.203] — =

52 ioLogik
=1 B < IACKY_WUI19216619.181> -
WEH0-<0DADEGD-0E 22> . |

By <UASMIN_LIU™192.168.1.2213 10 Configuration ‘,‘ Server Info. | [§ Server Settings | = Message Monitor |
Eyy <RICKEY_HUANG"192168.19.
iy STANLEY_LIU_NB"192168.4

192.166.19.242
41921681919 MOXA

WEM0-C192.168,19.30
WEM0-C192168.19.45

W50 \

[Range Ve Min [ Max
+/10¥ 0.000v 0000y 0.001v

You can test each DO channel by opening the channel’s configuration window and selecting the Test tab.

a8 00 Coffig [ DO Test | ) alins Name |

[ ——
D0 Mode Pulge Dutput Mode——————————————
Status : el |
Highi: |
OFF ON PilseEoumts 0

| o Test I | i ey I 2% Siop |

After clicking the Test tab, you can see how a channel’s status affects or is affected by the attached device. For
DO channels, you can set the on/off status or start and stop pulse output. For DI channels, you can monitor the
attached device’s on/off status, or monitor the counter.

You can now use ioAdmin to set up or configure your unit. Refer to Chapter 3 for additional information on using

ioAdmin.
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Configuring the DIO Channels

The ioLogik W5300 product family is equipped with different I/0 types, including analog inputs, digital inputs,
digital outputs, relay outputs, and software configurable DIOs, offering great flexibility for connecting I/0
devices such as software configurable DIO channels. Before you connect I/O devices and sensors, you should
configure the DIO channels as DI or DO. The W5340 for example comes with 4 DI channels and 4 DO channels.
However, the user has the option of redefining the function of these channels. Each DIO channel is configured
to act as either a DI or DO channel, according to the Power On Settings. To switch between DI and DO
channel operation, select the desired mode in the I/0 Direction field under Power on Settings. After clicking
Apply, you will need to restart the ioLogik W5300 for the new setting to take effect.

2. Power On Setting

1/0 Direction : (DO

[

[Hutput Fulzes [T Start

Connecting the I/0 Devices and Sensors

Unlike traditional Ethernet controller products, the ioLogik W5300 can connect to analog sensors, dry contact,
PNP, and NPN sensors at the same time. The sensor type determines your wiring approach, as shown in the
following examples (this example shows the pin numbers for an ioLogik W5340 unit):

Analog Input

Voltage/Current

AlD+ A2+ I EI I
Source
[AID- Al2-

Digital Input Dry Contact:

Pin5 Pin17

I I :IDLCOI\M DI_COM2|
./. l :amo_{)
./l l I 2 ID\OJ
./. I IEID\O_Q DIO_6
./C i IZID‘O‘3 DIO_7
I I E IGND ND

@

e

Pin10 Pin22
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Digital Input Wet Contact (Connect to NPN-type Sensor)

Mm_cow

12~24V DI_4

: DI_5
12to 24V —

DI_7
DIO_2
DIO_3
GND

Digital Input Wet Contact (Connect to PNP-type Sensor)

EEE

|
E
'a
o
=

12~24v G

DI_1

12t0 24 V

DI_:
DIO_0
DIO_1
GND

Digital Output (Sink Type)

EEE

Pin6 Pin18

> f

Pin10 Pin22

Relay Output

Pin24
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ATTENTION
When connecting the I/0 device to the ioLogik’s dry contacts, we strongly recommended connecting DI.Com
to the power of the external sensor to avoid affecting other channels. DI.Com input power should be limited

at 12 to 36 VDC.

o

DILCOM | &

3 3
: —1 P |g
GND | B

ATTENTION

Sensor types are arranged in groups, with DIO-0 to DIO-3 forming one group and DIO-4 to DIO-7 forming
another group. If an NPN sensor is connected to DI-0, then only NPN sensors can be connected to the o<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>