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Introduction

Moxa’s CN2600 series of dual-LAN terminal servers is available in models with 8 or 16 RS-232
or RS-232/422/485 ports, and all models come with two 10/100 Mbps Ethernet LAN ports. The
CN2600 dual-LAN terminal servers are used to connect terminals, modems, printers, and other
asynchronous serial devices to LAN hosts. The CN2600 dual-LAN terminal servers comply with
TCP/IP and IEEE 802.3 specifications using standard Ethernet 10/100BaseT and twisted pair
10/100BaseTX cable as the data transmission medium.

NOTE: In this manual, we often refer to all terminal servers in the CN2600 series collectively as
the CN2600.

The following topics are covered in this chapter:

U Product Features
» Hardware

» Software
Package Checklist
Front Panel

Rear Panel
Bottom Label

COo0DO
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Product Features

Hardware

Software

Dual LAN ports (auto-detecting 10/100 Mbps Ethernet)

8 MB RAM, 16 MB Flash ROM

Tx/Rx LEDs for each serial port

System Status LEDs

Ethernet Status LEDs

8 or 16 RJ45 RS-232 serial ports, with up to 921.6 Kbps transmission speed
2 KV Serial Line Protection (for isolation models)

ASCII/Binary terminal modes with up to 8 Telnet and Rlogin sessions

Point to Point Protocol (PPP and PPPD)

Serial Line Internet Protocols (SLIP and SLIPD)

Dynamic auto-recognition of Terminal, SLIP, or PPP

Dial-on-demand, Dial-out

CN2600 series Terminal Server Proprietary Protocol (ASPP) for TCP/IP socket programming
RAW mode for transparent data transmission

Reverse Telnet

SNMP Agent for network management

Network protocols: TCP/IP, UDP, ICMP, NetBEUI, DHCP

Application protocols: Telnet, Rlogin, Rtelnet, RAW TCP, RAW UDP, WINS, DRDAS™,
DNS, Multi-Host

Security protocols: RADIUS, Dial-back, PAP, CHAP, Local user/password
Real COM port drivers (Windows 95/98/ME/NT/2000/XP/2003/XP x64/2003 x64/Vista x64)
Real TTY drivers (Linux kernels 2.2.x, 2.4.x, 2.6.X)

SCO Unix, SCO OpenServer 5, SCO OpenServer 6, UnixWare 7,SVR4.2, QNX 4.25, QNX 6,
Solaris 10, FreeBSD 5, FreeBSD 6

Static Routing, RIP I/II protocols

Windows-like administrative CONSOLE utility from a fixed console port, or by Telnet from a
networked host

Password protection and extensive user verification functions
Easy firmware upgrade via Flash ROM

Package Checklist

All CN2600 dual-LAN terminal servers are shipped with the following items:

CN2600 dual-LAN terminal server

AC power cord

Document and Software CD-ROM

Quick Installation Guide (English and Simplified Chinese versions)
RJ45 Loopback Tester

Product Warranty Statement

Rackmount Kit (includes 2 brackets and 8 screws)

Desktop Kit (includes 4 pads)
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Front Panel

LCM Display Panel Push Buttons LED Indicators LAN Indicators

CN2610-8 V4

Reset Button Ready LED Power Indicator

CN2610-16 V4

CN2610-8-2AC

CN2610-16-2AC

CN2650-8

CN2650-16

CN2650-8-2AC

CN2650-16-2AC

CN26501-8

CN26501-16

CN26501-8-2AC

CN2650I-16-2AC

v
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Introduction

Buttons and LEDs

Item Description
Press the Reset button for 5 seconds to load factory defaults. The CN2600
Reset Button . . .
will beep twice when the configuration has been reset.
Push Buttons Used for configuring the IP address and other parameters.
(LEDs)
Ready Red Indicates that the CN2600 is receiving power
Green Indicates that the CN2600’s OS is ready
Tx Green Indicates serial port transmission
Rx Yellow |Indicates serial port reception
LAN 1, LAN 2 Green Ethernet link connection
Off Ethernet cable is disconnected
PWR 1, PWR 2 Red Power connection
Off Power cable is disconnected

f} ATTENTION

Not all CN2600 models are currently available. Please contact your Moxa sales representative
for detailed release date information. All models are scheduled to be released by the end of July,

2008.

Rear Panel

CN2610-16-2AC
CN2650-16-2AC

CN2610-8-2AC
CN2650-8-2AC

CN2650I-8-2AC

CN2650I-16-2AC

Power Input

10/100 BaseT Ethernet Ports RJ45 Serial Ports

2
‘<> o REIC 0] | LRI

RS-232 Console Port

FE’_‘
o vivNveveveeel

Power Input

10/100 BaseT Ethernet Ports DB9 Serial Ports

RS-232 Console Port

° . ‘-"-"-"-'o
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Socket / Port Description

AC Power Input Automatic detection of 100-240V, 47-63 Hz AC power supply
Power On/Off Switch | I indicates power on; O indicates power off (AC models only)
Console 8-pin RJ45 RS-232 port for console terminal connection

LAN 1 8-pin RJ45 auto-detectable 10/100 Mbps UTP port

LAN 2 8-pin RJ45 auto-detectable 10/100 Mbps UTP port

Serial Ports 8 or 16 8-pin RJ45 or DBI ports for DCE modem-type connections

Bottom Label

The server’s serial number and MAC address are printed on a label fixed to the bottom of the
server. The CN2600 has 2 LAN ports, each with its own MAC address. The MAC address is the
unique hardware Ethernet address used to identify a network hardware product. Write each of the
two MAC addresses in the space provided below for future reference.

LAN 1 MAC address:
LAN 2 MAC address:
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Hardware Installation

This chapter includes instructions on where and how to install the CN2600 dual-LAN terminal
server. Both basic and advanced software configuration instructions are given.

The following topics are covered in this chapter:

Desktop

Rackmount

Wiring Requirements

Connecting the CN2600-8/16’s Power

Connecting to the Network

Connecting to a Serial Device

Connecting to the Console Port

Adjustable Pull High/Low Resistors for the RS-485 Port

oCo0o0ooo0d0o
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Desktop

Place your CN2600 on a clean, flat, well-ventilated desktop. For better ventilation, attach the 4
pads from the desktop kit to the bottom of the unit, and leave some space between the CN2600 and
other equipment. Do not place equipment or objects on top of the unit, as this might damage the
server.

L Pads

@)

S
o o

Bottom of CN2616

Rackmount

The CN2600 is designed to be mounted on a standard 19-inch rack. Use the enclosed pair of
L-shaped metal brackets and screws to fasten your CN2600 to the rack cabinet. Each L-shaped
bracket has 6 holes, leaving two outer or inner holes available for other uses. You have two
options. You can lock either the front or rear panel of the CN2600 to the front of the rack. Locking
the front panel is shown in the following figure.

L-Shaped Metal Bracket)

= a
6
o, |-
o > . e

iackmount rail m@m@

pd

wjo o o @

\‘nnﬂun

&
¢

800 6|0

[0 00 0o

Screws §:

Wiring Requirements

A

ATTENTION

Safety First!
Be sure to disconnect the power cord before installing and/or wiring your CN2600.
Wiring Caution!

Calculate the maximum possible current in each power wire and common wire. Observe all
electrical codes dictating the maximum current allowable for each wire size.

If the current goes above the maximum ratings, the wiring could overheat, causing serious
damage to your equipment.

Temperature Caution!

Be careful when handling the CN2600. When plugged in, the CN2600’s internal components
generate heat, and consequently the board may feel hot to the touch.
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You should also observe the following common wiring rules:

®  Use separate paths to route wiring for power and devices. If power wiring and device wiring
paths must cross, make sure the wires are perpendicular at the intersection point.
NOTE: Do not run signal or communication wiring and power wiring in the same wire
conduit. To avoid interference, wires with different signal characteristics should be routed
separately.

®  You can use the type of signal transmitted through a wire to determine which wires should be
kept separate. The rule of thumb is that wiring that shares similar electrical characteristics can
be bundled together.

e Keep input wiring and output wiring separate.

®  Where necessary, it is strongly advised that you label wiring to all devices in the system.

Connecting the CN2600-8/16’s Power

Connect the CN2600°s 100-240 VAC power line to its AC connector. If the power is properly
supplied, the “Ready” LED will show a solid red color until the system is ready, at which time the

color changes to green.

Connecting to the Network

Connect one end of the Ethernet cable to the CN2600°s 10/100M Ethernet port and the other end
of the cable to the Ethernet network. There are 2 LED indicators located on the top left and right
corners of the Ethernet connector. If the cable is properly connected, the CN2600 will indicate a
valid connection to the Ethernet in the following ways:

The top right corner LED indicator maintains a solid green color when the cable is
properly connected to a 100 Mbps Ethernet network.

The top left corner LED indicator maintains a solid orange color when the cable is
properly connected to a 10 Mbps Ethernet network.

Connecting to a Serial Device
Use appropriately wired serial data cables to connect serial devices to the CN2600’s serial ports.
Connecting to the Console Port

A console is a combination of keyboard and monitor that is used to configure settings and monitor
the status of your system. The console port can be used if a network is unavailable, or you do not
know the CN2600’s IP address. To connect to the console port, use a PC running UNIX, or a PC
with terminal emulation software (e.g., HyperTerminal or PComm by Moxa; parameter settings
are: baudrate = 115200 bps, parity check = None, data bits = 8, stop bits = 1, terminal type =
VT100). Use an RJ45-to-DB25 or RJ45-t0-DB9 cable to connect the terminal to the console port.
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Adjustable Pull High/Low Resistors for the RS-485 Port

In some critical environments, you may need to add termination resistors to prevent the reflection
of serial signals. When using termination resistors, it is important to set the pull high/low resistors
correctly so that the electrical signal is not corrupted. The CN2600 uses jumper settings or DIP
switches to set the pull high/low resistor values for each serial port.

To set the pull high/low resistors to 150 KQ, make sure both of the assigned DIP switches are in
the OFF position. This is the default setting.

To set the pull high/low resistors to 1 K€, make sure both of the assigned DIP switches are in the
ON position.

f} ATTENTION

Do not use the 1 KQ setting on the CN2610 when using the RS-232 interface. Doing so will
degrade the RS-232 signals and shorten the maximum allowed communication distance.
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Initial IP Address Configuration

When setting up the CN2600 for the first time, the first thing you should do is configure its IP
address. This chapter introduces the different methods that can be used. Please refer to Chapter 8,
System Management Settings, for more details about network settings.

The following topics are covered in this chapter:

O Static and Dynamic IP Addresses
U Factory Default IP Address
U Configuration Options

>

VVYVY Y

Terminal Server Search Utility

Web Console

LCM Console/Front Panel (CN2600 Terminal Server)
ARP

Telnet Console

Serial Console
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Static and Dynamic IP Addresses

Determine whether your CN2600 needs to use a static IP or dynamic IP address (either DHCP or
BOOTP/PPPoE application).

 If your CN2600 terminal server is used in a static IP environment, you will assign a specific
IP address using one of the tools described in this chapter.

 If your CN2600 terminal server is used in a dynamic IP environment, the IP address will be
assigned automatically from over the network. In this case, set the IP configuration mode to
DHCP, DHCP/BOOTP, BOOTP, or PPPoE.

f} ATTENTION
Consult your network administrator on how to reserve a fixed IP address for your CN2600 in the
MAC-IP mapping table when using a DHCP Server or BOOTP Server. For most applications, you
should assign a fixed IP address to your CN2600.

Factory Default IP Address

The CN2600 is configured with the following default private IP addresses:
192.168.126.254 and 192.168.127.254

Note that IP addresses that begin with “192.168” are referred to as private IP addresses. Devices
configured with a private IP address are not directly accessible from a public network. For
example, you would not be able to ping a device with a private IP address from an outside Internet
connection. If your application requires sending data over a public network, such as the Internet,
your CN2600 will need a valid public IP address, which can be leased from a local ISP.

Configuration Options

Terminal Server Search Utility

You may configure your CN2600 with the bundled NPort Search Utility for Windows. Please refer
to Chapter 9 Software Installation/Configuration, for details on how to install and use Terminal
Server Search Utility.

Web Console

You may configure your CN2600 using a standard web browser. Please refer to Chapter 5
Configuraton with the Web console, for details on how to access and use the CN2600 web console.

LCM Console/Front Panel (CN2600 Terminal Server)

The CN2600 only gives you the option to configure some settings through the front panel, also
known as the LCM (Liquid Crystal Module) console. The LCM console can be configured for
read-only or writeable access. Read-only access allows settings to be viewed but not changed.
Factory default settings are for writeable access, where configuration is allowed through the LCM
console.
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A

ATTENTION

If a password has been enabled for the CN2600 console and the LCM console is configured for
writeable status, the LCM console will require you to enter the password before allowing you
access. The password will not be required if the LCM console is configured for read-only access.

ARP

The MENU button activates the main menu. It is also used to cancel a selection and return to a
previous menu.

The UP and DOWN buttons navigate between available options.
The SEL button confirms a selection or enters a submenu.

The IP environment (Static, DHCP, PPPoE, etc.) is configured under Main Menu - Network
setting = IP config. The IP address is configured under Main Menu = Network setting > IP
address. After the address has been entered, you will need to restart the CN2600 under Main
Menu - Save/Restart.

The following instructions explain how to set the CN2600’s IP address through the LCM console:

1. Press MENU to activate the Main Menu.

2. The first line of the display indicates the current menu and should read Main Menu. The
second line indicates the current selection and should read Server setting. Use the UP and
DOWN buttons to select Network setting. Press SEL to enter the Network setting menu.

3. Inthe Network setting menu, select IP config. Don’t forget to press SEL to confirm your
selection.

4. In the IP config menu, use the UP and DOWN buttons to select the option that matches your
IP environment (static, DHCP, etc.). Press SEL to confirm your choice. You may also press
MENU to cancel your selection and return to the previous submenu.

5. You should be back in the Network setting menu. From the Network setting menu, select IP
address.

6. Use the UP and DOWN buttons to modify the digit currently selected by the blinking cursor.
Press SEL to move to the next digit. Continue modifying the IP address until all digits have
been entered. If you make a mistake, press MENU to cancel all changes and return to the
Network setting menu. You cannot go back one digit.

7. Once you have finished modifying the IP address, your changes are saved but not in effect. In
order for your changes to take effect, you will need to restart the CN2600. You may view and
modify your changes by selecting IP address at the Network setting menu again.

8. Press the menu button to exit out of the Network setting menu and return to the Main Menu.
Use the UP and DOWN buttons to select Save/Restart and press SEL. Use the UP and
DOWN buttons to select Yes and press SEL to restart.

You may use the ARP (Address Resolution Protocol) command to set up an IP address for your
CN2600. The ARP command tells your computer to associate the CN2600’s MAC address with an
IP address. Afterwards, use Telnet to access the CN2600 and its IP address will be reconfigured.
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f} ATTENTION
In order to use the ARP setup method, both your computer and the CN2600 must be connected to
the same LAN. Alternatively, you may use a cross-over Ethernet cable to connect the CN2600
directly to your computer’s Ethernet card. Before executing the ARP command, your CN2600
must be configured with the factory default IP address (192.168.127.254) and your computer and
the CN2600 must be on the same subnet.

To use ARP to configure the IP address, complete the following:

9. Obtain a valid IP address for your CN2600 from your network administrator.
10. Obtain your CN2600’s MAC address from the label on the bottom panel.

11. Execute the arp -s command from your computer’s MS-DOS prompt as follows:
arp -s <IP address> <MAC address>

For example,
C:\>arp -5 192.168.200.100 00-90-E8-04-00-11
12. Next, execute a special Telnet command by entering the following exactly:
telnet 192.168.200.100 6000

When you enter this command, a Connect failed message will appear, as shown below.

¢+ Command Prompt

D:~>arp —= 192_.168.200.188 AA-90-e8-62-56-B9

D:~>telnet 192.168.2P00.108 (O60

[Connecting To 192.168.280.183...Could not open connection to the host. on port 6
B@@: Connect failed

D>

| -

13. After the CN2600 reboots, its IP address will assigned to the new address and you can
reconnect using Telnet to verify that the update was successful.

Telnet Console

Depending on how your computer and network are configured, you may find it convenient to use
network access to set up your CN2600’s IP address. This can be done using Telnet.

f} ATTENTION
Figures in this section were taken from the CN2600’s Telnet console.
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1. From the Windows desktop, select Start - Run, and then type telnet 192.168.127.254 in the
Run window (for LAN 1) or telnet 192.168.126.254 (for LAN 2).

If your IP address is different from the default setting, use your IP address instead. Click OK.
7]

Type the name of a program, folder, document, or [nternet
rezource, and Windows will open it for you,

Run

Open: |telnet 192.168.127.254 |

ak. I Cancel | Browse. .. |

2. The console terminal type selection is displayed as shown. Enter 1 for ansi/vt100 and press
ENTER to continue.

o Telnet 192.168.0.102 - ﬂ
Terminal Server CHM2658-8-2AC n

Console terminal type <1: ansirsvtlB@, 2: oth2>» : 1

3. Press N or use the arrow keys to select Network, and then press ENTER.
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elnet 192.168.0.102

N2650-8-2AC| CN2650-8-2AC_8 1.8

Overview Basic [URATIN]| Port System Monitor sfve Restart Exit
Examinemodify the ethernet LAM port settings
Enter: select

BEE
B

ESC: previous menu

4. Press B or use the arrow keys to select Basic, and then press ENTER.

o Telnet 192.168.0.102

N2658-8—-2AC

Advanced Quit

Examine modify bhasic network zettings
Enter: select

CN2658-8-2AC_A 1.8

ESC: previous menu

Use the arrow keys to move the cursor to IP address. Use the DELETE, BACKSPACE, or
SPACE keys to erase the current IP address, and then type in the new IP address and press

ENTER. Note that if you are using a dynamic IP configuration (BOOTP, SHCP, etc.), you will

need to go to the IP configuration field and press ENTER to select the appropriate
configuration.
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Telnet 192 168

N2658-8—-2AC

CN2658-8-2AC_A 1.8

Advanced Quit

Examine modify bhasic network zettings

L[
]

ESC: back to menu

LAN1
LAN1
LAN1
LAN1
LAN1
LAN1
LAN1
LANZ
LANZ
LANZ

Enter:
IP configuration
IP address

Netmask

Gateway

zspeed

PPPoE user account
PPPoE password

IP configuration
IP address

Netmask

zelect

[192.168.08.182
[255.255.255.8

L

[Auto 1

L

[

[Static 1
[192.168.126.254]
[255.255.255.8 1]

LANZ Gateway [

LANZ =peed [Auto
LANZ PPPoE user account L

LANZ PPPoE password [

DNE server 1 L

DNE server 2 L

WINS function [Enahle 1
WINS server L

1

1

6. Press ESC twice to return to the previous page. Press Y to confirm the modification.

Telnet 192.168

N265B8-8-2AC|
Advanced Quit

Examine~modify hasic network settings
Enter: select ESC: previous menu

Warning t%?

You have modified the configuration
Would you zave it now ?

BEE

without saving.

7. Press ESC to return to the previous page.

8. Press A or use the arrow keys to select Save and then press ENTER. Press ENTER again to

confirm the save command.
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T - -
]

N2658-8—-2AC CN2658-8-2AC_A 1.8

Ouverview Basic MNetwork Port System Honitm-MRestal‘t Exit
Save current configuration to flash ROM
ESC: back to menu Enter: szelect

iEnter to update, other key to cancell

9. Press R or use the arrow keys to select Restart and then press ENTER.

Ouverview Basic Hetwork Port System Monitor shve [BEEIVas| Exit
Restart the whole system or selected serial ports
Enter: select ESC: previous menu
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10. Press S or use the arrow keys to select System and then press ENTER to restart the CN2600.

% Telnet 192.168.0.102 - o) x|
N2650-8—2AC CN2650-8-20C_0 1.8 B

Port Quit

Restart the server
ESC: back to menu Enter: select

Warning t%?

! Restart system will disconnect all ports and clear all status value
i Enter: continue ESC: cancel

Serial Console

The CN2600 supports configuration through the serial console, which is the same as the Telnet
console but accessed through the RS-232 console port rather than through the network. Once you
have entered the serial console, the configuration options and instructions are the same as if you
were using the Telnet console.

The following instructions and screenshots show how to enter the serial console using PComm
Terminal Emulator, which is available free of charge as part of the PComm Lite suite. You may use
a different terminal emulator utility, although your actual screens and procedures may vary slightly
from the following instructions.

1.

Use a serial cable to connect the CN2600°s serial console port to your computer’s male
RS-232 serial port.

From the Windows desktop select Start > All Programs - PComm Lite > Terminal
Emulator.

The PComm Terminal Emulator window should appear. From the Port Manager menu, select
Open, or simply click the Open icon as shown below:

IE'_\ PComm Terminal Emulator

Fraofile  Port Manager Help
.

] ) 1 2 el 2 5 0

The Property window opens automatically. Select the Communication Parameter tab, and
then select the appropriate COM port for the connection (COMI1 in this example). Configure
the baudrate for either 460800, 230400, 115200, 57600, 38400, 19200, or 9600, and then press
OK.
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x|
Communication Parameter | Termina\l File: Transferl Eapturingl
— COM Dptions

- E

Baud Rate |1 9200 -

Data Bits Ig -

Parity INDHE -

Stop Bits |1 -

r— Flow Contral Output State
" RTS/CTS DTR & ON { OFF
[~ XOMAOFF RTE ' ON ¢ OFF
Cacel_|

5. From the Property window’s Terminal page, select ANSI or VT100 for Terminal Type and
click OK.

6. Press <Enter> key to bring out the console screen. If the CN2600 has been set up for password
protection, you will be prompted to enter the password. After you enter the password, or if
password protection was not enabled, you will be prompted to select the terminal mode. Press

1 for ansi/vt100 and then press ENTER.

'COM4,115200,None,8,1,Dumb Te

Terminal Serwver CNZ650-3-ZAC
Console terminal type (1: ansifwtl00, Z: wtEZ) - 1

Bl |
[

=
I
@

\ [

State:OPEN [ [Bm (B B Fieady

7. The main menu should come up. Once you are in the console, you may configure the IP
address through the Network menu item, just as with the Telnet console. Please refer to steps
4 to 11 in the Telnet Console section to complete the initial IP configuration.
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E"’: COM4,115200,None, 8,1, ANSI

| CHzeEO-2-zZAC 0O 1.0
- e __
OTR System Monitor shwe Restart Exit

RTZ

State:OPEM |9 B |77 B9 Feady
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Serial Port Operation Modes

In this chapter, we describe the various operation modes of the CN2600. CN2600 modes are
grouped by type of application, such as Device Control or Reverse Terminal. The options include
an operation mode that relies on a driver installed on the host computer, and operation modes that
rely on TCP/IP socket programming concepts. After selecting the proper operation mode, please
refer to Chapter 5, Configuration with the Web Console, for detailed information on configuration
parameters.

The following topics are covered in this chapter:

Q
Q

000

Overview

Device Control Applications

» Real COM Mode

» RFC2217 Mode

Socket Applications

» TCP Server Mode

» TCP Client Mode

» UDP Mode

Redundant COM

Dual-host Redundant Data Acquisition System (DRDAS)
Terminal Applications

» Terminal ASCII Mode

» Terminal BIN Mode
Reverse Terminal Applications
» Reverse Telnet

Dial In/Out Modes

Disabled Mode



CN2600 Series User’s Manual Serial Port Operation Modes

Overview

The CN2600 network-enables traditional serial (RS-232/422/485) devices. The serial device server
is a special-purpose computer equipped with a CPU and TCP/IP protocols that can bi-directionally
translate data between the serial and Ethernet formats. Your own computer will be able to access,
manage, and configure remote facilities and equipment over the Internet from anywhere in the
world.

Traditional SCADA and data collection systems rely on serial ports to collect data from various
kinds of instruments. Since the CN2600 network-enables instruments equipped with an RS-232,
RS-422, or RS-485 communication port, your SCADA and data collection system will be able to
access all instruments connected to a standard TCP/IP network, regardless of whether the devices
are used locally or at a remote site.

The CN2600 is an external IP-based network device that allows you to expand the number of
serial ports for a host computer on demand. As long as your host computer supports the TCP/IP
protocol, you will not be limited by the host computer’s bus limitation (such as ISA or PCI), nor
will you be limited by the absence of drivers for various operating systems.

In addition to providing socket access, the CN2600 also comes with a Real COM/TTY driver that
transmits all serial signals intact. This enables you to preserve your existing COM/TTY-based
software without needing to invest in additional software.

Three different socket modes are available: TCP Server, TCP Client, and UDP Server/Client. The
main difference between the TCP and UDP protocols is that TCP guarantees delivery of data by
requiring the recipient to send an acknowledgement to the sender. UDP does not require this type
of verification, making it possible to offer faster delivery. UDP also allows unicast or multi-unicast
of data to one IP or groups of IP addresses.

The CN2600 also supports console management applications, including Reverse Telnet modes.
Reverse terminal modes enable you to connect to a server’s console port through an IP network for
remote control and/or monitoring of that server.

Device Control Applications

For device control applications, the CN2600 offers the following modes: Real COM and RFC2217
mode.
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Real COM Mode

The CN2600 comes bundled with Real COM ' }

drivers for Windows 98/ME/NT/ X COMS = 1P Port
2000/XP/2003/Vista systems and TTY drivers for \ B
Linux systems. S

In Real COM mode, the bundled drivers are able -
Ethernet

to establish a transparent connection between a
host and a serial device by mapping the serial port
on the CN2600 to a local COM/TTY port on the
host computer. Real COM mode supports up to 8
simultaneous connections that enable multiple
hosts to simultaneously collect data from the same

serial device. RS-232/422/485

One of the major conveniences of using Real COM mode is that it allows you to use software that
was written for pure serial communication applications. The Real COM driver intercepts data sent
to the host’s COM port, packs it into a TCP/IP packet, then redirects it through the host’s Ethernet
card. At the other end of the connection, the CN2600 accepts the Ethernet frame, unpacks the
TCP/IP packet, and then transparently sends the data through the serial port to the attached serial
device.

f} ATTENTION
Real COM mode allows several hosts to have access control over the same CN2600. The drivers
that come with your CN2600 control host access by checking the host’s IP address. Please refer to
the Accessible IP List section in Chapter 8, System Management Settings, for more details.

RFC2217 Mode

RFC-2217 mode is similar to Real COM mode. That is, a driver is used to establish a transparent
connection between a host computer and a serial device by mapping the serial port on the CN2600
to a local COM port on the host computer. RFC2217 defines general COM port control options
based on the Telnet protocol. Third party drivers supporting RFC-2217 are widely available on the
Internet and can be used to implement Virtual COM mapping to your CN2600 serial port(s).

Socket Applications

For socket applications, the CN2600 offers the following modes: TCP Server, TCP Client and
UDP.

4-3



CN2600 Series User’s Manual Serial Port Operation Modes

TCP Server Mode

In TCP Server mode, the serial port on the
CN2600 is assigned a port number which must not
conflict with any other serial port on the CN2600.
The host computer initiates contact with the
CN2600, establishes the connection, and receives
data from the serial device. This operation mode
also supports up to 8 simultaneous connections,
enabling multiple hosts to collect data from the
same serial device at the same time.

As illustrated in the figure, data transmission
proceeds as follows:

The host requests a connection from the CN2600,
which is configured for TCP Server mode.

Once the connection is established, data can be
transmitted in both directions between the host and
the CN2600.

TCP Client Mode

In TCP Client mode, the CN2600 can actively
establish a TCP connection to a pre-defined host
computer when serial data arrives.

After the data has been transferred, the CN2600
can automatically disconnect from the host
computer by using the Inactivity time settings.

As illustrated in the figure, data transmission
proceeds as follows:

The CN2600, configured for TCP Client mode,
requests a connection from the host.

Once the connection is established, data can be
transmitted in both directions between the host and
the CN2600.
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UDP Mode
Compared to TCP communication, UDP is faster '-‘
and more efficient. In UDP mode, you can unicast !
or mplti—unicast data from a serial dF:Vice to one or \ e Directly proceed with
multiple host computers and the serial device can data transmission
receive data from one or multiple host computers. (no connection required)
These traits make UDP mode especially suited for Etlﬁlgrﬁet
message display applications.

RS-232/422/485

Redundant COM

Ethernet

Data A ‘ f Data A

CN2610

LAN A
LAN B

Serial

RT

The Redundant COM operation mode can be used to set up a redundant LAN between the serial
devices connected to the CN2600’s serial ports and the host computer. The redundant structure
involves using the CN2600’s two LAN ports to set up two independent LANs that connect the
CN2600 to the host computer. If either of the two LANS fails, the other LAN will continue
transmitting packets between the serial devices and the host, with the packets passing through the
CN2600. In fact, one of the biggest advantages of the CN2600’s Redundant COM mode is that the
“switching time” is zero.
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fi ATTENTION
1. Ifeither LAN gets disconnected, it will take at least 1 minute for the LAN to recover after
reconnecting.
2. If both LANs get disconnected, you will need to re-open your application software’s COM
port for data to transmit properly.

Dual-host Redundant Data Acquisition System (DRDAYS)

Primary PC Backup PC

Primary

RS-232/422/485

Data

Remote Terminal Unit (RTU)

The DRDAS operation mode provides a highly redundant network structure that takes advantage
of the CN2600’s dual LAN ports, dual IP addresses, and dual MAC addresses. DRDAS uses a
backup PC that is set up to take over when the primary PC fails.

The CN2600’s dual-host redundant configuration sends serial data to 4 IP addresses on the
network. Users select a Primary IP and 3 Secondary IPs. When the Primary IP fails, the backup IPs
take over by using the switching library (refer to Chapter 12 for more details).

With this kind of redundant setup, if one of the secondary IPs tries to send commands to the serial
device, the commands are discarded by the CN2600, since only the Primary IP is allowed to
conduct bi-directional transmission. The backup IPs are only allowed to receive data from the
CN2600.
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LRI

Primary Backup

RS-232/422/485

Data

Remote Terminal Unit (RTU)

This type of highly redundant setup is implemented with two CN2600 terminal servers, as shown
above in the structure diagram. All aspects of the system are backed up, including the PC hosts,
the networks, and the CN2600 terminal servers. The entire system will continue operating in the
following situations:

1.  When the Primary PC and LAN A fail at the same time (the backup PC and LAN B will take
over).

2. When the Primary PC and the Primary CN2600 fail at the same time (the backup PC and the
backup CN2600 will take over).

3. When LAN A and the Primary CN2600 fail at the same time (LAN B and the backup CN2600
will take over).

NOTE The RS-232 connector on the Remote Terminal Unit (RTU) shown above must be set up with an
RS-232 to RS-422/485 converter, such as the Moxa TCC-100I, to convert RS-232 signals to
RS-485 signals. The connectors on the two CN2600 terminal servers will also need to use
converters, such as the Moxa TCC-1001. In this way, users can take advantage of RS-485’s
multi-drop feature to share data with the secondary CN2600.
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Terminal Applications

Windows NT f
|
TCP/IP |
|
CN 2600 |Telnet/
Series | SSH
RS-232 I
|
|

Terminal Terminal Terminal

Terminal applications involve connecting terminals to UNIX or Windows servers over a network.
A terminal connects to the appropriately configured serial port the CN2600, and the CN2600
transmits information to and from a UNIX or Windows server over the network through its
Ethernet port. You may need to check with your network administrator to determine the
appropriate terminal mode. All terminal modes support fast keys as used in many terminal
applications.

Please refer to Chapter 4, Introducing Serial Port Operation Modes, for detailed information and
configuration instructions.

Terminal ASCIlI Mode

Terminal ASCII mode can handle up to 8 sessions per port with the ability to switch between
sessions on the same terminal. This mode is used for text-based terminals with no file transfer
capability or encryption.

Terminal BIN Mode

Terminal BIN mode allows one session per port and is used for terminal applications that include
file transfer features.
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Reverse Terminal Applications

Reverse

Unix Windows NT

CN 2600
Series

Reverse terminal applications are similar to terminal applications in that they involve using the
CN2600 to manage the connection between a terminal and a server. The difference is that with
reverse terminal applications, the terminal is connected through the network and the server is
connected through the serial port, rather than the other way around. In practice, a reverse terminal
session typically involves a network administrator telnetting to a device that has a dedicated serial
console port used specifically for configuration purposes.

For example, many routers, switches, UPS units, and other devices (including the CN2600) have
Console/AUX or COM ports to which a terminal can be physically connected for console
management. With the CN2600, the device’s console port can be connected to a serial port on the
CN2600, allowing a network administrator to telnet to the device remotely through the network.
Although modern network equipment generally allows other options for remote configuration
through the network, there are situations in which it is necessary or desirable to configure a device
by serial console (e.g., for security reasons, when using older-generation equipment, or as a
backup configuration method when the network is down).

CN2600 reverse terminal modes allow the use of the CN2600 User Table or a RADIUS server for
identity verification purposes. Please refer to the Misc. Network Settings section in Chapter 8,
System Management Settings, for instructions on setting up the CN2600 User Table.

Telnet

Reverse Telnet mode is widely used for device management in telecommunication control rooms.
The system waits for a host on the network to initiate a connection. Since TCP Server mode does
not assist with conversion of CR/LF commands, reverse terminal applications that require this
conversion should use Reverse Telnet mode.

4-9



CN2600 Series User’s Manual

Serial Port Operation Modes

Dial In/Out Modes

Web Server E-mail Server

CN 2600
Series
Modem <. = &
PPP SLIP PPP
Dialout Dialin Dialin
Modem = =
\n!! %
UNIX Server PC Notebook

TCP/IP

/ Router

Internet

The CN2600 provides dial-in/dial-out access for ISPs and enterprises that need a remote access
solution. When a user at a remote site uses a PPP dial-up connection to access the CN2600, the
CN2600 plays the role of a dial-up server, but also ensures that the user has legal access to the
network by verifying the user’s identity with the CN2600 User Table or a RADIUS server. Please
refer to the Misc. Network Settings section in Chapter 8, System Management Settings, for

instructions on setting up the CN2600 User Table.

The CN2600 supports PPP, SLIP, and Terminal modes for dial-in/dial-out access. Regardless of
which operating system is used, you will always be able to use standard PPP dial-up to establish a
connection. The CN2600 can also act as a router to connect serial ports to a WAN connection.
Routing protocols (including static, RIP I, and RIP II) can be adjusted to route different WAN

connections.

Please refer to Chapter 5, Configuration with Web Console, for detailed information and

configuration instructions.

Disabled Mode

You can disable any port on the CN2600 by setting the operation mode to Disabled.
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Configuration with the Web Console

The web console is the most user-friendly method available to configure the CN2600. With a
standard web browser, you have easy and intuitive access to all settings and options. In this chapter,
we introduce the web console and go through the basic configuration options. The same
configuration options are also available through the Telnet and serial console.

This chapter covers the following topics:

O Using Your Web Browser
» Browser Cookie Settings
» Trusted Site Settings
» Opening the Web Console
U Web Console Navigation
O Basic Settings
» Server Settings
» Time Settings
U Network Settings
» Basic Network Settings
» Advanced Network Settings
» Configuring the Route Table
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Using Your Web Browser

Browser Cookie Settings

Verify that cookies are enabled for your browser. If the cookies are disabled, you will not be able
to use the web console. (Cookies are only used for password transmission.)

1. For Internet Explorer, enable cookies by selecting Internet Options from the Tools menu:

20

General |Sec:urity| Privacyl Conlentl Connectionsl Programsl Advanced'

~Home page
% *fou can change which page to uze for your home page.

Address:

Use Current Use Default Usze Blank

~ Temparary Internet files

i Fages you view on the Intemet are stored in a special folder
3 a8 far quick viewing later.

Delete Cookjes Delete Files Settings.

7~ History
The Histary folder contains links to pages you've visited, for
o quick acceszs to recently viewed pages

Days to keep pages in histary: IEU 3: Clear History |

Calors. . | Fonts... | Languages... | Accgssibi\ity...l

gk I Cancel | Apply |

2. Select the Privacy tab. There are six levels of privacy setting: Block All Cookies, High,
Medium High, Medium, Low, and Accept All Cookies. Users must select Medium High (as
the image shows) or below to access the CN2600 web console.

20

Generall Securty  Privacy |Ennlent| Ennnectinnsl Prngramsl Advancedl

 Settings
P Mave the slider to select a privacy setting for the Intemet

=8 zone.

Medium High

- Blacks third-party cookies that da not have a compact
privacy policy

- Blocks third-party cookies that use personally identifiable
information without your explicit consent

- Blacks first-party cookies that use persanally identifisble
infarmation withot implicit conzent

Sites... | Impart. .. Advanced... Default

~ Pop-up Blocker
Prevent most pop-up windows from appearing.

¥ Block popeups Settings...
ok I Cancel | Apply |

ATTENTION

If you are not using Internet Explorer, cookies are usually enabled through a web browser setting
such as “allow cookies that are stored on your computer” or “allow per-session cookies.”
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Trusted Site Settings

For Windows 2003 users, you may need to add the CN2600’s IP address to your browser’s list of
trusted sites.

1.

If you see the following window while attempting to view the web console, click on Add...

to modify the list of trusted sites:

I Internet Explorer x|
|

Lloze

blocked by the Internet Explarer Enhanced

° Content from the Web site listed below iz being
Security Configuration

hitp: /192,168,127, 254

[+ Continue to prompt when ‘web site content iz blocked

Leam more about Intermet Explorer's E nhanced Security Configuration. ..

I pou trust this ‘Web site, you can lower security settings far Add
the site by adding it to the Trusted sites zane. IF you know =
this Weh site iz on pour local intranet, review help for

inztructions on adding the site to the local intianet zone

instead

Important; adding this web zite to the Trusted sites zone will lower the security
settings for all content from this web site for all applications, including Internet
Explarer.

You may also directly access the list of trusted sites through Internet Options in the Tools
menu of Internet Explorer. Select the Security tab, then click on the Trusted Sites icon and

on the Sites... button:

General  Security | Privacyl CUnlenlI Cunnecliunsl Prugramsl Advancedl

Select a‘Web content zone to specify its security settings.

® Q 0 @
Intemnet Local intranet IR FRestricted
sites

Sites |

Tiusted sites

Thiz zone contains "eb sites that pou
tiust not ta damage your computer or
data,

— Securnity level for thiz zone

Custom
Custom settings.
- T change the settings, click Custom Level.
- Ta use the recommended settings, click Default Level.

LCustom Level... | Default Level |
0.8 I Cancel | Apply |

In either case, the window below should appear, showing the list of sites that you have
configured Internet Explorer to trust. Add the IP address of your CN2600 here (the factory
default LANT IP address is 192.168.127.254 and default LAN2 IP address is

192.168.126.254.)
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‘o can add and remove Web sites From this zone, all web sites
in this zone will use the zone's security settings.

Add this \Web site to the zone:
| httpi (192,168,127, 254

‘Weh sites:
htkp: /f* update. microsoft . com - REmovE |
htbps: fi* update. microsoft, com
htbp: /¥ windowsupdate. microsoft, com
htkps: [i* . windowsupdate, microsaft, com

hktp:/fgo. microsoft, com
htto: ffmsdn. microsaft, com LI

[ Require server verification (https:) For all sites in this zone

Close |

After adding the CN2600’s IP address as a trusted site, you should be able to view the web
console by entering the CN2600’s IP address in your browser’s address bar.

Opening the Web Console

Open your web browser and enter 192.168.127.254 in the website address line. This is the
default IP address for the CN2600—if a new address has been assigned, enter the new address
instead. Press ENTER to load the page.

fi ATTENTION
The examples and figures in this chapter use the CN2600 factory default IP address of
192.168.127.254. If you have assigned a different IP address to your CN2600, be sure to adjust
accordingly when following these directions. Please refer to Chapter 3, Initial IP Address
Configuration, for details on how to configure the IP address.

3. Enter the console password if prompted. (This will not apply if you did not enable password
protection for your CN2600.) The password will be transmitted with MDS5 encryption over the
Ethernet.

Web Console Login

SITUAME © | adew
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A

ATTENTION

If you forget your password, the ONLY way to configure the CN2600 is by using the reset button
to reset all settings and load the factory defaults. If you have disabled the reset button in your
CN2600 configuration, you may still use it to load the factory defaults within the first 60 seconds
that the CN2600 is powered on.

Remember to back up your configuration by exporting it to a file. Your configuration can be
easily restored by importing the file to the CN2600. This will save time if you have forgotten the
password and need to reload the factory defaults.

4. The CN2600’s web console will appear.

A Main Menu . 3
. Welcome to Terminal Server CN2600 Series
1 Overview
3 pasic Settings Model name CN2650-8-2AC
B Network Settings Serial No. 0
EH23 Serial Port Settings Firmware version 1.0 Build 07091017
B Port 1 LAN1 IP address NfA
= LAN1 MAC address 00:90:E8:12:69:87
&
8 port2 LAN1 speed No fink
B Port 3 LANZ IP address 192.168.126.254
FIC] Port 4 LAN2 MAC address 00:90:E8:12:69:88
BCT port s LANZ speed lﬂdDM/Lmkh
= Up time 0 days 00h:24m:08s
u B Serial port 1 115200,None,&,1
EH{0 port 7 Serial port 2 115200,None, &,1
BE{3 Ports Serial port 3 115200,None, 8,1
{1 welcome Massage Serial port 4 115200,None 8,1
iR System Maragement Ser!al port 5 115200,None, 8,1
e Serial port 6 115200,None, 8,1
R ES ete ooy Serial port 7 115200,Mone, 8,1
[ save Configuration Serial port 8 115200,None, 8,1
B Restart

Web Console Navigation

In the CN2600 web console, the left panel is the navigation panel and contains an expandable
menu tree for navigating among the various settings and categories. When you click on a menu
item in the navigation panel, the main window will display the corresponding options for that item.
Configuration changes can then be made in the main window. For example, if you click on Basic
Settings in the navigation panel, the main window will show a page of basic settings that you can
configure.

You must click on the Submit button to keep your configuration changes. The Submit button will
be located at the bottom of every page that has configurable settings. If you navigate to another
page without clicking the Submit button, your settings will not be retained.

Changes will not take effect until they are saved and the NPort is restarted! You may
complete this in one step by clicking on the Save/Restart option after you submit a change. If you
need to make several changes before restarting, you may save your changes without restarting by
selecting Save Configuration in the navigation panel. If you restart the CN2600 without saving
your configuration, the CN2600 will discard all submitted changes.
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Basic Settings

You may access Basic Settings in the navigation panel.

Server Settings

‘3 Main Menu

1 overview

-0 BaicERTRAE
B Network Settings

EHd Serial Port Settings
B Port 1 Server location

Basic Settings

Server Settings

Server name |CN2650-8-24C_0

#0 Portz Time Settings

B Port3 Time zone {24-hour) [(GMT)Greerwich Mean Time: Dublin, Edinburgh, Lisbon, London |
AL T Local time leooo (1 Y[z | & L[sm L[5

EJ‘,_" il Time server I

#(0 Porte

®(] port7

#(1 Ports

“( Weltome Message
#{] system Management
#{] system Monitoring

{1 Save Configuration
EBHEJ Restart

Server name: This is an optional free text field for your own use; it does not affect operation of
the CN2600. It can be used to help differentiate one CN2600 server from another.

Server location: This is an optional free text field for your own use; it does not affect operation of
the CN2600. It is useful for assigning or describing the location of a CN2600. In a network
environment of multiple servers, this can be a valuable aid when performing maintenance.

Time Settings

The CN2600 has a built-in Real-Time Clock for time calibration functions. Functions such as Auto
Warning Email or SNMP Trap can add real-time information to messages.

Before making any adjustments to the time, first select the correct time zone and submit the
change. The console will display the real time according to the time zone. To modify the real time
clock, click on Modify next to the Local time field. Once you submit the new time, the CN2600’s
firmware will modify the GMT time according to your time zone and local time settings.

f} ATTENTION
There is a risk of explosion if the real-time clock battery is replaced with the wrong type!

The CN2600’s real time clock is powered by a lithium battery. We strongly recommend that you
do not attempt replacement of the lithium battery without help from a qualified Moxa support
engineer. If you need to change the battery, please contact the Moxa RMA service team.

Time zone (default=GMT Greenwich Mean Time): This field shows the currently selected time
zone and allows you to select a different time zone.

Local time: This field shows the time that you last opened or refreshed the browser. To set the
local time for the CN2600, click on the Modify... button, then submit your changes in the screen
as shown below.
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£ Time Settings

Modify time settings

Date(yy:mm:dd) Time(hh:mm:ss)

(LTI ERY O R FERE o
Submit | Close

Time server: The CN2600 uses SNTP (RFC-1769) for auto time calibration. You may enter a time
server [P address or domain name in this optional field. Once the CN2600 is configured with the
correct time server address, it will request time information from the time server every 10 minutes.

Network Settings

Basic Network Settings
MOXA WWW.Mmoxa.com

A Main Menu
{0 overview
{1 Basic Settings
EHEY Network Settings
{11 Basic Network Settings
(1 Advanced Netwark Set
4 Serial Port Settings
B Port 1
FH{] port 2
B Port 3
B Port 4
EHE Port 5
{3 Port6
B Port?
EHEY port B
{1 Welcome Message
B{] System Management
B{ system Monitoring
{1 save Configuration
BI{] Restart

< | &

Network Settings - Basic

LAN1 IP configuration
LAN1 IP address

LAN1 Netmask

LAN1 Gateway

LAN1 speed

LAM1 PPPoE user account
LAN1 PPPoE password
LANZ IP configuration
LANZ IP address

LANZ2 Netmask

LAN2 Gateway

LAN2 speed

LAN2 PPPoE user account
LANZ2 PPPoE password
DNS server 1

DNS server 2

WINS function

WINS server

£ @

92.169.126.254
|255,255.255.0 |

=]

|
] |
@Enable O Disable

[t

You can access Basic Network Settings by expanding the Network Settings item in the

navigation panel. Basic Network Settings is where you assign the CN2600’s IP address, netmask,
Gateway, and other IP parameters.

NOTE: You must assign a valid IP address to your CN2600 before it will work in your network
environment. Your network system administrator should provide you with a unique IP address and
related settings for your network. First-time users can refer to Chapter 3: Initial IP Address
Configuration, for more information.
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IP configuration (default=Static): You can choose from four possible IP configuration modes.

Option Description
Static User-defined IP address, netmask, gateway.
DHCP DHCEP server-assigned IP address, netmask, gateway, DNS, and time server

DHCP/BOOTP | DHCP server-assigned IP address, netmask, gateway, DNS, and time server, or
BOOTP server-assigned IP address (if the DHCP server does not respond)

BOOTP BOOTP server-assigned IP address

PPPoE PPP over Ethernet, remote ISP-assigned IP address

IP Address (LANI default = 192.168.127.254; LAN2 default = 192.168.126.254): Enter the IP
address that will be assigned to your CN2600. All ports on the CN2600 will share this IP address.
An IP address is a number assigned to a network device (such as a computer) as a permanent
address on the network. Computers use the IP address to identify and talk to each other over the
network. Choose a proper IP address that is unique and valid in your network environment.

Netmask (default=255.255.255.0): Enter the subnet mask. A subnet mask represents all of the
network hosts at one geographic location, in one building, or on the same local area network.
When a packet is sent out over the network, the CN2600 will use the subnet mask to check
whether the desired TCP/IP host specified in the packet is on the local network segment. If the
address is on the same network segment as the CN2600, a connection is established directly from
the CN2600. Otherwise, the connection is established through the given default gateway

Gateway: Enter the IP address of the gateway if applicable. A gateway is a network computer that
acts as an entrance to another network. Usually, the computers that control traffic within the
network or at the local Internet service provider are gateway nodes. The CN2600 needs to know
the IP address of the default gateway computer in order to communicate with the hosts outside the
local network environment. For correct gateway IP address information, consult the network
administrator.

A

ATTENTION

In dynamic IP environments, the firmware will try to get the network settings from the DHCP or
BOOTP server 3 times every 30 seconds until network settings are assigned by the DHCP or
BOOTP server. The first try times out after 1 second, the second after 3 seconds, and the third
after 5 seconds.

If the DHCP/BOOTP server is unavailable, the firmware will use the default IP address
(192.168.127.254), netmask, and gateway settings.

DNS server 1: This is an optional field. If your network has access to a DNS server, you may enter
the DNS server’s IP address in this field. This allows the CN2600 to use domain names instead of
IP addresses to access hosts.

Domain Name System (DNS) is the way that Internet domain names are identified and translated
into IP addresses. A domain name is an alphanumeric name, such as www.moxa.com, that it is
usually easier to remember than the numeric IP address. A DNS server is a host that translates this
kind of text-based domain name into the actual IP address used to establish a TCP/IP connection.
When the user wants to visit a particular website, the user’s computer sends the domain name (e.g.,
www.moxa.com) to a DNS server to request that website’s numeric IP address. When the IP
address is received from the DNS server, the user’s computer uses that information to connect to
the website’s web server.
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The CN2600 will play the role of a DNS client, in the sense that it will actively query the DNS
server for the IP address associated with a particular domain name. The following functions on the
CN2600 web console support the use of domain names in place of IP addresses: Time Server,
Destination IP Address (in TCP Client mode), Mail Server, SNMP Trap Server, Destination
Address (in Pair Connection mode), Primary/Secondary Host Address (in Terminal mode),
RADIUS Server and SMTP Server.

DNS server 2: This is an optional field. The IP address of another DNS server may be entered in
this field for times when DNS server 1 is unavailable.

PPPOoE user account and PPPoE password: For dynamic broadband networks such as xDSL or
cable modem, users must enter the username and password that they received from their ISP to
establish network connection. If a serial port on the CN2600 will be using PPPoE, enter the
account name and password in these fields.

WINS function (default=enable): Enable or disable the WINS (Windows Internet Naming Service)
server.

WINS server: If a WINS Server is connected to the network, enter the WINS Server’s IP address
in this field. TCP/IP uses IP addresses to identify hosts, but users often use symbolic names, such
as computer names. The WINS Server, which uses NetBIOS over TCP/IP, contains a dynamic
database to map computer names to IP addresses.

LAN speed (default=Auto): You may configure the network speed for the built-in Ethernet
connection on the CN2600. IEEE802.3 Ethernet supports auto negotiation of transfer speed.
However, some switches/hubs require that the communication speed be fixed at 100Mbps or
10Mbps.

Advanced Network Settings

You can access Advanced Network Settings by expanding the Network Settings item in the
navigation panel. Advanced Network Settings is where the routing protocol and gratuitous ARP are
configured.

‘3 Main Menu
O overview
2 Basic Settings
{3 Network Settings
{1 Basic Network Settings
{3 advanced Network Set
#{3 serial Port Settings
H{] System Management
B System Monitoring
{1 save Configuration
B Restart

Network Settings - Advanced

Routing protocol [ane ]

Gratuitous ARP [Enabled Send period ‘_ 20 [(10-1000 sec)

What is RIP?

RIP (Routing Information Protocol) is a protocol used to manage routing information within a
self-contained network, such as a corporate LAN (Local Area Network) or an interconnected
group of such LANSs.

By using RIP, a gateway host with a router can send its entire routing table, which lists all the
other hosts it knows about, to its closest neighbor host every 30 seconds. The neighbor host in turn
will pass this information on to its closest neighbor, and so on, until all hosts within the network
have the same routing path information. This state is known as network convergence. RIP uses a
hop count as a way of determining network distance. (Other protocols use more sophisticated
algorithms that also include timing.) After receiving a packet headed for a specific destination, a
network host with a router uses the routing table information to determine the next host to route
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the packet to.

RIP is considered an effective solution for small homogeneous networks. For larger, more
complicated networks, transmitting the entire routing table every 30 seconds can bog down the
network with a lot of extra traffic.

RIP 2 is an extension of RIP. Its purpose is to expand the amount of useful information contained
in RIP packets, and to add security elements. RIP 2 has become the standard version of RIP, and
the original RIP is no longer used.

Routing Protocol: You may select which routing protocol, if any, your network will employ.

Gratuitous ARP: In some applications, you may need the CN2600 to send broadcast packets to
update the ARP table on the server. If you enable this function and set the send period, the CN2600
will send periodically send broadcast packets at the specified time interval.

Configuring the Route Table

You can access the Route Table by expanding System Management and then Misc. Network
Settings in the navigation panel. The route table is where you configure how the CN2600 will
connect to an outside network.

|23 Main Menu )
| 72 Cverview

) Basic Settings
(H Network Settings
|#{20 Serial Port Settings

Route Table

No  Gatoway Destination Netmack Matric tface
lan1

|B3 system Managemant lani

24 Misc, Network Settings
) Accessible 1P List

lanl
lan1
lan1

) DDNS

) Host Table

J Poute Table

(3 User Table

0 Authentication Sarve

L) System Log Settings 10
#0 Auto Warning Setongs
B 0] Mantenancs

1
2
3
51 SHMP agine 5
[ lan1
¥ lan
] lan
] lan1
lan1
lani

lan1

5 Certificate
4 System Monitoring 13 lan1
L3 sawe Corfiguration 14 lani
|EES mestart 15 lanl

lan1
lan1
lan1
lan1
lan1
lani
lan1
lani
lanl
lani
lan1

lan1

23
4
25
28
27
=} lan1
79 lan1
n
a2

lan1

lan1

R R

lan1

You are allowed up to 32 entries in the route table. For each entry, you must provide information
on the gateway, destination, netmask, metric hops, and interface.

Gateway: This is the IP address of the next-hop router.
Destination: This is the host’s IP address or the network address of the route’s destination.
Netmask: This is the destination network’s netmask.

Metric: Enter the number of hops from the source to the destinationto allow the CN2600 to
prioritize the routing of data packets if more than one router is available.
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Iface: This is the network interface to which the packet must be sent.

f} ATTENTION
When a serial port is configured for PPP/SLIP, the Iface field must be set to that serial port for

proper communication.

Configuring Routes to the Internet

203.67.6.1
UNIX

“ Server
Ethernet = -
203.67.6

2NN s N o' 5000

Series
203.67.6.253

Modem

J

PC PC Notebook

I TCP/IP

Router
203.67.6.254

Internet

In this example, the Notebook PC dials into the CN2600 to request a connection to the Internet
host at 210.48.96.9, which is not on the local network 203.67.6.xxx. This causes the CN2600 to act
as a router and send the datagram to the default next-hop router, 203.67.6.254. In this case, we
should add the gateway IP address of 203.67.6.254 to the routing table to handle hops to

210.48.96.9.

5-11



CN2600 Series User’s Manual Configuration with the Web Console

{3 Main Menu &

~
B overtiow Route Table
[]g il Simm? No Gateway Destination Netmask Metric Iface
i :::iv‘:f;;e;:':t?;gs 1 |203.67.6.254 | |210.48.38.3 | [e55essessess |
=4 System Management 2 | | [ | | |
‘S Mise, Netwark Settings 3 ][ | | D
1 Accessible 1P List 4 | | | [ | ]
(1 SNME Agent 5 | ] 1 | kil
= . 5 | | | | |
e 7 | | | | ]
{3 User Table 8 | | | | | | IE T
(3 authentication Serve a | | | |
{21 System Log Settings 10 ‘ ‘ | ‘ ‘ |
E T u | | | | | ]
& 12 | 18 | | | ]
B system Monitoring 13 | | [ | |
1 save Canfiguration 14| [ ] |
mEe 15 | | | | | [r]
16 | | | | | | ]
© @ a7 ] [ [ Jo g 1 lan1 v =

Generally, connections to the Internet are handled by assigning a gateway server in the network
settings rather than through the route table.

Configuring Routes to the Intranet

203.67.6.1
1 uNIx
™ Server
Ethernet QL
203.67.6 TCP/IP
203.67.6.252 I I
Router [ =  Router
- . - NP
203.67.6.253 NPort 6000 203.67.6.254
202.65.66.2 _ Router | £ |
[}] )
Ethernet 3 g
202.65.66 =
Internet
£
[+]
ke
]
=

202.65.66.4 202.65.66.5 W N&m
P

PC Notebook

In this example, dial-in users can make requests to Intranet hosts 202.65.66.4 or 202.65.66.5,
which are on network 202.65.66.xxx (located outside network 203.67.6.xxx). You will need to add
a route entry for the next-hop router, 203.67.6.252 that delivers requests to network 202.65.66.xxXx.
The metric hop in this case is 2 route hops.
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Main Menu - |
B overtiow Route Table
[]g Bl Simm? No Gateway Destination Netmask Metric
d Metwork Settings
e e 1 203676254 | [210.48.98.9 | |ess2ss.2s55.255 |
=+ System Management 2 | | [ ][ |
4 Misc. Network Settings z | ][ | | D
{21 Accessible 1P List 4 | | I | D
C 5 | N | | |
{3 Host Table ¢ | | | | |
(1 Route Table 7| | | | | | D
1 User Table 8 | | [ | | IE W
(3 authentication Serve a | | | |
{21 System Log Settings 10 ‘ ‘ | ‘ ‘ |
@ Aut.u Warning Settings 11 ‘ ‘ | ‘ ‘ | D
3 Maintenance
3O certificate a2 ‘ ‘ | ‘ ‘ | D
B system Monitoring 13 | | [ | |
{1 save Configuration 14 ‘ ‘ | ‘ ‘ |
B Restart 15 | | | | | [r]
16 | | | | | | ]
< |8 17 [ [ [ lanl v ~
Configuring Multiple-Point Routes
S~
I Web/FTP E-mail/News
f /W | Server f d ° Server
Ethernet e i | ="
203.67.6
TCP/IP
NPort 6000
203.67.6.253 qP NPort _ Router
1 203.67.6.254
RS-232 RS-232
Modem 1 = = Modem 2
Internet
Modem 3 _~ Modem 4
RS-232
202.6.6.254 NPort 6000 201.2.2.254 NPort 6000
Series ~ Series
IS
[~
Printer E MRP Printer E MRP
P°s g7 s
\?/» erver \g/‘ erver
g v 202.6.6.3 nd - 201.2.2.1
Phone Line Phone Line
Ethernet r r r l/ Ethernet
202.6.6 201.2.2
N ’ [ [/
PC PC P PC

For multi-location enterprises, CN2600 servers can be placed in different branch offices and used
as both multi-point routers and as remote access servers. When hosts (e.g., the Web/FTP and
E-mail/News servers shown in the figure) send requests to hosts on another network, such as
202.6.6.xxx or 201.2.2.xxXx, the corresponding CN2600 delivers the request to the another CN2600
on the remote end, 202.6.6.254 or 201.2.2.254, as the next-hop router..
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For this example, assume that Modem 1 is connected to serial port 1, Modem 2 is connected to
serial port 2, and PPP source and destination IP addresses of modems 1, 2, 3, and 4 are as follows:

Source IP Destination IP Source IP Destination IP

Modem 1 |203.67.6.250 |202.6.6.250 Modem 3 |202.6.6.250 |203.67.6.250

Modem 2 |203.67.6.249 |201.2.2.249 Modem 4 |201.2.2.249 |203.67.6.249

In this case, you will need to add two entries to the routing table, as shown in the following figure.

MO/ wwwmoxa.com
A Main Menu = |
2 Route Table
L) Overview
_' el o Mo Gatewsay Destination MNetmask Metrlc Iface
EJ Motwork Sotbngs
1 |203.67.6.254 21048060 255,255.255.255 1 portl
ML Senal Port Settings
BTy Bystam Managemint 2 1 port2 i
T Misc, Network Settings 2 1 lanl  »
0 Acenssdbili TP List Py 1 lanl ~
SlEEN R B 5 1 lanl %
DDNE
o & 1 lanl =
) Host Table
23 Routo Tably i L lani i
0 user Table e L lanl
1 Authentication Surv 9 1 lanl &
0 system Log Settings 10 1 Tl
01 Auto Warning Sptting it A i 1
1 Maintenance i
> : “
B2) Certihcati 12 2 i
W1} System Monitaring 43 L lanl
120 Save Configueation 14 1 lanl =
ML Restart 15 1 lanl =
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Configuring Serial Port Operation

Modes

In this chapter, we explain how to configure the individual serial port modes. This chapter covers
the following topics:

Q
Q

Port Setting Basics

Device Control Applications
» Real COM Mode

» RFC2217 Mode

Socket Applications

» TCP Server Mode

» TCP Client Mode

» UDP Mode

Redundant COM

DRDAS

» DRDAS Real COM

» DRDAS TCP Server
Terminal Applications

» Terminal ASCII (TERM_ASC)
» Terminal BIN (TERM_BIN)
Reverse Terminal

Dial In/Out Applications
PPP Mode

PPPD Mode

SLIP Mode

SLIPD Mode

Dynamic Mode

Disabled Mode

YV V VY
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Port Setting Basics

Each serial port on the CN2600 can be configured independently. To configure the operation mode
and settings for a port, expand Serial Port Settings in the navigation panel, then expand the port
that you would like to configure. Individual port settings are grouped into four categories in the
navigation panel: Operation Modes, Communication Parameters, Data Buffering/Log, and Modem

Settings.
MOXAN WWW.Moxa.com o i e x
& Main Menu £ s A
Operation Modes
- overview
~{ Basic Settings —
B0 Metwork Settings T
o Fo:
EI44 Serial Port Settings Applicetion !—wt_{inl |
&3 port 1 Mode |Realcom v |
2 Operation Modes TCP alive check time 7 |[(0-99 min)
1 Commurication P, Max connection |_1___\
‘1 Data Buffering/Lo Ignore jammed IP Enable Disable
O Modem Settinas Allow driver control Enable * Disable
B0 port2 Connection goes down rRTS O always low & always high
®{] Port3 DTR O always low @ always high
3]
01 Porc4 Data Packing
B3 ports ]
S8 porcs Packet length | i(0-1024)
W0 port 7 Delimiter 1 !__D_D__E(Hex) [JEnable
{7 Port s Delimiter 2 00 |iHex) [JEnable
{1 welcome Message Delimiter process |DD Néthmg v| (Pracessed only when Packing length is 0}
W 1,
B{] System Management Force transmit o [(0 - 65535 ms)
2 Syst Monitori
B\ vstem Meqating . PL Oee  [Oea  [Opse  Oes  Opes Oz Oes
(1 Save Configuration Apply the above settings to
[l ports
B Restart =
v
v
- - s

Select Operation Modes in the navigation panel to select and configure the mode for each serial
port. For CN2600 models with 2 or more serial ports, you may use the checkboxes at the bottom of
the window to apply the settings to one or more ports.

Application: Select an application for the serial port from among the choices. Your application
will determine the modes that are available.

Mode: Once you have chosen an application, select the mode. The available configuration settings
will vary depending on the mode that you have selected.
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Device Control Applications

Real COM Mode

S Main Menu o 5 e
: Operation Modes
~( Overview
’[:I Basic Settings o
B{] Metwork Settings .
o 2 i i i 0.
5153 Serial Port Settings Application :Dewce CDFIt.rU| |
BEY Port 1 Mode RealCOM v |
01 Operation Modes TCP alive check time |Ed ?(D - 99 min)
{3 Communication . Max connection 1|
{1 Data Buffering/Lo Ignore jammed IP Enable Disable
O Modem Settings Allow driver control Enable ° Disable
{3 Port2 Connection goes down RTs O always low & always high
B{] Port3 oTR O always low & always high
{
E0 part+ Data Packing
B ports e =
Packet lengtl a o -
1 ports [1] | (0 - 1024)
#(3 part 7 Delimiter 1 00 [{Hex) [JEnable
B Ports Delimiter 2 [00 JHex) CEnable
{1 Welcome Message Delimiter process :DD Mothing V (Processed only when Packing length is 0}
{1 System Management Force transmit 1} (0 - 65535 ms)
2 System Monitorin
O sy e . pL [Cpe [Cps  [Ores [Ops  [Ope  Opr  [lra
~( Save Configuration Apply the above settings to T —
LR arts
B[] Restart = .
v
v
- = -

multiple hosts’ Real COM drivers open the port at the same time, the COM driver only provides a
pure data tunnel—no control ability. The serial port parameters will use firmware settings instead
of depending on your application program (AP).

Application software that is based on the COM driver will receive a driver response of “success”
when the software uses any of the Win32 API functions. The firmware will only send data back to
the driver on the host.

Data will be sent first-in-first-out when data comes into the CN2600 from the Ethernet interface.

ATTENTION

When Max connection is greater than 1, the CN2600 will use a multi connection application
(i.e., 2 to 8 hosts are allowed access to the port at the same time). When using a multi connection
application, the CN2600 will use the serial communication parameters as defined here in the web
console, and all hosts connected to the port must use identical serial settings. If one of the hosts
opens the COM port with different serial settings, data will not be transmitted properly.

Ignore jammed IP (default=No): This option determines how the port will proceed if multiple
hosts are connected and one or more of the hosts stops responding as the port is transmitting data.
If you select No, the port will wait until the data has been transmitted successfully to all hosts
before transmitting the next group of data. If you select Yes, the port will ignore the host that
stopped responding and continue data transmission to the other hosts.

Allow driver control (default=No): This option determines how the port will proceed if driver
control commands are received from multiple hosts that are connected to the port. If No is selected,
driver control commands will be ignored. If Yes is selected, control commands will be accepted,
with the most recent command received taking precedence.
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Connection goes down (default=always high): You can configure what happens to the RTS and
DTR signals when the Ethernet connection goes down. For some applications, serial devices need
to know the Ethernet link status through RTS or DTR signals sent through the serial port. Use goes
low if you want the RTS and DTR signal to change their state to low when the Ethernet connection
goes down. Use always high if you do not want the Ethernet connection status to affect the RTS or
DTR signals.

Packet length (default=0): The Packet length setting refers to the maximum amount of data that is
allowed to accumulate in the serial port buffer before sending. At the default of 0 for packet length,
no maximum amount is specified and data in the buffer will be sent as specified by the delimiter
settings or when the buffer is full. When a packet length between 1 and 1024 bytes is specified,
data in the buffer will be sent as soon it reaches the specified length.

Delimiter 1 and Delimiter 2 (default=None): When Delimiter 1 is enabled, the serial port will
clear the buffer and send the data to the Ethernet port when a specific character, entered in hex
format, is received. A second delimiter character may be enabled and specified in the Delimiter 2
field, so that both characters act as the delimiter to control when data should be sent.

A

ATTENTION

In order to enable a delimiter, packet length must be set to 0. Delimiter 2 should only be enabled
in conjunction with Delimiter 1 and never on its own; otherwise there may be data errors. Even
when a delimiter is enabled, the CN2600 will still pack and send the data when the amount of
data exceeds 1 KB.

Delimiter process (default=Do Nothing): The Delimiter process field determines how the data is
handled when a delimiter is received. Delimiter 1 must be enabled for this field to have effect. If
Delimiters 1 and 2 are both enabled, both characters must be received for the delimiter process to
take place.

¢ Do Nothing: Data in the buffer will be transmitted when the delimiter is received.

e Delimiter + 1: Data in the buffer will be transmitted after 1 additional byte is received following
the delimiter.

e Delimiter + 2: Data in the buffer will be transmitted after 2 additional bytes are received
following the delimiter.

¢ Strip Delimiter: Data in the buffer is first stripped of the delimiter before being transmitted.

Force transmit (default=0 ms): This parameter defines how large a gap in serial communication
the CN2600 will allow before packing the serial data in its internal buffer for network
transmission.

As data is received through the serial port, it is stored by the CN2600 in the internal buffer. The
CN2600 transmits data stored in the buffer via TCP/IP, but only when the internal buffer is full or
as specified by the force transmit time. When set to 0, the force transmit time is disabled, and
transmission is determined solely by the data in the internal buffer. At 1 to 65535, the TCP/IP
protocol software will pack the serial data received after there is a gap in serial communication
that exceeds the specified force transmit time.

The optimal force transmit time depends on your application, but it must be at least larger than one
character interval within the specified baudrate. For example, assume that the serial port is set to
1200 bps, 8 data bits, 1 stop bit, and no parity. In this case, the total number of bits needed to send
a character is 10 bits, and the time required to transfer one character is

(10 (bits) / 1200 (bits/s)) x 1000 (ms/s) = 8.3 ms.

Therefore, you should set the force transmit time to be larger than 8.3 ms, so in this case, it must
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be greater than or equal to 10 ms.

If it is necessary to send a series of characters in the same packet, the serial device will need to
send that series of characters within the specified force transmit time, and the total length of data
must be less than or equal to the CN2600°s internal buffer size (1 KB per port).

RFC2217 Mode

3 Main Menu & :
Operation Modes

1 overview
u Basic Settings Port 1
#{] Metwork Settings -
EHEY Serial Port Settings Application Device Control v
BE3 port1 Mode RFC2217 v/
{1 operation Modes TCP alive check time 7 (0-99min)
{1 Communication P. TCP port 4001 |
{2 Data Buffering/Lo Data Packing
o Packet length 0 o-1n0e4)
& Port2 —
e Delimiter 1 00 |(Hex) [JEnable
& e Delimiter 2 00 (Hew) ClEnable
f{] Parts Delimiter process Do Mothing ¥ (Processed anly when Packing length is 0)
@ porte Force transmit o (0 - 65535 ms)
‘_—] Rort 7 . F1 Op2 Ors Cr4 Ces Cre Oez Crs
1 Part & Apply the above settings to
L Ol ports
~1 Welcome Message
{1 System Management
B System Monitoring
{21 save Configuration
B Restart

v

£ >

TCP alive check time (default=7 min): This field specifies how long the CN2600 will wait for a
response to “keep alive” packets before closing the TCP connection. The CN2600 checks
connection status by sending periodic “keep alive” packets. If the remote host does not respond to
the packet within the time specified in this field, the CN2600 will force the existing TCP
connection to close. For socket and device control modes, the CN2600 will listen for another TCP
connection from another host after closing the connection. If TCP alive check time is set to 0, the
TCP connection will remain open even if there is no response to the “keep alive” packets.

TCP port (default=4001): This is the TCP port number assignment for the serial port on the
CN2600. It is the port number that the serial port uses to listen to connections, and that other
devices must use to contact the serial port. To avoid conflicts with well known TCP ports, the
default is set to 4001.

Packet length (default=0): The Packet length setting refers to the maximum amount of data that is
allowed to accumulate in the serial port buffer before sending. At the default of 0 for packet length,
no maximum amount is specified and data in the buffer will be sent as specified by the delimiter
settings or when the buffer is full. When a packet length between 1 and 1024 bytes is specified,
data in the buffer will be sent as soon it reaches the specified length.

Delimiter 1 and Delimiter 2 (default=None): When Delimiter 1 is enabled, the serial port will
clear the buffer and send the data to the Ethernet port when a specific character, entered in hex
format, is received. A second delimiter character may be enabled and specified in the Delimiter 2
field, so that both characters act as the delimiter to indicate when data should be sent.
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A

ATTENTION

In order to enable a delimiter, packet length must be set to 0. Delimiter 2 should only be enabled
in conjunction with Delimiter 1 and never on its own; otherwise there may be data errors. Even
when a delimiter is enabled, the CN2600 will still pack and send the data when the amount of
data exceeds 1 KB.

Delimiter process (default=Do Nothing): The Delimiter process field determines how the data is
handled when a delimiter is received. Delimiter 1 must be enabled for this field to have effect. If
Delimiters 1 and 2 are both enabled, both characters must be received for the delimiter process to
take place.

e Do Nothing: Data in the buffer will be transmitted when the delimiter is received.

e Delimiter + 1: Data in the buffer will be transmitted after 1 additional byte is received following
the delimiter.

e Delimiter + 2: Data in the buffer will be transmitted after 2 additional bytes are received
following the delimiter.

e Strip Delimiter: Data in the buffer is first stripped of the delimiter before being transmitted.

Force transmit (default=0 ms): This parameter defines how large a gap in serial communication
the CN2600 will allow before packing the serial data in its internal buffer for network
transmission.

As data is received through the serial port, it is stored by the CN2600 in the internal buffer. The
CN2600 transmits data stored in the buffer via TCP/IP, but only when the internal buffer is full or
as specified by the force transmit time. When set to 0, the force transmit time is disabled, and
transmission is determined solely by the data in the internal buffer. At 1 to 65535, the TCP/IP
protocol software will pack the serial data received after there is a gap in serial communication
that exceeds the specified force transmit time.

The optimal force transmit time depends on your application, but it must be at least larger than one
character interval within the specified baudrate. For example, assume that the serial port is set to
1200 bps, 8 data bits, 1 stop bit, and no parity. In this case, the total number of bits needed to send
a character is 10 bits, and the time required to transfer one character is

(10 (bits) / 1200 (bits/s)) x 1000 (ms/s) = 8.3 ms.

Therefore, you should set the force transmit time to be larger than 8.3 ms, so in this case, it must
be greater than or equal to 10 ms.

If it is necessary to send a series of characters in the same packet, the serial device will need to
send that series of characters within the specified force transmit time, and the total length of data
must be less than or equal to the CN2600°s internal buffer size (1 KB per port).
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Socket Applications
TCP Server Mode

‘A Main Menu & E &
Operation Modes

L1 overview
{1 Basic Settings i
B Metwork Settings
Application Socket hd
E+3 Serial Port Settings Ll SR — .
243 Port 1 iodg TCP Server v
{11 Operation Modes TCP alive check time 7 |(0-99min)
{21 Communication P. Inactivity time o E(D - 65535 ms)
(3 Data Buffering/Lo Max connection 1 v
3 mModem settings Ignore jammed IP Enable * Disable
20 portz Allows driver control Enable ° Disable
{3 port3 S
TCP port 4001
B Port 4 - 3
B ports cmd port 1966 |
(] Porte Connection goes down RTS O always low & always high
{3 Port7 DTR O always low & always high
HB{3 Ports Data Packing
- welcome Message Packet length a .‘(El -1024)
B
#(0 System Management Delimiter 1 00 |(Hex) CJEnable
B{] System Monitoring i — -
Delimiter 2 oo
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B Restart Delimiter process Do Nothing ¥ | iProcessed only when Packing length is 0)
Force transmit Q f(D - A5535 ms)
o P1 ez Ces Clr4 Oes [re Cez Crs
Apply the above settings to
&l ports
v
. : .

TCP alive check time (default=7 min): This field specifies how long the CN2600 will wait for a
response to “keep alive” packets before closing the TCP connection. The CN2600 checks
connection status by sending periodic “keep alive” packets. If the remote host does not respond to
the packet within the time specified in this field, the CN2600 will force the existing TCP
connection to close. For socket and device control modes, the CN2600 will listen for another TCP
connection from another host after closing the connection. If TCP alive check time is set to 0, the
TCP connection will remain open even if there is no response to the “keep alive” packets.

Inactivity time (default=0 ms): This field specifies how long the CN2600 will wait for incoming
and outgoing data through the serial port before closing the TCP connection. The TCP connection
is closed if there is no incoming or outgoing data through the serial port for the specified
Inactivity time. If this field is set to 0, the TCP connection is kept active until a connection close
request is received.

ATTENTION

If used, the Inactivity time setting should be greater than the Force transmit time. To prevent
the unintended loss of data due to the session being disconnected, it is highly recommended that
this value is set large enough so that the intended data transfer is completed.

Max connection (default=1): This field is used if you need to receive data from different hosts
simultaneously. When set to 1, only a single host may open the TCP connection to the serial port.
When set to 2 or greater, up to the specified number of hosts may open this port at the same time.
When multiple hosts establish a TCP connection to the serial port at the same time, the CN2600
will duplicate the serial data and transmit it to all the hosts. Ethernet data is sent on a first-in
first-out basis to the serial port when data comes into the CN2600 from the Ethernet interface.
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Ignore jammed IP (default=No): This option determines how the port will proceed if multiple
hosts are connected and one or more of the hosts stops responding as the port is transmitting data.
If you select No, the port will wait until the data has been transmitted successfully to all hosts
before transmitting the next group of data. If you select Yes, the port will ignore the host that
stopped responding and continue data transmission to the other hosts.

Allow driver control (default=No): This option determines how the port will proceed if driver
control commands are received from multiple hosts that are connected to the port. If No is selected,
driver control commands will be ignored. If Yes is selected, control commands will be accepted,
with the most recent command received taking precedence.

TCP port (default=4001): This is the TCP port number assignment for the serial port on the
CN2600. It is the port number that the serial port uses to listen to connections, and that other
devices must use to contact the serial port. To avoid conflicts with well known TCP ports, the
default is set to 4001.

Command port (default=966): The Command port is the TCP port for listening to SSDK
commands from the host. In order to prevent a TCP port conflict with other applications, the user
can set the Command port to another port if needed.

Packet length (default=0): The Packet length setting refers to the maximum amount of data that is
allowed to accumulate in the serial port buffer before sending. At the default of O for packet length,
no maximum amount is specified and data in the buffer will be sent as specified by the delimiter
settings or when the buffer is full. When a packet length between 1 and 1024 bytes is specified,
data in the buffer will be sent as soon it reaches the specified length.

Delimiter 1 and Delimiter 2 (default=None): When Delimiter 1 is enabled, the serial port will
clear the buffer and send the data to the Ethernet port when a specific character, entered in hex
format, is received. A second delimiter character may be enabled and specified in the Delimiter 2
field, so that both characters act as the delimiter to indicate when data should be sent.

A

ATTENTION

In order to enable a delimiter, packet length must be set to 0. Delimiter 2 should only be enabled
in conjunction with Delimiter 1 and never on its own; otherwise there may be data errors. Even
when a delimiter is enabled, the CN2600 will still pack and send the data when the amount of
data exceeds 1 KB.

Delimiter process (default=Do Nothing): The Delimiter process field determines how the data is
handled when a delimiter is received. Delimiter 1 must be enabled for this field to have effect. If
Delimiters 1 and 2 are both enabled, both characters must be received for the delimiter process to
take place.

¢ Do Nothing: Data in the buffer will be transmitted when the delimiter is received.

e Delimiter + 1: Data in the buffer will be transmitted after 1 additional byte is received following
the delimiter.

e Delimiter + 2: Data in the buffer will be transmitted after 2 additional bytes are received
following the delimiter.

¢ Strip Delimiter: Data in the buffer is first stripped of the delimiter before being transmitted.

Force transmit (default=0 ms): This parameter defines how large a gap in serial communication
the CN2600 will allow before packing the serial data in its internal buffer for network
transmission.

As data is received through the serial port, it is stored by the CN2600 in the internal buffer. The
CN2600 transmits data stored in the buffer via TCP/IP, but only when the internal buffer is full or
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as specified by the force transmit time. When set to 0, the force transmit time is disabled, and
transmission is determined solely by the data in the internal buffer. At 1 to 65535, the TCP/IP
protocol software will pack the serial data received after there is a gap in serial communication
that exceeds the specified force transmit time.

The optimal force transmit time depends on your application, but it must be at least larger than one
character interval within the specified baudrate. For example, assume that the serial port is set to
1200 bps, 8 data bits, 1 stop bit, and no parity. In this case, the total number of bits needed to send
a character is 10 bits, and the time required to transfer one character is

(10 (bits) / 1200 (bits/s)) x 1000 (ms/s) = 8.3 ms.

Therefore, you should set the force transmit time to be larger than 8.3 ms, so in this case, it must
be greater than or equal to 10 ms.

If it is necessary to send a series of characters in the same packet, the serial device will need to
send that series of characters within the specified force transmit time, and the total length of data
must be less than or equal to the CN2600’s internal buffer size (1 KB per port).

TCP Client Mode

& Main Menu o ) e
- Operation Modes
-1 Owverview
{1 Basic Settings s
B Metwork Settings —_—
Applicati Socket M
EHZY Serial Port Settings e ",,,D,E,,E,, ——
EHE port 1 Mode TCP Client |
{2 Operation Modes TCP alive check time 7 (0 - 99 min)
~(1 communication P. Inactivity time D (0 - 65535 ms)
(3 Dpata euffering/Lo Ignore jammed IP O Enable © Disable
0 Modem Settings Destination address 1
= portz
- Destination address 2
H{] Port3 = e =
{3 Port 4 Destination address 3 | | Port|4001 |
B ports Destination address 4 | port[4001 |
E{] Portd Designated local port 1 5010 |
B3 port 7 Designated local port 2 501_1 |
G - !
Q@ ports Designated local port 3 5012 |
-1 Welcome Message A —
Designated local port 4 |so13 |
E{] System Management — e
B3I Sistam Manitorng Connection control _StartuplNome V_j
“1 Save Configuration Data Packing
B Restart Packet length 0 |o-1024)
Delimiter 1 UD V(Hex) [lEnable
Delimiter 2 00 |(Hex) [1Enable
Delimiter process (Do Nnthing ¥ | (Processed only when Packing length is 0)
Force transmit D (0 - 65535 ms)
. PL Oz ez Opr4 Ops Cprs ez Clrs
Apply the above settings to
[l ports
v
- — &

TCP alive check time (default=7 min): This field specifies how long the CN2600 will wait for a
response to “keep alive” packets before closing the TCP connection. The CN2600 checks
connection status by sending periodic “keep alive” packets. If the remote host does not respond to
the packet within the time specified in this field, the CN2600 will force the existing TCP
connection to close. For socket and device control modes, the CN2600 will listen for another TCP
connection from another host after closing the connection. If TCP alive check time is set to 0, the
TCP connection will remain open even if there is no response to the “keep alive” packets.

Inactivity time (default=0 ms): This field specifies how long the CN2600 will wait for incoming
and outgoing data through the serial port before closing the TCP connection. The TCP connection
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is closed if there is no incoming or outgoing data through the serial port for the specified
Inactivity time. If this field is set to 0, the TCP connection is kept active until a connection close
request is received.

f} ATTENTION
Inactivity time should at least be set larger than that of Force transmit time. To prevent the
unintended loss of data due to the session being disconnected, it is highly recommended that this
value is set large enough so that the intended data transfer is completed.

f} ATTENTION
Inactivity time is ONLY active when Connection Control (see below) is set to Any
character/Inactivity time.

Ignore jammed IP (default=No): This option determines how the port will proceed if multiple
hosts are connected and one or more of the hosts stops responding as the port is transmitting data.
If you select No, the port will wait until the data has been transmitted successfully to all hosts
before transmitting the next group of data. If you select Yes, the port will ignore the host that
stopped responding and continue data transmission to the other hosts.

Destination address 1 through 4 (default=None): Specifying an IP address allows the CN2600 to
connect actively to the remote host. At least one destination must be provided.

TCP port (default=4001): This is the TCP port number assignment for the serial port on the
CN2600. It is the port number that the serial port uses to listen to connections, and that other
devices must use to contact the serial port. To avoid conflicts with well known TCP ports, the
default is set to 4001.

f} ATTENTION
Up to 4 connections can be established between the CN2600 and hosts. The connection speed or
throughput may be low if any one of the four connections is slow, since the one slow connection
will slow down the other 3 connections.

f} ATTENTION
The Destination IP address parameter can be the IP address, domain name, or the name defined
in the host table. For some applications, the user may need to send the data actively to the remote
destination domain name.

Designated local port 1 through 4 (default=5010 through 5013): Use these fields to specify the
designated local ports.

Connection control (default=Startup/None): This setting determines the parameters under which a
TCP connection is established or disconnected. The different options are given in the following
table. In general, both the Connect condition and Disconnect conditions are given.
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Option Description
Startup/None (default) | A TCP connection will be established on startup, and will remain active
indefinitely.

Any Character/None | A TCP connection will be established when any character is received
from the serial interface, and will remain active indefinitely.

Any Character/ A TCP connection will be established when any character is received
Inactivity Time from the serial interface, and will be disconnected when Inactivity time
is reached.

DSR On/DSR Off A TCP connection will be established when a DSR “On” signal is
received, and will be disconnected when a DSR “Off” signal is
received.

DSR On/None A TCP connection will be established when a DSR signal of NPort is
“On”, and will remain active indefinitely.

DCD On/DCD Off A TCP connection will be established when a DCD “On” signal is
received, and will be disconnected when a DCD “Off” signal is
received.

DCD On/None A TCP connection will be established when a DCD “On” signal is
received, and will remain active indefinitely.

Packet length (default=0): This field refers to the maximum amount of data that is allowed to
accumulate in the serial port buffer before sending. At the default of 0 for packet length, no
maximum amount is specified and data in the buffer will be sent as specified by the delimiter
settings or when the buffer is full. When a packet length between 1 and 1024 bytes is specified,
data in the buffer will be sent as soon it reaches the specified length.

Delimiter 1 and Delimiter 2 (default=None): When Delimiter 1 is enabled, the serial port will
clear the buffer and send the data to the Ethernet port when a specific character, entered in hex
format, is received. A second delimiter character may be enabled and specified in the Delimiter 2
field, so that both characters act as the delimiter to indicate when data should be sent.

A

ATTENTION

In order to enable a delimiter, packet length must be set to 0. Delimiter 2 should only be enabled
in conjunction with Delimiter 1 and never on its own; otherwise there may be data errors. Even
when a delimiter is enabled, the CN2600 will still pack and send the data when the amount of
data exceeds 1 KB.

Delimiter process (default=Do Nothing): The Delimiter process field determines how the data is
handled when a delimiter is received. Delimiter 1 must be enabled for this field to have effect. If
Delimiters 1 and 2 are both enabled, both characters must be received for the delimiter process to
take place.

e Do Nothing: Data in the buffer will be transmitted when the delimiter is received.

e Delimiter + 1: Data in the buffer will be transmitted after 1 additional byte is received following
the delimiter.

e Delimiter + 2: Data in the buffer will be transmitted after 2 additional bytes are received
following the delimiter.

e Strip Delimiter: Data in the buffer is first stripped of the delimiter before being transmitted.

Force transmit (default=0 ms): This parameter defines how large a gap in serial communication
the CN2600 will allow before packing the serial data in its internal buffer for network
transmission.
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As data is received through the serial port, it is stored by the CN2600 in the internal buffer. The
CN2600 transmits data stored in the buffer via TCP/IP, but only when the internal buffer is full or
as specified by the force transmit time. When set to 0, the force transmit time is disabled, and
transmission is determined solely by the data in the internal buffer. At 1 to 65535, the TCP/IP
protocol software will pack the serial data received after there is a gap in serial communication
that exceeds the specified force transmit time.

The optimal force transmit time depends on your application, but it must be at least larger than one
character interval within the specified baudrate. For example, assume that the serial port is set to
1200 bps, 8 data bits, 1 stop bit, and no parity. In this case, the total number of bits needed to send
a character is 10 bits, and the time required to transfer one character is

(10 (bits) / 1200 (bits/s)) x 1000 (ms/s) = 8.3 ms.

Therefore, you should set the force transmit time to be larger than 8.3 ms, so in this case, it must
be greater than or equal to 10 ms.

If it is necessary to send a series of characters in the same packet, the serial device will need to
send that series of characters within the specified force transmit time, and the total length of data
must be less than or equal to the CN2600°s internal buffer size (1 KB per port).

UDP Mode

S Main Menu ~| Operation Modes i
O overview
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B4 Serial Port Settings Mode [uop =l
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1 Operation Modes s e 1 it
E Destination address 2 Begin | End Port 4001 |
13 Communication P. 2 —
{1 Data Buffering/La Destination address 3 Begin | | End | | Port|[4001 |
{1 Modem Settings Destination address 4 Begin | | End | | Part|4001 |
B Port 2 Local listen port [4001 |
”'9 Port 2 Data Packing
e Packet length [0 lo-1024
e acket len o -
HE{3 pPorts g = i ?
E{] Part e Delimiter 1 00 (Hex) [lEnable
B port 7 Delimiter 2 00 [(Hex) [lEnable
BE{] Port g Delimiter process | Do Mathing V’V"I(DVDCESEEd only when Packing length is 0}
{1 welcome Message Force transmit 0 /(D - 65535 ms)
{1 System Management:
o o " P1 Cez Or3 Ora Ops Ore Opz Ors
B System Monitoring Apply the above settings to g~
2 arts
{1 save Configuration R
{1 Restart
v
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Destination address 1 through 4 (default=None): In UDP mode, you may specify up to 4 ranges
of IP addresses for the serial port to connect to. At least one destination range must be provided.

CE ATTENTION
The maximum selectable IP address range is 64 addresses. However, when using multi-unicast,
you may enter IP addresses of the form xxx.xxx.xxx.255 in the Begin field. For example, enter
192.127.168.255 to allow the CN2600 to broadcast UDP packets to all hosts with IP addresses
between 192.127.168.1 and 192.127.168.254.

Local listen port (default=4001): This is the UDP port that the CN2600 listens to and that other
devices must use to contact the CN2600. To avoid conflicts with well known UDP ports, the
default is set to 4001.
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Packet length (default=0): The Packet length setting refers to the maximum amount of data that is
allowed to accumulate in the serial port buffer before sending. At the default of 0 for packet length,
no maximum amount is specified and data in the buffer will be sent as specified by the delimiter
settings or when the buffer is full. When a packet length between 1 and 1024 bytes is specified,
data in the buffer will be sent as soon it reaches the specified length.

Delimiter 1 and Delimiter 2 (default=None): When Delimiter 1 is enabled, the serial port will
clear the buffer and send the data to the Ethernet port when a specific character, entered in hex
format, is received. A second delimiter character may be enabled and specified in the Delimiter 2
field, so that both characters act as the delimiter to indicate when data should be sent.

A

ATTENTION

In order to enable a delimiter, packet length must be set to 0. Delimiter 2 should only be enabled
in conjunction with Delimiter 1 and never on its own; otherwise there may be data errors. Even
when a delimiter is enabled, the CN2600 will still pack and send the data when the amount of
data exceeds 1 KB.

Delimiter process (default=Do Nothing): The Delimiter process field determines how the data is
handled when a delimiter is received. Delimiter 1 must be enabled for this field to have effect. If
Delimiters 1 and 2 are both enabled, both characters must be received for the delimiter process to
take place.

e Do Nothing: Data in the buffer will be transmitted when the delimiter is received.

e Delimiter + 1: Data in the buffer will be transmitted after 1 additional byte is received following
the delimiter.

e Delimiter + 2: Data in the buffer will be transmitted after 2 additional bytes are received
following the delimiter.

e Strip Delimiter: Data in the buffer is first stripped of the delimiter before being transmitted.

Force transmit (default=0 ms): This parameter defines how large a gap in serial communication
the CN2600 will allow before packing the serial data in its internal buffer for network
transmission.

As data is received through the serial port, it is stored by the CN2600 in the internal buffer. The
CN2600 transmits data stored in the buffer via TCP/IP, but only when the internal buffer is full or
as specified by the force transmit time. When set to 0, the force transmit time is disabled, and
transmission is determined solely by the data in the internal buffer. At 1 to 65535, the TCP/IP
protocol software will pack the serial data received after there is a gap in serial communication
that exceeds the specified force transmit time.

The optimal force transmit time depends on your application, but it must be at least larger than one
character interval within the specified baudrate. For example, assume that the serial port is set to
1200 bps, 8 data bits, 1 stop bit, and no parity. In this case, the total number of bits needed to send
a character is 10 bits, and the time required to transfer one character is

(10 (bits) / 1200 (bits/s)) x 1000 (ms/s) = 8.3 ms.

Therefore, you should set the force transmit time to be larger than 8.3 ms, so in this case, it must
be greater than or equal to 10 ms.

If it is necessary to send a series of characters in the same packet, the serial device will need to
send that series of characters within the specified force transmit time, and the total length of data
must be less than or equal to the CN2600°s internal buffer size (1 KB per port).
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Redundant COM
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Max connection (default=1): This field is used if you need to receive data from different hosts
simultaneously. When set to 1, only one specific host can access this port of the CN2600, and the
Redundant COM driver on that host will have full control over the port. When set to 2 or greater,
up to the specified number of hosts’ Redundant COM drivers may open this port at the same time.
When multiple hosts’ Redundant COM drivers open the port at the same time, the COM driver
only provides a pure data tunnel—no control ability. The serial port parameters will use firmware
settings instead of depending on your application program (AP).

Application software that is based on the COM driver will receive a driver response of “success”
when the software uses any of the Win32 API functions. The firmware will only send data back to
the driver on the host.

Data will be sent first-in-first-out when data comes into the CN2600 from the Ethernet interface.

ATTENTION

When Max connection is greater than 1, the CN2600 will use a multi connection application
(i.e., 2 to 4 hosts are allowed access to the port at the same time). When using a multi connection
application, the CN2600 will use the serial communication parameters as defined here in the web
console, and all hosts connected to the port must use identical serial settings. If one of the hosts
opens the COM port with different serial settings, data will not be transmitted properly.

Ignore jammed IP (default=No): This option determines how the port will proceed if multiple
hosts are connected and one or more of the hosts stops responding as the port is transmitting data.
If you select No, the port will wait until the data has been transmitted successfully to all hosts
before transmitting the next group of data. If you select Yes, the port will ignore the host that
stopped responding and continue data transmission to the other hosts.

Allow driver control (default=No): This option determines how the port will proceed if driver
control commands are received from multiple hosts that are connected to the port. If No is selected,
driver control commands will be ignored. If Yes is selected, control commands will be accepted,
with the most recent command received taking precedence.
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Connection goes down (default=always high): You can configure what happens to the RTS and
DTR signals when the Ethernet connection goes down. For some applications, serial devices need
to know the Ethernet link status through RTS or DTR signals sent through the serial port. Use goes
low if you want the RTS and DTR signal to change their state to low when the Ethernet connection
goes down. Use always high if you do not want the Ethernet connection status to affect the RTS or
DTR signals.

Packet length (default=0): The Packet length setting refers to the maximum amount of data that is
allowed to accumulate in the serial port buffer before sending. At the default of 0 for packet length,
no maximum amount is specified and data in the buffer will be sent as specified by the delimiter
settings or when the buffer is full. When a packet length between 1 and 1024 bytes is specified,
data in the buffer will be sent as soon it reaches the specified length.

Delimiter 1 and Delimiter 2 (default=None): When Delimiter 1 is enabled, the serial port will
clear the buffer and send the data to the Ethernet port when a specific character, entered in hex
format, is received. A second delimiter character may be enabled and specified in the Delimiter 2
field, so that both characters act as the delimiter to control when data should be sent.

A

ATTENTION

In order to enable a delimiter, packet length must be set to 0. Delimiter 2 should only be enabled
in conjunction with Delimiter 1 and never on its own; otherwise there may be data errors. Even
when a delimiter is enabled, the CN2600 will still pack and send the data when the amount of
data exceeds 1 KB.

Delimiter process (default=Do Nothing): The Delimiter process field determines how the data is
handled when a delimiter is received. Delimiter 1 must be enabled for this field to have effect. If
Delimiters 1 and 2 are both enabled, both characters must be received for the delimiter process to
take place.

e Do Nothing: Data in the buffer will be transmitted when the delimiter is received.

e Delimiter + 1: Data in the buffer will be transmitted after 1 additional byte is received following
the delimiter.

e Delimiter + 2: Data in the buffer will be transmitted after 2 additional bytes are received
following the delimiter.

e Strip Delimiter: Data in the buffer is first stripped of the delimiter before being transmitted.

Force transmit (default=0 ms): This parameter defines how large a gap in serial communication
the CN2600 will allow before packing the serial data in its internal buffer for network
transmission.
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TCP alive check time (default=7 min): This field specifies how long the CN2600 will wait for a
response to “keep alive” packets before closing the TCP connection. The CN2600 checks
connection status by sending periodic “keep alive” packets. If the remote host does not respond to
the packet within the time specified in this field, the CN2600 will force the existing TCP
connection to close. For socket and device control modes, the CN2600 will listen for another TCP
connection from another host after closing the connection. If TCP alive check time is set to 0, the
TCP connection will remain open and will not send any “keep alive” packets.

Ignore jammed IP (default=No): This option determines how the port will proceed if multiple
hosts are connected and one or more of the hosts stops responding as the port is transmitting data.
If you select No, the port will wait until the data has been transmitted successfully to all hosts
before transmitting the next group of data. If you select Yes, the port will ignore the host that
stopped responding and continue data transmission to the other hosts.

Primary IP address The primary host’s IP address.

If left blank, then every host on the network cannot access the serial port.
Backup 1 IP address Backup host’s IP address

Backup 2 IP address Backup host’s IP address

Backup 3 IP address Backup host’s IP address

Connection goes down (default=always high): You can configure what happens to the RTS and
DTR signals when the Ethernet connection goes down. For some applications, serial devices need
to know the Ethernet link status through RTS or DTR signals sent through the serial port. Use goes
low if you want the RTS and DTR signal to change their state to low when the Ethernet connection
goes down. Use always high if you do not want the Ethernet connection status to affect the RTS or
DTR signals.

Packet length (default=0): The Packet length setting refers to the maximum amount of data that is
allowed to accumulate in the serial port buffer before sending. At the default of 0 for packet length,
no maximum amount is specified and data in the buffer will be sent as specified by the delimiter
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settings or when the buffer is full. When a packet length between 1 and 1024 bytes is specified,
data in the buffer will be sent as soon it reaches the specified length.

Delimiter 1 and Delimiter 2 (default=None): When Delimiter 1 is enabled, the serial port will
clear the buffer and send the data to the Ethernet port when a specific character, entered in hex
format, is received. A second delimiter character may be enabled and specified in the Delimiter 2
field, so that both characters act as the delimiter to control when data should be sent.

A

ATTENTION

In order to enable a delimiter, packet length must be set to 0. Delimiter 2 should only be enabled
in conjunction with Delimiter 1 and never on its own; otherwise there may be data errors. Even
when a delimiter is enabled, the CN2600 will still pack and send the data when the amount of
data exceeds 1 KB.

Delimiter process (default=Do Nothing): The Delimiter process field determines how the data is
handled when a delimiter is received. Delimiter 1 must be enabled for this field to have effect. If
Delimiters 1 and 2 are both enabled, both characters must be received for the delimiter process to
take place.

e Do Nothing: Data in the buffer will be transmitted when the delimiter is received.

e Delimiter + 1: Data in the buffer will be transmitted after 1 additional byte is received following
the delimiter.

e Delimiter + 2: Data in the buffer will be transmitted after 2 additional bytes are received
following the delimiter.

e Strip Delimiter: Data in the buffer is first stripped of the delimiter before being transmitted.

Force transmit (default=0 ms): This parameter defines how large a gap in serial communication
the CN2600 will allow before packing the serial data in its internal buffer for network
transmission..

As data is received through the serial port, it is stored by the CN2600 in the internal buffer. The
CN2600 transmits data stored in the buffer via TCP/IP, but only when the internal buffer is full or
as specified by the force transmit time. When set to 0, the force transmit time is disabled, and
transmission is determined solely by the data in the internal buffer. At 1 to 65535, the TCP/IP
protocol software will pack the serial data received after there is a gap in serial communication
that exceeds the specified force transmit time.

The optimal force transmit time depends on your application, but it must be at least larger than one
character interval within the specified baudrate. For example, assume that the serial port is set to
1200 bps, 8 data bits, 1 stop bit, and no parity. In this case, the total number of bits needed to send
a character is 10 bits, and the time required to transfer one character is

(10 (bits) / 1200 (bits/s)) x 1000 (ms/s) = 8.3 ms.

Therefore, you should set the force transmit time to be larger than 8.3 ms, so in this case, it must
be greater than or equal to 10 ms.

If it is necessary to send a series of characters in the same packet, the serial device will need to
send that series of characters within the specified force transmit time, and the total length of data
must be less than or equal to the CN2600’s internal buffer size (1 KB per port).
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TCP alive check time (default=7 min): This field specifies how long the CN2600 will wait for a
response to “keep alive” packets before closing the TCP connection. The CN2600 checks
connection status by sending periodic “keep alive” packets. If the remote host does not respond to
the packet within the time specified in this field, the CN2600 will force the existing TCP
connection to close. For socket and device control modes, the CN2600 will listen for another TCP
connection from another host after closing the connection. If TCP alive check time is set to 0, the
TCP connection will remain open even if there is no response to the “keep alive” packets.

Inactivity time (default=0 ms): This field specifies how long the CN2600 will wait for incoming
and outgoing data through the serial port before closing the TCP connection. The TCP connection
is closed if there is no incoming or outgoing data through the serial port for the specified
Inactivity time. If this field is set to 0, the TCP connection is kept active until a connection close
request is received.

Ignore jammed IP (default=No): This option determines how the port will proceed if multiple
hosts are connected and one or more of the hosts stops responding as the port is transmitting data.
If you select No, the port will wait until the data has been transmitted successfully to all hosts
before transmitting the next group of data. If you select Yes, the port will ignore the host that
stopped responding and continue data transmission to the other hosts.

Primary IP address The primary host’s IP address.If left blank, then every host on the network
cannot access the serial port.

Backup 1 IP address Backup host’s IP address
Backup 2 IP address Backup host’s IP address
Backup 3 IP address Backup host’s IP address
TCP Port TCP data port number Via the data port, users can retrieve data through the async line.
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TCP port command port number Via the command port, users can issue commands across the
network to set the line’s configuration parameters, such as baudrate, data bits, flow control
condition, etc.

Connection goes down (default=always high): You can configure what happens to the RTS and
DTR signals when the Ethernet connection goes down. For some applications, serial devices need
to know the Ethernet link status through RTS or DTR signals sent through the serial port. Use goes
low if you want the RTS and DTR signal to change their state to low when the Ethernet connection
goes down. Use always high if you do not want the Ethernet connection status to affect the RTS or
DTR signals.

Packet length (default=0): The Packet length setting refers to the maximum amount of data that is
allowed to accumulate in the serial port buffer before sending. At the default of O for packet length,
no maximum amount is specified and data in the buffer will be sent as specified by the delimiter
settings or when the buffer is full. When a packet length between 1 and 1024 bytes is specified,
data in the buffer will be sent as soon it reaches the specified length.

Delimiter 1 and Delimiter 2 (default=None): When Delimiter 1 is enabled, the serial port will
clear the buffer and send the data to the Ethernet port when a specific character, entered in hex
format, is received. A second delimiter character may be enabled and specified in the Delimiter 2
field, so that both characters act as the delimiter to control when data should be sent.

A

ATTENTION

In order to enable a delimiter, packet length must be set to 0. Delimiter 2 should only be enabled
in conjunction with Delimiter 1 and never on its own; otherwise there may be data errors. Even
when a delimiter is enabled, the CN2600 will still pack and send the data when the amount of
data exceeds 1 KB.

Delimiter process (default=Do Nothing): The Delimiter process field determines how the data is
handled when a delimiter is received. Delimiter 1 must be enabled for this field to have effect. If
Delimiters 1 and 2 are both enabled, both characters must be received for the delimiter process to
take place.

e Do Nothing: Data in the buffer will be transmitted when the delimiter is received.

e Delimiter + 1: Data in the buffer will be transmitted after 1 additional byte is received following
the delimiter.

e Delimiter + 2: Data in the buffer will be transmitted after 2 additional bytes are received
following the delimiter.

e Strip Delimiter: Data in the buffer is first stripped of the delimiter before being transmitted.

Force transmit (default=0 ms): This parameter defines how large a gap in serial communication
the CN2600 will allow before packing the serial data in its internal buffer for network
transmission.

As data is received through the serial port, it is stored by the CN2600 in the internal buffer. The
CN2600 transmits data stored in the buffer via TCP/IP, but only when the internal buffer is full or
as specified by the force transmit time. When set to 0, the force transmit time is disabled, and
transmission is determined solely by the data in the internal buffer. At 1 to 65535, the TCP/IP
protocol software will pack the serial data received after there is a gap in serial communication
that exceeds the specified force transmit time.

The optimal force transmit time depends on your application, but it must be at least larger than one
character interval within the specified baudrate. For example, assume that the serial port is set to
1200 bps, 8 data bits, 1 stop bit, and no parity. In this case, the total number of bits needed to send
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a character is 10 bits, and the time required to transfer one character is
(10 (bits) / 1200 (bits/s)) x 1000 (ms/s) = 8.3 ms.

Therefore, you should set the force transmit time to be larger than 8.3 ms, so in this case, it must
be greater than or equal to 10 ms.

If it is necessary to send a series of characters in the same packet, the serial device will need to
send that series of characters within the specified force transmit time, and the total length of data
must be less than or equal to the CN2600’s internal buffer size (1 KB per port).

Terminal Applications
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TCP alive check time (default=7 min): This field specifies how long the CN2600 will wait for a
response to “keep alive” packets before closing the TCP connection. The CN2600 checks
connection status by sending periodic “keep alive” packets. If the remote host does not respond to
the packet within the time specified in this field, the CN2600 will force the existing TCP
connection to close. For socket and device control modes, the CN2600 will listen for another TCP
connection from another host after closing the connection. If TCP alive check time is set to 0, the
TCP connection will remain open even if there is no response to the “keep alive” packets.

Inactivity time (default=0 min): This field specifies how long the CN2600 will wait for incoming
and outgoing data through the serial port before closing the TCP connection. The TCP connection
is closed if there is no incoming or outgoing data through the serial port for the specified
Inactivity time. If this field is set to 0, the TCP connection is kept active until a connection close
request is received.
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ATTENTION

Inactivity time should at least be set larger than that of Force transmit time. To prevent the
unintended loss of data due to the session being disconnected, it is highly recommended that this
value is set large enough such that the intended data transfer is completed.

Auto-Link Protocol: If this field is set to None, the CN2600 will not connect to the host
automatically. If Auto-Link Protocol is set to Telnet or Rlogin, the CN2600 will connect to the
host automatically using the specified protocol.

Primary and Secondary host address: If specified, the fields designate permanent hosts to which
the terminal will always be connected.

Telnet TCP port (default=23): By default, the Telnet TCP port number is set to 23, which is the
default TCP port number for Telnet.

Terminal type (default=ansi): Some older terminal applications may require that the terminal type
be transmitted before the connection can be established. You may need to refer to the server’s
documentation to determine the appropriate terminal type. For most applications, this setting will
be unnecessary and will have no effect

Max. Sessions (default=4): This setting allows you to configure the maximum. number of sessions
allowed for the serial port.

Change Session (default=("T)0x14): This field defines the quick key to change a session.
Quit (default=("E)0x05): This field defines the quick key to quit a session.

Break: This field defines the quick key to send a break signal.

Interrupt: This field defines the quick key for program termination.

Authentication type (default=None): This field allows you to configure the method used, if any,
to verify a user’s ID and authorization.

Option Description

Local Verify the ID against the CN2600 User Table.
RADIUS Verify the ID against the external RADIUS server.
None Authentication is not required.

Auto-login prompt (default=ogin:)

Password prompt (default=assword:)

Login user name: Enter the terminal login ID here.

Login password: Enter the password for the terminal login here.
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Terminal Binary mode can be used to transfer files with XMODEM or ZMODEM. You are only
allowed to open one terminal session at a time when in Terminal Binary mode.

TCP alive check time (default=7 min): This field specifies how long the CN2600 will wait for a
response to “keep alive” packets before closing the TCP connection. The CN2600 checks
connection status by sending periodic “keep alive” packets. If the remote host does not respond to
the packet within the time specified in this field, the CN2600 will force the existing TCP
connection to close. For socket and device control modes, the CN2600 will listen for another TCP
connection from another host after closing the connection. If TCP alive check time is set to 0, the
TCP connection will remain open even if there is no response to the “keep alive” packets.

Inactivity time (default=0 min): This field specifies how long the CN2600 will wait for incoming
and outgoing data through the serial port before closing the TCP connection. The TCP connection
is closed if there is no incoming or outgoing data through the serial port for the specified
Inactivity time. If this field is set to 0, the TCP connection is kept active until a connection close
request is received.

fi ATTENTION
Inactivity time should at least be set larger than that of Force transmit time. To prevent the
unintended loss of data due to the session being disconnected, it is highly recommended that this
value is set large enough so that the intended data transfer is completed.

Auto-Link Protocol: If this field is set to None, the CN2600 will not connect to the host
automatically. If Auto-Link Protocol is set to Telnet or Rlogin, the CN2600 will connect to the
host automatically using the specified protocol.

Primary and Secondary host address: If specified, the fields designate permanent hosts to which
the terminal will always be connected.
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Telnet TCP port (default=23): By default, the Telnet TCP port number is set to 23, which is the
default TCP port number for Telnet.

Terminal type (default=ansi): Some older terminal applications may require that the terminal type
be transmitted before the connection can be established. You may need to refer to the server’s
documentation to determine the appropriate terminal type. For most applications, this setting will
be unnecessary and will have no effect

Quit (default=("E) 0x05): This field configures the quick key used to disconnect the link between
the current terminal session and the remote host. It is not necessary for binary communication.

Authentication type (default=None): This field allows you to configure the method used, if any,
to verify a user’s ID and authorization.

Option Description

Local Verify the ID against the CN2600 User Table.
RADIUS Verify the ID against the external RADIUS server.
None Authentication is not required.

Auto-login prompt (default=ogin:)
Password prompt (default=assword:)
Login user name: Enter the terminal login ID here.

Login password: Enter the password for the terminal login here.

Reverse Terminal

MOXA wwwmoxa.com
P24 Serial Port Settings =
o o Operation Modes
Hi Port 1
CI Operation Modes Port 1
~(1 Communication Parameters — = = ‘
X ication everse Termina 'I
~(1 Data Buffering/Log e
CI Modem Settings Mode Reverse Telnet 'I
“{1 Cipher Settings TCP alive check time 7 (D -99 min)
H{] port 2 Inactivity time 0 {0-99min)
B port3 TCP port 4001
3}
[]g Fort 4 Terminal
Port S
Authentication type Mone 'I
B Port 6
H ] port 7 Map keys <CR-LF> CR-LF 'l
H{] port s Fpi1lpe Tpa Mpse Tps Tee Ter Tee
Apply the above
B{3 portg seltings to Cpo Mpio Mp11 Feiz [p13 Mpis [p1s [R16
E{ Paort 10 [~ Al ports
B Port 11
B Port 12
E L] Port 13 _subit |
T R s

TCP alive check time (default=7 min): This field specifies how long the CN2600 will wait for a
response to “keep alive” packets before closing the TCP connection. The CN2600 checks
connection status by sending periodic “keep alive” packets. If the remote host does not respond to
the packet within the time specified in this field, the CN2600 will force the existing TCP
connection to close. For socket and device control modes, the CN2600 will listen for another TCP
connection from another host after closing the connection. If TCP alive check time is set to 0, the
TCP connection will remain open even if there is no response to the “keep alive” packets.
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Inactivity time (default=0 min): This field specifies the idle time setting for auto-disconnection. A
setting of 0 min. will cause the port to remain connected even if idle.

TCP port (default=4001): This is the TCP port number assignment for the serial port on the
CN2600. It is the port number that the serial port uses to listen to connections, and that other
devices must use to contact the serial port. To avoid conflicts with well known TCP ports, the
default is set to 4001.

Authentication type (default=None): This field allows you to configure the method used, if any,
to verify a user’s ID and authorization.

Option Description

Local Verify the ID against the CN2600 User Table.
RADIUS Verify the ID against the external RADIUS server.
None Authentication is not required.

Map keys <CR-LF> (default=CR-LF): This specifies how the ENTER key is mapped from the
Ethernet port through the serial port.

Option Description
<CR-LE> carriage return + line feed (i.e., the cursor will jump to the next line,
and return to the first character of the line)
carriage return (i.e., the cursor will return to the first character of
<CR> .
the line)
line feed (i.e., the cursor will jump to the next line, but not move
<LF> .
horizontally)

Dial In/Out Applications

PPP Mode

‘e Main Manu ~
1 Overview Operation Modes
{1 Basic Settings
BI{] Network Settings Port1 i
=4 Serial Port Settings Application | Dial infout |
B Port 1 Made PR ~|
{0 operation Modes Destination IP address
‘7-' CRmTm RO Source IP address | |
{1 Data Buffering/La O ——
- . IP netmask | |
[ Modem Settings e
BT Part 2 TCP/1P compression O Enable @ Disable
B Port 3 Inactivity time o ;(D - 65535 ms)
B0 port 4 Link quality report O Enable @ Disable
B Ports Outgoing PAP ID ]
¥ Port PAP password | |
EE ]
‘T‘l o Incoming PAP check None il
B Ports . —
- Disconnect by None v
{1 welcome Message R
P1 ez Ora Ore Ops Clre Oz Cpa
#( system Management Apply the above settings to
B System Manitoring Call parts
{0 save Configuration
B
{1 Restart |
v
2 | X

PPP provides standard PPP service for both dial-in and dial-out.

Destination IP address: This is the IP address of the remote dial-in/ dial-out server.
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Source IP address: The Source IP address is IP address assigned to this serial port.

IP netmask: The IP netmask defines the netmask, also known as the subnet mask, for the PPP
connection

TCP/IP compression (default=No): The setting of this field depends on whether the remote user’s
application requests compression.

Inactivity time (default=0 ms): This field specifies the idle time setting for auto-disconnection. A
setting of 0 ms will cause the port to remain connected even if idle.

Link quality report (default=No): Setting this field to Yes allows the CN2600 to disconnect a
connection if the link noise exceeds a certain threshold.

Outgoing PAP ID: This is the dial-out user ID account.
PAP password: This is the dial-out user password.

Incoming PAP check (default=None): This field allows you to configure the method used, if any,
to verify a user’s ID and authorization.

Option Description

Local Verify the ID against the CN2600 User Table.
RADIUS Verify the ID against the external RADIUS server.
None Authentication is not required.

Disconnect by (default=None): If this field is set as DCD-0ff, the connection will be disconnected
when the DCD signal is off. If this field is set as DSR-0ff, the connection will be disconnected
when the DSR signal is off.

PPPD Mode

3 Main Menu ~
1 overview Operation Modes
{1 Basic Settings

B{] Network Settings Port1

S Serial Port Settings Application Dial infout &
Y Port 1 Mode FPPD |
0 operation Modes Destination IP address
1_J SO Eaon Source 1P address [
{1 Data Buffering/Lo —
— . IP netmask | |
{1 Modem Settings . —_—
B Port 2 TCP/IP compression ) Enable @ Disable
B Port 2 Inactivity time |D_,;(U - 65535 ms)
B Port 4 Link quality report O Enable & Disable
B0 ports Outgaing PAP ID I
B Porte PAP password | |
E{ =
1__1 Hdliny Incoming PAP check MNone il
] Porta - e
— Disconnect by None V|
1 wWelcome Message e
P1 ez Oes Cr4 Oes Cre Oez? Ops
B System Management Apply the above settings to
(3 system Monitoring &l ports
{1 save Configuration
BT -
L1 Restart |
v
< | =

PPPD (PPP on demand) is used for dial-in services, since it provides PPP services only when
receiving a request from a remote PC.

Destination IP address: This is the IP address of the remote dial-in/ dial-out server.

Source IP address: The Source IP address is IP address assigned to this serial port.
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IP netmask: The IP netmask defines the netmask, also known as the subnet mask, for the PPP
connection

TCP/IP compression (default=No): The setting of this field depends on whether the remote user’s
application requests compression.

Inactivity time (default=0 ms): This field specifies the idle time setting for auto-disconnection. A
setting of 0 ms will cause the port to remain connected even if idle.

Link quality report (default=No): Setting this field to Yes allows the CN2600 to disconnect a
connection if the link noise exceeds a certain threshold.

Outgoing PAP ID: This is the dial-out user ID account.
PAP password: This is the dial-out user password.

Incoming PAP check (default=None): This field allows you to configure the method used, if any,
to verify a user’s ID and authorization.

Option Description

Local Verify the ID against the CN2600 User Table.
RADIUS Verify the ID against the external RADIUS server.
None Authentication is not required.

Disconnect by (default=None): If this field is set as DCD-0ff, the connection will be disconnected
when the DCD signal is off. If this field is set as DSR-0ff, the connection will be disconnected
when the DSR signal is off.

SLIP Mode

‘A Main Menu A
1 overview Operation Modes
{1 Basic Settings

B{] Network Settings Port1

=4 Serial Port Settings Application | Dial infout |

B Port 1 Made SLIR v
0 operation Modes Destination IP address ]
‘,——' Eamim-niceHonE Source IP address ]
\?‘l Data Euffer\hgj‘Ln i I——\
{1 Modem Settings B ——

B part2 TCP/IP compression O Enable @ Disable

{1 Port3 Inactivity time i |0 - 65535 ms)

] port 4 Disconnect by [None ]

) ke i Fil, Flrz Ors3 Or4  Ors Ora Opr Ors

B{] Port 6 Apply the above settings to WAl ports

B port7

(] Ports

{1 welcome Message

B{] System Management
B{] system Monitaring
{1 save Configuration
¥ Restart

2
< | ¥

SLIP provides standard SLIP service for both dial-in and dial-out.
Destination IP address: This is the IP address of the remote dial-in/ dial-out server.
Source IP address: The Source IP address is IP address assigned to this serial port.

IP netmask: The IP netmask defines the netmask, also known as the subnet mask, for the SLIP
connection
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TCP/IP compression (default=No): The setting of this field depends on whether the remote user’s
application requests compression.

Inactivity time (default=0 ms): This field specifies the idle time setting for auto-disconnection. A
setting of 0 ms will cause the port to remain connected even if idle.

Disconnect by (default=None): If this field is set as DCD-0ff, the connection will be disconnected
when the DCD signal is off. If this field is set as DSR-0ff, the connection will be disconnected
when the DSR signal is off.

—I hd IO} (‘ \ WWW.moxa.com - .
= Main Menu ~
1 Overview Operation Modes
{1 Basic Settings
B Metwork Settings Port 1
B3 Serial Port Settings Application Dial infout =
EE Port 1 Mode SLIFD v
{1 operation Modes Destination IP address
‘__-l Sommincation Source IP address ]
{1 Data Buffering/Lo S
o 2 1P netmask | |
1 Modem Settings I ——
BE port 2 TCP/IP compression OEnable @ Disable
B port 2 Inactivity time [u] j(U - 65535 ms)
] port 4 Disconnect by [None ]
#Q port 5 S s pL1 Orz Orz  Oese Oes  Oea  Opr  Oes
pply the above settings to
U{;l R [l ports
B3 port 7
E{] Parts
{1 welcome Message
B{] System Management
B{] System Monitaring
{1 Save Configuration
{1 Restart
bt
£ | >

SLIPD (SLIP on demand) is used for dial-in services, since it provides SLIP services only when
receiving a request from a remote PC.

Destination IP address: This is the IP address of the remote dial-in/ dial-out server.
Source IP address: The Source IP address is IP address assigned to this serial port.

IP netmask: The IP netmask defines the netmask, also known as the subnet mask, for the SLIP
connection

TCP/IP compression (default=No): The setting of this field depends on whether the remote user’s
application requests compression.

Inactivity time (default=0 ms): This field specifies the idle time setting for auto-disconnection. A
setting of 0 ms will cause the port to remain connected even if idle.

Disconnect by (default=None): If this field is set as DCD-o0ff, the connection will be disconnected
when the DCD signal is off. If this field is set as DSR-0ff, the connection will be disconnected
when the DSR signal is off.
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Dynamic Mode

MOXA WWW.moxa.com

3 Main Menu ~
& overview —, Operation Modes
{1 Basic Settings
B{] Network Settings Port1
EEY Serial Port Settings Application Dial infout &
BE3 Port 1 Mode Dynamic ¥/
O operation Modes | TERM_BIN mode ®Enable ODisable
U communication P. PPPD mode @Enahle ODisable |__PPP parameters
E Data Buffering/Lo SLIPD mode @ Enahle O Disable SLIP parameters
Modem Settings —
Authentication type | None v
B Port 2 .|
PL Opz L] Opa4 Ors Ore Oz Crs
2 port3 Apply the above settings to
E{] Port 4 Al ports
B ports
E{] Port6 -
(submit ]
®{] part7
E{] Ports
1 wWelcome Message
BI{] System Management
B{] system Monitaring
{1 save Configuration
B Restart __
8.
< I ¥

Dynamic mode integrates PPPD, SLIPD, and Terminal dial-in services. Dynamic mode
automatically detects which remote connection mode is being used, and provides corresponding
services. You can individually enable/disable PPP/SLIP/Terminal services by selecting Yes or No
next to the corresponding option. Yes will enable that type of service; No will disable it.

Authentication type (default=None): This field allows you to configure the method used, if any,
to verify a user’s ID and authorization.

Option Description
Local Verify the ID against the CN2600 User Table.
RADIUS Verify the ID against the external RADIUS server.
None Authentication is not required.

Disabled Mode

MOXA WWW.Mmoxa.com

‘3 Main Menu &
0 overview -
{1 Basic Settings

{0 Metwork Settings

Operation Modes

Port 1

3 Serial Port Settings Application Disable v
EQ port1 : Pyt [pz  Ops  [Opea  Ops  Oes  Oper  Oes
@ Operation Modes Apply the above settings to B4l ports

-0 communication P.

) Data Buffering/Lo

0 Modem Settings
B0 port 2

={] Port3

B0 port 4

B Ports

B0 port &

2 Port7?

B port 8

{1 Wwelcome Message

(] System Management
i) System Monitoring
{0 save Configuration
(] Restart

v

A ¥

When the Application is set to Disable, the relevant port will be disabled.
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Additional Serial Port Settings

In this chapter, we describe additional serial port settings on the CN2600. The same configuration
options are also available through the telnet and serial console.

This chapter covers the following topics:

Port Communication Parameters
Serial Parameters

Port Data Buffering/Log

Port Modem Settings

Welcome Message

ooooo
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Additional Serial Port Setings

Port Communication Parameters

{3 Main Menu 4

O overview

{1 Basic Settings

B Metwork Settings
E Serial Port Settings
EE Port 1

{1 Operation Modes
{1 Data BufferingfLo
{1 Modem Settings

{1 welcome Message
B System Management
B{] System Monitaring
{1 Save Configuration
{1 Restart

v
< >

Communication Parameters

Port 1

Port alias

Serial Parameters
Baud rate [Hint]
Data bits

Stop bits

115200 v
8w
1 =

None ¥

53 Parity

B Port 2

r‘:j 2 Flow contral RTS/CTS v

t Port 3

E{] Port 4 FIFD @Enable O DIEa?ﬂE!

B Port s Interface R5-232 ¢

B Pl Opz Crz Clpa Ces Clra Oz Clre
‘__-l P Apply the above settings to

B3 Port 7 [Clal ports

] ports

Port alias: This optional field allows you to assign an alias to a port for easier identification.

Serial Parameters

fi ATTENTION
The serial parameters for the each serial port on the CN2600 should match the parameters used by
the connected serial device. You may need to refer to your serial device’s user’s manual to
determine the appropriate serial communication parameters.

Baud rate (default=115200 bps): This field configures the port’s baudrate. Select one of the
standard baudrates from the dropdown box, or select Other and then type the desired baudrate in

the input box.

fi ATTENTION
If the port requires a special baudrate that is not listed, such as 500000 bps, you may can select

the Other option and enter the desired baudrate into the text box. The CN2600 will automatically

calculate the closest supported baudrate. The margin for error will be less than 1.7% for all
baudrates under 921600 bps.

Data bits (default=8): This field configures the data bits parameter. Note: If data bits is set to 5
bits, stop bits will automatically be set to 2 bits.

Stop bits (default=1): This field configures the stop bits parameter. Note: If data bits is set to 5 bits,
stop bits will automatically be set to 1.5 bits.

Parity (default=None): This field configures the parity parameter.
Flow control (default=RTS/CTS): This field configures the flow control type.

FIFO (default=Enable): This field enables or disables the 128-byte FIFO buffer. The CN2600
provides FIFO buffers for each serial port, for both the Tx and Rx signals. Note, however, that you
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should disable the port’s FIFO setting if the attached serial device does not have a FIFO buffer of
its own. This is because a serial device that does not have its own buffer may not be able to keep
up with data sent from the CN2600’s FIFO buffer.

Interface (default=RS-232): You may configure the serial interface to RS-232, RS-422, RS-485
2-wire, or RS-485 4-wire.

Port Data Buffering/Log

MOXA Www.moxa.com

S Main Menu

O overview

{1 Basic Settings

H{] MNetwork Settings

EHZY Serial Port Settings

{3 Port1
{1 operation Modes
O Communication P.
O faraButteringiio
{1 Modem Settings

Data Buffering/Log

Port 1

OEnable @ Disable

OEnable @ Disable
Pl Opz

[Clal ports

Port buffering (128K)
Serial data logging (128K)

; Oes
Apply the above settings to

B port 2
B Port 3
B port 4
B Ports
B Port s
B port 7
B porte

1 welcome Message
[ System Management
{1 System Monitoring
{1 save Configuration
H{] Restart

< =

The CN2600 supports port buffering to prevent the loss of serial data when the Ethernet
connection is down. Port buffering can be used in TCP Server mode, TCP Client mode, and Pair
Connection mode. For other modes, the port buffering settings will have no effect.

Port buffering enable (default=No): You may enable port buffering by setting this field to Yes.

Serial data logging enable (default=No): If this field is set to Yes, the CN2600 will store data logs
on the system RAM for all serial ports. Note that this data is not saved when the CN2600 is
powered off. Each serial port is allotted 128 KB to store that port’s log file.

Port Modem Settings

MOX/\ www.moxa.com
3 Main Menu & Mo dbraetti
. odem Settings
3 overview

{2 Basic Settings
#{] Network Settings
EMZY Serial Port Settings
{3 Port1

{0 Dperation Modes

{1 Data Buffering/La
{1 Modem Settings
B3 Port 2
E{] Port 3
B prrt 4

{0 communication P.

Port 1
Enable modem OEnable @ Disable
Initial string i—|
Dial up !’Tii\
Phone number ]
Pl Cpz Crz Clpa Ops Ops Oez Clre

Apply the above settings to
[Cail ports

Modem settings are used for the Dial In/Out modes. These settings will have no effect on ports

configured for other modes.

Enable modem (default=Disable)
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Initial string: Use this field to configure the initial string that the modem will use to establish the
connection. For example, AT&S0=1 for auto-answer.

Dial up: Use this field to configure the modem’s Dial-up AT command string.

Phone number: Use this field to configure the number that the user uses to dial out.

Welcome Message

MOXA WWW.MOoXa.com

S Main Menu

O overview
{21 Basic Settings

#{] Network Settings
EMZY Serial Port Settings

E{3 Port 1
B3 Port 2
=3 Port 3
E{] Port 4
B Port 5
B port6
E{] Port 7
{1 Ports
{1 welcome Message

#( System Management
{1 System Monitoring

{1 save Configuration

(0 pestart

Welcome Message

Welcome Message

Enable welcome message OEnable @ Disable

1
|
Message

You can enable and enter a welcome message to greet dial-in or terminal users. For ports
configured for other modes, the welcome message will not apply.
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System Management Settings

In this chapter, we describe additional server settings on the CN2600. The same configuration
options are also available through the telnet and serial console.

This chapter covers the following topics:

O Misc. Network Settings U System Monitoring
» Accessible IP List » Serial to Network Connections
» SNMP Agent Settings » Serial Port Status
» DDNS » Serial Port Error Count
» Host Table » Serial Port Settings
» User Table » Network Connections
» Authentication Server » Network Statistics
» System Log Settings » Serial Data Log
O Auto Warning Settings » System Log
» Event Settings » Routing
» Serial Event Settings U Save Configuration
» E-mail Alert O Restart
» SNMP Trap » Restart System
U Maintenance » Restart Ports
Console Setting
Ping

Firmware Upgrade
Configurating Import/Export
Load Factory Defaults
» Change Password
Q Certificate
» Ethernet SSL Certificate Import
» Certificate/Key Delete

YV VYV VYV
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System Management Settings

Misc. Network Settings

Accessible IP List

s MOXA wWww.moxa.com
®{1 Port9 = ) )
B Port 10 accessible IP List
B port 11
B Port 12 [T Enahble the accessible IP list { "Disable” will allow all IP's connection request.)
B{] Port 13 Mo Active IP Address Netmask
B Port 14 1 W] l— l—
:n_l Port 15 e o [ ] 1
E{3 Port 16 2 - I— I—
1 Welcome Message
EH A System Management i O
EHEY Misc. Network Settings 5
{1 Accessible IP List 6 r [—
J SNMP Agent 7 O I— I—
_I DDNS s r I— l—
] Host Table
1 Route Table s O
1 User Table 10 @
(] Authentication Server 11 O
1 system Log Settings - = N ]
B{] Auto Warning Settings 13 r I— l—
#{] Maintenance
5= s 14 C
H] Certificate
®{ System Monitoring 15
[ save configuration .
) Restart = Submit I

The CN2600 uses an IP address-based filtering method to control access to its serial ports.

The Accessible IP list allows you restrict network access to the CN2600. Access is controlled by IP
address. When the accessible IP list is enabled, a host’s IP address must be listed in order to have
access to the CN2600. You may add a specific address or range of addresses by using a

combination of IP address and netmask, as follows:

To allow access to a specific IP address

Enter the IP address in the corresponding field; enter 255.255.255.255 for the netmask.

To allow access to hosts on a specific subnet

For both the IP address and netmask, use O for the last digit (e.g., 192.168.1.0 and 255.255.255.0).

To allow unrestricted access

Deselect the Enable the accessible IP list option.

Refer to the following table for more configuration examples.

Allowed hosts

Entered IP address/Netmask

Any host

Disable

192.168.1.120

192.168.1.120 / 255.255.255.255

192.168.1.1 to 192.168.1.254

192.168.1.0 /255.255.255.0

192.168.0.1 to 192.168.255.254

192.168.0.0 / 255.255.0.0

192.168.1.1 to 192.168.1.126

192.168.1.0 / 255.255.255.128

192.168.1.129 to 192.168.1.254

192.168.1.128 / 255.255.255.128
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ATTENTION

The Accessible IP List will not be used if you configure the serial port for DRDAS Real COM
mode or DRDAS TCP Server mode. In this case, the Primary IP address, three Backup IP
addresses, and filtering method from the DRDAS configuration will be used.

SNMP Agent Settings

MOXA WWW.moxa.com

®( Porta )] . =
b o~ SNMP Agent Settings
(] Port 10 & o
B
) "_I sl Configuration
s SNMP @ Enable  Disabl
v g
HE Port 13 nable isable
B Port 14 Read community string |pub|lc
#0 Port 15 sl i [private
Iﬂ“fI Port10 Contact name |
{2 welcome Message T |
= ocation
=4y System Management
- ) TRl

BEY Misc, Network Settings SNMP agent version Fvi¥Wy2 Fy3

(1 accessible 1P List Read only user name |

22 SNMP Agent Read only

authentication mode

DDNS

l:l Read only password |

{1 Host Table s

= Read only privacy m

(1 Route Table mode 25500

{1 User Table Read only privacy |

[ Authentication Server Read/write user name |

{1 System Log Settings Read/write m
M{1 Auto Warning Settings authentication mode E
{3 Maintenance Readfwrite password |
#{] Certficate Read/write privacy

: L mode
#{] System Monitoring

{1 save Configuration
#{] Restart L

E Submit | =l

Readfwrite privacy |

SNMP: To enable the SNMP Agent function, select the Enable option, and enter a community
name (e.g., public).

Read community string (default=public): This is a text password mechanism that is used to
weakly authenticate queries to agents of managed network devices.

Write community string (default=private): This is a text password mechanism that is used to
weakly authenticate changes to agents of managed network devices.

Contact name: The optional SNMP contact information usually includes an emergency contact
name and telephone or pager number.

Location: Use this optional field to specify the location string for SNMP agents such as the
CN2600. This string is usually set to the street address where the CN2600 is physically located.

SNMP agent version: The CN2600 supports SNMP V1, V2, and V3.
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Read-only and Read/write access control

The following fields allow you to define user names, passwords, and authentication parameters for
two levels of access: read-only and read/write. The name of the field will indicate which level of
access it refers to. For example, Read only authentication mode allows you to configure the
authentication mode for read-only access, whereas Read/write authentication mode allows you to
configure the authentication mode for read/write access. For each level of access, you may
configure the following:

User name: Use this optional field to identify the user name for the specified level of access.

Authentication mode (default=Disable): Use this field to select MD5 or SHA as the method of
password encryption for the specified level of access, or to disable authentication

Privacy mode (default=Disable): Use this field to enable to disable DES_CBC data encryption for
the specified level of access.

Password: Use this field to set the password for the specified level of access.

Privacy: Use this field to define the encryption key for the specified level of access

DDNS
Please refer t to Appendix C, Dynamic Domain Name Server, for information on setting up DDNS
on your CN2600.
Host Table
E (] Port 9 |
B Port 10 Host Table
BT e il No Host Name Host IP Address
F{3 Port 12
B Port 13 ! I
B Port 14 = I
B Port 15 = |
B{0 Port 16 4 ] ]
{21 welcome Message 5 I— l—
B System Management I— l—
-2 Misc., Metwork Settings B
~{11 Accessible IP List & I
(1 SHMP Agent g [
"1 oons s [ 1
3 Host Table w ]
i:l Route Table o I— l—
~{1 User Tabls
{Z1 Authentication Server 12 I
{1 System Log Settings 1z
F{ Auto Warning Settings 14 |
B0 Maintenance 15 ] 1
[]D Certificate 16 I— l—
#-{ System Monitoring
~{] Save Configuration Subrit I
B Restart |

The Host Table may be used to simplify IP address entry on the CN2600 console by assigning a
Host Name to a Host [P Address. When you assign a Host Name to a Host IP Address, you may
then use the Host Name for some fields on the console rather than entering the IP address. Up to
16 entries can be stored on the Host Table.
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User Table

=Y
File Edit Yew Favorites Tools Help | E.'
@Back - O - @ @ Ch | pSEarch *Favorites @| Dg' ‘l_\g \_J "3
Address @http:jnez.ma.m?.zsﬁ B |Links ®
_ MOXA www.moxa.com _
- T » Total Solution for Industrial Device Networking
#{] Partg =l N
®C1 Port 10 User Table
-
) B 12 No User Name Password Phone Number
B Port 12
BICY Port 13 L I |
EHOD Port 14 z | | |
B Part 15 3 | | |
B Port 16 4 [ [
{1 welcome Message 5 I I I i
B3 System Management . | | |
E"a Misc, Network Settings
-0 accessible 1P List d I I I
{1 SHMP Agent g | | |
{1 DDus a | | |
{0 Host Table 10 I I I
{1 Route Table 29 | | |
{1 User Table
{1 Authentication Server 12 I I I
{1 System Log Settings 13 | | |
BH Auto Warning Settings 14 | | |
B Maintznance 15 | I I
B Cer‘t\ﬁcate. . 6 | I I
BH Systemn Maonitaring | | |
- Save Configuration
B Restart ol I I I
= 1o | I I =]

The CN2600 User Table may be used for to authenticate users for terminal or reverse terminal
access and is useful if you do not have an external RADIUS server for authentication. The
CN2600 User Table stores up to 64 entries, with fields for User Name, Password, and Phone

Number.
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Authentication Server

<3 NPort Web Console - Microsoft Internet Explorer (o] =<
File Edit ‘Wiew Faworites Tools  Help ‘ A f

eBack - \) - |ﬂ @ ¥;] | /’:j Search *Favorites ﬁ‘)‘ [_’:- :_:,' E J ﬁ

Agdress [{&] httpyjf192. 168. 127 254/

Gi

$(] Port |
#{] Port 10
H{] Port 11

{1 Port 12
RADIUS server IP

E Authentication Server

[

[

B{Z] Port 13 I
[

[

E

Configuration

13 Port 14 RADIUS key |

{1 Port 15 UDP port [1645 =
H{] Port 16 RADIUS accounting  Enable & Disable
<1 welcome Massage

EHE System Management
: Submit
EH 3 Mise. Metwork Settings —I

Accessible 1P List
SHMP &Agent
DDMS

Host Tahble
Route Table
User Tahle

PEOEDEDE

Authentication Server
“{11 System Log Settings
B Auto Warning Settings

RADIUS server IP: If you are using a RADIUS server for user authentication, enter its IP address
here.

RADIUS key: If you are using a RADIUS server for user authentication, enter its password here.
UDP port (default=1645): If you are using a RADIUS server, enter its UDP port assignment here.
RADIUS accounting: Use this field to enable or disable RADIUS accounting.

System Log Settings

MOXA WWW.Moxa.com

3 Main Menu

Q) overview

(3 Basic Settings
#{ Network Settings

System Log Gettings

Event Group Locol Log Summary

_ System al System Cold Start, System Warm Start, Power Down
#(3 serial Port Settings
FRel Sete Manoge e Hetwork o DHCP/BOOTP/PPPOE Get 1P/Renaw, NTP, Mail Fail, NTP Connact Fail, 1P Confiict, Network Link Down
=3 Misc. Network Settings
e Config ] Lagin Fall, 1P Chanasd, Password Changed, Confia Changsd, Firmware Uparade, SSL Certificate Import, Canfia Import, Config Export
1 SNMP Agent
3 pons OpMode ] Connect, Disconnect, Authertication Fail, Restart
1 Host Table
0 Route Table
23 userTabie (e ]

1 Authentication Serve
{1 System Log Settings
{0 Auto Warning Settings
#( Maintenance
#(] Corbficate
{1 System Monitoring
(31 save Configuration
B Restart

System Log Settings allows the administrator to customize which network events are logged by
the CN2600. Events are grouped into four categories, known as event groups, and the
administrator selects which groups to log under Local Log. The actual system events that would be
logged for each system group are listed under summary. For example, if System was enabled, then
System Cold Start events and Power Down events (for 2AC model) would be logged.
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Group Event

System System Cold Start, System Warm Start, Power Down

Network DHCP/BOOTP/PPPOE Get ‘IP/Renew, NTP, Mail Fail, NTP Connect Fail, DHCP
Fail, IP Conflict, Ethernet Link Down

Config Login Fail, IP Changed, Password Changed, Config Changed, Firmware
Upgrade, SSL Key Import, Config Import, Config Export

OpMode Connect, Disconnect, Authentication Fail, Restart

Auto Warning Settings

Event Settings

{3 Main Menu B
- ) Event Settings
O overview
EJQ Bedesetnes System Event
{0 Netwaork Settings
{1 Serial Part Settings Sl Elaail CTrap
4 System Management Lot e CInail CTrap
B Misc. Network Settings 0% L down [CImail
E4N Auto Warning Settings  POwer 2 down [ ail
Network Event
1 Serial Event Setting:  Ethernet 1 link down Clmail B
0 E-mail Alert Ethernet 2 link down CIMail CITrap
i L1 SNMP Trap Config Event
\:]l___j s i Console(web/test) login auth fail I rail Crap
H( Certificate
B System Monitoring IR/changed Cmail
O Sawe Configuration Password changed O mail
H{ Restart

On the Event Settings page, you may configure how administrators are notified of certain system,
network, and configuration events. Depending on the event, different options for automatic
notification are available, as shown above. Mail refers to sending an e-mail to a specified address.
Trap refers to sending an SNMP Trap.

Cold start: This refers to starting the system from a power off state, or after upgrading your
firmware

Warm start: This refers to restarting the CN2600 without turning the power off.

Power down: Powerl and Power2 refer to the built-in power jacks. If either power fails, the
CN2600 will attempt to send an e-mail warning.

Network Event: Ethernetl and Ethernet?2 refer to the built-in Ethernet ports. These settings
configure the CN2600 to change the status of the relay output and alarm LED if the specified
connection goes down.

Console(web/text) login auth fail: This field refers to a failed attempt to log in to a password-
protected CN2600 console.

IP changed: With this option selected, the CN2600 will attempt to send an e-mail warning before
it reboots after an IP address change. However, the CN2600 will reboot with the new IP address
regardless of whether or not the e-mail transmission is successful.

Password changed: With this option selected, the CN2600 will attempt to send an e-mail warning
before it reboots with a new console password. If the CN2600 is unable to send an e-mail message
to the mail server within 15 seconds, it will still reboot without sending the e-mail.
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Serial Event Settings

S Main Menu .
Port Event Settings

O overview
EJQ Baslcaeiting: Serial Port Event DCD changed DSR changed
E]:j gz:zf;zriests:tlg:gs Rt Cmail OTrap Clmail [rap
B3 System Management Port 2 [CMail CTrap [Cmail CTrap
B Misc, Network Settings O 0 I mail CIrap CImail CTrap
S5 Auto Warning Settings POt 4 [ mail Ctrap CImail CTrap
{1 Event Settings Port 5 [ mail Otran Imail CTrap
{11 Serial Event Settings  Port 6 O mMail OTrap O wail O Trap
{3 E-mail Alert Port 7 CImail CTrap Cmail CTrap
LS e Port & [ mail Ctrap CImail CTrap
[*]!:J Maintenance all ports Clmail Elrear Clmail Eiai
H( Certificate
#{] System Monitoring
{1 save Configuration
H{ Restart

On the Serial Event Settings page, you may configure how administrators are notified of each
serial port’s DCD and DSR changes. Mail refers to sending an e-mail to a specific address. Trap
refers to sending an SNMP Trap.

DCD changed

A change in the DCD (Data Carrier Detect) signal indicates that the modem connection status has
changed. For example, if the DCD signal changes to low, it indicates that the connection line is
down. When the DCD signal changes to low, the CN2600 will automatically send a warning to the
administrator as configured on the Serial Event Settings page.

DSR changed

A change in the DSR (Data Set Ready) signal indicates that the data communication equipment is
powered off. For example, if the DSR signal changes to low, it indicates that the data
communication equipment is powered down. When the DSR signal changes to low, the CN2600
will automatically send a warning to the administrator as configured on the Serial Event Settings

page.

ATTENTION

SNMP indicates a change in DCD or DSR signals but does not differentiate between the two. A
change in either signal from “~ to “+” is indicated by “link up” and a change in either signal
from “+” to “—” is indicated by “link down.”
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E-mail Alert

=3 Main Menu

~(1 Overview

~(C1 Basic Settings

] Metwark Settings

B Serial Port Settings

EHEY System Management
'CI Misc, Metwark Settings
559 futn Warning Settings
{1 Event Setdngs

{0 serial Event Settings
{0 E-mail Alert

- [0 SNMP Trap

'CI Maintenance

'CI Certificate

M System Monitoring

~_1 Save Configuration

(] Restart

A NPort Web Console - Microsoft Internet Explorer =]
File Edit ‘iew Favorites Tools Help ‘ ﬂ'
. = n - =
- &Y - ) ~Ir i r (o = 4 35
@Back s \j @ _,lj ‘ s Search “.. Favorites €3 == ‘j
Address |:&j http:jf192, 168,127,254/ j = Go [ Links ¥

MOXA WWwWWwW.moXxXa.com

E-mail alert

Mail Server Settings

Mail server {(SMTP) |

[T My server requires authentication

User name
Password

From e-mail I
address

To e-mail address 1 |

To e-mail address 2 |

To e-mail address 3 |

To e-mail address 4 |

The E-mail Alert settings configure how e-mail warnings are sent for system and serial port events.
You may configure up to 4 e-mail addresses to receive automatic warnings.

ATTENTION

Consult your Network Administrator or ISP for the proper mail server settings. The Auto warning
function may not work properly if it is not configured correctly. The CN2600’s SMTP AUTH

supports LOGIN, PLAIN, and CRAM-MD5 (RFC 2554).

Mail server: This field is for your mail server’s domain name or IP address.

User name: This field is for your mail server’s user name, if required.

Password: This field is for your mail server’s password, if required.

From e-mail address: This is the e-mail address from which automatic e-mail warnings will be

sent.

To e-mail address 1 to 4: This is the e-mail address or addresses to which the automatic e-mail

warnings will be sent.
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SNMP Trap

MOXA WWW.Mmoxa.com

3 NPort Web Console - Microsoft Internet Explorer (=]
File Edt Yew Favorites Tools Help ‘ ﬂ'
A G 1L . . 1 o
O - O - 1x) &) | e Soenn @ - L[5 B
Address [{&] http:f192.168.127 254/ | Edee |Links =

{1 Metwaork Setfings

{1 Serial Port Settings

EMZY System Management
'{:I Misc, Metwork Settings
E"a Auto VWarning Settings
-~ Event Settings

{0 Serial Event Settings
{3 E-mail slert

{0 SMMP Trap

{1 Maintenance

S Main Menu R
ra
-0 Overview 2
<] Basic Settings e —

SMMP trap receiver [P
Trap wersion

Trap community

oyl Oz

|uuh|ic

Subrnit

SNMP trap server IP: Use this field to indicate the IP address to use for receiving SNMP traps.

Trap version (default=v2): Use this field to select the SNMP trap version.

Trap community (default=public):Use this field to designate the SNMP trap community.

Maintenance

Console Setting

ZjMPort Web Console - Microsoft Internet Explorer -0l =l

File Edt Vew Favorites Tools Help | 4’
Iy @ e < R 2

Q- © - s &) ] P e @ (2- L5 ) B

address |@ http: 192,168,127, 254 x| B |Liks ®

3 Main Menu

~( Overview

~(] Basic Settings

B Metwork Settings

] Serial Port Settings

MY gystem Management
E{] Misc, Netwark Settings
B Auto Warning Settings
EH Maintenance

{1 Console Settings
~{1 Ping

~{1 Firmware Upgrade
{1 Configuration Import

Console Settings

HTTP console
HTTPS console
Telnet console
SSH console
Reset button

LCM read-only protection & writable © Read-only

@ Enable  Disable
@ Enable  Disable
@ Enable  Disable
@ Enable  Disable
& Always Enable © Disable after 60 sec

Submit |

On this screen, access to different CN2600 configuration console options (HTTP, HTTPS, Telnet,
SSH) can be enabled or disabled. The CN2600 front panel, known as the LCM (Liquid Crystal
Module), may be configured for read-only or writeable access. In other words, you can use the
front panel to check console settings only (read only access) or to actually make changes to the
settings (writeable access). Note that if the console is password-protected and LCM is configured
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for writeable access, you will need to enter the password to submit any console setting changes.
Please refer to Change Password later in this chapter for more information on passwords. Finally,
you may also enable or disable the reset button.

Ping

3 NPort Web Console - Microsoft Internet Explorer

3 Main Menu

-0 Ovarview

+{_] Basic Settings

BHZ] Metwork Settings
B Serial Port Settings
EMZY System Management

EY Maintenance

: {1 Console Settings
{3 Ping

{1 Firmware Upgrade

=0 x|
File Edit Wiew Faworites Tools  Help ‘ -:f
OBack - J - lj @ ¥;] | ;j Search H;}(Favorites €‘3‘ [/_':- :\f E _J 3
Address [{&] hitp:/f192.168.127 254/ | EdGe |Links *

MOXA WWwW.moxa.com

'{:I Misc, Network Settings
B Auto Warning Settings

Ping Test

Ping Destination

Destination ||

You can ping an IP address from the CN2600 web console in order to test the Ethernet connection .
Enter the IP address or domain name in the Destination field to make sure that the connection is

OK.

Firmware Upgrade

43 NPort Web Console - Microsoft Internet Explorer

3 Main Menu

-0 Overview

-1 Basic Settings

B{] Metwork Settings

B Serial Port Settings

EH System Management
B Misc, Metwork Settings
] auto Warning Settings
E43 Maintenance

~{1 Consale Settings
~{@ Ping

{3 Firmware Upgrade

CI Configuration Impaort

ST canfinnration Fxanrt

=[0] x|
File Edit Wiew Favorites Tools  Help ‘ ':;'
eBack - -\‘) e lj @ \_;] | /fj Search ‘ir\\'(Favorites ﬁ‘}‘ [F’:- ; E _J ﬁ
Address [{&] hitp:/f192.168.127 254/ | EdGe |Links *

MOXA WWW.moxa.com

Firmware Upgrade

11 Warning !!!

Mote: Upgrade firmware will discard your un-saved configuration changes and restart

the system!
Browse...

Select firmware file |

Submit

The CN2600’s firmware can be upgraded though the web console, serial console, or through NPort
Search Utility. If you have made any changes to your configuration, remember to save the
configuration first before upgrading the firmware. Please refer to Save Configuration later in this
chapter for more information. Any unsaved changes will be discarded when the firmware is
upgraded. To upgrade the firmware, simply enter the file name and click Submit. The latest
firmware can be downloaded at www.moxa.com.
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Configurating Import/Export

The CN2600 can share or back up its configuration by exporting all settings to a file, which can
then be imported into another CN2600.

3 Main Menu

~( Overview

- Basic Settings

B Metwork Settings

B Serial Port Settings

MY gystem Management
E{] Misc, Netwark Settings
B Auto Warning Settings
EH Maintenance

~(1 Console Settings
~{1 Ping

~1 Firmware Upgrade
{1 Configuration Import
~{1 Configuration Expart

-

Configuration Import

Configuration Import

Select configuration file |

IP configuration

Browse... |

[ Import all configurations including IP configurations,

Submit |

To import a configuration, go to System Management - Maintenance - Configuration
Import. Enter the configuration file path/name and click Submit. The CN2600’s configuration
settings will be updated according to the configuration file. If you also wish to import the IP
configuration (i.e., the CN2600’s IP address, netmask, gateway, etc.), make sure that Import all
configurations including IP configurations is checked off.

3 Main Menu

[ overview
~[1 Basic Settings
B Metwaork Setfings

B{Z] Serial Port Settings
B4 System Management
{1 Misc. Network Settings
{1 Auto Warning Settings
=43 Maintenance

Console Settings
Ping

Firmware Upgrade
Configuration Import
Configuration Export
Load Factory Default
Change Password
{1 certificate
B system Monitoring

MOXA WwWww.moxa.com

Gonfiguration Export

Configuration Export

Download

To export a configuration, go to System Management - Maintenance > Configuration
Export and click Download. A standard download window will appear, and you will be able to
download the configuration into a file name and location of your choice.
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Load Factory Defaults

(23 Main Menu

[
[
[_].

0 overview

{1 Basic Settings

{1 Metwork Settings

{1 Serial Port Settings

= | System Management
EHD Misc, Metwork Settings
FH Auto Warning Settings
EHZ Maintenance

-~ Consale Settings
~{1 Ping

~{1 Firmware Upgrade
{11 configuration Impart
{21 Configuration Export
{1 Load Factory Default
“{Z1 Change Passward
H{] Certificate

B System Manitoring

o _

Load Factory Default

Click orn Submit to reset all settings, including the console password, to the factory default
values, To leave the [P address, netmask, gateway and WLAN profile settings unchanged,
make sure that Keep IP Settings is enabled.

Reset to Factory Default

M keep IP settings

Submit |

This function will reset all of CN2600’s settings to the factory default values. All previous settings
including the console password will be lost. If you wish to keep the CN2600 IP address, netmask,

and other IP settings, make sure Keep IP settings is checked off before loading the factory
defaults.

Change Password

&

MOXA www.moxa.com

Main Menu

“ Overview

] Basic Settings

B Network Settings

] serial Port Settings

EH System Management
] Misc. Network Settings
] auto Warning Settings
B3 Maintenance

Console Settings
Ping

Firmware Upgrade
Configuration Import
Configuration Export
Load Factory Default
“{ change Password

(L

{1 Certificate

{7 system Monitaring
A7 fave Coanfinnratinn

Change Password

Password
Old password
New password

Confirm password

Submit

For all changes to the CN2600’s password protection settings, you will first need to enter the old
password. Leave this blank if you are setting up password protection for the first time. To set up a
new password or change the existing password, enter your desired password under both New
password and Confirm password. To remove password protection, leave the New password and
Confirm password boxes blank.
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ATTENTION

If you forget the password, the ONLY way to configure the CN2600 is by using the reset button
on the CN2600’s casing to load the factory defaults.

Before you set a password for the first time, it is a good idea to export the configuration to a file
when you have finished setting up your CN2600. Your configuration can then be easily imported
back into the CN2600 if you need to reset the CN2600 due to a forgotten password or for other

reasons. Please refer to the section on Configuration Import/Export earlier in this chapter for
more details.

Certificate

Ethernet SSL Certificate Import

(24 Main Menu

- Overview

-] Basic Settings
B Metwork Settings

Ethernet SSL Certificate Import

Installed Certificate

) : Issued to 192,168.127.254
B0 Serial Part Settings Issued by 192.168.127.254
EHE System Management Valid from 2027/4/3 to 2037/4/2

'{:I Misc, Network Settings
'{:I Auto Warning Settings Select SSL
'{:I Maintenance certificate fkey file I M
=53 Certificate

Cl Etherriet SSL Certifica  opmi |

“{ Certificate/Key Delete
B System Monitoring

~{] Save Configuration
B Restart

Certificate/Key Delete

3 Main Menu
L0 Overview
{_1 Basic Settings
E{_] Metwork Settings
{1 Serial Port Settings
EHEY System Management MI
{:I Misc. Metwork Settings
'{:I Auto Warning Settings
B0 Maintsnance
EH=y Certificate

(1 Ethernet S5L Certifica

{:I Certificate/Key Delete
#{] System Monitoring
{Z1 save configuration
E{1] Restart

certificate /Key Delete

55L certificate " Delete & Keep

8-14



CN2600 Series User’s Manual System Management Settings

System Monitoring

Serial to Network Connections

Go to Serial to Network Connections under Serial Status to view the operation mode and status
of each connection, for each serial port. All monitor functions will refresh automatically every 5
seconds.

MoxA WWW.MoXa.com

{3 Main Menu 3 B
o ) Serial to Network Connections
WEIYIE W
0 Basic Settings [¥] Buto refresh
B0 nNetwork Settings Port OP Mode Connections
#{] Serial Port Settings 1 Device Contral/RealCOM [ 14 T 10 1}
(] System Management [ e il 11 1
=43 System Monitoring 2 Device Contral/RealCOM { % { % { } % %
43 Serial Status [ 10 10 i ]
B Serialto Network oo 3 Device Contral/RealCOM i 10 i W ]
(31 serial Port Status 4 Device Cantrol/RealCOM L 1 I I ]
{13 Serial Port Error Cov [ Al 1 1841 !
{1 Serial Port Settings 5 Device Contral/RealCoM { % { % { } % %
[0 system Status [ 1T 11 11 ]
{1 save Configuration o Denecentiolingalcely [ T M 11 A 1
B Restart [ 10 Ll 11 ]
esta 7 Device Control/RealCOM [ 1 10 i :
[ 10 10 11 ]
g8 Device Control/RealCOM [ Al i 11 ;

Serial Port Status
Go to Serial Port Status under Serial Status to view the current status of each serial port.
Serial Port Status - Buffering

MOXA WWW.MOoXa.com

S Main Menu -
Serial Port Status
O overview
3 Basic Settings [#] auto refresh
=0 Network Settings Port TxCnt  RxCnt TxTotalCnt RxTotalCnt DSR  DTR RIS CIS DCD Buffering
B Serial Port Settings 1 a i] i] i] [+ 3 il
#{] System Management 2 0 o o o U o
N 3 1} 0 1] 1} [} i}
ystem Manitaring P - = 7 m Y %
43 Serial Status 5 0 o 0 o "9 o
{1 serial to Network Cc 6 1} 1} 1} 1} ] 1}
(3 serial Port Status 7 g 0 0 0 4 0
{13 Serial Port Error Cov : L g g g @ 0
{1 serial Port Settings

Monitor port buffering usage (bytes) of each serial port.
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Serial Port Error Count

Go to Serial Port Error Count under Serial Status to view the error count for each serial port.

MOXA WWW.MoXa.com
=3 Main Menu -
N Serial Port Error Count
O overview
1 Basic Settings [¥] auto refresh
B Metwork Settings _— ErrCnt
B{ serial Port Settings G Frame Parity Owverrun Break
B{] System Management 2 o 5 5 J
EHZY System Manit 2 o 0 0 i
ystem Monitaring = = - 0 =
B3 Serial Status 4 0 0 0 0
+[3 serial to Netwark Cc 5 ] 0 0 o
-3 serial Port Status 8 o 0 0 o
(0 serial Port Error Co Z 9 9 9 9

Serial Port Settings

Go to Serial Port Settings under Serial Status to view a summary of the settings for each serial

port.
MOX/\ www.moxa.com
= Main Menu A F IR
erial {al ettings
{0 Owerview g
{3 Basic Settings & Auta refresh
B{] Metwark Settings Flow Control
Port Baud Rate  Data Bits  Stop Bits  Parit FIFO Interf,
B Serial Port Settings SERANESE T RO opBits  BanlY - prs/cTs XON/XOFF DTR/DSR ot
Bl Sy e MAR g A et 1 1iseon s & None oM OFF OFF Enable RS-232
& 2 115200 8 i Nome oM OFF OFF Enable RS-232
e 3 115200 8 1 None  ON OFF OFF Enable RS-232
E Serial Status 4 115200 3 1 Mone  OM OFF OFF Enable RS-232
{0 Serialto Network Cc 5 115200 El ic MNone QN QFF OFF Enable RS-232
B Sorial btirt Statis & 115200 B 7 Nome DM OFF OFF Enabla RS-232
T 7 115200 B 1 NoPe DM OFF OFF Enabla RS-232
. 8 115200 B 1 None DM OFF OFF Enabla RS-232
{1 serial Port Settings
#{ swstem Status

Network Connections

Go to Network Connections under System Status to view network connection information.

~ ~
8@ Port6 J Network Connections i
B{] port 7

B Part 8 Protocol Recv-Q Send-Q Local Address Foreign Address State
H{] port TCP 0 0 192,168.127.254:0000 *:* LISTEM
G Port 10 TCP ] 0 192.168.127.234:4900 *:* LISTEM
TCP ] 0 102.168.127.254:14000 *;* LISTEM
B Port11 TCP 0 0 192.168.127.254:80  ** LISTEM
B Part12 TCP ] 0 192.168.127.254:443 ** LISTEN
B Part 13 TCP 0 0 192.168.127.254;23  ** LISTEM
BIC] Part 14 TCP ] 0 192.168.127.254:22  ** LISTEM
B3 Port 15 TCP ] 0 192.168.127.234:950 *:* LISTEM
TCP ] 0 192.168.127.254:051 *:* LISTEM
80 port 18 TCP ] 0 192168.127254:952 *:* LISTEN
-0 Welcome Message TCP a a 192 168,127 254:953  ** LISTEN
B System Managament TCP ] 0 192.168.127.234:954 *.* LISTEM
B3 cystsm Monitaring TCP ] 0 192.168.127.294:955 i: LISTEM
By serial Status TCP ] 0 192,168.127.234:938 *: LISTEM
TCP ] 0 192.168.127.254:0957 *:* LISTEM
EH System Status TCP o 0 192.168.127.254:058 ** LISTEN
“(1 Metwork Connecti TCP ] 0 192.168.127.234:959 *:* LISTEM
- T TCP n N 192 1ARIPTPE4:0A0 ok I TSTEM
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Network Statistics

Go to Network Statistics under System Status to view network statistics.

B0 Port = Network Statistics
B port 7
B{] PortB ETHERNET  Recaived 235 Sent 321
#{] Port g T Received 0 Sent a
B{Z] Port 10 RD\sclard 0 ErrSum i] SDhiscard i]
B Port 11 Received 226 Sent 310
P RDiscard 0 SMoRoute i] SDiscard i]
B Part 12 ErrHeader 0 ErrPrato i Erraddr i
H{] Part13 Received 0 Sent i]
®{] Port 14 1cMP REchoReq 0 SEchoReq 0
0D o =
B0 port 18 Hop ErrHeader 0 ErrPaorts 0
(] Welcome Message Recaived 168 Sent 209
B System Management TCP ErrHeader o ErrPorts ] Resent 2
ENE) 5 vetern Monitaring CurrEstab 1 Opens 10
'{:I Serial Status
E'a System Status
CI Metwork Connecti
{0 Metwork Statistice
“{] Serial Data Log

Serial Data Log

Data logs for each serial port can be viewed in ASCII or HEX format. After selecting the serial
port and format, you may click Select all to select the entire log if you wish to copy and paste the
contents into a text file.

-

B ports
E{] Part7

B0 Ports Data Log - ASCIT

E{] Portg
Select port [Portl 7| [ASCIIHEX]
B Port 10 P

B Port 11 4
B Port 12
B Port 13
B Port 14
B0 port 15
B Port 16
{1 Welcome Messag

Serial Data Log

{1 System Managemer
=4 system Maonitaring
B Serial Status
B System Status
{1 Netwark Conne
{0 Network Statis j
{1 Serial Data Log

-a System Log
B B PR

Selectall | Clearlog | Refrash |
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System Log

This option displays the system log. You may click Select all to select the entire log if you wish to

copy and paste the contents into a text file.

MOXA WWW.MOoXa.com
W Total Solution for Industrial Device Networking

-

{1 Port &

System Log
H{ Port 7

#( portg System Log

s
£

i

H{] porto
B0 Port 10

B0 part 11

H{] Port 12

H{] Port 13

E(] Port 14

B Port 15

B Port 15

~1 Welcome Messag

B system Managemer
EHE Systemn Monitaring
'f:l Serial Status
EIG System Status
~(3 Metwork Conne

10 Metwork Statis

{Z1 Serial Data Log Select all Clear log Refrash

Routing

Go to Routing under System Status to display the routing information.

M OX.A WWW.moXa.com

B Part 6 A
= port7
A4 Port 8 Current Routing

Port 8 Iface  Destination

Routing

H{ Port 11

H{ Port 12

B Part 13

B Rort 14

®( Part 15

®{] port 16

-~ welcome Messag
B System Managemer
By System Monitoring
B serial status
EHZ System Status
(3 Netwark Conne
Metwark Statis
Serial Data Lo

Systam Log
Routing
{1 Dout State
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Save Configuration

Go to Save Configuration and then click Save to save the your submitted configuration changes
to the CN2600’s flash memory. The configuration changes will then be effective when the CN2600
is restarted. If you do not save your changes before restarting, they will be discarded.

(=3 Main Menu i .
) Save Gonfiguration
-0 overview

<1 Basic Settings If you have submitted any configuration changes, you must save the changes and restart
S21 NotworcSottngs e severbefers tho T ofeck clek save o tove the chancos n tho or sc00
B serial Port Settings

FHZY system Management
B Mise, Netwark Settings —
B Auto Warning Settings

B Maintenance

B0 certificate

EHZY system Monitaring

B serial Status

B] System Status

-0 Save Configuration

Restart

Restart System

Go to Restart System under Restart and then click Restart to restart the CN2600. Ensure that

you save all your configuration changes before you restart the system or else these changes will be
lost.

3 Main Menu

-0 Overview

] Basic Setbngs
B Metwork Settings
B Serial Port Settings

Restart System
11 Warning !!!

Clicking Restart will disconnect all serial and Ethernet connections and reboot the
NPort 6000 server.
Bl sSystern Management

- MOTE: Unsaved configuration changes will be discarded, and data currently in the
E{_] Misc. Network Settings middle of transmission may be lost.
B3 Auto YWarning Settings

{:l Maintenance E— I
H{] Certificats

EHEY System Monitoring

B Serial Status

{:l System Status

“{] Save Configuration

B4 Restart

(3 Restart System

“{{1 Restart Ports
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System Management Settings

Restart Ports

Go to Restart Ports under Restart and then select the ports to be restarted. Click Select All to
select all the ports. Click Submit to restart the selected ports.

‘3 Main Manu

~ Owverview

~{] Basic Settings

E{] Metwork Settings

B Serial Part Settings
EH system Management
{:I Misc. Metwork Settings
{:I Auto Warning Settings
{:I Maintenance

H{7 Certificate

M System Monitoring

B Serial Status

{:I System Status

{3 save Configuration

EH3 Restart

CI Restart System

{0 Restart Ports

MOXA WWW.moxa.com

Restart Ports

Restart the selected serial ports,

Select Ports

D102 O3 O¢ Os Os O7
CoCwlDunCiz OOl Cis

Ces

selectall | submit |
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Software Installation/Configuration

The following topics are covered in this chapter:

Q

NPort Search Utility

» Installing NPort Search Utility

» Configuring NPort Search Utility
Windows Driver Manager

» Installing NPort Windows Driver Manager
» Using NPort Windows Driver Manager
Windows Monitor Utility

» Installing the NPort Monitor Utility

» Using the NPort Monitor Utility

Linux Real TTY Drivers

Basic Procedures

Hardware Setup

Installing Linux Real TTY Driver Files
Mapping TTY Ports

Removing Mapped TTY Ports
Removing Linux Driver Files

The UNIX Fixed TTY Driver

» Installing the UNIX Driver

» Configuring the UNIX Driver

YV VYV VYV
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NPort Search Utility

Installing NPort Search Utility

1. Click the INSTALL UTILITY button in the Installation CD auto-run window to install NPort
Search Utility. Once the program starts running, click Yes to proceed.

2. Click Next when the Welcome screen opens, to proceed with the installation.

{i5! Setup - NPort Search Ukility N 2=

Welcome to the NPort Search
Utility Setup Wizard
Thig will inztall NPort Search Utility Werl. T on wour computer.

It iz recommended that you cloze all other applications before
continuing.

Click Mest to continue, or Cancel to exit Setup.

Cancel |

3. Click Next to install program files to the default directory, or click Browse to select an
alternate location.

{i5! Setup - NPort Search Ukility i

Select Destination Location
‘wihere should MPart Search Utility be installed?

—_j Setup will ingtall HPort Search Uility into the following folder.

To continue, click Nest. IF you would like to zelect a different folder, click Browse.

Browse. . |

C:4Frogram Files\WPortS

At leazt 1.0 ME of free disk space iz required.

< Back I Hewt » I Cancel
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4. Click Next to install the program’s shortcuts in the appropriate Start Menu folder.

{5} Setup - NPort Search Ukility

Select Start Menu Folder
‘wihere should Setup place the program's shortcuts?

Setup will create the program's shortcuts in the following Start bMenu folder.

To continue, click Hext, [f you would lilke to select a different folder, click Browse,

MFark Search Litilityg Browsze. . |

< Back I MHeut » I Cancel

5. Click Next to proceed with the installation. The installer then displays a summary of the
installation options.

{i5! Setup - NPort Search Ukility

Ready to Install
Setup is now ready to begin instaling MPart Search Utility on pour computer.

Click Inztall to continue with the installation, or click Back, if you want to review or
change any zettings.

D estination lncation: ;l
C:\Program Filez\MFortSearch

Start Menu folder:
MFart Search ity

H o

Install

< Back Cancel |

6. Click Install to begin the installation. The setup window will report the progress of the
installation. To change the installation settings, click Back and navigate to the previous
screen.
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7. Click Finish to complete the installation of Terminal Server Search Utility.
il x|

Completing the NPort Search
Utility Setup Wizard

Setup haz finighed inztaling MPort Search Uil on wour
computer. The application may be launched by selecting the
installed icons.

Click Finizh to exit Setup.

¥ iLaunch MPart 5 earch Utiling

Configuring NPort Search Utility

The Broadcast Search function is used to locate all CN2600 servers that are connected to the
same LAN as your computer. After locating a CN2600, you will be able to change its IP address.

Since the Broadcast Search function searches by MAC address and not IP address, all CN2600
servers connected to the LAN will be located, regardless of whether or not they are part of the
same subnet as the host.
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1. Open NPort Search Utility and then click the Search icon.

%) RPort Search Ttility

File Function ‘iew Help

L = a2 -3 =] E = &
Evit Search Seaich |P

No_ /[ Model [ MAC Address1 [ IF Address1 | MaC address? [ IP Address?

Search Result- 0 (s)

The Searching window indicates the progress of the search.

Searching

Searching for NPart...
Found 1 NPort{s). 5 second(s] left.

(X

No | Model [ MAC Address1 IP Address1 MAC Address?

1 CH2E10-16 00:90:E2:0E:F4:0E 192 162,32 65 00: 90 E 2 0E:F4:0F




CN2600 Series User’s Manual

Software Installation/Configuration

2. When the search is complete, all CN2600 servers that were located will be displayed in the

NPort Search Utility window.

F8] ¥Port Search Utility

File Function ¥iew Help

WL 2 & = =) E =4 =
Exit Search Search |P
Mo ¢ | Model [ MAC Address1 | IP Address1 | MAC Address2 | IP £ddress? Status
1 CNZE1016 O0:90ESOEF40E 1921683265 O09CESOEF40F 1921683465

To modify the configuration of the highlighted CN2600, click on the Console icon to open the
web console. This will take you to the web console, where you can make all configuration

changes. Please refer to Chapter 5, “Configuration with the Web Console,” for information on
how to use the web console.

8] WPort Search Utility

File  Function “iew Help

IP

Search Result - 1 NPort(s)

T £ a & =
Exit Search Search |P Agzign [P Upgrade
Mo/ Model MAL Address1 MALC Address2 IP &ddress? Status
CH2E10-16 g EZ:0E:F4:0F B!
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Windows Driver Manager

Installing NPort Windows Driver Manager

The NPort Windows Driver Manager can be used with CN2600 serial ports that are set to Real
COM mode. The Driver Manager manages the installation of drivers, which allow you to map
unused COM ports on your PC to serial ports on the CN2600. These drivers are designed for use
with Windows 95/98/ME/NT/2000/XP/2003/Vista. When the drivers are installed and configured,
devices that are attached to serial ports on the CN2600 will be treated as if they were attached to
your PC’s own COM ports.

If you are using the older version named Async Server Windows 2000/XP/2003 driver, please
refer to Chapter 9, “Setting up Hosts” for installation information. Note that you may also
download the latest Windows Driver Manager from Moxa’s website.

1. Click the INSTALL COM Driver button in the CN2600 Installation CD auto-run window to
install NPort Windows Driver Manager. Once the installation program starts running, click
Yes to proceed.

2. Click Next when the Welcome screen opens to proceed with the installation.
] 4

Welcome to the NPort Windows
Driver Manager Setup Wizard

Thig will install NPort Windows Driver Manager Ver1.2 on your
computer.

It i= recommended that you close all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

Mend = Cancel
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3. Click Next to install program files to the default directory, or click Browse to select an
alternate location.

72) Setup - NPort Windoy

Select Destination Location
Where should NPort Windows Driver Manager be installed?

;J Setup will install MPort Windows Driver Manager into the following folder.

To continue, click Next. i you would like to select a different folder, click Browse.

IC “\Program Files\MPort DrvManager Browse... |

At least 1.4 MB of free disk space is required.

< Back Next > Cancel |

4. Click Next to install the program’s shortcuts in the appropriate Start Menu folder.

il

Select Start Menu Folder
Where should Setup place the program's shortcuts?

Setup will create the program’s shortcuts in the following Start Menu folder.

To continue, click MNext. i you would lilkke to select a different folder, click Browse.

INPort Windows Driver Manager Browse. . |

< Back Mend = Cancel
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5. Click Next to proceed with the installation. The installer then displays a summary of the
installation options.

waan

]it.q Setup - NPort Windows Driver Manager

Ready to Install

Setup is now ready to beain installing MPort Windows Driver Manager on your
computer.

Click Install to continue with the installation, or click Back if you want to review ar
change any settings.

Destination location: ;l
C:MProgram Files M Port DreManager

Start Menu folder:
NPort Windows Driver Manager

i o

<Back [ sl | Cancel |

6. Click Install to begin the installation. The setup window will report the progress of the
installation. To change the installation settings, click Back and navigate to the previous screen.

In Windows XP, a message will appear indicating that the software has not passed Windows
Logo testing. Click Continue Anyway to finish the installation.

72} Setup - HPort Windows Driver Mz
Instalti=~

L "-\ The software you are installing has not passed Windows Logo
L testing to verfy its compatibility with Windows XP . (Tell me why
this testing is important.

Ii Continuing your installation of this software may impair i
or destabilize the comect operation of your system
either immediately or in the future. Microsoft strongly
recommends that you stop this installation now and
contact the software vendor for software that has
passed Windows Logo testing.

Continue Aryway | STOP Installation I

9-9



CN2600 Series User’s Manual

Software Installation/Configuration

7. Click Finish to complete the installation of the CN2600 Windows Driver Manager.

=101%]

Completing the NPort Windows
Driver Manager Setup Wizard

Setup has finished instaling NPort Windows Driver Manager on
your computer. The application may be launched by selecting
the installed icons.

Click Finish to exit Setup.

¥ Launch MPort Windows Driver Manager

Using NPort Windows Driver Manager

After you install the NPort Windows Driver Manager, you can set up the CN2600’s serial ports as
remote COM ports for your PC host. Be sure the serial port(s) on your CN2600 are set to
Redundant COM mode when using NPort Windows Driver Manager to map COM ports.

1. Go to Start > CN2600 series Windows Driver Manager - CN2600 series Windows
Driver Manager to start the COM mapping utility.

2. Click the Add icon.

4 NPort Windows Driver Manager ;lglﬂ
| Fle COMMapping ¥iew Help

i 3 b | dh [
Exit Add | Femove | Apply  Undo Setting
Mo | coMPat + [ IP Address 1 | IP Address 2 |
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3. Click Rescan to search for CN2600 terminal servers. From the list that is generated, select the
server that COM ports will be mapped to, and then click OK.

I x
eEtEr selecttll | Cleartll |
Mo | Model | MAC Address 1 [IPaddress1 | MACAddress2 | IPAddess2 |
(=i CH2610-15 00:90ES10:B1:67 19216834219 O09CERT10B1E8  192163.36.219
 nput Manually WEort [P Address | |
™ tapping Bedutdant CEk Mot [P Addiess 2 I
{5t Data Fort | EET]
15t Command Fart |988
Tiotal Farts |1
Help | ¢ Ok | x Cancel |

Alternatively, you can select Input Manually and then manually enter the CN2600’s IP
Address, 1st Data Port, 1st Command Port, and Total Ports for the COM ports that will be
mapped to. Click OK to proceed to the next step. Note that the Add NPort page supports
FQDN (Fully Qualified Domain Name), in which case the IP address will be filled in

automatically.
I 5
e e Hescan | Selantall | [Elear ] |
Mo | Model | MACAddiess1 | IPAddiess] | MACAddess2 | IPAddess2 |
M1 CH2610-16 00:90:EE:10:B1:67 19216834219 00:90:E310EB1:68  192168.36.219
£ |nput Manualiy NPort P Address 1 |1 92.168.127.254
¥ Mapping Redundant COM MPort [P Address 2 |1 92,168,126 254
13t Data Port ES]]
15t Command Port ISBB
Total Ports |1
Help | g/ Ok x Cancel |
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4. COM ports and their mappings will appear in blue until they are activated. Activating the
COM ports saves the information in the host system registry and makes the COM port
available for use. The host computer will not be able to use the COM ports until the COM
ports are activated. Click Yes to activate the COM ports at this time, or click No to activate
the COM ports later.

- NPort Windows Driver mm_gat__ = |Elli|
| File COMMapping View Help
i iy & b | B
Exit Add  Femove | Apply Undo | Settng

No | coMPat /| IPAddiess T | IP Address 2

i) COM1E + 192168.34.219 950:965 [Fart1] fred

2 COM19 + 192.168.34.219 951:967 [Fort2] Bl

3 COM20+ 192.168.34.219 952:968 [Port3] [o.]

4 COM21 + 192168.34.219 953969 [Partd] (2]

5 COM22 + 192168.34.219 954:370 [Forth] =

[ COM23 + 192.168.34.219 955971 [Portg] [o.]

7 COM24 + 192.168.34.219 956:972 [Part?] [...]

8 COM25 + 192.168.34.219 957973 [Fortd] (=]

9 COM2E + 192.1E8.34.219 958:974 [Port3] b

10 COM2T7 + 192.168.34.219 953:975 [Fart10] B

11 COM28 + 192168.34.219 960:97E [Fort11] [....]

12 COM23 + 192.168.34.219 961977 [Fort12] ]

13 COM30 + 192168.34.219 962978 [Part13] fed

14 CORT 1971608 94 M9 QR%070 (Barkd A1 ]

s e

16 )

@ Do you want ko ackivate the COM Park now?
Mo

Total COM Port - T 4

5. In Windows XP, a message is displayed during activation of each port indicating that the
software has not passed Windows Logo certification. Click Continue Anyway to proceed.

L4 "_l., The software you are installing for this hardware:
L

MPort Communication Port 1

has not passed Windows Logo testing to verify its compatibility
with Windows XP. (Tell me why this testing is important )

Continuing your installation of this software may impair
or destabilize the comect operation of your system
either immediately or in the future. Microsoft strongly
recommends that you stop this installation now and
contact the hardware vendor for scftware that has
passed Windows Logo testing.

Continue Armyway STOP Installation
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6. Ports that have been activated will appear in black.

- NPort windows Drver Mansger _iBix
| File COMMapping Miew Help
J i ‘ @ @ | & O B
Exit &dd  Remowe | Apply Undo | Setting
COM Part 7/ |P &ddress 1 |P Address 2
15: 4117 ork
2 COk4 19216834111 951967 [Portz) Eoad
3 COME 19216834111 952:958 [Part3) [
4 COMZ2 19216834111 953959 [Portd) [Fa]
5 COMZ3 19216834111 954:970 [Portg) el
B COMZ24 19216834111 955971 [Partf) [
7 COMZ5 19216834111 9BE:A72 [Port?) [n]
g COMZE 19216834111 957973 [Portg) [
9 COMZ7 19216834111 958:974 [Portd) el
10 COMZ8 19216834111 953:975 [Port10) e
1l COMz9 19216834111 960:976 [Port11] [
12 COM30 19216834111 961977 [Part12) [F]
13 COM3 19216834111 92978 [Portl3) fsd
14 ComM3z 19276834111 963979 [Port14) feed
15 COM33 19216834111 964:930 [Part15) [
16 COM34 19216834111 9ER:931 [PortlE) [a]
[Total COM Part - 16 7

To re-configure the settings for a particular serial port on the CN2600, select the row
corresponding to the desired port, and then click the Settings icon.

=I0lx|

Fort Murnber: 2 Port[z] are Selected.

Basic Settings | Advanced Settings I Senial Parameters | Security

[ Auto Enumnerating COM Murnber for Selected Parts,

CObd Number |CDM3 [eurrent] [in use) j

—COM zetting
[+ Enable Redundant COM

= Mapping [P addreszd IW

= Mapping P address2 W

Help | X Cancel |
7. On the Basic Settings page, use the COM Number drop-down list to select a COM number
to be assigned to the CN2600 serial port that is being configured. Select the Auto
Enumerating COM Number for Selected Ports option to assign available COM numbers
automatically in sequence to selected serial ports. Note that ports that are “in use” will be
labeled accordingly.
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[ cort port settng Il

2 Port(z] are Selected.

Fart Mumber:

Basic Settings | Advanced Settings I Serial Parameters | Security

v Auta Enumerating COM Mumber for Selected Paorts.

COM Humber |CDM3 [eurrent] [in use) j

—LCOM setting
[ Enable Redundant COM

C Mapping (P addess] [IS2168340017

= tapping P addiess2 IW

x Cancel |

Help |

8. Enable Redundant COM, which enables the 2 LANs automatically, is the default. If Disable
Redundant COM is selected, Real COM mode will be used, and either LAN can be selected

for mapping the IP address.

NOTE

Before configuring the driver for “Redundant COM” mode, you must first configure the

corresponding port of the CN2600’s firmware for “Redundant COM” mode.

9. Click the Advanced Settings tab to modify Tx Mode, FIFO, and Flash Flush.

" Corportseting TR

1 Port(z] are Selected.

Fart Number:

Basic Settings  Advanced Settings | Serial Parameters | Security

[T Spply &l Selected Ports

The FIFD zeftings will overwrite the firmware zetting .

Tx Mode IHi-Performance j
FIFD I Enable j

Network Timeaut 5000 s (500 - 20000)

v Auta Netwark Re-Connection

[ Return erar if netwark iz unavailable

[ Fast Flush [Only fush local buffer)

Help |

x Cancel |

Tx Mode

Hi-Performance is the default for Tx mode. After the driver sends data to the CN2600, the
driver immediately issues a “Tx Empty” response to the program. Under Classical mode, the
driver will not send the “Tx Empty” response until after confirmation is received from the
CN2600’s serial port. This causes lower throughput. Classical mode is recommended if you
want to ensure that all data is sent out before further processing.
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FIFO

If FIFO is Disabled, the CN2600 will transmit one byte each time the Tx FIFO becomes
empty, and an Rx interrupt will be generated for each incoming byte. This will result in a
faster response and lower throughput.

Network Timeout
You can use this option to prevent blocking if the target CN2600 is unavailable.
Auto Network Re-Connection

With this option enabled, the driver will repeatedly attempt to re-establish the TCP connection
if the CN2600 does not respond to background “check alive” packets.

Return error if network is unavailable

If this option is disabled, the driver will not return any error even when a connection cannot be
established to the CN2600. With this option enabled, calling the Win32 Comm function will
result in the error return code “STATUS NETWORK UNREACHABLE” when a connection
cannot be established to the CN2600. This usually means that your host’s network connection
is down, perhaps due to a cable being disconnected. However, if you can reach other network
devices, it may be that the CN2600 is not powered on or is disconnected. Note that Auto
Network Re-Connection must be enabled in order to use this function.

Fast Flush (only flushes the local buffer)

For some applications, the user’s program will use the Win32 “PurgeComm()” function before
it reads or writes data. After a program uses this PurgeComm() function, the CN2600 driver
will continue to query the CN2600 firmware several times to make sure no data is queued in
the CN2600 firmware buffer, rather than just flushing the local buffer. This design is used to
satisfy some special considerations. However, it may take more time (on the order of several
hundred milliseconds) than a native COM1 due to the additional time spent communicating
across the Ethernet. This is why PurgeComm() works significantly faster with native COM
ports on the PC than with mapped COM ports on the CN2600. In order to accommodate other
applications that require a faster response time, the new CN2600 driver implements a new Fast
Flush option. By default, this function is enabled.

If you have disabled Fast Flush and find that COM ports mapped to the CN2600 perform
markedly slower than when using a native COM port, try to verify if “PurgeComm()”
functions are used in your application. If so, try enabling the Fast Flush function and see if
there is a significant improvement in performance.
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10. The Serial Parameters page shown in the following figure shows the default settings when
the CN2600 is powered on. However, the program can redefine the serial parameters to
different values after the program opens the port via Win 32 API.

% COM Port Setting

=10l ]

Part Mumber: 1 Part(z) are Selected.

Basic Settings I Advanced Settings  Serial Parameters | 5 ecurity

[ Bpply il Selected Ports

[*These options will be saved on registy and uzed on
fews applications such az zerial printer driver. In
general case you can ignore these settings.)

Baud Rate lm
Parity Im
DataBits m
Stop Bits m
Flow Control lm

Help |

x Cancel |

11. Click the Security tab to configure security settings. Select the Enable Data Encryption
option to enable data to be encrypted when transmitted over the COM ports. After selecting
the encryption option, select the Keep connection option to start encrypting COM port
communications immediately without restarting the COM ports. (If your application will
open/close a COM port frequently and the CN2600 is only used for one host, you can enable
this option to speed up the opening/closing time. However, this will result in your host tying
up the COM port so that other hosts cannot use it.) Select the Apply All Selected Ports option
to enable the security settings to be applied to all COM ports.

% COM Pork Setting

o [m [

Fart Number:

1 Part(z] are Selected,

Basic Settings I Advanced Settings I Senal Paramsters  Security

I Epply &l Selected Ports

I | Enable Diata Encryption

[ Keep conniection

[*Redundant COM does not support security function. ]

:

Help

x Cancel |
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12. To save the configuration to a text file, select Export from the COM Mapping menu. You
will then be able to import this configuration file to another host and use the same COM
Mapping settings in the other host.

R
J File | COM Mapping Yiew Help

J i add Ctrl+H I B )
Ex i Remave  CtrHD Spply Undo | Setting

No _ || 1P Address 1 | 1P Addiess 2

. e Ceec 750 G50 o T9Z 156,126, 24 GE0-05
2 [ apply  ciies | 192188127284 951967 [Pon2) 192188126 254 951:967
3 192165.127.254 952955 [Forts)  192.168.126.254 952:968
g [GL Undo CHHZ | q92168127.254 953969 (Portd)  192.168.126.254 953,953
5§ oSS 192168127254 954:970(PonS)  192168.126.254 954:970
B = 192.165.127.254  955:971 [Forts)  192.168.126.254 955:971
7 = Import 192.166.127.254  95G:972 [Port?)  192.168.126.254 956:972
a 192165.127.2584 9570973 (Portd)  192.168.126.254 957-973

[Tatal com part - &

Windows Monitor Utility

Installing the NPort Monitor Utility

The NPort Monitor Utility is used to monitor the status of redundant COM mode connections. The
utility is designed for use with Windows 95/98/ME/NT/2000/XP/2003/Vista.

1. Click the INSTALL Monitor Utility button in the CN2600 Installation CD auto-run window to

install the NPort Monitor Utility. Once the installation program starts running, click Yes to
proceed.
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2. Click Next when the Welcome screen opens to proceed with the installation.

&5 Setup - NPort Monitor Utility Bl= T

Welcome to the NPort Monitor
Utility Setup Wizard
Thig will inztall MPort Manitar Uity Werl .0 on vour computer,

It iz recommended that you cloze all other applications before
continuing.

Click Mest to continue, or Cancel to exit Setup.

| Hent |[ Cancel ]

3. Click Next to install program files to the default directory, or click Browse to select an
alternate location.

{5 Setup - NPort Monitor Utility

Select Destination Location
Wwhere should MPart kaonitor Utilit be installed?

‘_,] Setup will inztall MPort Maonitar Utility inta the following folder.

To continue, click Mest. IF vou would like to zelect a different folder, click Browsze.

artbd ot | B[DWSE‘...

At leazt 1.1 ME of free digk space iz required.

< Back ” Mest » ][ Cancel
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4. Click Next to proceed with the installation. The installer then displays a summary of the
installation options.

{5 Setup - NPort Monitor Ttility

Select Additional Tazks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while inzstalling MPort b onitar
IIhility, then click Mexst.

Additional icons:

< Back “ Mewt = ] [ Cancel J

5. Click Install to begin the installation. The setup window will report the progress of the
installation. To change the installation settings, click Back and navigate to the previous
screen.

{iel Setup - NPort Monitor Utility

Ready to Install
Setup iz now ready to begin inztalling NPort Monitaor Ukility on wour computer.

Click Install to continue with the installation, or click Back if you want o review or
change any zettings.

| Diestination location:
C:AProgram Files M Parthd anitor

< Back “. Install |[ Cancel
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6. Click Finish to complete the installation of the NPort Monitor Utility.

& Setup - NPort Monitor Utility A=

Completing the NPort Monitor
Utility Setup Wizard

Setup has finizhed instaling MPart Monitor Uil an pour
computer. The application may be launched by zelecting the
inztalled icons.

Click, Finish to exit Setup.

Launch NPort Manitar Ltilibg

Using the NPort Monitor Utility

After you install the NPort Monitor Utility, you can monitor the status of the IP address and MAC
address for redundant LAN 1, and also for redundant LAN 2.

1. Go to Start > NPort Monitor Utility to start the monitor utility.
2. Click the Search icon.

[ NPort Monitor Utility

Function Rum Help
i 2 ‘ > u
Exit Search Start Stop
s Mo | Model | MAC address1 [ 1P Address1
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3. Click Rescan to search for CN2600 terminal servers. From the list that is generated, select the
server that you will monitor, and then click OK.
X

Search

Searching MPort[z]

Searching.

Found 1 HPort[g]). remaining 4 seconds. stop | SR Clear Al |
| Model | MAL address 1 IP address 1 MAL address 2 IP address 2|

1 CH2610-16 0090ES0E:F40E  192768.227188  00:9C:ES0E:F4L0F  192168.36.199

o OF | X Cancel ‘

4. The monitoring information will appear on the Monitoring page. Select the IP address (from
the left hand side) that you would like to monitor, and then click the Start icon.

8 MFart Monifo (Fudity

" x i
& - St e
Mol CHEI0TE
| Phddere T 1ELTE 192160 36 188
WAL Addess. (SIERE FATE, INUNERIE FALE

Fon [ Opseweiods  [L | Cornmtin 1 Cornmcion? | Comechond | Convectind |

£ >

5. The status will be listed as On Line, which means that all of the port numbers with LAN 1
and LAN 2 IP addresses will appear on the page.
If your maximum connections is 2, the monitor’s connection 2 will show the LAN IP address.
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(9 M Fort Momitor (Fidity

Staux in Ling
Hestet NEIBTE

w0 TR TR T 142 16 B 18
WAL Adkbess: D00 EROE FADE, IDB0ER(E FAF

Linux Real TTY Drivers

Basic Procedures

Follow these instructions to map a CN2600 serial port to a Linux host’s tty port:

1. Setup the CN2600. After verifying that the IP configuration works and you can access the
CN2600 (by using ping, telnet, etc.), configure the desired serial port on the CN2600 to Real
COM mode.

2. Install the Linux Real tty driver files on the host.

3. Map the NPort serial port to the host’s tty port.

Hardware Setup

Before proceeding with the software installation, make sure you have completed the hardware
installation. Note that the default IP address for the CN2600 is 192.168.127.254.

NOTE After installing the hardware, you must configure the operation mode of the serial port on your
CN2600 to Real COM mode.

Installing Linux Real TTY Driver Files

1. Obtain the driver file from the included CD-ROM or the MOXA website, at
http://www.moxa.com.

Log in to the console as a super user (root).

Execute cd / to go to the root directory.

Copy the driver file npreal2xx.tgz to the / directory.

Execute tar xvfz npreal2xx.tgz to extract all files into the system.
Execute /tmp/moxa/mxinst.

For RedHat AS/ES/WS and Fedora Corel, append an extra argument as follows:
# tmp/moxa/mxinst SP1

S vk v
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The shell script will install the driver files automatically.

7.  After installing the driver, you will be able to see several files in the /usr/lib/npreal2/driver
folder:

>mxaddsvr  (Add Server, mapping tty port)

> mxdelsvr (Delete Server, un-mapping tty port)
> mxloadsvr  (Reload Server)

>mxmknod  (Create device node/tty port)
>mxrmnod  (Remove device node/tty port)

> mxuninst (Remove tty port and driver files)

At this point, you will be ready to map the terminal server serial port to the system tty port.

Mapping TTY Ports

Make sure that you set the operation mode of the desired CN2600 serial port to Real COM mode.
After logging in as a super user, enter the directory /usr/lib/npreal2/driver and then execute
mxaddsvr to map the serial port on the target terminal server to the host tty ports. The syntax of
the mxaddsvr command is as follows:

mxaddsvr [Terminal Server IP Address] [Total Ports] ([Data port] [Cmd port])
The mxaddsvr command performs the following actions:

1. Modifies npreal2d.cf.
2. Creates tty ports in directory /dev with major & minor number configured in npreal2d.cf.
3. Restarts the driver.

Mapping tty ports automatically

To map tty ports automatically, you may execute mxaddsvr with just the IP address and number of
ports, as in the following example:

# cd /usr/lib/npreal2/driver
# /mxaddsvr 192.168.3.4 16

In this example, 16 tty ports will be added, all with IP 192.168.3.4, with data ports from 950 to
965and command ports from 966 to 981.

Mapping tty ports manually

To map tty ports manually, you may execute mxaddsvr and manually specify the data and
command ports, as in the following example:

# cd /usr/lib/npreal2/driver
# /mxaddsvr 192.168.3.4 16 4001 966

In this example, 16 tty ports will be added, all with IP 192.168.3.4, with data ports from 4001 to
4016 and command ports from 966 to 981.

Removing Mapped TTY Ports

After logging in as root, enter the directory /usr/lib/npreal2/driver and then execute mxdelsvr to
delete a server. The syntax of mxdelsvr is:

mxdelsvr [IP Address]
Example:

# cd /usr/lib/npreal2/driver
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# /mxdelsvr 192.168.3.4
The following actions are performed when executing mxdelsvr:

1. Modify npreal2d.cf.
2. Remove the relevant tty ports in directory /dev.
3. Restart the driver.

If the IP address is not provided in the command line, the program will list the installed servers
and total ports on the screen. You will need to choose a server from the list for deletion.

Removing Linux Driver Files

A utility is included that will remove all driver files, mapped tty ports, and unload the driver. To do
this, you only need to enter the directory /usr/lib/npreal2/driver, then execute mxuninst to
uninstall the driver. This program will perform the following actions:

1. Unload the driver.

2. Delete all files and directories in /usr/lib/npreal2

3. Delete directory /usr/lib/npreal2

4. Modify the system initializing script file.

The UNIX Fixed TTY Driver

Installing the UNIX Driver

1. Loginto UNIX and create a directory for the MOXA TTY. To create a directory named
lusr/etc, execute the command:

# mkdir —p /usr/etc

2. Copy moxattyd.tar to the directory you created. If you created the /usr/etc directory above,
then execute the following commands:

# cp moxattyd.tar /usr/etc
# cd /usr/etc

3. Extract the source files from the tar file by executing the command:
# tar xvf moxattyd.tar

The following files will be extracted:

README.TXT

moxattyd.c --- source code

moxattyd.cf --- an empty configuration file
Makefile --- makefile

VERSION.TXT --- fixed tty driver version
FAQ.TXT

4. Compile and Link
For SCO UNIX:

# make sco
For UnixWare 7:
# make svr5
For UnixWare 2.1.x, SVR4.2:

# make svr42
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Configuring the UNIX Driver

Modify the configuration:

The configuration used by the moxattyd program is defined in the text file moxattyd.cf, which is
in the same directory that contains the program moxattyd. You may use Vi, or any text editor to
modify the file, as follows:

ttypl 192.168.1.1 950

For more configuration information, view the file moxattyd.cf, which contains detailed
descriptions of the various configuration parameters.

NOTE The “Device Name” depends on the OS. See the Device Naming Rule section in README. TXT
for more information.

To start the moxattyd daemon after system bootup, add an entry into /etc/inittab, with the tty name
you configured in moxattyd.cf, as in the following example:

ts:2:respawn:/usr/etc/moxattyd/moxattyd —t 1

Device naming rule
For UnixWare 7, UnixWare 2.1.x, and SVR4.2, use:
pts/[n]
For all other UNIX operating systems, use:
ttyp[n]

Starting moxattyd

Execute the command init g or reboot your UNIX operating system.

Adding an additional server

1. Modify the text file moxattyd.cf to add an additional server. The user can use Vi or any text
editor to modify the file. For more configuration information, look at the file moxattyd.cf,
which contains detailed descriptions of the various configuration parameters.

2. Find the process ID (PID) of the program moxattyd.
# ps -ef | grep moxattyd

3. Update configuration of moxattyd program.
# Kkill -USR1 [PID]
(e.g., if moxattyd PID = 404, Kill -USR1 404)

This completes the process of adding an additional server.
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Pinouts and Cable

Wiring

This appendix covers the following topics:

U Port Pinout Diagrams

>
>
>
>

RS-232/422/485 (Male DB9) Pinouts
RS-232 (Male DB9) Pinouts
RS-232 (Male RJ45) Pinouts
RS-232/422/485 (Male RJ45) Pinouts

U Cable Wiring Diagrams

>

YV V VY

Ethernet Cables

Serial Cables (RS-232)

Serial Cables (RS-422/4-Wire RS-485)

Serial Cables (2-Wire RS-485)

Pin Assignments for DB9 and DB25 Connectors
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Pinouts and Cable wiring

Port Pinout Diagrams

RS-232/422/485 (Male DB9) Pinouts

12345
[O Q} o]
6789
RS-422/
PIN RS-232 RS-485 (4W) RS-485 (ZW)
1 DCD TxD-(A)
2 RXD TxD+(B)
3 TXD RxD+(B) Data+(B)
4 DTR RxD-(A) Data-(A)
5 GND GND GND
6 DSR - -
7 RTS
8
9

CTS

RS-232 (Male DB9) Pinouts

|| |u|m|w|o]|—
Q
Z
O

A-2
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RS-232 (Male RJ45) Pinouts

1 8

PIN RS-232
DSR (in)
RTS (out)
GND
TxD (out)
RxD (in)
DCD (in)
CTS (in)
DTR (out)

(e <IN IR [ e N IV, T I SN ORI O I I

RS-232/422/485 (Male RJ45) Pinouts

1 8
RS-422/
PIN  RS-232 RS-4g5 (W)  RS485 (W)
1 DSR
2 RTS TxD+(B)
3 GND GND GND
4 TXD TxD-(A)
5 RXD RxD-+(B) Data+(B)
6 DCD RxD-(A) Data-(A)
7 CTS
8 DTR
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Cable Wiring Diagrams

Ethernet Cables

% Straight-Through Cable E

RJ45 Plug Pin 1
Cable Wiring

% Cross-Over Cable E

RJ45 Plug Pin 1
Cable Wiring

N, O W
D WN P

Serial Cables (RS-232)
RJ45 (8-pins) to Female DB9

RJ45 Port RJ45 Connector Female DB9 Male DB9

: ! RS-232
CN 2600 a: @ ! Device

8 pins Cable Wiring : 9 pins

DSR: 1 = 4 :DTR
RTS: 2 > 8 i CTS
GND: 3 5 : GND
TXD : 4 > 2 RxD
RxD | 5 < 3 TxD
DCD: 6 < 1 :DCD
CTS: 7 = 7 I RTS
DTR: 8 > 6 ! DSR
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RJ45 (8-pins) to Male DB9

RJ45 Port : RJ45 Connector Male DB9 : Female DB9
? il | RS-232
CN 2600 : % u : Device
8 pins Cable Wiring : 9 pins
DSR: 1 = 6 :DTR
RTS: 2 > 7 CTS
GND: 3 5 : GND
T™XD i 4 > 3 | RxD
RxD; 5 =< 2 ETxD
DCD: 6 < 1 : DCD
CTS: 7 = 8 i RTS
DTR: 8 > 4 . DSR
RJ45 (8-pins) to Female DB25
RJ45 Port : RJ45 Connector Female DB25 : Male
: : DB25
= | RS-232
CN 2600 % : Device
8 pins Cable Wiring 25 pins
DSR: 1 20 DTR
RTS ! 2 > 5 1 CTS
GND: 3 7 :GND
T™XD: 4 > 3 1 RxD
RxD : 5 =< 2 i TxD
DCD: 6 = 8 : DCD
CTS: 7 =< 4 ' RTS
DTR: 8 > 6 : DSR

RJ45 (8-pins) to Male DB25

RJ45 Port : RJ45 Connector Male DB25 Female
: : DB25

CN 2600 : g} : RS-232

' ' Device

8 pins Cable Wiring 25 pins
DSR: 1 = 6 :DTR
RTS : 2 > 4 ! CTS
GND: 3 7 i GND
XD : 4 > 2 RxD
RxD: 5 = 3 1 TxD
DCD: 6 = 8 : DCD
CTS: 7 < 5 ! RTS
DTR: 8 > 20: DSR
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Pinouts and Cable wiring

Serial Cables (RS-422/4-Wire RS-485)
RJ45 (8-pins) to Female DB9

RJ45 Port : RJ45 Connector Female DB9

CN 2600

8 pins Cable Wiring

TXD+
TXD- :
RxD- :
RXD+ :
GND :

YY

Nk wnN o

AA

~No oabhw

RJ45 (8-pins) to Male DB9

RJ45 Port : RJ45 Connector

CN 2600

8 pins Cable Wiring

TXD+
TXD- :
RxD- :
RxD+ :
GND :

YY

L NWO

AA

~No obhw

RJ45 (8-pins) to Female DB25

RJ45 Port : RJ45 Connector

[

CN 2600

8 pins Cable Wiring

TxD+
TxD- :
RxD- :
RxD+ |
GND :

'y

oMW

A A

~N~No b w

A-6

Male DB9 :
| RS-422/
: 4-wire RS-485
Device

Female DB25 Male

: DB25

| RS-422/

: 4-wire RS-485
. Device

. Male DB9

| RS-422/

: 4-wire RS-485
Device

: 9 pins
RxD+
: RxD-
: TxD-
: TXD+
. GND

Female DB9

: 9 pins
. RxD+
: RxD-
1 TxD-
: TxD+
i GND

: 25 pins
i RxD+
: RxD-

: TxD-

: TXD+

: GND
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Pinouts and Cable wiring

RJ45 (8-pins) to Male DB25

RJ45 Port RJ45 Connector Male DB25

CN 2600 g}

8 pins Cable Wiring

TxD+ :
TxD- :
RxD- :
RxD+ :
GND :

Yy

~NwooN D

AA

wWooo N

Serial Cables (2-Wire RS-485)
RJ45 (8-pins) to Female DB9

RJ45 Port RJ45 Connector Female DB9

8 pins Cable Wiring

Datat+ : 5 = > 3
Data- : 6 = »> 1
GND: 3 5
RJ45 (8-pins) to Male DB9
RJ45 Port : RJ45 Connector Male DB9
CN 2600 : g} I
8 pins Cable Wiring
Datat+ : 5 > 2
Data- : 6 - > 1
GND : 3 5
RJ45 (8-pins) to Female DB25
RJ45 Port RJ45 Connector Female DB25
CN 2600 a:
8 pins Cable Wiring
Data+ | 5 > 2
Data- : 6 == > 8
GND: 3 7

A-7

Female

' DB25

| RS-422/

: 4-wire RS-485
! Device

: 25 pins
: RxD+
: RxD-

: TxD-

: TxD+

: GND

: Male DB9

CN 2600 g} :’4@

2-wire RS-485
Device

9 pins

| Data+
: Data-
: GND

: Female DB9

| 2-wire RS-485
: Device

9 pins
Data+
: Data-
: GND

Male

i DB25

! 2-wire RS-485
. Device

: 25 pins
: Data+
. Data-

: GND
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Pinouts and Cable wiring

RJ45 (8-pins) to Male DB25

RJ45 Port | RJ45 Connector

CN 2600

8 pins
Data+
Data-
GND :

Male DB25 Female

: : DB25
%}  2-wire RS-485
: : Device
Cable Wiring 25 pins
5 3 : Data+
6 8 Data-
3 7 {GND

Pin Assignments for DB9 and DB25 Connectors

Pin Assignments for DB9 Male and Female Connectors
DB9 Male Connector

O
_ )
DSR (in) 6 L
RTS (out) 7 ..
CTS (in) 8 ..
~J
O

1 DCD (in)
2 RxD (in)
3 TxD (out)
4 DTR (out)
5 GND

DB9 Female Connector

Pin Assignments for DB25 Male and Female Connectors

DB25 Male Connector

14

DTR (out) 20

25

) o

1

2 TxD (out)

3 RxD (in)

4 RTS (out)

5 CTS (in)

6 DSR (in)
7 GND

8 DCD (in)

13

X

O
DCD (in) 1 — 1
XD (out) 2 — 1 ?gg E;L)”)
RxD (in) 3 — 1
DSR (in) 4 — T— 3RS (ow)
GND5 —
O
DB25 Female Connector
@)
1 —1
RxD (in) 2 — N
TxD (out) 3 —
CTS (in)4 —+
RTS (out) 5 —+
DTR (out) 6 —

GND 7 )
DCD (in) 8 —F +—— 20 DSR (in)
13 1 41— 25
L}
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SNMP Agent with MIB Il

Simple Network Management Protocol agent software is built into the CN2600. The software
supports cold/warm start trap, line up/down trap, and RFC 1213 MIB-II. The following table lists
the standard MIB-II groups, as well as the variable implementations for the CN2600.

Supported SNMP variables

System MIB Interfaces MIB IP MIB ICMP MIB
SysDescr itNumber ipForwarding IcmpInMsgs
SysObjectID  |ifIndex ipDefault TTL IcmpInErrors
SysUpTime ifDescr ipInreceives IcmpInDestUnreachs
SysContact ifType ipInHdrErrors IcmpInTimeExcds
SysName ifMtu ipInAddrErrors IcmpInParmProbs
SysLocation  |ifSpeed ipForwDatagrams IcmpInSrcQuenchs
SysServices ifPhysAddress ipInUnknownProtos IcmpInRedirects

ifAdminStatus ipInDiscards IcmpInEchos
ifOperStatus ipInDelivers IcmpInEchoReps
ifLastChange ipOutRequests IcmpInTimestamps
ifInOctets ipOutDiscards IcmpTimestampReps
iflnUcastPkts ipOutNoRoutes IcmpInAddrMasks
ifInNUcastPkts ipReasmTimeout IcmpOutMsgs
iflnDiscards ipReasmReqds IcmpOutErrors
ifInErrors ipReasmOKs IecmpOutDestUnreachs
iflnUnknownProtos  |ipReasmFails IcmpOutTimeExcds
ifOutOctets ipFragOKs IcmpOutParmProbs
ifOutUcastPkts ipFragFails IcmpOutSrcQuenchs
ifOutNUcastPkts ipFragCreates IcmpOutRedirects
ifOutDiscards ipAdEntAddr IcmpOutEchos
ifOutErrors ipAdEntIfIndex IcmpOutEchoReps
ifOutQLen ipAdEntNetMask IcmpOutTimestamps
ifSpecific ipAdEntBcastAddr IcmpOutTimestampReps

ipAdEntReasmMaxSize IcmpOutAddrMasks

IpNetToMedialfIndex IcmpOutAddrMaskReps

IpNetToMediaPhysAddress

IpNetToMediaNetAddress

IpNetToMediaType

IpRoutingDiscards




CN2600 Series User’s Manual

SNMP Agent with MIB I

UDP MIB TCP MIB SNMP MIB
UdpInDatagrams tcpRtoAlgorithm snmpInPkts
UdpNoPorts tcpRtoMin snmpOutPkts
UdplInErrors tcpRtoMax snmpInBadVersions
UdpOutDatagrams tcpMaxConn snmpInBadCommunityNames
UdpLocalAddress tcpActiveOpens snmpInASNParseErrs
UdpLocalPort tcpPassiveOpens snmpInTooBigs

tcpAttempFails snmpInNoSuchNames
Address Translation MIB tcpEstabResets snmpInBadValues
AtlfIndex tcpCurrEstab snmpInReadOnlys
AtPhysAddress tcpInSegs snmpInGenErrs
AtNetAddress tcpOutSegs snmpInTotalReqVars
tcpRetransSegs snmpInTotalSetVars
tcpConnState snmpInGetRequests
tcpConnLocalAddress snmpInGetNexts
tcpConnLocalPort snmplInSetRequests
tcpConnRemAddress snmpInGetResponses
tcpConnRemPort snmplnTraps
tepInErrs snmpOutTooBigs
tcpOutRsts snmpOutNoSuchNames
snmpOutBadValues
snmpOutGenErrs
snmpOutGetRequests
snmpOutGetNexts
snmpOutSetRequests
snmpOutGetResponses
snmpOutTraps

snmpEnableAuthenTraps

B-2
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Dynamic Domain Name Server

This appendix explains how to use the CN2600 with DDNS. When the CN2600 receive its IP
address from a DHCP (Dynamic Host Configuration Protocol) server, remote servers will be
unable to access it using a fixed IP address. With DDNS (Dynamic Domain Name Server), a
remote server can access the CN2600 using its domain name instead of its IP address.

Overview
The following is a summary of the process:

1. The CN2600 sends a request for an IP address to the DHCP server. At the same time, it

notifies the DHCP server of its desired server name (CN2600 in the illustration) according to
the option 12 standard.

2. The DHCP server replies with the IP address that is assigned to the CN2600, along with the
domain name (“moxa.com” in the illustration) and the IP addresses for the DNS server and
gateway.

3. Ifthe CN2600 has authorization to update the DNS server, it will register its FQDN (Fully
Qualified Domain Name) with the DNS server. The CN2600’s FQDN will be in the format
server name.domain name (CN2600.moxa.com” in the illustration).

4. If the CN2600 is not authorized to update the DNS server, the DHCP server can be used to
update the DNS server. The DHCP server will register the DNS server with the PTR RR (the
record of request for a domain name with IP address).

DHCP Server
DHCP Request
NPort 6000 Series Host name = NP6000 _
[— = J=c=. == <
DHCP Acknowledge
My fully qualified domain Domain name = moxa.com

name (FQDN) is
NP6000.moxa.com

DNS Server
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8 pHCP Scope [192.168.20.0] DN.moxa.com.tw Properties

J fiction  View J General DMS |Advanced|

Tree
I “f'ou can set up the DHCP server to automatically update name and address
DHCP information an DMS servers that support dynamic updates.
EI@. root-Sg4akand

4 Seope [19: V¥ &utomatically update DHEP client information in DNS
4

: addres

@ Update DN only if DHCP client requests
© Alwaps update DNS

I™ Discard forward [name-to-address] lookups when lease sxpires

CE Server Opt

[F_Enahle undstes for OME clisnts that do not support dynamic update
Specifies whether the DHCP server sends dynamic updates to
the DMS server far any DHCP clients that do not directly
suppart perfarming these updates. If selected, clients running
under earlier versions of Windows are updated by the DHCP
server For both their host (4] and pointer [PTR] resource
records.

nfigured in TCPAP properties far

By default, Windows 2000 DHCP clients are enabled to send
dynamic updates ta their configured DMS zervers for their host
[&] regource records, but tpically do not update pointer [FTR)
regource records unless configured to do go.

Cancel | Apply |

— ok |

Dynamic Domain name Serve

The above screenshot shows how DHCP can be set up to update the DNS.

Currently, the CN2600 supports DNS service as provided by DynDNS. For detailed
information on this option, please visit https://www.dyndns.com.

Configuration

H(] Porto

H{] Port 10

{0 Port 11

{1 Part 12

H{] Port 13

H(] Port 14

{1 Port 15

{1 Port 16

{1 wWelcome Message

[
E
[
[
[
b
[
[

EHEY System Management
'::-"a Misc, Network Settings
~(21 Accessible IP List
SHMP Agent

DDMS

Host Table

Route Table

User Table

; Authentication Server
f:l System Log Settings
B0 Auto warning Settings
H{] Maintenance

B Certificate

B system Monitaring

~(1 Save Configuration

B Restart

popeDR

-

DDNS

Configuration

DDNS ' Enable & Disable

Server address IDynDnS.Drg VI

Host name |

Username |

Password |

L4l
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DDNS (default=Disable):Use this field to enable or disable DDNS.

Server address (default=DynDns.org): Currently, DynDns.org is the only option available for
Server address.

Host name: In this field, use the name that you created on www.dyndns.com. The CN2600 will
update the DynDNS server with this host name.

Username: This is the user name used for update authentication.

Password: This is the password used for update authentication.
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Well Known Port Numbers

In this appendix, we provide a list of well known port numbers that may cause network problems
if you set the CN2600 to one of these ports. Refer to RFC 1700 for well known port numbers or to
the following introduction from the IANA:

The port numbers are divided into three ranges: the Well Known Ports, the Registered Ports, and
the Dynamic and/or Private Ports.

The Well Known Ports range from 0 through 1023.
The Registered Ports range from 1024 through 49151.
The Dynamic and/or Private Ports range from 49152 through 65535.

The Well Known Ports are assigned by the IANA, and on most systems, can only be used by
system processes or by programs executed by privileged users. The following table shows famous
port numbers among the listed well-known port numbers. For more details, please visit the IANA

website at http://www.iana.org/assignments/port-numbers.

TCP Socket Application Service

0 Reserved

1 TCP Port Service Multiplexer

2 Management Utility

7 Echo

9 Discard

11 Active Users (systat)

13 Daytime

15 Netstat

20 FTP data port

21 FTP control port

23 Telnet

25 SMTP (Simple Mail Transfer Protocol)
37 Time (Time Server)

42 Host name server (names server)
43 Whois (nickname)

49 Login Host Protocol (login)
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Well Known Port Numbers

TCP Socket Application Service

53 Domain Name Server (domain)

79 Finger protocol (finger)

80 World Wide Web (HTTP)

119 Network News Transfer Protocol (NNTP)
123 Network Time Protocol

213 IPX

160 to 223 Reserved for future use

UDP Socket | Application Service

0 Reserved

2 Management Utility

7 Echo

9 Discard

11 Active Users (systat)

13 Daytime

35 Any private printer server

39 Resource Location Protocol

42 Host name server (names server)

43 Whois (nickname)

49 Login Host Protocol (login)

53 Domain Name Server (domain)

69 Trivial Transfer Protocol (TETP)

70 Gopher Protocol

79 Finger Protocol

80 World Wide Web (HTTP)

107 Remote Telnet Service

111 Sun Remote Procedure Call (Sunrpc)
119 Network News Transfer Protocol (NNTP)
123 Network Time Protocol (NTP)

161 SNMP (Simple Network Mail Protocol)
162 SNMP Traps

213 IPX (used for IP Tunneling)
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RADIUS Server

Managing diverse serial lines and modem pools for large numbers of users creates the need for
significant administrative support. Since modem pools are links to the outside world, careful
attention must be paid to security, authorization, and accounting. This can best be achieved by
managing a single database of users allowing authentication (verifying user names and passwords)
as well as configuration of information that details the type of service to deliver to the user (e.g.
SLIP, PPP, Telnet, and rlogin). The CN2600 supports the RADIUS protocol, which requires only
one database for remote user management.

This appendix covers the following topics:

O What is RADIUS?

» Definition

» Client/Server Architecture

Setting up the CN2600

»  Setting up the RADIUS Server IP Address
» Serial Port Configuration

Setting up UNIX Hosts

Setting up Windows NT Hosts

Setting up Windows 2000 Hosts

Setting up Windows 2003 Hosts

o

cCOo0o
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What is RADIUS?

Definition

Remote Authentication Dial-up User Service, or RADIUS, is the standard for centralizing the
authentication, authorization, and accounting of remote access users.

Here is a brief description of how RADIUS works: When a user dials in to a remote access device,
that device communicates with the central RADIUS server to determine if the user is authorized to
connect to the LAN. The RADIUS server performs the authentication and responds with the
result—either accept or reject. If the user is accepted, the remote access server routes the user onto
the network; if not, the server will terminate the user’s connection. The RADIUS server also
provides accounting services if supported by the remote access server.

With RADIUS, a network manager or ISP only needs to maintain a single, central database against
which all remote user authentications take place. This greatly eases the management burden
associated with administering a large number of dial-in users.

Client/Server Architecture

RADIUS is a type of client-server software. Communication servers such as the CN2600 play an
active role, whereas RADIUS servers are passive.

When a remote host is connected to the CN2600, the host is prompted to enter a user ID and
password.

After receiving the user ID and password, the CN2600 sends the information to a defined
RADIUS server. Up to this point, the remote user is still unable to access the network.

The RADIUS server compares the user ID and password with its internal database and responds
through the network, either accepting or rejecting the connection attempt.

If the CN2600 receives the “accept” message from the RADIUS server, the remote user is allowed
to access the network. Otherwise, the CN2600 will either terminate the connection or attempt to
connect again after a specified duration of time.

Setting up the CN2600
Setting up the RADIUS Server IP Address

E-2



CN2600 Series User’s Manual RADIUS Server

(] Porta | o
Authentication Server
=] port 10
JE3 Fort 11
B po Configuration
=] Part 12
@ port 13 RADIUS server IP |
B0 port 14 RADIUS key
E{] Port 15 UDP port 1645 v[
FE{] Port 16 RADIUS accounting " Enable @ Disable
~] wWelcome Massage
=] System Management
Q3 sy ¥ Submit

Ea Misc. Network Settings
CI Accessible 1P List
SNMP Agent

DOMS

Host Table

Route Tahle

User Table
Authentication Server

System Log Settings
B-{] Auta\Warning Settings
-] Maintenance

B{] cCertificate

{1 System Monitoring

{1 Save Configuration

H{] Restart

-

RADIUS server IP: This is the IP address of the RADIUS server.

RADIUS key: This is the password that is used to access the RADIUS server IUS server
UDP port: This is the RADIUS server’s assigned UDP port.

RADIUS accounting: This field enables or disables RADIUS accounting.

Serial Port Configuration

RADIUS is an effective authentication method for dial-up services. In addition to dial-up services
(PPP, SLIP, and Dynamic), the CN2600 supports RADIUS settings for terminal applications and
console management application. You will see it as an option for Authentication type when
configuring the port’s operation mode. Please refer to Chapter 7, Configuring Serial Port
Operation Mode, for detailed information and configuration instructions

Setting up UNIX Hosts

MOXA recommends the FreeRADIUS server for UNIX users. FreeRADIUS is the premiere
open-source RADIUS server and is one of the top five RADIUS servers in use world-wide. It is
effective for both embedded systems with small amounts of memory and for systems with millions
of users. It is fast, flexible, and configurable, and it supports more authentication protocols than
many commercial servers.

The server is released under the GNU General Public License (GPL), which means that it is free to
download and install. FreeRADIUS can be downloaded from the following website:

http://www.freeradius.com/
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Setting up Windows NT Hosts

1. Install Windows NT OPTION PACK 4.0 on the Windows NT server.

2. Open Start - Programs - Windows NT 4.0 Option Pack - Microsoft Internet
Information Server - Management Console Manger.

= i »
Programs ACCESSDHES

Internet Explorer ’
Favarites v [BNPart Server Pra 3

Stanup ’
Documents 4 @Books Online

@CDmmand Frampt
@ Seftings Y @) Windows NT Explorer

) L= Administrative Tools (Common)

N I

HyperSnap—DX

g @ Help
Bun...
& Log Off Adrministrator...

Shut Down...

3.  Go to Console Root - Internet Information Server (in the left pane). Your computer’s
name should be visible.

ternet Connection Services for BAS ¥

crosoft Internet Infan

= hicrosoft Transaction Server
@Produm Documentation
@Release MNotes

B windows NT 4.0 Option Fack Setup

Microsof‘t SMTF Service
#]Internet Senvice Manager (HThL)

WindowsNT S

4. Find your computer’s name in the left panel and click on it, after which you will see RADIUS
in the right information window.

i Microsoft Management Console - [iis - Console Root\Internet Information Server\* rats._. Ed
1) Conscle Window Help =18 %]
BEHE 0@

"Acﬁun'\fiew |)<'1'EE‘§|"” = uEa®

1 Console Root MName | Path

- Intemet Informetion Senver

w8 Administration Weh Site

-2 Default SMTP Site

= &5 Default NNTP Site
(=1 Microsofl Transaction Server

\Done |
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5. Right click RADIUS in the left information window, and then select Properties.

't Microsoft Management Console - [iis - Console RootyInternet Information Server\* rats. ..

7 Console Window Help =18]x]
EErEEE |
H'A:tiun'\’iew HX&?HEMIHW&&@ ‘
(2 Console Root Neme [ Path |

E[:I Internet Information Server
| -8 *ratsntd
; @ Default FTP Site

& DefaultWeb Site
- #8 Administration W
2 Default SMTP Sit
C @4 Default NNTP Sit
[ Microsoft Transaction 5

Jiast F
MNew window from here
Refresh
¥ Scope Pane
L | 2l
Description Bar
|Prnpenieafnrthe selected e | | ~

6.  Select Service. Verify that the RADIUS ports assignments match your configuration.

[Authentication] 1645 or 1812
[Accounting] 1646 or 1813

7.  Select Client, and then click Add. Enter the CN2600’s IP address in the IP address field.
Enter the CN2600’s RADIUS key in the password field. This must match the RADIUS key
that you set in the CN2600 console.

@ internet Authetication Service Proparies - ratsntd

Sem'ccl Logging - Clisnts ] Erofiles |

Chenls are ik BECESS O] e
RS A Client Information

Authentication requests can be i

Clignt Location

Info. [CENMN] Host_table Route_table User_table Quit
Exanine/nodify async soruer aduance configuration

“=iihck to menu  Enter: select

RADIUS server IP [192.185.285.181]
RADIUS key [REED |

UDP port (1:1685 2:1812) [1]
Enakble PADIUS accounting [yes]

SNHP conmunity name [public ]
SNHP trap seruer IP address [ 1
Ethernet IF farwarding [ra ]

Reuting protecel [Mane ]

TCP retransnission timeout [ 1

SID data transfer timeout [ ]
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8.
9.

Click Apply.

Right click RADIUS in the left information window, and select Start. You will now see that
RADIUS is running.

Setting up Windows 2000 Hosts

1.
2.

Open Start > Programs > Administrative Tools = Routing and Remote Access.
Right click Server (Local) and select Configure and Enable Routing and Remote Access.
Click Next to continue.
Select Remote access server and click Next to continue.
é Routing and Remote Access !E

T S —a = |

Routing and Remote Access Server Setup Wizard

J Ackion

Tree I ) i
Common Configurations

e et
__E.}_ Routing ‘You can select from several common configurations. &J

Sery
ANM

" Internet conneclion server
Enable all of the computers an this netwark to connect ta the Internet.

* Remote access server
Enable remate computers to dial in ta this netwaork. 55

 Yirtual private network [VPM] server
Enable remote computers ta connect to this netwark through the Intemet.
" Metwork router

Enable this netwark. to communicate with other networks.

¢ Manually configured server
Start the gerver with default zettings.

< Back I Mext > I Cancel |

iﬂﬁtartl“ @ ﬁ ISEJ |J|E;louting and Remote A... ’mr

Select Set up an advanced remote access server and click Next to continue.
é Routing and Remote Access !li[ H
—

Action
J = Routing and Remote Access Server Setup Wizard
Tree I
. Remote Access Seryel Sglup_ . . o
[2} Routing “Y'ou can use a basic configuration or more advanced options to set up this remote

E Sery ACCEEE SEMVEL
AMNN

Select a configuration type based on the complexity of pour netwark.

" Set up abasic remote access server

Select thiz option to create a standalone zerver that will have simplified
administrative contraol.

55

' Set up an advanced remate access server

Select thiz option to create a server that will have advanced administrative features
such as remaote access policies, o if you plan to add this server to & domain.

< Back I MHext > I Cancel |
.
iﬂStart”J M &5 |J|Enouting and Remote A... B nsePm
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5. Select TCP/IP protocol, then click Next to continue.

é Routing and Remote Access

J Ackion e ———
= Routing and Remote Access Server Setup Wizard
Tree I )
Remote Client Protocols
[E} Rauting The protocols required for remote client access must be available on this server. &J
E Ser
AMN

Werify that the pratocaols required on this server for remote clients are listed below.

Pratacols:

@ Yez all of the required protocol: are on this list

' Nao, | need to add protocols

< Back I Mext > I Cancel |
iaﬂartl“ W & < |“ERouting and Remote A... fE o zoiem

>

Specify your IP address as shown on the following screens:
é Routing and Remote Access

J Action

I [=] 3|

Routing and Remote Access Server Setup Wizard

Tree I R
IP Address Assignment

__E,_]_ Routing “r'ou can gelect the method for agzigning |P addresses to remote clients.

ety
AN

Howe do you want |P addresses to be assigned to remote clients?
 dwtomatically
If you use a DHCP server to assign addresses, confim that it is configured properly.

If you do not use a DHCP server, this server will generate the addresses. 55

' From a specified range of addreszes

< Back I Mext > I Cancel |
JF zioaem

} Start”J @ e I"_:ﬂ] |J|ERouting and Remote A...
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7.

E)

=

outing and Remote Access

1 R - sl I T e S

ISi[=1E3

Routing and Remote Access Server Setup Wizard E
Tree I i
. Address Range .Assgnmenl . . . e
__E__]_ Routing ‘r'ou can specify the address ranges that this server will use to assign addresses to
% Sery remnate clients,

AN
a0 New Address Range I E |
the

Type a startting I[P address and either an ending IP address ar the number of
Ad addresses in the rangs.

F
Start IP address: E.o.o0.10 j

End IP address: o.0.0.10

Mumber of addresses: I 1}
ak. I Cancel | J

< Back I = | Cancel I

=

: Start”J o] & 5 |J|E;10uting and Remote A... E zosem .

Select Yes, I want to use a RADIUS server and click Next.

é Routing and Remote Access

[ : = [ we = ~
Jﬂction Y I I I [ S

g and Remote Access Server Setup Wizard E
Tree I R :
Managing Multiple Remote Access Servers e
__E,_]_ Routing ‘f'ou can manage all of your remote access servers centrally. i_,-l
i Sery
AMNN

A Remote Authentication DiaHn User Service [RADIUS] server provides a central
authentication database for multiple remate access servers and collects accounting
information about remote connechions.

Do you want ta set up this remote access server to use an existing BADIUS server?
= Mo, | dor't want ta set up thiz server to uze RADIUS how

& Yes, | want to use a RADIUS server

& windows provides a BADIUS zolution called Intermet Authentication Service [145]
az an optional component that you can ingtall through Add/Remowe Programs.

< Back I Mext > I Cancel I

- 10] %]

5SS

j Start”J o & |J|E|Ilouting and Remote A... i zizem
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Setting up Windows 2003 Hosts

Windows 2003 uses the IAS service instead of the RADIUS service. For this reason, you need to
install the IAS service to use RADIUS with Windows 2003 (The IAS service will not be installed
by default).

1. Open Start 2 Add or Remove Programs = Add/Remove Windows Components.
2. With Windows Components selected, choose Networking Services.

Windows Components Wizard

Windows Components
“r'ou can add or remove components of Windowes.

To add or remove a component, click the checkbox, A shaded box means that only
part of the companent will be installed. To see what's included in a component, click
Details.

LComponents:

Oa E:;] Management and Maonitaring T ools
7 = 1 Metworking 5 2EMB
O ED Other Metwark, File and Print Services nomMe
O Hemote Inztallation Services 20HME

1 &4 Remnte Storane A MR LI

Description:  Containg a wariety of specialized, network-related services and protocols.

Total dizk space required: 17.2MB D atail
Spems vl o dids 19149 ME _ Do |

< Back I Mext » I Cancel | Help |

3. Select Details, and then select Internet Authentication Service. Continue clicking OK until
the installation is complete.

Networking Services |

To add or remove a component, click the check box. A shaded box means that only part
of the component will be inztalled. To see what's included in a component, click Details.

Subcomponents of Metworking Services:

O Domain M arme Spstem [DMS) 1.6 MB ﬂ
Oa Dwnamic Host Configuration Protocol (DHCF] 0.0MB

Ll ntemet Authentication Service 0.0ME
[ B RPC over HTTP Prosy 0.0 MB
Oa Simple TCR/P Services 0.0ME
O Windows Internet Mame Service [#IMNS) 09 mMB J

Description:  Enablez authentication, autharization and accounting of dial-up and YPH
uzers. |45 supports the BADIUS pratocol.

Total dizgk space required: 146 MB Dietails. |
Space avallable an disk: 1914.9MB
oK I Cancel |




CN2600 Series User’s Manual RADIUS Server

4.  After the installation is complete, click Administrative Tools and run the Internet
Authentication Service. This will open the following window.

" Internet Authentication Service =] 3]

Eile  fAction Yiew Help

Welcome to Internet Authentication
Service

Use Internet Authentication Service (IA3) to authenticate,

Refresh authorize, and accounk For dial-up, YPN, wirgless and
- Ethernet connections to wour network. You can also
Help configure 145 ko Farward authentication requests to any

access server that is compatible with Remate Authentication
Dial-In User Service (RADIUS).

To configure IAS to read the remote access properties of
user accounts in Active Directory, on the Action menu, click
Reqister Server in Active Direckary,

Far mare information about setting up 165, deployment
scenarios, and troubleshooting, see Help,

|New Clienk | |

5.  Select New RADIUS Client to add a new RADIUS client. You will then be able to begin
using this function.
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