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Introduction

Moxa'’s ioLogik Cellular Micro RTU Controllers are highly integrated, stand-alone solutions designed for remote
monitoring applications, and are especially well suited for cellular communications. Using push technology and
Active OPC server solves the problems associated with using dynamic IP addresses in cellular communications.

The following topics are covered in this chapter:

O Quick Start Guide
O Architecture
» Resolving the Dynamic and Private IP Issue with Active OPC Server
» Resolving the Dynamic and Private IP Issue with DDNS
O Overview
O Product Features
» Trouble-free Connections to Cellular Networks
» Automatic Data Update from SD Card Following Network Failure
Front-end Intelligence for Event Handling
Intelligent SMS Alarms and SMS Commands
Friendly Serial Device Connectivity
Network Redundancy
WAN-to-LAN Extension with Port Forwarding

Secure Wake on Call

YV V V VYV V¥V V V

I/O Expansion Capability
Appearance
Package Checklist

Product Selection Guide

QQaQaa

Product Specifications

» Common Specifications

» ioLogik W5312/W5312-T Specifications

> iolLogik W5340/W5340-T/W5340-HSDPA Specifications
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Quick Start Guide

celluiarmoger; i B 3G Cellular Mnn.i-l‘ﬁrin’g
y : . & Control

I/0 Controller
+ : : 3-in-one compact desi
pata Logg&r :

Overview

1. Product Features

2. Product Selection and Specifications
3. Pin-outs and Cable Wiring

Getting Started

Installing the ioAdmin Utility
Connecting to ioAdmin via Ethernet
Configuring the DIO Channels
Connecting I/O Devices and Sensors
Connecting ... over a Cellular Network
Sample Scenarios for Quick Setup

A

Software
Learn about the following useful utilities.

ioAdmin Basic Functions
Click&Go Logik Basics
Active OPC Server
DA-Center

AW N

Troubleshooting

1. Computer and Device IP setup

2. Troubleshooting the Cellular I/O Connection.
3. FAQ
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Architecture

Cellular networks usually run in a dynamic IP environment with private IP addresses assigned by the cellular
service provider. To cope with issues related to using dynamic IP addresses in cellular communications,

traditional solutions use high-cost public, static IP addresses for each device, with IPs provided by a DDNS or
VPN service purchased from an MVNO (Mobile Virtual Network Operator). Even with DDNS technology, SCADA
systems need to assign resources to manage the DDNS servers. As an alternative, Moxa’s Cellular Micro RTU
Controllers use Moxa’s proprietary “push” technology, called Active OPC Server. With Moxa’s powerful Active
OPC Server support, Cellular Micro RTU Controllers can easily connect to your SCADA system. Moxa'’s Active
OPC Server with non-polling architecture supports the standard OPC protocol, but also offers active (or “push”)
communication between Cellular Micro RTU Controllers and HMI/SCADA systems with instant I/O status.

Active OPC Server
with Fixed IP
“% Inter—=~¥
GPRS/EDGE/3G/
HSDPA
Network

&
i

Actively Registering with an Active OPC Server

Unlike the static IP requirements of remote devices for Ethernet I/O with a traditional OPC server, Active OPC
Server and ioLogik products deliver the flexibility of using dynamic IP addresses. The ioLogik can connect
directly to the Active OPC Server instead of being polled, which makes dynamic IP configuration and WAN
Access of the cellular I/O possible. As far as traditional data acquisition applications are concerned, I/O devices
are not capable of using this approach. In addition, the flexibility of being able to connect through a firewall is
a useful feature.

Resolving the Dynamic and Private IP Issue with Active OPC

Server

Since Moxa’s Active OPC Server supports push technology, the Active Cellular Micro Controller family of
products creates a software-based gateway that makes communications easier. By using a static IP address
with the Active OPC Server, the Cellular I/O device can connect to the Cellular network and Active OPC Server
without needing to worry about the IP address issue. The topology is illustrated below:

@ A Connection is established

Active OPC Server
With a Static IP

- \

@ioLogik W5300 registers with the OPC Server

Internet

Cellular
Network

ioLogik W5300 series
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ioLogik Cellular Micro RTU Controller Introduction

The ioLogik W5300 is likely to get a different IP address from the carrier each time it is connected to a cellular
network. Active OPC Server plays the role of a cellular gateway by managing the ioLogik W5300's IP. All remote
ioLogik W5300 devices automatically initiate communication with Active OPC Server regardless of whether
they use a public IP or private IP, and can be managed by one centralized Active OPC Server, which itself has
a static IP address. Therefore, all I/O data can be read or written through one, powerful cellular device gateway
for IP address management.

The ioLogik W5300 allows you to use a variety of methods to connect with your application software, including
Modbus protocol, OPC Client/Server protocol, and SNMP protocol, and you can send alarms by TCP/UDP, SMS,
and email. For example, if you are using a SCADA application to monitor your system, you can use OPC
Client/Server protocol.

Customer Program SHMP Server (Static IP)

SCADA Sofiware

Serial
Tunnel SNMP
Stagg IP Tiap
host Wodbes Active Tag

Gateway

ioLogik with Dynamic IP or Static IP

Active OPC Server and ioLogik W5300 series products offer "Auto Tag Generation” to eliminate the headache
of specifying target IP addresses, I/O channels, and data formats one by one or editing and importing
configuration text files. Instead, Active OPC Server creates the tags for the target ioLogik automatically. All you
need to do is select the channels to be updated to Active OPC Server. Generally speaking, tag generation is 50
times faster on Active OPC Server compared to a traditional OPC server package. In another words, training for
installation and configuration of OPC is no longer required.

The traditional “polling” architecture occupies more network bandwidth and results in a longer response time.
In comparison, the ioLogik Cellular Micro RTU Controllers use “push” technology and can report active
messages when predefined events occur. This event-driven logic successfully improves I/O response time, and
allows for more precise I/O access and puts less of a burden on network bandwidth. This innovative push-based
architecture not only accommodates lower level hardware devices, but also reduces CPU loading and
maintenance.

Resolving the Dynamic and Private IP Issue with DDNS

In addition to using Active OPC Server as middleware to access the ioLogik W5300 via a dynamic or a private
IP over the cellular network, you may also use the more traditional DDNS. The ioLogik W5300 Micro RTU
Controller series also supports DDNS conversion from a dynamic or private IP to a DNS hostname (also called
URL), so that the central software will be able to connect to the remote ioLogik W5300 without applying for a
fixed IP or VPN service from a network provider.

NOTE

The function is dependent on the firmware version. Be sure to use firmware version V1.3 or above for the
ioLogik W5312 series, V1.5 or above for the ioLogik W5340 series, and V1.2 or above for the ioLogik
W5340-HSDPA series.
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Overview

The ioLogik W5300 combines a cellular modem, a data logger, and an I/0 controller in one compact box,
dramatically reducing the amount of effort required to integrate devices from multiple vendors. The cellular
interface supports tri-band HSDPA/UMTS and quad-band GSM/GPRS/EDGE frequencies, offering a full
spectrum of 3G mobile communication services. The cellular RTU provides I/O and serial device data logging
with one expandable SD card slot that can support up to 32 GB of storage space. Multiple options are available
to remotely retrieve data logs, such as FTP, e-mail, and Moxa’s DA-Center™. In addition, this cellular RTU is a
programmable controller that supports Click&Go™ or C/C++ logic programming languages to construct
customized control systems. The ioLogik W5300 is a rugged, wide temperature RTU well suited for hard-to-wire
remote monitoring and alarm applications such as the monitoring of unmanned sites such as riversides and
pipelines.

Cellular Communication
Front-end Intelligence

Front-end Data Logging

Serial Tunnel

Product Features

e Trouble-free connections to cellular networks

e Automatic data update from SD cards following network failure
e Front-end intelligence for event handling

e Intelligent SMS alarms and SMS commands

e Friendly serial device connectivity

e Network redundancy

e WAN-to-LAN extension with port forwarding

e Secure wake on call

e /0O expansion capability

1-5



ioLogik Cellular Micro RTU Controller Introduction

Trouble-free Connections to Cellular Networks

Setting up connections to cellular networks and managing dynamic IP addresses for automation projects can be
a big headache for engineers. With Moxa’s Cellular Micro RTU Controllers and Moxa’s proprietary push
technology, embodied in Active OPC server, users can manage dynamic IP addresses effortlessly between the
Cellular Micro RTU Controllers and the Active OPC Server. In other words, SCADA programs can receive data
from the Active OPC Server without spending additional time on managing IP addresses.

Moxa’s Active OPC Server makes installing the ioLogik W5300 in a Cellular dynamic IP environment trouble free.
The remote Cellular Micro RTU Controllers automatically initiate communication with the Active OPC Server,
and as a result, all remote Cellular Micro RTU Controllers can be managed by a single centralized Active OPC
Server with a fixed IP address. Active OPC Server will receive and register the ioLogik W5300’s IP address and
receive tag updates. Application programs can also poll the data via Active OPC Server without expending any
effort on managing IP addresses.

@ A connection is established

e Data ;
acquisition ‘

SCADA  Acive OPCServer () ioLogik W5300 registers ftsalt T ———
Host with a Static IP on the Active OPC Server actively okog

Note: Refer to the Active OPC Manual and DA-Center Manual for more information.

Automatic Data Update from SD Card Following Network

Failure

When Active OPC Server™ and DA-Center™ are used together; upon network reconnection Moxa’s ioLogik
W5300 series of RTU controllers are able to transmit data logs collected offline. After each network connection,
the DA-Center database gateway will compare historical data stored on the ioLogik W5300's local SD card with
its received, real-time data, and then supplement any missing data by requesting re-transmission from the
RTU.

Database

Refer to the Active OPC or DA-Center manuals for more information.
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Front-end Intelligence for Event Handling

Thanks to Click&Go control logic, Moxa’s Cellular Micro RTU Controllers provide front-end intelligence for event
response and alarm messaging. When a pre-defined event is triggered, various alarms can be sent out actively
by SMS, e-mail, TCP/UDP packets, or SNMP Trap. Real-time stamps can also be configured.

n
ala’ ol
Activ cont™®
ip

ol

« TCP/UDP
* SNMP

Intelligent SMS Alarms and SMS Commands

By leveraging mobile SMS, the ioLogik W5300 RTU introduces alarm escalation technology to ensure that alarm
notifications and responses are simple and fast. The escalation process can be configured in the Click&Go
interface. Moreover, an SMS command set allows users to monitor and control the I/O remotely via cell phone.
Using the cellular ioLogic W5300 RTU’s bidirectional SMS communications, recipients can acknowledge alarms
by sending a simple SMS from their mobile phones to the ioLogik W5300 cellular RTU. The acknowledgment
allows the remote user to terminate the alarm notification escalation process to ensure proper event

management.
Group_3
Group_2 Central
Local Administrators

management

Group_1
Field engineers

NOTE This function is dependent on the firmware version. Be sure to use firmware version V1.3 or above for the
ioLogik W5312 series, V1.5 or above for the ioLogik W5340 series, and V1.2 or above for the ioLogik
W5340-HSDPA series.
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Friendly Serial Device Connectivity

The ioLogik W5300 RTU is equipped with one 3-in-1 serial port that supports RS-232/422/485, making it more
convenient to connect field serial devices. The ioLogik W5300 comes with a transparent serial tunnel that
brings legacy serial devices to 3G wireless networks, and works with customers’ existing applications. In
addition, the ioLogik W5300 supports Modbus RTU communications for establishing direct connectivity
between field devices and central control systems. With ioAdmin, the ioLogik W5300 can create user-defined
Modbus serial tags to drive and translate serial data from remote serial meters and flow sensors into OPC tags
for use with a master SCADA system over a cellular network.

MOXA _AOPC S_CADA wm Twisted pair cable

m— Gerial

NOTE This function is dependent on the firmware version. Be sure to use firmware version V1.3 or above for the

ioLogik W5312 series, V1.5 or above for the ioLogik W5340 series, and V1.2 or above for the ioLogik
W5340-HSDPA series.

Network Redundancy

The ioLogik W5300 RTU supports network redundancy to keep services running over an IP network. The cellular
RTU can go wireless with its 3G antenna, and it is easy to set up a wired connection through the RJ45 port. In
addition, the ioLogik W5300 can be used with Moxa Ethernet switches to provide Turbo-ring enabled network

redundancy that assures fast fault recovery, flexible ring topology, and uninterrupted network
communications.

Backup Network Activated

Cellular Activated

1 : !
= e 4
Check Alive -

A - ”f
l 1 - SCADA_
thernet e ) E

Primary Network Activated

NOTE This function is dependent on the firmware version. Be sure to use firmware version V1.3 or above for the

ioLogik W5312 series, V1.5 or above for the ioLogik W5340 series, and V1.2 or above for the ioLogik
W5340-HSDPA series.
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WAN-to-LAN Extension with Port Forwarding

With the 3G antenna and the RJ45 connector, the cellular W5300 RTU supports port forwarding technology that
enables WAN-to-LAN communication with port redirection settings. Through port forwarding, the ioLogik

W5300 allows external WAN hosts such as SCADA/HMI systems to connect to specific field devices within the
LAN by linking with the ioLogik W5300.

Cellular WAN

@

~
srmal IP*_ . 0090

?Btéffig 10.78:909 )

60.2-

Fineme! LA

p 1
mn?f”"[I ”1 2:909

1(‘.; 168

e

P: a0
ornal IF 5-90¢
inteMsg 1
10
192

This function is dependent on the firmware version. Be sure to use firmware version V1.3 or above for the

ioLogik W5312 series, V1.5 or above for the ioLogik W5340 series, and V1.2 or above for the ioLogik
W5340-HSDPA series.

NOTE

Secure Wake on Call

There are three ways to wake up the ioLogik W5300 from Sleep Mode.

1. The first method is to wake by event, such as an active message, SMS, email, or SNMP Trap.

2. The second method is the wake on call function, which wakes up the ioLogik W5300 when it is accessed by
a secure caller ID. In Sleep Mode, the ioLogik W5300 will disconnect all communications except GSM. The
only way to connect to it is to use the wake on call function. If the ioLogik W5300 recognizes your caller ID,
it will wake up from Sleep Mode and initiate a connection with Active OPC Server, and register the caller’s

IP address to establish communication. Only authorized callers can access the ioLogik W5300, making your
data transmissions more secure.

The third method is to send the data logging file according to a predefined schedule.

I/0 Expansion Capability

It is easy to expand the ioLogik W5300’s I/O capacity by adding modules from the ioLogik E1200 series. The
ioLogik W5340 itself has 4 Als, 8 DIOs, and 2 relay outputs built in. If you need additional Al points, use the
ioLogik E1240 for an additional 8 Al points. The entire system will then have 12 Als, 8 DIOs, and 2 relay outputs.
You can cascade up to three ioLogik E1200 I/O modules to one ioLogik W5300 product.

- Ethernet
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Appearance

Antenna Connector

Signal LEDs

— (]

LED Indicators| o°¢
—

O Termmal] _

R TN S

SD Card Slot

Power Input
L SIM Card Slot !
——
T © @
.\\. c
@ e
1 c o o o of o o o
oge © o of o o o @

=

Reset Button

RJ-45 Ethernet Console Port
RS-232/422/485 Serial Port

Grounding Point

NOTE

The reset button restarts the server and resets all settings to factory defaults. Use a pointed object such as
a straightened paper clip to hold the reset button down for 5 sec. The RDY LED will turn red as you are holding
the reset button down. The factory defaults will be loaded once the RDY LED turns green again. You can then

release the reset button.

LED Indicators

Function

Description

Mark

Power Input

OFF: No Power

Green: Power On

PWR

Cellular Status

OFF: Cellular Disconnected or in *On Demand” Mode

Amber: Cellular Connected at “Always ON”

Blinking: Connected with Active OPC Server

GPRS or LINK

System Status

Green: System Ready

Ready LED is blinking and Fault LED is not lit: Click&Go is
running

Ready LED is blinking and Fault LED is blinking: Safe Mode

READY

Communication Activity

OFF: No communication

Green: Serial Tx/Rx

DATA

System Fault Status

RED: I/0 out of work

OFF: Function Normal

Blinking: Safe Mode

FAULT

Signal Status

OFF: No signal, or No SIM Card

1 Green LED: Weak or insufficient (SMS only)

2 Green LEDs: Average (good for cellular connections)

3 Green LEDs: Excellent Signal

SIGNAL
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Physical Dimensions (unit = mm)
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Package Checklist

The ioLogik W5300 is shipped with the following items:

Standard Accessories

e iolLogik W5300

e 3-pin screw terminal block x 1 (for power input)

e 12-pin screw terminal blocks x 2 (for I/0)

e 5-pin screw terminal block x 1 (for RS-485)
e Documentation and software CD

e Antenna

NOTE: Notify your sales representative if any of the above items are missing or damaged.

Product Selection Guide

The Cellular Micro RTU Controller product family includes the ioLogik W5340, ioLogik W5340-T, and ioLogik
W5312, as described in the following table.

Operating I/0 Combination Serial Ethernet OPC
Model Data Logger
Temp. Al | DI | DO | DIO | Relay Ports Ports Server
W5300 Series Common Specification
W5312 -10 to 55°C 0 8 8 4 0
W5340 -10 to 55°C 4 0 0 8 2
W5340-HSDPA -10to 55°C | 4 0 0 8 2 |1,RS-232/|1, R145 Yes, with an | Yes
W5312-T -30to 70°C | O 8 8 4 0 |422/485 additional SD
W5340-T -30to 70°C | 4 0 0 8 2 card
W5340-HSDPA-T -20 to 70°C 4 0 0 8 2

Note: Click on a model name to see specifications relevant to that particular model.
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Product Specifications

Common Specifications

Computer

CPU: ARM9 based CPU, 32-bit/160 MHz
SDRAM/Flash:

e ioLogik W5312/W5340: 4 MB / 2 MB
e ioLogik W5348: 64 MB / 32 MB

Storage
Expansion Slot: Up to 32 GB SD™ memory card (SD 2.0 compatible)
Note: For units operating in extreme temperatures, industrial grade, wide-temperature SD cards are required.

Cellular

Network:

ioLogik W5312/W5340:

e Quad-band GSM/GPRS/EDGE 850/900/1800/1900 MHz
ioLogik W5340-HSDPA/W5348-HSDPA-C:

e Tri-band UMTS/HSDPA 850/1900/2100 MHz

e Quad-band GSM/GPRS/EDGE 850/900/1800/1900 MHz
Internet:

HSDPA:

e Up to 3.6M bps upload speed.

e Up to 384k bps download speed.

UMTS:

e Up to 384k bps upload/download speed.

GPRS/EDGE:

e Multi-slot class: Class 10

e Coding schemes: CS 1-4, MCS 1-9

e Terminal device class: Class B

SMS: Point-to-Point Text/PDU mode

SIM Control Voltage: 3V

LAN

Ethernet: 1 x 10/100 Mbps, RJ45

Protection: 1.5 KV magnetic isolation

Protocols: Modbus/TCP, TCP/IP, UDP, DHCP, Bootp, SNMP, SNTP

Serial Communication

Interface:

ioLogik W5312/W5340:

1 x RS-232/422/485, software selectable

(9-pin D-Sub male, or 5-contact terminal block)

ioLogik W5348:

2 x RS-232/422/485, software selectable (9-pin D-Sub male)
Baudrate:

300, 1200, 2400, 4800, 9600, 19200, 38400, 57600, 115200 bps

Power Requirements
Power Input: 24 VDC nominal, 12 to 36 VDC

Physical Characteristics

Dimensions: 46.8 x 135 x 105 mm (1.84 x 5.31 x 4.13 in)
Weight: 495 g

Mounting: DIN-rail (standard), wall (optional)
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Environmental Limits

Operating Temperature:

Standard Models: -10 to 55°C (14 to 131°F)

Wide Temp. Models:

ioLogik W5312/W5340: -30 to 70°C (-22 to 158°F)

ioLogik W5340-HSDPA/W5348-HSDPA-C: -20 to 70°C (-4 to 158°F)
Storage Temperature: -40 to 85°C (-40 to 185°F)

Ambient Relative Humidity: 5 to 95% (non-condensing)

Standards and Certifications

Safety: UL 508, EN 60950-1, NCC

EMI:

EN 55022; EN 61000-3-2; EN 61000-3-3;
FCC Part 15, Subpart B, Class A

EMS:

EN 55024, EN 61000-4-2, EN 61000-4-3,

EN 61000-4-4, EN 61000-4-5, EN 61000-4-6,
EN 61000-4-8, EN 61000-4-11, EN 61000-6-2
Mobile Network: PTCRB

Shock: IEC 60068-2-27

Freefall: IEC 60068-2-32

Vibration: IEC 60068-2-6

Green Product: RoHS, CRoHS, WEEE

Note: Please check Moxa’s website for the most up-to-date certification status.

Warranty

Warranty Period:

e ioLogik W5312: 5 years

e ioLogik W5340/W5340-HSDPA/W5348-HSDPA-C: 2 years*

*Because of the limited lifetime of power relays, products that use that component are covered by
a 2-year warranty.

Details: See www.moxa.com/warranty

ioLogik W5312/W5312-T Specifications

Inputs and Outputs

Digital Inputs: 8 channels

Digital Outputs: 8 channels

Configurable DIOs: 4 channels

Isolation: 3K VDC or 2K Vrms

Digital Input

Sensor Type: Wet Contact (NPN or PNP) and Dry Contact
I/0 Mode: DI or Event Counter

Dry Contact:

e On: short to GND

o Off: open

Wet Contact (DI to GND):

e On: 0to 3 VDC

e Off: 10 to 30 VDC

Common Type: 6 points per COM

Counter Frequency: 900 Hz, power off storage
Digital Filtering Time Interval: Software selectable
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Digital Output

Type: Sink

I/0 Mode: DO or Pulse Output

Pulse Output Frequency: 1 kHz

Over-voltage Protection: 45 VDC

Over-current Protection: 2.6 A (4 channels @ 650 mA)
Over-temperature Shutdown: 160°C (min.)

Current Rating: 200 mA per channel

DIO Output Leakage Current: 3.6 mA @ 24 VDC

Power Requirements
Power Consumption:

e Always on: 156 mA @ 24 VDC
e On demand: 138 mA @ 24 VDC

MTBF (mean time between failure)
Time: 407,406 hrs
Database: Telcordia (Bellcore)

ioLogik W5340/W5340-T/W5340-HSDPA Specifications

Inputs and Outputs
Analog Inputs: 4 channels
Configurable DIOs: 8 channels
Relay Outputs: 2 channels
Isolation: 3K VDC or 2K Vrms

Analog Input

Type: Differential input

Resolution: 16 bits

I/0 Mode: Voltage / Current

Input Range: 0 to 10 V, £10V, £5V, 0 to 20 mA, 4 to 20 mA
Accuracy:

e £0.1% FSR @ 25°C

e £0.3% FSR @ -30 and 70°C

Sampling Rate (all channels):

e W5340: 100 samples/sec

e W5348: 5 samples/sec

Input Impedance: 200K ohms (min.)

Built-in Resistor for Current Input: 102 ohms

Digital Input

Sensor Type: Wet Contact (NPN or PNP) and Dry Contact
I/0 Mode: DI or Event Counter

Dry Contact:

e On: short to GND

o Off: open

Wet Contact (DI to GND):

e On: 0to 3 VDC

e Off: 10 to 30 VDC

Common Type: 4 points per COM

Counter Frequency:

e W5340: 900 Hz, power off storage

e W5348: 25 Hz

Digital Filtering Time Interval: Software selectable/Programmable

1-14



ioLogik Cellular Micro RTU Controller Introduction

Digital Output

Type: Sink

I/0 Mode: DO or Pulse Output

Pulse Output Frequency:

e W5340: 1 kHz

e W5348: 50 Hz

Over-voltage Protection: 45 VDC

Over-current Protection: 2.6 A (4 channels @ 650 mA)
Over-temperature Shutdown: 160°C (min.)
Current Rating: 200 mA per channel

DIO Output Leakage Current: 3.6 mA @ 24 VDC

Relay Output

Type: Form A (N.O.) power relay

Contact Current Rating:

e Resistive Load: 1 A @ 30 VDC, 250 VAC, 110 VAC

Initial Insulation Resistance: 1000 m ohms (min.) @ 500 VDC
Mechanical endurance: 5,000,000 operations

Electrical endurance: 600,000 operations @ 1 A resistive load
Contact Resistance: 100 m ohms (max.)

Pulse Output: 0.3 Hz at rated load

Power Requirements

Power Consumption:

ioLogik W5340:

e Always on: 195 mA @ 24 VDC

e On demand: 178 mA @ 24 VDC

ioLogik W5340-HSDPA/ioLogik W5348-HSDPA-C:
e Always on: 196 mA @ 24 VDC

e On demand: 189 mA @ 24 VDC

MTBF (mean time between failure)

Time:

ioLogik W5340: 196,561 hrs

ioLogik W5340-HSDPA/W5348-HSDPA-C: 280,739 hrs
Database: Telcordia (Bellcore)
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Getting Started

This chapter describes how to install the ioLogik W5300.

The following topics are covered in this chapter:

a

a
a
o

Cellular Micro RTU Controller Flowchart
Before Testing

Installing the ioAdmin Utility

Laboratory Testing

» Grounding the Unit

» Connecting the Power

Connecting to ioAdmin via Ethernet

» Configuring the Computer’s IP Address

» Activating ioAdmin and connecting to the ioLogik
Configuring the DIO Channels

Connecting the I/0 Devices and Sensors
Testing the I/O Device

DIN Rail / Wall Mounting

Installing/Removing the SIM Card and SD Card

Connecting the Cellular Micro RTU Controllers over a Cellular Network

YV V V ¥V V V

Installing Active OPC Server on a Host that has a Public Static IP Address
Import/Export Configuration File

» Using ioAdmin to Import/Export the Configuration
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Getting Started

Cellular Micro RTU Controller Flowchart

ioAdmin Utility Installation

Laboratory Test

System Planning

Other Software Installation

ioLogik Configuration

Click&Go Programming

Field Site Deployment

Before Testing

See Chapter 3

See Chapter 4, 6, 7

See Chapter 4

See Chapter 5

Prepare the following items before testing the ioLogik W5300.

1. Set up the Active OPC server environment, including network settings.

2. Install ioAdmin on the same PC as Active OPC server.

Installing the ioAdmin Utility

ioAdmin is a Windows utility provided for the configuration and management of the ioLogik W5300. ioAdmin

can be used from anywhere on the network to monitor and configure the ioLogik W5300.

Installing from the CD: Insert the Document and Software CD into the host computer. In the

Software\ioAdmin directory of the CD, locate and run SETUP.EXE. The installation program will guide you

through the installation process and install the ioAdmin utility. After the installation is finished, run ioAdmin

from the Windows Start menu.

You can also download ioAdmin from Moxa’s website. Click on the link below and select the model name. Under

Software: Utilities you will see ioAdmin configuration utility for the ioLogik I/O Server series. Click, download,

and install.

http://www.moxa.com/support/download.aspx?type=support&id=1149
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Laboratory Testing

Grounding the Unit

The ioLogik is equipped with one grounding point located on the top of the device next to the Power Input
Terminal Block. To provide better stability for both power and signal transmission, we recommend wiring the
grounding point to a suitable grounded contact, such as the power supply or a cabinet enclosure.

Connecting the Power

Connect the 12 to 36 VDC power line to the ioLogik’s Power Input Terminal Block. If power is properly supplied,
the PWR LED will glow a steady GREEN color; the READY LED will glow a steady GREEN when the system is
ready.

ATTENTION

A Determine the maximum possible current for each power wire and common wire. Observe all electrical codes
dictating the maximum current allowable for each wire size. If the current exceeds the maximum rating, the
wiring could overheat, causing serious damage to your equipment. For safety reasons, we recommend an
average cable size of 22 AWG. However, depending on the current load, you may want to adjust your cable
size (the maximum wire size for power connectors is 2 mm).
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Connecting to ioAdmin via Ethernet

Configuring the Computer’s IP Address

1. For initial configuration, we recommend using a direct connection through the RJ45 Ethernet
console port to a host computer, rather than remotely over the cellular network. Connect the ioLogik to
the host PC with an Ethernet cable.

2. Setthe host PC’'s IP address to 192.168.127.xxx. (where xxx can range from 001 to 253). In Windows,
you can adjust this setting through the Control Panel>Network and Internet. The default ioLogik
device settings are:

Default IP Address

Default Netmask

Default Gateway

192.168.127.254

255.255.255.0

None

21X

General | Advanced |
1

O S Internet Protocol (TCP/IP) Properties
|q Broadco Gmdl

You can get IP settings assigned automatically if your network supports
thes capabilty. Otherwese, pou need to ask your network. administrator for
the appropriate IP settings

" Obtain an IP addiess automabically
& Use the following IP address:

IP address: 192 . 168 . 127 . 200
= Subnet mask: 25. 265 2% . 0
1 Description
Transmizsio Default gateway: |
wide alean |

Example IP: 192.168.127.200

Activating ioAdmin and connecting to the ioLogik

1. Open ioAdmin: Click Start > Program Files > MOXA - IO Server -> Utility > ioAdmin.

2. Search the network for the ioLogik: When ioAdmin is started, it will automatically run the auto search
program. You may also click System > Auto Scan ioLogik device on the menu bar. A dialog window will
appear. Click Start Search to begin searching for your unit. Once the ioLogik has been detected, modify
the settings as needed for your network environment, and then restart the device.

Auto Searching for ioLogik Device(s) . —
E MOXA ioAdmin Select auto search type
= [¥] Ethemet micro contraller ) Start Search
File _ Swstern Sort Hel . ) o .
= 5, Q P EEve et : -.H-,._;S-ZSZMBE Femote [0 [This will take several minutes) ﬁ ‘ IL Exit |
i Metwork Interface = o
I/O Status Refresh Rate Ll B b
G e 132168.127.200 13216313254
COM Port Setting ad
Active Message Listen Port C
Reset NA4010 Network Adapter [P i
} ¥ Search all support models
[ME2210  [FE2212 [V]E2214 [V]E2240  [V]E2242  [J]E2260  [V]E2262
[V Mad4010 (V] w5340 ['w5340T  [V[ws32  [V]wS312T [4]A-0PC

NOTE The best approach to setting up a previously configured ioLogik is to first reset it to the factory default using

the reset button (see Chapter 1 for details). You can then use ioAdmin to configure the ioLogik.
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3. if the host computer has multiple interfaces, be sure to select the correct one before searching.

File [Spatern. = Sait -~ Help | = v &
= = e #2 Auto Sean inLogik devices

= %r Metwork Interface
- T/0) Statns Refresh Rate
TCP Socket Timeout Interval
+|  COM Port Setting

Select Host Network Interface

Metwork Interface ©

i
hY

Broadcom 440x 10/100 Integrated Controller - Packet Scfﬂ
IrtellF] PROAwireless 22008G Network Connection - Packet

Active Message Listen Port

Rewst HA4010 Hetwork Ldapter [P

+ :@ 192.168.19.45

o OK X Cancel |

NOTE

If multiple ioLogik W5300 units with same default IP address are installed on the same network, you will need
to assign a different IP address to each unit to avoid IP conflicts. ioAdmin automatically detects IP conflicts
and gives you a chance to modify each unit’s IP address in the IP Address column. Click the Set button to
reboot the corresponding unit with its new IP address. Click the Re-Search button to refresh the list of units
found by ioAdmin.

WARMING:
IP address conflict detected, modify them to different address before proceeding.
# | 1/0 Server | IP Addrass MAC Address | Dezeriptic
1 WE340 E Set 00-90-E8-0D-0E-23 Active GPRS 1/0 Server (44
2 WE340 192.168.127.254 00-90-E8-0D-0E-40 Active GPRS 1/0 Server (44
KN i

o BeSeach I XK Ignore these devices |

4. Login as administrator: For full access to all configuration options, log in as administrator from the

Server Settings panel. This is required whenever you start ioAdmin, or boot up or restart the ioLogik. When
you install the ioLogik for the first time, the password will be blank and you can simply click Login. If a
password has already been set, hold down the reset button to clear the password and load factory defaults.

140 Configuration ]q’ ServerInfo, [ Server Seftings l = Message Monitor ]

Enter Pasgwaord :
%Login | |I| |
M anagement Settings Time Settings
000 iz 2 =
20 3 2 2

[GMT |Greerwich Mean Time: Dut

i [

v
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5. Monitoring and Testing I/0 status: Once your unit has been found by ioAdmin, you can view the status

of all attached I/O on ioAdmin’s main screen.

Sort by Active OPC
Sort by ioLogik Device Location
A\ 4
¢, Sortby ioLogik Device Type

Sort by ioLogik Device Connection

NOTE ioAdmin supports four viewing options for the navigation panel. If you select “sort by Active OPC server,” the
ioLogik W5300 will appear in the Active OPC server group. Simultaneously, the same devices will be shown
under the <LAN> group if you connect to the W5300 with Ethernet cables instead of over the cellular network.

% MOXA ipAdmin

Fie  Spstem St Help =2 s Vo

= &= Host: [192.168.19.203] — =

52 ioLogik
=1 B < IACKY_WUI19216619.181> -
WEH0-<0DADEGD-0E 22> . |

By <UASMIN_LIU™192.168.1.2213 10 Configuration ‘,‘ Server Info. | [§ Server Settings | = Message Monitor |
Eyy <RICKEY_HUANG"192168.19.
iy STANLEY_LIU_NB"192168.4

192.166.19.242
41921681919 MOXA

WEM0-C192.168,19.30
WEM0-C192168.19.45

W50 \

[Range Ve Min [ Max
+/10¥ 0.000v 0000y 0.001v

You can test each DO channel by opening the channel’s configuration window and selecting the Test tab.

a8 00 Coffig [ DO Test | ) alins Name |

[ ——
D0 Mode Pulge Dutput Mode——————————————
Status : el |
Highi: |
OFF ON PilseEoumts 0

| o Test I | i ey I 2% Siop |

After clicking the Test tab, you can see how a channel’s status affects or is affected by the attached device. For
DO channels, you can set the on/off status or start and stop pulse output. For DI channels, you can monitor the
attached device’s on/off status, or monitor the counter.

You can now use ioAdmin to set up or configure your unit. Refer to Chapter 3 for additional information on using

ioAdmin.
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Configuring the DIO Channels

The ioLogik W5300 product family is equipped with different I/0 types, including analog inputs, digital inputs,
digital outputs, relay outputs, and software configurable DIOs, offering great flexibility for connecting I/0
devices such as software configurable DIO channels. Before you connect I/O devices and sensors, you should
configure the DIO channels as DI or DO. The W5340 for example comes with 4 DI channels and 4 DO channels.
However, the user has the option of redefining the function of these channels. Each DIO channel is configured
to act as either a DI or DO channel, according to the Power On Settings. To switch between DI and DO
channel operation, select the desired mode in the I/0 Direction field under Power on Settings. After clicking
Apply, you will need to restart the ioLogik W5300 for the new setting to take effect.

2. Power On Setting

1/0 Direction : (DO

[

[Hutput Fulzes [T Start

Connecting the I/0 Devices and Sensors

Unlike traditional Ethernet controller products, the ioLogik W5300 can connect to analog sensors, dry contact,
PNP, and NPN sensors at the same time. The sensor type determines your wiring approach, as shown in the
following examples (this example shows the pin numbers for an ioLogik W5340 unit):

Analog Input

Voltage/Current

AlD+ A2+ I EI I
Source
[AID- Al2-

Digital Input Dry Contact:

Pin5 Pin17

I I :IDLCOI\M DI_COM2|
./. l :amo_{)
./l l I 2 ID\OJ
./. I IEID\O_Q DIO_6
./C i IZID‘O‘3 DIO_7
I I E IGND ND

@

e

Pin10 Pin22
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Digital Input Wet Contact (Connect to NPN-type Sensor)

Mm_cow

12~24V DI_4

: DI_5
12to 24V —

DI_7
DIO_2
DIO_3
GND

Digital Input Wet Contact (Connect to PNP-type Sensor)

EEE

|
E
'a
o
=

12~24v G

DI_1

12t0 24 V

DI_:
DIO_0
DIO_1
GND

Digital Output (Sink Type)

EEE

Pin6 Pin18

> f

Pin10 Pin22

Relay Output

Pin24
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ATTENTION
When connecting the I/0 device to the ioLogik’s dry contacts, we strongly recommended connecting DI.Com
to the power of the external sensor to avoid affecting other channels. DI.Com input power should be limited

at 12 to 36 VDC.

o

DILCOM | &

3 3
: —1 P |g
GND | B

ATTENTION

Sensor types are arranged in groups, with DIO-0 to DIO-3 forming one group and DIO-4 to DIO-7 forming
another group. If an NPN sensor is connected to DI-0, then only NPN sensors can be connected to the other
DI channels in that group (i.e., DIO-1, DIO-2, and DIO-3). Likewise, if a PNP sensor is connected to DIO-4,
then only PNP sensors can be connected to the other DI channels in that group (i.e., DIO-5, DIO-6, and

DIO-7).

Testing the I/0 Device

Power on the ioLogik W5300, try changing the I/0O status, and then use ioAdmin to determine if the status has
changed under the I/0 Configuration bar. (Refer to the figure below)

| @ LAN Setting } i, GPRS Setting | By, Metwork Statistics ] §watchdog } = Messags Manitar
J\/0Ewpansions | [fMeter/Sensor | wmdcliveTags | g=Datalogging | Gy ClickiGologic | (g Serverlnfo | i Server Settings

Sl Ciaare |ndats
, 14D Configuration

92.168.19.242

MOXA

lolale
- III;
. !

TI iy

@ was |

~ Channel [0 Made | TSEEETT| Low [ High
E DO OFF = =

10V 0.001 ¥ 0.000Y 0.001 ¥ [DOJ:05 Do OFF
IA11:02 10V 0.001 ¥ 0.079v 0.081 v [DO):06 Do OFF
[DO).07 Do OFF

v
-~

= = = v L [ aw = =]
Channel [ Mode O[S Fiter [ Trigger - [RLYIOY = =i

£
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DIN Rail / Wall Mounting

The ioLogik W5300’s built-in mounting appendages are suitable for mounting on a flat wall or installing on a
DIN rail. Follow the instructions in the figures below to install the W5300 on a DIN rail.

STEP 1: Insert the top of the DIN rail into the slot.

DIN-Fail

STEP 2: The DIN rail attachment unit will snap into place as shown below.

DIM-Rail

To remove the ioLogik W5300 from the DIN rail, insert a flat-blade screw driver horizontally into the DIN rail kit
under the ioLogik, and then pry it upwards to release the ioLogik W5300 towards and you away from the DIN
rail.
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Installing/Removing the SIM Card and SD Card

The ioLogik is equipped with two slots; one is for SIM cards and the other is for SD cards. The card reader slots
are protected inside the ioLogik device. You will need to unscrew and remove the card cover to install your SIM
and SD cards. When inserting a SIM card or SD card, remember to keep the front edge of the card facing down.

Follow these steps to remove or install a SIM or SD card:

1. Remove the screw holding the card cover in place.

m -

N

ATTENTION
We strongly recommend using the following SD cards, which have been tested in our laboratory:

e Kingston SDHC 4/16/32 GB
e Transcend SDHC 4/8/32 GB
e Innodisk SD6 2/4/8 GB (These Innodisk SD cards are classified as wide-temperature products.)

The function is dependent on the firmware version. Be sure to use firmware version V1.3 or above for the
ioLogik W5312 series, V1.5 or above for the ioLogik W5340 series, and V1.2 or above for the ioLogik
W5340-HSDPA series.

2. (@) Insert the SIM/SD card into the SIM/SD card slot, or
(b) Remove the SIM/SD card from the SIM/SD card slot

3. Open the card cover and insert the SIM/SD card. The card reader will release the SIM/SD card, after which
you can pull the card out.

The SIGNAL LEDs on the front panel provide a convenient way of checking if the SIM card is installed properly.
If the antenna is installed and the network is operating normally, then at least one of the three SIGNAL LEDs
should be illuminated at all times. If none of the LEDs are illuminated, then the SIM card may not be installed
properly. This is because the PIN code is stored on the SIM card; if the PIN code cannot be accessed, then the
modem will not be accessible over the network. If the LED is not illuminated, check the Error message shown
on the ioAdmin “cellular settings” panel.

2-11



ioLogik Cellular Micro RTU Controller

Getting Started

1#0 Configuration |
@ LAN Settings

#7170 Expansions
By, Cellular Settings

Dial-up Setting
User Mame:
Password:
SIM PIN:

* APN:

ex Active Tags

Eg Nety

[ 1§/ Meter/Sensor
| T Cellular Reconnection |

Cellular Status
Initialize SIM Card[IP:0.0.0.0)

DNS 1P:0.0.0.0

Cellular Error
SIM Card iz not installed

[ o] sl

RSSID

Connecting the Cellular Micro RTU Controllers over a Cellular

Network

When the environment is ready, follow these steps to test the ioLogik W5300 (refer to the figure below).

Step 1: Connect directly from the PC to the W5300 and use ioAdmin to configure the W5300’s cellular settings.

Step 2: For the ioLogik W5300, enter the user name, password, SIM Pin, APN, and define the Active OPC server
IP on the cellular settings page. Make sure the Operation Mode is correctly selected.

Step 3: Remove the cable connecting the PC and Controller, re-open ioAdmin, and then add Active OPC server

manually. The checkmarked PC will receive Internet access first.

Active OPC Server (Taipei, Taiwan)
Public & Static IP Address: 59.124.42.169

Domain Name: gprsio.moxa.com

:::;. Base Station

Internet

Step 3:
e Remove the cable between ~
the laptop and GPRS I/0O

e Make sure the laptop is
connected to the Internet

Get GPRS I/0 status from
ioAdmin through the Internet

\
\

=

g

e Restart ioAdmin and add
Active OPC Server

\
\
jens

foloio
5

manually

BN
B

MOXA
hoge maee

Configy,
<]
GPRs I/0 Vig Ethern )
€t caple

LAN Port

Step 1:
e Connect the laptop directly to the W5340
¢ Use ioAdmin to configure the GPRS settings
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configuration

e Check the username,
password, SIM pin, and APN

e Establish GPRS communication

e GPRS I/0 gets private or public
IP from the carrier

¢ Define Active OPC Server’s IP on
the GPRS configuration page
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Detailed instructions:

AL

7.

Power off the ioLogik W5300.

Insert a SIM card that can connect to the cellular network.

Connect to ioAdmin via the Ethernet port of the ioLogik.

Power on the ioLogik and start ioAdmin.

After connecting ioAdmin and the ioLogik W5300, log in with the administrator password.

To set up your cellular connection, click the Cellular Settings tab and enter your User name, Password,
SIM pin code, and APN of your Cellular Provider (contact your local Cellular Service Provider for assistance)
than click Update. When you click Update, the system will prompt you to restart to activate the new

settings.
140 Configuration /1/0 Expansions j’Metew‘Sensor | e Active Tags | . Click&Go Logic | Wi Server Info. | j'Server Settings ;Firmware Update
i@ LAN Settings &, Cellular Settings T Cellular Reconnection | Lh Network. Statistics I !Watchdog I = Meszage Monitar | i WPN Settings
rDialup Setting I=l

rCelular Status
User Name: | Initialize 5IM Card(IF:0.0.0.0]
Password: | DNS IP:0.0.0.0

smen | Cellular Errar
“BPM: ] ’7 SIM Card is not installed ‘

r8ignal Stength—————— o |

all

Caller ID

Phone Mumber 1: I Phone Number 2
Fhone Mumber 3: I Phone Mumber 4:

Phane Mumber 5: I

Dperation Mode
(o Cellular Alvays ON

(~ Ethernet WAN[Cellular Backup]

" Cellular On Demand Dest. [FAVRL ID 0.0.0
[Betive MPL Server ar any public EL)
™ ClickkGol
i il Fails (1) to 255
I= ke Gn Cal Cortinuous check umtls |3 ails (1) ta 1
Fetrp [nterval : |30 (s Eolsacants)
AT —
DDMS Setting:
I™ Enable DDNS
Server Address : IDynDns.mg VI D{ Port Farmarding |

Host Name : I
User Marne : I
Password : I " Update I (T Refiesh |

The Operation Mode must also be correctly selected for your application.

(Default Operation Mode: Cellular Always On)

After rebooting, the W5300 will try to connect to the Cellular network, with the connection status shown in
the Cellular Status column. If the connection is established, the IP address will appear in this column. If
the connection is not successful, you will receive an Error message. Additional details can be found in
Appendix F.

For testing, Once you have obtained the public IP address for the ioLogik W5300, try to PING from the DOS
shell (e.g., type C\:>ping 61.56.74.10). If the W5300 is using a private IP, you can skip this step.

NOTE Be sure to configure the LAN settings first to make sure the LAN IP Address is on the same subnet
as the PC running ioAdmin. Follow the instructions to restart the ioLogik and then proceed with the settings
on the Cellular Settings page.

NOTE Be sure to select the Cellular Setting - Operation Mode <> Cellular Always ON when performing the

connection test.
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Installing Active OPC Server on a Host that has a Public Static
IP Address

Moxa’s Active OPC Server™ is a software package operating as an OPC driver of an HMI or SCADA system.
It seamlessly connects Moxa’s ioLogik products to a wide variety of SCADA systems, including the most popular:
Wonderware, Citect, and iFix. Active OPC Server™ conforms to the OPC Foundation’s latest data access
standard, DA 3.0, to connect with other standards-compliant devices and host OPC machines. Active OPC
server uses an IP address that is both public and static.

1.

To install Active OPC Server, insert the Document and Software CD into the host computer. In the
Software\AOPC directory of the CD, locate and run INSTALL.EXE. The installation program will guide you
through the installation process and install the Active OPC Server utility. The OPC Core Components will be
installed as well. Active OPC Server can be downloaded from the Moxa Website, and may be found from the
support page, www.moxa.com/support/. After downloading the AOPC software, unzip it and run Install.exe.
The installation program will guide you through the installation process and install the Active OPC Server
Utility.

For more details on AOPC installation and use, refer to Chapter 6 or the Active OPC User’s Manual.
Start the ioAdmin utility and set up the Active OPC Server IP address on the Active Tags panel. ioAdmin
will prompt you to reboot the ioLogik W5300 after clicking the Update button. Click yes to restart the
ioLogik.

@ Server Info. I = Server Seftings | 4= Firmware Update I i@ LAN Settings I Eg, Cellular Settings
1 Cellular Feconnection I EhNetwork Statistics I QW’atchdog = Message Maonitor I i VPN Settings
/140 Corfiguration I 110 Expansions I —J Meter/Sensar & Active Tags I ' Click#Go Logic

v Enable Active OPC

Active OPC Server Address: |192.168.19.201 Port, [9300

Heartheat Interval : ||:| Isec vl [0 for disable, or range 1-65535) | < [pdate I (E Refraszh |

3. Start Active OPC Server; a new ioLogik W5300 will be created.
4.

In ioAdmin’s search menu, manually add the IP address for Active OPC Server. The ioLogik W5300 will
appear under Active OPC Server. The ioAdmin search menu is set by default to sort by Active OPC.

< 5

Rcady TS0 None.0.1 | 0080021 Trumn

5. You can now test and monitor the I/O status in ioAdmin.

NOTE

In this scenario, Active OPC Server is acting as middleware between the configuration utility (or central
software) and the remote ioLogik W5300 Micro RTU Controllers over the cellular network. To minimize
bandwidth usage, click the Refresh button manually to retrieve the settings.
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ioLogik Cellular Micro RTU Controller Getting Started

Import/Export Configuration File

Using ioAdmin to Import/Export the Configuration

To import or export a system configuration right click on the I/O model name and then selection Import
System Config or Export System Config. You must be logged in as an administrator to use this command.

Export System Config
Select this command to export the selected ioLogik’s configuration to a text file. We recommend using this
method to back up your configuration after you have finished configuring the ioLogik for your application.

g2 MOXA j0Admin

J Eile  Swstem  Sort - Help H @ ||7'
= 5’ Host : [192.168.19.201]
El@ ioLogik,
=-dB 192.168.19.204

(Conmert
Disconmnect
[elete dnl.azilk dewvice
Restart Harstem
Eezt to Defanlt

ATTENTION

Since there are major functional differences between firmware versions, exporting the configuration file
requires a longer processing time. Adjust the TCP Socket Timeout Interval to 30 seconds when using
ioAdmin 3.10 or above, especially if earlier versions of ioAdmin have been installed and then removed.

Import System Config

Select this command to load a configuration for the selected ioLogik from a configuration text file. The new
configuration will not take effect until the ioLogik has been restarted. This command can be used to restore a
configuration after loading the factory defaults, or to duplicate a configuration to multiple ioLogik units.

ATTENTION

Since there are major function differences between firmware versions, the configuration file is not compatible
if using firmware V1.3 or above for the ioLogik W5312 series, V1.5 or above for the ioLogik W5340 series, or
V1.2 or above for the ioLogik W5340-HSDPA series.

The configuration file cannot be imported into firmware versions earlier than the above versions.
Be sure to check your firmware version carefully before importing/exporting and upgrading

firmware.
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Utility:

3

ioAdmin

In this chapter, we explain how to use ioAdmin to configure your ioLogik product.

The following topics are covered in this chapter:

0 ioAdmin System Requirements

>

YV V VYV V V V V V V VYV V V V V V

Features of ioAdmin

ioAdmin Basic Functions

ioAdmin Administrator Functions

Server Settings Panel

LAN Settings Panel

I/0 Configuration Panel

I/O Expansion Panel

Active Tags Panel

Cellular Settings Panel

VPN Settings Panel (ioLogik W5340-HSDPA(-T) only)
VPN System Log Events and Error Codes
Cellular Reconnection

Meter/Sensor

Network Statistics

Watchdog Panel

Click&Go Logic Panel
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ioAdmin System Requirements

ioLogik Cellular Micro RTU Controllers can be managed and configured over the Ethernet or Cellular network

with ioAdmin, a Windows utility pr
access to all status information an

ovided with your ioLogik. ioAdmin’s graphical user interface gives you easy
d settings. ioAdmin can also be used to configure Click&Go rules to provide

front-end event handling capabilities.

Hardware Requirements

CPU

Intel Pentium (Pentium 4 and above)

RAM

512 MB (1024 MB recommended)

Network Interface

10/100Mb Ethernet

Software Requirements

Operating System

Microsoft Windows 2000, XP or later

Editor(Not necessary)

Microsoft Office 2003 (Access 2003) or later

NOTE In this chapter, all of the descriptions are based on ioAdmin 3.10. The function, however, is dependent on the
firmware version. Use firmware version V1.3 or above for the ioLogik W5312 series, V1.5 or above for the
ioLogik W5340 series, and V1.2 or above for the ioLogik W5340-HSDPA series.

Features of ioAdmin

Remote Management

Over the Ethernet or Cellular network, ioAdmin allows users to:

e Search and configure multiple
e Perform I/O status monitoring

ioLogiks.
and control

e Use active message monitoring

e Use Click&Go local logic control configuration

e Use the firmware upgrade inte
e Restart the ioLogik
e Reset to factory defaults

On-line Wiring Guide

rface

A wiring guide can be opened from within ioAdmin.

Configuration File

ioAdmin allows the entire configuration of the ioLogik W5300 series to be saved as a file. The file is viewable in

text format and serves three purposes:
e As a record or backup of your configuration.
e As a template for configuring other ioLogik W5300 units.

e As a quick reference guide for

The file includes the following info
e File title, Date, and Time

e Model Information

e System Configuration

e Modbus Address

Device Management List

you to configure Modbus drivers in a SCADA system.

rmation:

ioAdmin can import and export a list of ioLogik devices that are being managed. This file can make it easier to

manage all devices on the network, and includes the following information:

e Device name
e Module

e [P address

e Unit ID
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ioAdmin Basic Functions

Main Screen Overview

This is ioAdmin’s main screen. The main window defaults to the I/O Configuration panel, which displays a figure
of your unit with the status of every I/0O channel. The other tabs in the main window take you to device and
network settings, and further functions are available when you log onto the ioLogik. Note that configuration
options are not available until you log in as administrator.

o T et fe LR N R
W e omewa 1 a0

o = @ ologt
=y .7 1o g

-

™y
B 1 7

VD Conbpreion |, S v | Sty | = birmrgm s |

oo Y
[T [
oo wr

L -
g « v on ¥ = -

& s
o [ieemmans [ woeman | Frown

1. Title 2. Menu bar 3. Quick link 4. Navigation panel
5. Main window 6. Sync. rate status 7. Status bar
Title

The Title shows you which program is opened. In this case, it indicates that Moxa ioAdmin is running.

Menu Bar
The Menu bar has four items:

1. File

2. System
3. Sort

4. Help

Menu Bar: File
From the File menu, you can export a list of ioLogiks that are currently displayed in
the navigation panel. You also can import a list into ioAdmin.

=& MOXA ipAdmin

File  Sestem  Sort

4  Import Devices List
& Export Devices List

Exit
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When importing/exporting a device list, you will be prompted to select which ioLogik on the list needs to be
imported or exported. When a popup window appears, click the “folder” icon to select/key-in the file name to
save/import a specific file.

Select mirzo Controllex to Lmport Select micro Controller to Export 3
Seleot Server Lis File to Import =
|E:ADecuments and Settings'Stanley LiutR Ehtest st & B

o SelectAl X unSelect Al

o SelectAll 3 unSelsct Al

- w5340 - 192,168,127 254

- w5340 -152.168.19.130

- w5340 -132.168.19.241

- w5340 -152.168.19.45

JASMIN_LIL - Aetive-OPC - 192.168.19. 221
PurnpingStationii1 - w5340 - 132.168.19.242
Ww-PUBLIC - Active-DPC - 1921681913
“w/aterPlant_#1 - w5340 - 19216813.30

1/ aterPlant_#1 -4/5340- 192.16813.30

2 -%/5340 - 192168127 254
ZPurnpingStation#1 - w5340 - 132.168.19.242
4 -%/5340 - 192168 19.45

5 -w/5340 - 192,168 19.241

@) 6 -w5340 - 192.168.19.130

= 7SW-PUBLIC - Active-OPC - 1921661919

=

BrIASMIN_LIL - Active-DPC - 152.168.13.221

Select Server List File to Export

 OF % Cancel ‘ XK Cancel |

The file will have an .SLT extension and can be opened as a text file. The server list will provide the basic
information for each server, such as Device Name, Model, IP address, and Unit ID.

Menu Bar: System

Several operations can be accessed from the System menu. MOXA ioﬁﬂ_

Fle Syen St e | @ | @
Elg .I- &2 Auto Scan ioLogik devices

=g Metwork Interface
§ /O Status Refresh Rate
TCP Socket Timeout Interval
COM Port Setting

Active Message Listen Port

Reset NA4010 Metwork Adapter [P

The Auto Scan ioLogik Devices function searches for ioLogiks on the network. When connecting for the first
time, or when recovering from a network disconnection, you can use this command to find any ioLogik that is
connected to the physical network.

Auto Searching for icLogik Device(s) .

Select auto search type

[ MOXA ioAdmin
I % : — Ethemet micro contraller P Start Search

File __Systern  Sort___Hel

@_ Rt D [] RS-232/485 Remate 140 [This will take several minutes) % ECEH ‘ T Est ‘
== N

4 NetworkInterface
/O Status Refresh Rate
TCP Socket Timeout Interval

7] Search a range of addresses

192.168.127.200 . 1d 192.168.19.254
COM Port Setting il
Active Message Listen Port @ work Mask: |255.255.255.0
Reset MA4010 MNetwork Adapter [P
T | [¥] Search all support models 1

@Ezzi0  [@WE2z1z  [VIE2214  [V]E2240  [VIE2242  [W]EZ260  [V]E2262
[7]Nadl0  [V]wE3d0  [V]wEM0T  [wsinz  [¥]w5312T [7]a0FC

The auto scan function allows you to search for ioLogik devices automatically. You can search for these devices
by Type, Range, or Model.

By Type: Search for an ioLogik device by Ethernet micro controller or Remote I/0 type.

By Range: You can define a range for searching by defining a starting IP address and an ending IP address, or
by using the netmask.

By Model: Search for selected models

The device that was found will be shown at the bottom of the window.
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Click Start Search to start searching.

Network Interface allows you to select a network to use (if the PC has multiple network adaptors installed).
The default network interface will be the same as the Windows' setting. Make sure the interface is correct when
connecting to the ioLogik device; otherwise, no devices will be found.

~ File  System  Sort  Help :_: g | =
Elg F #2 Auto Scan ioLogik devices

=5 Metwork Interface

& I/O Status Refresh Rate

TCP Socket Timeout Interval
COM Port Setting

Active Meassage Listen Port

Reset NAL010 Network Adapter [P

I/0 Status Refresh Rate is used to adjust how often the ioLogik is polled for device status by the ioAdmin
utility. The current rate is displayed on the status bar at the bottom of the window.

Note: Higher sync rates result in higher loads on the network.

B o oacmn S

| P e St Heb . | @@ | @
e @I‘ Q Auto Scan ioLogik devices
&g

KL=l

/O Status

h Rate

Refres

COM Port Setting

Active Message Listen Port

170 data refresh e
= = jiom)  EEE

xw|

Reset NA4010 Network Adapter |

TCP Socket Timeout Interval allows you to select the preferred timeout value for TCP socket communication.
When the ioLogik’s RTU connection to the server exceeds a specified time period the device will automatically
release its modbus/TCP connection to the server to free up the port for the next connection. (Default: 30
seconds)

MOXA i

-Fia Sysia.un Snrt- _H.s—b- : ﬂ | ¥
f o I-ﬁ Auto Scan ioLogik devices
j? MNetwork Interface

TCP Socket Ti-menul Interval I Change o e ——

Active Message Listen Port

Reset NA4010 Network Adapter IP
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COM Port Setting is used to set the default parameters for the ioAdmin utility to establish a Modbus
connection, such as baudrate, data bits, and timeout interval. For most applications, this will involve
connecting to ioLogik R-series devices.

PMOXA §

Fie Sytem St Hep & | g |

| qgl- 2 Auto Scan ioLogik devices
L:IQH Metwork Interface
9 IfO Status Refresh Rate

I COM Port Setting

Active Message Listen Port

Reset NA4010 Network Adapter

Active Message Listen Port specifies the port number to use for Active Messages. If your network uses a
firewall, you can coordinate this setting with your firewall settings to ensure that active messages get through.

IR oo

~ Fle Sysem Sot  Hep LRl s
l *E‘g {2 Auto Scan ioLogik devices :
B g_l Metwork Interface
% IO Status Refresh Rate
TCP Socket Timeout Interval
COM Port Setting

Active Message Listen Port

Reset NA4010 MNetwork Adapter [P

Reset NA4010 Network Adaptor IP is used to re-assign an IP address to the NA-4010 network as reported
by the ioLogik W5300 series adaptor, for ioLogik 4000 systems.

St g e . - A a ; Teaget MAC Adkdess:
= s H R Auto Scan ioLogik devices 0.2 68 .08 .
= i; MNetwork Interface Nw""mﬂ“m
7 /O Status Refresh Rate
TCP Socket Timeout Interval
COM Port Setting

Active Message Listen Port

Reset NAADLD Network Adapter [P i
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Menu Bar: Sort
The Sort menu allows the Devices list in the navigation panel to be sorted by connection, model, location, or
Active OPC.

£ MOXA ioAdmin

File  Swstem Sort Help
=& Host: [1921 Ji' By Comnection
-3 inLogk g By Type
kg <A 'Gl!" B Location

B oo
£ <"S\[EL By Active OPC
=LY A

Quick Links

Quick links are a collection of commonly used functions, including the search and the sort function.

@ Search the network for ioLogik devices

“Auto Scan ioLogik devices” allows users to search and locate an ioLogik on the same physical network, or
specify a remote IP address to connect to a remote ioLogik.

= | g
| 15' "l kh' Sorting method:

ICON Function Name Navigation Panel View
Sort by ioLogik =
- Host : [192.168.19.207
JE' Device Connection = Ji! ost: | ]

= -G inLogik
= .@ 192168 19.203

.....

B .@ 19216819207

Sort by ioLogik Device Type -
=] E...g! Host : [192.168.19.207]
=g {} inLogik
= . w5340
192 168.19.203
----- 192 168.19.207
- Sort by ioLogik Device Location =- g Host : [192.168.19.207]
11' = {} inLogil:
'ﬁ' <Emptys

WIEZA0- 192 168,19 203
----- - WE240-<192168.19.207>

By Sort by Active OPC -2 Host: [192.168.19.207]
=8 G inLogk
B bh <'STANLEY LIU"192.168.13.20
i D3 30-E8-0D-0E-40;

NOTE The default location is "Empty.” If you do not set the location in the ioLogik W5300, the navigation panel will
group all "Empty” locations together.

The navigation panel shows an overview of the ioLogik device in the network as defined by the sorting method.
The default sorting view is "By Connection”. You can choose a different sorting method by clicking the quick link
buttons. This panel also includes many functions, such as connect and disconnect. More advanced functions
require the administrator’s password.

A function menu is accessed by right clicking on the server model name in the navigation panel. The menu lists
both basic functions and advanced functions:
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Utility: ioAdmin

Menu Bar: Help

= -
N e
Fle Sytem Sot Hep | 2 | & @ = e
" 8 Ho (19216872 Wiring Guide for ioLogik2000 .'E;'.

Alannungunen

)53 ioLogk Wiring Guide for ioLogik4 000

By <Lams Wiring Guide for ioLogik5000

I W53 About

Y -‘- o b
. 140 Configurah

Wiring Guide

ioAdmin provides a wiring guide for the ioLogik W5300 series. You can access the wiring guide by right-clicking
the ioLogik figure in the I/O Configuration panel, or select “Wiring Guide” in the submenu to open a help file

showing the unit’s wiring information and electrical characteristics.
You can also access the On-line Wiring Guide through the Help menu on the menu bar.

ioLogik W5340 Active GPRS I/0O

Spedcifications

System power: 24 VDC nominal, 12 to 36 VDC
Power dissipation:
GPRS Always On (Communication): 4.2 W

Analog Input
Channels: 4, differential inputs, 16 bits
I/O Meode: Woltage: 0 to 10 V, +/- 10V, +/- 5V
Current: 0 to 20 mA, 4 to 20 mA
Input Impedance: 200K chms (min.)
Built-in Resistor for Current Input: 102 chms

Software Configurable Digital Input/Output
Channels: 8
1/Q Mode: DI, event counter, DO, Fulse Qutput

Sensor Types: DIt NPN, PNP, 24V

DO Sink, 45 VD, 200 mA
Commen Type: 4 points per COM
Power off Storage for Counter Mode: Yes

V=

Y

Relay Cutput
Channels: 2 Form A& (N.0.) relay outputs, 5 &
Contact Rating:5A @30VDC, 5A @110/240VAC
24 (Inductance Load)/SA (Resistance Load)

Relay On/Off Time: 10 ms, 5 ms (max.)

I/O Cable Gauge : AWG14 ~ AWGE28

System Wiring

Analog Input: i Digital Output (SI"PKMTVDEJ s Relay Qutput
valtageiCurent BN — Fﬁ :_m = &
Source = S . m’“ oo m Pin11 Pin23
o | kR 1]
Luptoasy : | s [0 i Wi
EREC 1| { = + e () eioc - -~
i - m we [ 4 Pintz Pin24
Pind Pini6 - Finto Pinze
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Navigation Panel
A function menu is accessed by right clicking on the server model name in the navigation panel. The menu lists
both basic functions and advanced functions:

Basic Functions: Add, Connect, and Disconnect
Add ioLogik ioLogik device: Select ioLogik tag and right click the tag. Select the “Add ioLogik device”
command to add an ioLogik device or Active OPC server manually.

£% MOXA ioAdmin

File Syztem Sort Help

= 5’ Host: [192.168.19.203]
= = &Iﬂ.lﬂ. inl-

B o]

Connect: Select the “"Connect” command to try connecting over the network to the selected iolLogik.
Disconnect: Select the “Disconnect” command to drop the network connection with the selected ioLogik.

Advanced Functions: Delete, Restart, Reset, Import/Export Config File

You must be logged in as administrator to use these commands.

WE30-<192168  Disconnect

Festart Sstem
Resmt to Defanlt

_ij Import Sstem Config
2 Export System Config

Delete ioLogik device: Select this command to remove the selected ioLogik.
Note: The target must be disconnected first to use this command.

Restart System: Select this command to restart the selected ioLogik.

Reset to Default: Select this command to reset all settings on the selected ioLogik, including console
password, to factory default values.

Export System Config: Select this command to export the selected ioLogik’s configuration to a text file. We
strongly recommend that you use this method to back up your configuration after you have finished configuring
the ioLogik for your application.

Import System Config: Select this command to load a configuration for the selected ioLogik from a
configuration text file. The new configuration will not take effect until the ioLogik has been restarted. This
command can be used to restore a configuration after loading the factory defaults, or to duplicate a
configuration to multiple ioLogik units.

ioLogik W5348 Network I/0 Server Configuration

[System Information]
Date: 20089782722
Time: 17:3u:0u
Click&Go= U2.8

MOS= U3.2.26

[1. Hodel]

HOD_TYPE=W5348 - Active GPRS [/0 Server (BDI0 + 4AI + 2Relay)
MOD_LDC=

MOD_NAHME=

[2. I/0 Configurations]

DI88_FILTER=100,(50.000ns)
, DIB1_FILTER=100,(58. 800ns)
DIB2=0,(DI), D182_FILTER=180, (58.080ns)

DIB3=0,(DI), D183_FILTER=180, (58.080ns)
DOOL=0,(D0), DOB4_PUN=0,(0FF), DOOL_SAFE=0, (0FF)

D005=8,(D0), DOBS_PUN=0,(0FF), DOBS_SAFE=0, (0FF)

DOBG=8,(D0), DOBS_PHH=0, (DfF), DOBS_SAFE=8, (DFF)

D0B7=0,(D0), DOB7_PUN=08, (DFF), DOB7_SAFE=0, (OFF)

Relay8e=1,({Pulse), RelayB0_PWN=0,(Stop), Relay00 SAFE=0,(Stop), Relay®@_LOW=1,{1500.0080ns), Relay0@_HIGH=1,{1500.0060ns)
Relayd1=g,(D0), Relay®1 PUN=0,(OfF),  Relay@1 SAFE=1,(0n)
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Main Window

The Main Window allows users to view the I/0 status, ioLogik system information, and check the Message
Monitor, without needing to log in to the ioLogik. However, you will need to log in to perform configuration and
operation tasks.

I/0 Configuration Panel (General)

The I/0 Configuration panel shows the status of every I/O channel. This is the default panel when you first
open ioAdmin. Input channels are listed on the left and output channels are listed on the right. This information
is easy to find in ioAdmin.

I @& LAN Setting I bﬁEF‘HS Setting 1 bﬁNetwolk Statistics I ew’alchdog 1 = Message Manitar
[ 3140 Expansions I ! Mater/Sensor I i Active Tags I 4= Data Logging 1 v Click&Go Lagic I @ Server Info. 1 (5§ Server Settings

el Firoare | | date
10 Configuration

192.168.19.242

MOXA
e

lslois
P

BTN

w5340 |

|| oot R e [ A
= Do OFF = =

10V 0.001 v 0000y 0.001 v D005 DO OFF
[AI1:02 VAT 0.001 v 0073V 0.081v ¥ |[DOLOG DO OFF
[DOL07 Do OFF
2 E‘E—-ﬁ-——
Chanrel | st Filter | &|ALYEN po orr = =
[DI11:00 | o OFF 50.0 ms E
[DIL01 [ OFF 50.0 ms
a

Server Info Panel
Server information, such as Product name, LAN IP address, and firmware version, is displayed on the Server
Info panel. This panel allows you to look up the Cellular IP address whenever you need it.

/140 Canfiguidon @ Server Info. )} Server Settings ] = Message Manitor ]

Address Access

34097 Vendor D

34098 | 0x0001 Read Uit 10 for MODBLIS /ATL
(34100 |Moxa Technaolagies Inc., Fead “Wendor Mame

Am w5340 Active GPRS /0 Server Read Praoduct Mame
34103 w14 Fead Firmware Yersion

34104 Build10032613 (03/26/2010) FRead Firmware Release Date
ERETGA Fiaad ADE Version

3405 2 Fiead Mumber of TCF connection
(34106 | 0x0100 Read Ethemet Irterface Speed, 10/100
34107 00-90-E8-14-E4-61 Fiead LAN MAC Address
44057 | 192168 127.253 Feadffite | LAN IF Address

44038 255.255.255.0 Fead”w/ite LAN Subnet Mask

Read /lite LAN Gateway

44033 . 0.0.0.0
‘34123 n.noo 'Read |GPRS IP I
2al petem Elapsed Time [in sec

[44100 |0 Fiead/fite  Madbus/TCF Alive Check Timeaut
44101 0041 0018 0015 0012 0004 2010 Readfwiite | Spstem Local Time

44102 |50 Read/iite Spstem Time Zane

44104 205,255 255,255 Fiead/w/ite DMST Server Addiess

44105 | 255,255 755,255 Fieadffite  DNS2 Server ddiess

44111 0 Fieadiite Timeout for Communication W atchdog
48112 0 ReadM/ite Flag for Communication W atchdog

Server Settings Panel (General)

Click the Server Settings tab to log in as an ioAdmin administrator, which is required to gain access to the
ioLogik configuration options. If a password has not been set up, simply click Login and leave the Password
entry field blank.
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L Configuralion]u' ServerInfo. erver Settings | ®MNessage Monitor

Pazsword for entry

% Login |I|

M anagement 5ettings Time Settings
I | / 550
| H
I | / s

e v
@reies |

Message Monitor Panel (General)

The Message Monitor panel will display any TCP/UDP Active Messages reported by the ioLogik W5300. When
you install the unit for the first time, the ruleset will not have been defined yet, so there will be no messages
on the Message Monitor Panel. When a ruleset has been defined and activated, any TCP/UDP messages that
have been triggered by sensor events will be shown on the Message Monitor panel.

. 1/0 Configuration | i ServerInfo. | *ServerSigings = Message Maniar |
uoP | 1ce | S —

B3 Copy [ Clear & ASCI © HEX i uCs2

Messages can be displayed in ASCII, HEX, or UCS2. To display messages in HEX, make sure the "HEX” button
at the bottom of the window is checked. UCS2 stands for “Unicode System,” which supports multiple
languages.

Sync. rate status

The current sync rate is displayed on the bar at the bottom of the window. The number shows how often the
ioLogik is polled for device status from the ioAdmin utility. The rate can be adjusted by clicking Menu Bar >
System - I/0 Status Refresh Rate

Note: The higher sync rates result in higher loads on the network.

Status bar
The status bar shows ioAdmin status information, such as program ready, searching ioLogik I/0, time, etc.

Sync. rate status
\ WS312 110 syne rate 2feac

Fi In [}

Ready 115200 None8.1 | 2021748 | TF 4575

Status Bar -""”-:’
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Utility: ioAdmin

ioAdmin Administrator Functions

For full access to all configuration options, log in as administrator from the Server Settings panel. This is
required whenever you start up ioAdmin or boot up or restart the ioLogik. When you install the ioLogik for the
first time, the password will be blank; in this case, just click Login. Additional functions are available after
logging in, including the following tabs:

/0 Canfiquration | jf /0 Expangions | j"MElEIa"SEI’ISDr | ¢ Aitive Tags | / Clickbho Logc
| Cellar Recannection | Ex. Metwork Statistics | 3§ Watchdog | = Message Manitar | i VPN Settings
@ ServerInfo. | §/ Server Setings | = Fimware Update | @ AN Setings 5 Celllar Settings

When making configuration changes, you will need to click Update or Apply to save the changes. Some
changes will require that the unit be restarted in order to take effect.

A

ATTENTION

You MUST log in to access administrator functions, including Network, Communication Watchdog Timer, and
Firmware Update panels. If you forget the password, hold down the reset button to clear the password and
load factory defaults. This will result in the loss of all configuration settings and your Click&Go logic
rules that have already been configured.

Server Settings Panel

Under Server Settings you can configure your Management Settings, such as, password, server name, and
server location. ioAdmin supports long server names and a location description of up to 58 chars.

You can also configure Time Settings under the Server Setting, such as, Local date and time, Time Zone, and
time server. For example, you can use “tock.stdtime.gov.tw” time server for Taiwan.

T Cellular Reconnection I Eg Network Statistics I gwatchdog I = hessage Maonitar I WP Settings
1/0 Configuration “1/0 Expansions | ijeten’Sensor | i Active Tags | . ClickdGo Lagic
i@ Server Info §/ Server Setlings &= Fimware Lpdate I i@ LN Settings I Eg Cellular Settings

Erter Password :

| oo | ) toges |

| »

Management S etting: —Time S etting:
Change Password [8 char mas.] : Local :
Date:[2011 272 2/ 2
Reconfirm Passwaord Time : I‘I j :|2 j :|39 j
+ Updatel Time Zone
[P p— | (GMT +02:00]T sipei |
lTa"k—m—  Updats Time Server :
Server Location : I
ml e Updatel

|

(E Riefrach |
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NOTE

The server also relates to the node created in the Active OPC Server.

™, Moxa Active OPC Server ] 54

File Bwetern Sort View Help

[ 2 | £ = |
=] g‘ STEPHEM_LIN Tag Mame | Description | waue| Status | Charnel | Quality | Rifw | Unit | Type |
EQ- inLogik Comm-Sla...  Comm-Slot 0 1 GOOD Read/.. LinkU.. boolea..
E—’Q 192.162.19.202 Comm-Slo...  Comm-Slot ] 2 GEOOD Read/.. LinkU.. boolea..
=1 Tank_01 Comm-5lo...  Comm-Slot i} 3 G000 Read/.. LinkU.. boolea.
8_04-Serial Float IR-00  FloatReg-0 0.000 0 GOoOD Read/.. Unkno..  float
= IR-00 Reg-0 ] 0 GOoOD Fead/.. Unkno.. unsign..
SpeConne.. Systemn Connection 1 0 GOOD Read... LinkU.. boolea..

LAN Settings Panel

The LAN Settings panel is available after you log in as administrator. You will be able to configure IP settings,
Modbus/TCP Alive Check Timeout settings, DNS settings, and SNMP settings.

IP Settings

You can set up a static or dynamic IP address for the ioLogik, as well as the subnet mask and gateway address.
Click Accessible IP if you wish to allow only certain IP addresses to have network access to the ioLogik and
attached sensors. Access will be granted only to the IP addresses that you list in the Accessible IP screen. Any
requests from sources that are not on the accessible IP list will be unable to use Modbus/TCP or ioAdmin to
access the ioLogik.

Modbus/TCP Alive Check Timeout Settings

The Modbus/TCP Alive Check Timeout is designed to avoid TCP connection failure. If the network host is unable
to respond due to hardware failure or a network problem, the ioLogik will continue to wait for a response from
the host. This will cause the TCP port to be occupied indefinitely by the host. On the other hand if Modbus/TCP
idle connection timeout interval is enabled, when the ioLogik’s connection to the server exceeds a specified time period
the device will automatically release its modbus/TCP connection to the server to free up the port for the next connection.

T Cellular Reconnection | Eg Metwork Statistics | !ﬁWatchdng I = Meszage Monitor | N WP Settings
140 Configuration I ; :f 10 Expansions I ; t" Meter/Sensor | ¢ Active Tags o Click&Ga Lagic
i Server Infa. | S server Settings | &= Fimware Update | W@ LAN Settings B Cellular Gettings
Murmber of Modbuz/TCP connection(z) . 2 ;l
—IF Setting SHMP Setting

IP Configuration : m [+ Enable SHIMP

IP Address IW Fiead Community II:luth—

Subnet kiask : |255.255.255.E| “wirite: Community : Iprivate

Gateway IW Contact ; I—

Mal: 00-90-E8-21-29-D8 Location : I—
AR
@ et

%Accessiblelp | " Update I

Modbuz/TCF Alive Check Timeout—————

[v Enable Modbus/TCP idle connection (E Refresh
timeout interval :
ED >l zec
—DNS Setting

DHS #1: |255.255.255.255
DNS #2: |255.255.255.255

o Update I =

L

3-13




ioLogik Cellular Micro RTU Controller Utility: ioAdmin

DNS Settings

Use this field to specify the IP addresses of one or two DNS servers. DNS servers can be used to find available
e-mail addresses when setting up Click&Go rules. (By default the DNS setting is set to automatic. If you want
to configure a specific setting, contact your local cellular provider for details.)

SNMP Settings

The ioLogik W5300 provides SNMP v2 (Simple Network Management Protocol) to monitor network and 1/O
devices with SNMP Network Management software. It is useful for building automation and telecom
applications. Use these fields to enable SNMP and set the read and write community strings.

I/0 Configuration Panel

When logged in as administrator, double click on a channel on the I/0 Configuration panel to configure that
channel’s settings. A window will open with configuration options for that channel. After the channel has been
configured, click Apply to implement the new settings.

@ LAN Setting } thFHS Setting ] bﬁ Metwork, Statistics I @W’atchdog ] = Message Monitar
[54*1/0 Expansions ] |3 Meter/Sensor ] ax ctive Tags ] &5 DataLogging ] ' Click#Go Logic ] @ Server Info. ] |4 Server Settings

e Eippaoe | gt
. 1/0 Configuration

192.168.19.242

?

NI
P

w5340 ]

[ "Range | Walie |  Min |  Max - [Channel  |[TTTModelT|Stelus | Low | High
—rw oy v ooy Bl oas o0 - -
+-10% 0.001 ¥ 0.000% 0.001 ¥ [DO]:05 Do OFF

[AITL02 +-10V 0.001 ¥ -0.079v 0081y ¥/|[DO]06 Do OFF

[D0}:07 Do OFF

NOTE

Right click the window to change the view to show or not show the product picture. “Horizontal View” includes
the product picture, whereas “Vertical View” does not show the product picture.

Configuring AI Channels

[Al]:00 0.000 ¥V 0.000% 0683V

[&l101 +110¥ 0.000 ¥ 0.000% 0672V
[Al}-02 +110¥ 000 ¥ 0.000 % 0.001 ¥
[Al}-03 +1-10v 0.00m v 0.000 % 0.001 ¥

The ioLogik W5340 and W5340-HSDPA are both equipped with 4 AI (analog input) channels that can be set
individually to+5V, 10V, 0 to 10 V, 0 to 20 mA, and 4 to 20 mA. You may also set all channels at once using
the “Apply to all channels” check box. Alias Name helps users configure the alias of an AI channel. The alias
can be monitored by the ioAdmin utility, or can be queried using a user-defined program based on the Moxa
MXIO library, or a standard Modbus/TCP protocol.
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AT Channel £0 X

& 4| Config I@' Sz Name |
[¥ Enable Channel

Range Settings

(% Reset Min
putRange:  [oam o]
(¥ Reset Max
¥ Enable Auto Sealing
@@ Point-Slope formula
Actust Sealed 28 A Corfig | Alias Name
Min(n1): [10.000 Min(n2]: 10,000 Alias Name
Mar(m1}: [10.000 Maxm2): (10,000

Urit ,7 Urit : ’\:— / = Charinel Name: [0

*Result = n2 + [input - n1] « [[m2-n2)/(m1-n1]]

™ Sloperintercept formula (.‘hur.gc the

I~ Apply to all channels v K X Cancel

Users can disable the unused AI channel by un-checking the Enable checkbox to increase the sampling rate.

Enabling the Auto Scaling function will linearly convert the actual current or voltage value into other user
defined units, such as percentage or ppm (parts per million)

Two scaling methods are available; the slope formula method, and the
slope-intercept method:

Auto Scaling with the point-slope formula can help to eliminate high end and low end extremes. For
example, if 17 mA represents the highest allowable temperature, then it is not necessary to allow higher
temperature values, and you can cut off values beyond 17 mA and convert it to a proprietary danger level, such

as Level 5.
AI Channel #1 &‘
28 Al Conlig | 5 Alss Name |
Iv Enable Channel
Range Settings:
(T Reset bin
Input Rangs 120 ~
v Enablz Auto Scaling
1" Paint-Slope formula
Aot Scaled
Min{rl): [4.000 Min{r2): (1
Max(m1) ’717 Max(m2]: 5

i fr || Ui e e =

“Result = n2 + finput - n1) x [(m2-n2)/(m1-n1)]

" Slope-ntercept fomula

e
e
I~ Apply ta all channels o 0K XK Cancel

Auto Scaling by slope-intercept formula provides linear conversion with one ratio (M) and offset (D).
Offset can be an initial value of field device. Ratio can help enlarge or reduce the scale by specifying a

proportion. It is also easy to modify the values in the database if we need to use new ratio and offset values in
the future.
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28 Al Config |F Alias Name|

—{¥] Enable Channel
Range Settings
irput Rangs: @ Reset Max
] Enable Auto Scaling
(@) Point-Slope formula
[“Actual | [ Scaled
ik [.10.000 Min(rn2): |.10,000
11:{10.000 Max(m2) 10,000
m t m | none

*Result = n2 + (input - n1] % [[m2-n2)/(m1-n1]]

Slope-intercept formula
14- 11.000
~. |0.000 *Result = M x Input + D
my /| none
[] Apply to all channels W 0K | X Cancel |

The Reset Min and Reset Max buttons will clear the minimum or maximum values recorded and displayed in
the ioAdmin main window.

Configuring Virtual Channels

vooo NSNS - - 3
vCl-01 = - =

[¥C]:02

[VC]:03

[VC]:04

[¥C]:05 = = z =

The ioLogik W5300 has 10 internal virtual channels to support front-end statistics functions, such as Max, Min,
Average, Accumulation, Instantaneous, and Incremental. The data source is the real I/O channel, such as Al
and DI counters, some of which need to be converted to the appropriate time unit.-The operation is illustrated
below.
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Display in Update to
ioAdmin AOPC

Use Virtual Channel to get the value, such as Max, Min, Average,
Accumulation, Instantaneous, and Incremental

A

Convert to New Unit by Scaling functions.
(This step can be skipped.)

) )

Al Data Counter Value

After double-clicking on a virtual channel a popup window will appear (see below). First select the physical
source I/0. There are three types: AI, Counter, and I/Os from expansion modules.

e x|

@ Channel Config ]D{ Alias Name]

[+ Enable
Physical [/0 Channel(s)

= Al Channel: |

f* Counter: | DI-00

Ll L]l

(" Expansion Maodule: |

Operation: Im

Time Interval: |-| |min j [1-1440)

Next, choose the statistics function and time interval. There are six functions: Max, Min, Average, Accumulation,
Instantaneous, and Incremental. The time unit can be set to minutes or hours, with a maximum value of 1440.

For example, if you want to know the daily flow at a monitoring point in the pipeline, you can use the pulse
output flow meter, for which 1 pulse output stands for 5 ml. We can set 1 count to 5 ml in the Scaling Function
of the Counter Input channel. Next, we set the ACCUMULATION function in Virtual Channel and Time Interval
to 24 hours. The virtual channel value will show the total water flow volume within the past 24 hours.

NOTE Virtual channels are required to work with AI or counter channels. For Counter channels, configure the
Counter Scaling function on the I/O Configuration panel before using those operations in the virtual channels.

3-17



ioLogik Cellular Micro RTU Controller Utility: ioAdmin

Configuring DIO Channels

(D] oo 50.0 mz

[DI}O1* DI DFF 50.0 ms -
[DI ) D2= Dl OFF 50.0 mz -
(D1} 03 ]} OFF 50.0 mz -

[DO]-04=

OFF =
[DO]):05= Do OFF - -
[DD].06" Do OFF = 2
[DD )07 Do 0OFF - -

Channels DIO-0 to DIO-7 support both DI and DO channel operations. When the ioLogik W5300 is turned on,
each DIO channel will be configured to act as either a DI or DO channel, according to the Power On Settings.
To switch between DI and DO channel operation, select the desired mode in the I/0 Direction field under
Power On Settings. After clicking Apply, you will need to restart the ioLogik W53400 for the new setting to
take effect. The default setting is DIO-0 to DIO-3 for DI channels; DIO-4 to DIO-7 for DO channels.

2. Power On Setting

170 Direction : |DD =]

"DD slatus—Dl

OFF Wutput Eulzes 7 Start

Configuring Digital Input Channels

The ioLogik W5300 can provide up to 12 digital input (DI) channels. Under 1. Mode Settings - Filter,
software filtering is used to control switch bounces. The filter is configurable in multiples of 0.5 ms and accepts
values between 1 and 65535. For example, a setting of 100 would mean a 50 ms filter (100 x 0.5 ms).

ol Testl @ Aliaz Namel

—1. Mode Sefting:
Maode : ol - Counter mode parameter—————————

Filter : Imu (05 ms] Actives € Hilke o) 68 LojtoHi

™| Save statis o pawer fiure

—2. Power On Setting
1/0 Direction : |DI =l

—Counter mode parameter |

aurten: [T Start

—3. Safe Status Setting
Counter mode parameter |

Cavnter: [T Start/Cantinue

I~ Apply to all channels

A DI channel can be set to "DI” or “Event Counter” mode. In DI mode, the specifications are as follows:
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oo L . ==

@ DI Canfig DI Test | B Alias Name

—1. Mode Settings
- ‘Counter mode parameter
- Active: @ HitaLla ) LataHi
Filter : 100 [0.5 ms]

[ Save status on power failure
Initial Yalue: 0

—2. Power On Settings

1/0 Direction : [DI -]

—LCounter mode parameter

Counter : [7] Start

—3. Safe Statuz Settings
—LCounter mode parameter

Caunter : [7] Start/Cortinue

[ &pply to all Dl channels " Lpoly

Type Logic O Logic 1
Dry contact Close to GND open
Wet contact Oto3V 10to 30 V

In Event Counter mode, the channel accepts limit or proximity switches and counts events according to the
ON/OFF status. When “Lo to Hi"” is selected, the counter value increases when the attached switch is pushed.
When “Hi to Lo” is selected, the counter value increases when the switch is pushed and released.

Counter Scaling

After configuring the DI channels to Event Counter mode, an additional “Counter Scaling” tab will show the
most recent change during the basic time unit used for the virtual channels. For example, if “"Update every 5 sec”
is configured in Counter Scaling, then the “Time Interval = 1 min” setting in the virtual channel with the
operation “Accumulation” means this virtual channel will add the last 12 updates every minute from the
Counter Scaling function.

&% DI Channel #0 x|
&8 DI Config | (@ DI Test | LF Aliss Name (I Courter Scaing |

[ Enable

Slope-intercept formula

b D
Rezult = Count Difference Ix j|‘||j|:| i

Fesult Lnit Il:ubil: metel
Update every |5 vl zec(s]

[~ Zpply ta all channels

' Aol |
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By default, the Event Counter value will be reset to zero if power is disconnected. If you select Save status on
power failure, the Event Counter value will be saved when power is disconnected. When power is reconnected,
the value will be as you left it. You can set Power On Settings to resume counting immediately.

The Event Counter starts counting events when specified by a Modbus command or a Click&Go Logic rule. You
can also specify counting to begin automatically when the ioLogik is powered on. To activate this function,
select Start under Counter mode parameter in the Power On Settings.

You can control how an Event Counter channel behaves during a network disconnection with the Safe Status
Settings and the Host Connection Watchdog in the Watchdog. When the Host Connection Watchdog is
enabled, a network disconnection will activate the Safe Status Settings. The Event Counter channel can be
configured to continue counting by selecting Start/Continue under Counter mode parameter. If
Start/Continue is not selected, the Event Counter channel will suspend counting. If the Host Connection
Watchdog is not enabled, then the Safe Status Settings will be ignored and the Event Counter channel will
continue counting during a network disconnection.

ATTENTION
The Host Connection Watchdog is disabled by default and must be enabled for Safe Status Settings to take
effect.

i 140 Configuration | W Server Info. I 4§ Server Settings I 55 Metwork I

',? Wiatchdog | « Click & Go Logic | =

Host Cannection Monitor

[ Enable Host Connection ' atchdog

I 3 Update
Timeout value : |0 >l sec

The Apply to all channels option applies all settings to DI channels.

Configuring Digital Output / Relay Output Channels

Channel I | oM width || OFF Width
[DD]:I]4; Do OFF - . - .
[DO]:05= DO OFF -- -
[DO]:06= Pulse STOP 0.5 ms 0.5 ms
Pulse STOP 0.5 ms 0.5 ms

The ioLogik W5340 and W5340 HSDPA can also be configured to provide up to 8 digital output channels and 2
relay output channels. The ioLogik W5312 provides up to 12 digital output channels. All of the channels can be
treated as DO channels. A DO channel can be set to "DO” or “Pulse Output” mode.

5% DO Channel #6

2 DO Corfig | @ D0 Test | 5 Alss Hams |

1. Mode Setting: =

1. Mode Setting
Pulse mode parameter Mode m Fulze mode patameter |
- |Pulze Output e
il L s 1 [0 Lo 1 [1.53]
W [ oo PuseOutpul Mg [ s
utput |0 pulses Output |0 pulses
2. Power On Setting: 2. Power On Setting:
170 Direction : IDD j DO status——— | [ Pulse mode parameter
! Status IDFF vl
(DOstatus | [ Pul d b
staiu uise mode paramete Clutput Pulse : [~ Start
OFF = Wutput Bulse s 7| Start: :

3 Safe Status Setting: 1 =

L

. Safe Status Setting:

(DOstatus | [ Pulse mode parameter | 1 D0 status——————— [ Puke mode parameter
OFF - motput Bulse s 7] Start/Bontinue i OFF = ’7 Output Pulse: [~ Start/Continue
™ Apply to all channels ™ Apply to all channels
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In DO mode, the specifications are as follows.

Type Logic 0 (OFF) Logic 1 (ON)
DO mode open short

In Pulse Output mode, the selected digital output channel will generate a square wave as specified in the
pulse mode parameters. The low and high level widths are specified in multiples of 0.5 ms for Digital Output
(1.5 s for Relay output), with a maximum setting of 65,535. For digital output, you would enter 1000 for a width
of 500 ms. If the low width value is 5000 and the high width value is 5000, the pulse output would be a square
wave with a 5-second pulse cycle. You can specify between 1 and 4,294,967,295 pulses or enter “0” for
continuous pulse output.

ON_Width

1
1
1
1
- I
I
|
L
]

|
|
I
I
]
I
I
I
1
|

|

FEQUAre Wave OFF Wldth

When the ioLogik is first powered on, the status of each DO channel is set to "OFF” by default. This behavior can
be modified using the Power On Settings. You can set a DO channel to turn "ON” when the ioLogik is powered
on, or to commence pulse output.

Relay Count Monitoring

A0 b0
Do

[RLY]:M

Two types of relay counts can be recorded in the ioLogik W5340: Total Counts and Current Counts. Relay Total
Counts records how many times a Relay Output channel has been used. In general, each relay output channel
can be used an average of 100,000 times. Users can monitor these counts to see when the module should be
replaced, or to switch to a different channel if the total count approaches the upper limit. Relay Current
Counts can be reset to zero to record the usage of the external device by monitoring the counts. For example,
if RLY-0 is connected to an external relay control board, you can monitor the current counts to see when to
replace the external relay component in advance before it fails. Last Reset Time records the time when Current
Counts was reset. Both Relay Total Counts and Relay Current Counts will be saved when there is a power failure.
The Last Reset Time will be saved only when the user manually presses the Reset to Zero button.

56 RLY Channel #0 X
@ Relay Config | [ FRelay Test ™ Felay Count |@ Alias Mame |

Last Reset Time . 2010/06/28 10:02:37

Felay Total Countz : 18

Fielay Curment Countz ;0
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You can control how a DO/Relay output channel acts when the network is disconnected by using the Safe
Status Settings and the Host Connection Watchdog. When the Host Connection Watchdog is enabled,
a network disconnection will activate the Safe Status Settings. The DO channel can be configured to turn on,
turn off, or commence pulse output. If the Host Connection Watchdog is not enabled, then the DO/Relay
Output channel status will remain unchanged during a network disconnection.

ATTENTION

The Host Connection Watchdog is disabled by default and must be enabled for Safe Status Settings to take
effect.

Testing DI and DO Channels

You can test each channel by opening the channel’s configuration window and selecting the Test tab.
DI TEST:

8 o N ==
|@ DI Corlig Dl Test |5¥ alias Namél

DI Mode Counter Mode

Status :

OFF

DO TEST:

i) Alizs Name

28 D0 Coffig DO Test |

rD0Mode—— | [PuseDutputbMode——

Status LCcity |
Highs

OFF ON Fulse Eounts

‘ o Test I | q/Start I xStnp |

Use the Test panel to see how a channel’s status affects or is affected by the attached device. For DO/Relay
Output channels, you can set the on/off status or start and stop pulse output. For DI channels, you can monitor
the attached device’s on/off status, or monitor the counter.
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Alias Name

Alias Name helps users configure the alias of a DI or DO/Relay Output channel and define the status for On/Off
to be Open/Close or vice versa. The Alias can be monitored by the ioAdmin utility, or can be queried using a
user-defined program based on the Moxa MXIO library, or a standard TCP/Modbus protocol.

2% DI Channel #0

@8 Dl Corfig | @ DI Test {57

ilizs Name
Channel Name [
OFF:— JoFF
ON: [oN

I/0 Expansion Panel

The ioLogik W5300 allows you to install Three additional ioLogik E1200 I/O expansion modules. The
expansion modules can be used for Click&Go, Active Tags, and Data Logging.

To use this function, you need to setup the ioLogik E1200 expansion modules using the ioLogik E1200 utility,
such as WEB or ioSearch (ioAdmin cannot be used to configure the E1200 or fixed modules). The micro
controller allows you to use the E1200’s two Ethernet ports to connect to expansion modules with an Ethernet
cable. When you export the expansion module’s configuration files, the files are saved on your desktop. To do
this, start ioAdmin and click the “I/O Expansions” tab. Import the saved E1200 configuration file by pressing
the “Add” button. The maximum number of expansion modules allowed is three. The expansion module’s
Modbus Address can be seen on this panel and exported to a file by clicking the “Export” button.

1 ClickiGo Logic ] i@ ServerInfo, ] 5} Server Settings ] &= Fimware Update ] i L&N Setting l

Eg GPRS Setting isti ] §watchdog l = Message Manitor l
140 Configuration TIHD Expanzions : #Meten’Sensor ] e Sctive Tags ] __.';'!Data Logging l

Expanszion Modules

Sttt | Madle | _Comecion DS 5o
3 Ethernet Remate |/O[1601] m

2 E12n 192168.13.244  Ethemet Remate 1/0(1600) online

0z02BF 000704

= You must restart the device for new change[s) to take effect ‘ &é Remove ‘
Modbus Addresses

Slot Channel Type Address[hex] |Address[dec]| Quantities |A
2 D10 Cail Ou0214 Qoos33 1

2 La-11 Cail w0218 0oa54a 1

2 Loz Cail Ou021C 000541 1

2 Lo-13 Cail 0=0210 ooos42 1

2 Cail w0218 Q00543 1

b’

* The addresses will be update on next spstem restart. Egrat

(¥ Refresh
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A

ATTENTION

The expansion module should be installed on the same network segment or the ioLogik W5300 will not be able
to detect it. This is the only limitation. You do not need to connect them directly, and they can also be
connected through the network switch.

e The sequence is indicated in the Slot# column.

e To activate the function, restart the ioLogik W5300 after adding expansion modules.

e The following ioLogik E1200 models are supported for the I/O expansion: E1210 (16 DIs), E1211 (16 DOs),
E1212 (8 DIs and 8 DIOs), E1214 (6 DIs and 6 Relays), E1240 (8 DIs), E1241 (4 AOs), E1242 (4 Als, 4 DIs,
and 4 DIOs), E1260 (6 RTDs), and E1262 ( 8TCs). (And ALL T models)

e The expansion support models are firmware version dependant. Versions earlier than V1.3-W5312,

e V1.5-W5340, and V1.2-W5340-HSDPA only support the following 5 models: E1210, E1211, E1212, E1214,
and E1240.

I/0 Expansions Step-by-Step
Step 1: Configure the expansion module and Export its Configuration File.

Use the ioSearch utility, the ioLogik E1200’s configuration utility, or the web console to configure the target
E1200 modules and export the E1200’s configuration files. Note that all expansion modules should reside on
the same network segment as the ioLogik W5300.

MOXA ioLogik Remote Ethernet I/0 Server

- E1241 Ethernet 10 Server P -192.168.127.253 = MAC Address

Serial No. -07633 =  Firmware
System Elapsed Time - 00:00:19

Export System Settings

_ Main Menu - E1241 l Click "ik1241.txt" to export & save system settings.

Oveniew

- User-defined Modbus Addressing
- AOPC Server Settings Do you want to open or save this file?
-0 Settings =
Peerto-peer Set Name: k1241 bt
- Peer-to-Peer Seftin -
eer-to-Peer Seftings Type: XEXE
- System Management From: 192.168.127.253

IP Accessibility

Network Connection
Firmware Update
Import System Config
- Bl e
Change Password = save this file. What's the risk?
Load Factory Default
Save/Restart

Main Menu - System Management 2 Export System Config

Step 2: Import the configuration file to the ioLogik W5300.

Open ioAdmin and choose the “I/O Expansions” tab. Import these saved E1200 configuration files by pressing
the “Add” button.

2RE
- “
4/ Server Settings | 4= Firmvare Update | @ LAN Setings | % Cellr Settings
7 Cellular Reconnection | By Network Statistics | @waichdog | = Message Monitor

. 170 Configuation | 4140 Expansions ]_ JMeter/Sensor | e Active Tags | 4 ClickiGoLogic | (g Server Info,

Expansion Modules
Connection
1 E1241 192.168.127.253  Ethemet Remote 1/0(440)

* You must restart the device for new change(s] to take effec| B Add | .
o

Step 3: Connect the ioLogik W5300 and E1200.
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The W5300 micro controller allows you to connect the first expansion module with an Ethernet cable through
the RJ45 port, and daisy chain to the second and third expansion modules using the E1200’s embedded

Ethernet switch ports.
Step 4: Restart the ioLogik W5300.

Use the last E1200 module’s RJ45 port to connect to the Host PC and then restart the ioLogik W5300. Open
ioAdmin and log in. The ioLogik W5300 and expansion modules will be shown on the screen, with the IP address

of a device listed above the device.
When you add an I/O expansion module, such as the ioLogik E1210 or E1211, additional tabs will appear, as

shown below.

S Fimware Update (@ LN Setting | B GFRS Setting | B Network Statisties | @watchdag | = Message Manitor
140 Configuration [§140 Expansions ] [ Meter/Sensor ] ¢ Active Tags ] 4= Data Logging 1 ' Click#Go Logic 1 @ Server Info I [§* Server Settings 1
QZ168.13.242 19216819243 19216819244
oA | |
- hEe i-
—] =
—

loloto

il

IR

Step 5: Start Configuring expansion modules.

Double-click the expansion I/O tab (for example, for the E1210) to check the I/0 status and set the alias name

of the selected I/O channel.

w34 Il ET210} E1211 |

- Mede [ Staws
[D1]:00 DI OFF El
[D1]:01 DI OFF
[pump_1]:02 Dl Stop
[Flow #1]:03 Counter 1}
[pump_2]:.04 Dl Stop
IDI1:05 Dl OFF o9

@

NOTE You cannot configure the expansion module’s operation mode with ioAdmin. The configuration must be done

with the E1200 configuration tool (Web and ioSearch).

3-25




ioLogik Cellular Micro RTU Controller Utility: ioAdmin

Active Tags Panel

When logged in as administrator, fill in the fixed IP address on the Active Tags panel to configure the Active
OPC Address and Port settings. The Active OPC Server Address can be filled in using the IP or DNS format. The
default port number is 9900. The port number should be the same as the setting in Active OPC Server’s “Active
Tag Listen Port.” After the OPC setting and Channel Tags have been configured, click Create Tags. The ioLogik
W5300 must be rebooted in order for the settings to take effect.

4= Fenware Update | (gl LAN Setings | By Cebar Seltings | Baccconcicor] By Network Slatisics | @Walchdog | = Message Mordor |
/10 Configuration | $1/0 Expansions |j‘hluhen‘§m e Active Tags — ChckbGo Logic |‘.Sm|rlu. | §# Server Setlings |

[¥] Enable Active DPC
Redundancy Mode () Changed whibe faled Synchionicity @ Mosmal

IP Addl: 192168127200 0.0.0.0 Port: 5500
Headbest Inerval - [see | (0fes disable. of range 1-65535) ’_(—l (B Refresh |
B Slotd Seial Tag W5340
[] Enable Al Al Charneks
Al00 [¥]OnChange S00 %  [VUpdateper 1 |see  »| N£5535)
A0 [f]OnChenge 500 %  [¥|Updsteper 1 [sec =] 169539)
AlDZ [¥]OnChange S00 %  [¥Updateper 1 [sec =] 165535)
A03 [VIOnChange 500 % [MUpdsteper 1 [eec =] 465535
DID0/AD Global Setting(inchude expansion modules)
Update by:  [7]1/0 On Change, ["]interval 1 e+ | [1-65535)
D1/00 Channels
[#] Enable A1 DI Channels
CH-00 CH-1 CHO2 CH-03 CH-04 CHA5
CH-08 CH-07
{/] Enable A1 D0 Channels
CH-00 CH-0n CHO2 CH-03 CH-04 CH5
CH-0& CH-07 CHAO® CH-09
{7 Enable Al Virtual Channels
[ClcH00 |1 see o« | [1465535) [FleHos 4 wee = | [1465535)
FlcHm 1 sec | [1-B5539) L |CHOE |1 e+ [169539)
[FIcHo2 1 sec o« | [1-65635) ClcHO? 1 wec v [165535)
flcHos |1 sec | (165535 [ElcHoe (1 e+ [165535)
[CleHo4 1 sec | (1-65536) ClcHmE e = | [1465536)
Celulw RSSI——
| Celdula ASSI 10 min | [500-65535)
=
=4 |Enuhb1nwndﬁug'am'l'aps Jﬁmuhwl

The Heartbeat Interval can be used to determine the connection status between the ioLogik and Active OPC
Server, and to ensure that the ioLogik is connected and alive. Set the heartbeat interval to “0” to disable the
heartbeat. When the heartbeat is disabled, the SysConnect tag on the Active OPC Server will always be 1,
which means that the Active OPC Server will not be notified if a remote ioLogik is disconnected from the
network. If the heartbeat interval is set and the network between the ioLogik and Active OPC Server is down,
Active OPC Server will detect the stopped heartbeat and the Quality column in the Active OPC will display BAD
to indicate the loss of connectivity
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Active OPC: Redundancy Mode

Active Tag offers three Active OPC redundancy Modes: Normal, Synchronicity, and Change while failed.

&= Fimwiase Update | g, LAN Seftings | S Calular Seifings | ] Celuar econnsction| lg.Neln;u‘.;tStaMh:s | @wotchdog | = Message Monitor

140 Configuration | —}/1/0 Expansions | | J*Meter/Sensor i Active Tags | v CkbGologe | ig Serarinio. | [ fServes Settings
| Enabla Active OPC
[Fedundancy Mode @) Changsd whis faied Synchioniciy Nomal |
IPAddr: 152188127159 IPAdde2 0.0.0.0 Pot: 3300
Haathest Inberval : [sme |0 for disable, or range 1-65535) | o Updala @ Rekesh |

Normal Il] — ‘ Active OPC
Active OPC Server

IP: 192.127.19.100

* '
3 : Active OPC Senver i .
.. A IP: 192.127.19.100 Connects with Active OPC Servers 1
Synchronicity ﬁ —_— :
[l b = T T T and 2 at the same time.
Active OPC Semver

IP:192.127.18.200

When fails '
[ Tries to connect with the first Active
Pk S OPC Server IP. If it cannot connect,
Change while IP: 192.127.18.100 it will automatically connect with the
failed [‘ | & ——— second IP, and when the connection

= = ) to the second IP fails, it will switch
i J back to the first IP.
L - Active OPC Server
Switch To IP: 192.127.18.200

Heartbeat Interval

Tags are event-driven and updated only when the status of an I/O channel changes, so when the status
remains unchanged, they will not be updated to Active OPC Server. The Heartbeat Interval can be used to
determine the connection status between the ioLogik and Active OPC Server, and to ensure that the ioLogik is
connected and live. If the heartbeat interval is set and the network between the ioLogik and Active OPC Server
is down, Active OPC Server will detect the stopped heartbeat and the Quality column will show BAD to indicate
the loss of the connection.

The ioLogik W5300 uses a heartbeat signal to monitor the connection quality between Active OPC server and
the device. When the Cellular connection experiences low bandwidth, Active OPC server will lose the heartbeat
signal if the “Heartbeat Interval” is exceeded. For the W5300 series, we suggest using a value greater than 60
seconds.
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™ MOXA Active OPC Server Lite 1Ol x|
J File  Swstem  Sort Help H | 5 | & =
E--g Host: [192.168.19.201] M e | Descriph... | Walug | Status | Charnel Qualty R/ | Lnit | Type | Active T, =
[ ioLogik DI-00 ol 0 1] BAD FeadOnly  Unknown  hoolean-bit Y
= -@ 192.1628.19.205 DI-01 ol 0 1 BAD Fead Orly  Unknown  boolean-bit ke
: E2214-01 Dl-02 ol o 2 BAD FeadOnly  Unknown  boolean-bit Ny
Dl-03 al) o 3 BaD Fead Only  Unknown  boolean-bit -
Dl-04 ol 0 4 BaD Fead Only  Unknown  boolean-bit ke
DI-05 ol 0 5 BAD Fead Only  Unknown  boolean-bit ke
D0-00 Do 0 0 BAD Read™...  Unknown  bodlean-bit T
< | =l
DEY_CornectEIO_TIME_OUT). Device:E2214-01 1P:192.168.19.205 : 2008/09/08-13-38-50 ;I
Device[E2214-01:192.168.19.208] is not connected. Error messzage iz 'EIO_TIME_QOUT", : 2008/09/08-13-38-50
Received PowerOn' meszage from E2214-01[192.168.19.205). : 2008/09/08-13-33-06
Dievice(192.168.19.205] disconnected : 2008/03/08-16-13-53
Received PowerOn' message from E2214-01[192.168.19.205). : 2008/09/08-16-14-16
Dievice(192.168.19.205) disconnected : 2008/03/08-15-44-11
Received PowerOn' message from E2214-01[192.168.19.205). : 2008/09/08-13-27-05
Received 'Update configuration’ message from E2214-01(192.168.19.205). : 2008/09/09-13-27-15
4]

L3
e Clear Logl I Save Logl

Clignt Caunt :0 Start Listen Port: 3300 | 2008/09/09 18:20:44

Read/Write Privilege

An input channel can only be read while an output channel is shown as read/write acceptable in Active OPC
Server. Note that a channel is read only if an output channel was used in the Click&Go logic tag of that channel.
Active Tags

A tag selection table shown in the right panel of the browser window shows the details of your selection.

Slath1 E1241192.168.127.253> Wb340

Slot#td Seral Tag Enable 41l 41 Channels

Al-00 On Change  5.00 Update per 1
Al-m OnChange  5.00 Update per 1
Al-02 OnChange 500 Update per 1

4103 [¥]0nChange 500 % [¥] Update per 1

ae

24

DI/D0/AD Global Settinglinclude expansion modules)
Update by: 1/0 On Changs, [ Interval |1 380 [1-66535)

DI/D0 Channels
Enable All DI Channels
CH-00 CH-01 CH-02 CH-03 CH-04 CH-05
CH-06 CH-07

Enable All DO Channels

CH-00 CH- CH-02 CH-02 CH-04 CH05
CH-08 CH-07 CH-08 CH-03

The I/0 status of a channel can be updated to the Active OPC Server once it is changed, or updated periodically.

1. Check the "On Change” checkbox to force an update when there is a signal change for that channel (On to
Off or Off to On for digital channels, or percentage change for analog channels).

2. To periodically update the status of the Active OPC Server, specify a time interval after the “Update per:”
checkbox.
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NOTE:

1. The Virtual Channel is updated periodically, the time interval unit can be set to sec, min, hour, or day, with
values ranging from 1 to 65535.
[~ Enable AllYirttual Channels

[ CH-00 y— y—4| [1-55535) [~ CH-D5 |— |—4| [1-E5535)
[~ CH-M y— y—4| [1-55535) [~ CH-DE |— |—4| [1-E5535)
[~ CH-02 y— y—4| [1-55535) [~ CH-07 |— |—4| [1-E5535)
[~ CH-02 y— y—4| [1-55535) [~ CH-D2 |— |—4| [1-E5535)
[~ CH-D4 y— y—4| [1-55535) [~ CH-D9 |— |—4| [1-E5535)

2. If Al is configured to update on change, the percentage settings represents the percentage of the full
analog range. For example, if the Al is configured to 0 to 10V, On Change 1% means the ioLogik will
update the Active OPC Server every time there is 0.1V change.

[ Enable &ll &l Channels

ALO0 [~ OnChange [500 ™ Updateper |1 [..c -] [1-65535)
ALO1 [ OnChange [500 ™ Updateper |1 [... -] [1-65535)
AM02 [~ OnChange [500 ™ Updateper |1 |, - | [1-65535)
£1-03 [ OnChange y— [~ Update per |— |—_| (1-E5535)

3. Expansion modules added to the system are displayed in the modules list. Select a module to see detailed
tags in the right panel of the browser window. After selecting the needed tags click the Create Tags button.
The Active OPC server will receive these updated tags the next time you use Active OPC server.

- [ w5340
Slottt1 E1210-¢192 168.19.243> E1210

Sloth2 E1211-<192.168.19.244:
[~ Enabls &1l DI Channels

[~ CHOO [~ CH-O1 [~ CH-02 [~ CH03 [~ CHO4 [ CHO5 [ CHO06 [ CHAO7
[~ CH-08 [~ CH-03 [~ CH-A0 [~ CHA1 [~ CHA2 [~ CHA3 [ CH-14 [ CHAS

Refer to the Active OPC Server section for more details about how to use Active OPC server.

1. The RSSI and Internal Registers tags are a new feature that requires the latest firmware version. Be
sure to use firmware version V1.3 or above for the ioLogik W5312 series, V1.5 or above for the ioLogik
W5340 series, and V1.2 or above for the ioLogik W5340-HSDPA series.

ATTENTION
Active OPC Setting should be configured before connecting to the Cellular network. If the settings are not
configured, the ioLogik W5300 won't connect. When the ioLogik W5300 is in sleep mode, the Heartbeat signal
will be disabled.
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Cellular Settings Panel

The Cellular Setting includes Dial-up Setting, Caller IDs, Operation Mode, DDNS Setting, and Port
Forwarding Setting.

J 1/0 Configuration l 4140 Expansions ] 3 Meter/Sensor ] e Active Tags | -~ ClicktGo Logic ]
T Cellular Reconnection ] Bl Network Statistics I @ Watchdog i i l
@ Server Info. | }/ Server Settings | A= Fimware Update ] G LAN Settings A Cetider Sclings
Dial-up Setting Cellular Status
User Name: Initialize SIM Card(IP:0.0.0.0)
Password: DNS IP:0.0.0.0
SIM PIN: Cellular Enor
" APN: SIM Card is not installed
Signal Strength

sl

Caller IDs

Phone Mumber 1: Phone Number 2:

Phore Number 3: Phone Mumber 4:

Phone Number 5:
Operation Mode

@ Cellular Always ON
Ethemet WAN(Cellular Backup)

Cellular On Dermand 0000

ClickiGol

DDNS Settings
| Enable DDNS

Server Address : | DynDns.org |5 Port Forwarding
Host Mame

User Name :

Password - ~ I (T Refresh |

Dial-up Setting

Dialup Setting Cellular Status
User Name: Initialize SIM Card(IP-0.0.0.0)
Pazsword: DNS IP:0.0.0.0
SIM PIN: Cellular Errar
* APH: SIM Card iz not installed

Signal Strength

11

*APN is a very important factor when connecting to a Cellular network. Check with your Cellular service

provider for details. If you already have a SIM PIN, make sure it is correct because you will be locked out after
three failed attempts. To avoid this problem, the ioLogik W5300 will try to connect to the Cellular network one
time only. If it succeeds, the entire system will work. If it fails, then the W5300 will stop trying to connect to the
Cellular network. You can leave the username, password, and SIM PIN fields blank for most cases because
they are seldom used. After all information has been configured correctly, click Update. The ioLogik W5300
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must reboot in order for the settings to take effect. Connection information is displayed on the right side of the
block, such as Signal Strength (RSSI), Cellular Status which includes the device’s IP address for the Cellular
Network, and Cellular Error.

Caller IDs
Caller IDg
Phaore Murmber 1: Phare Mumber 2
Phone Mumber 3: Phone Number 4:

Phone Number 5:

In order to wake up the ioLogik W5300, the caller ID setting must be configured. When the ioLogik W5300 is
in Sleep Mode, it switches to GSM standby mode. When the ioLogik receives a phone call from an authorized
caller ID, the ioLogik W5300 will hang up the phone and switch to Cellular mode to automatically connect to the
Cellular network. After connecting to the Cellular network successfully, Active OPC Server will obtain the
device’s IP address.

Operation Mode Setting

Operation Mode

@ Cellular Alway: OM
1 Ethermet WiAN[Cellular Backup)

*) Cellular On Demand 0000
Click#Gal
Wiake Or Cal 3
30

The ioLogik W5300 provides two operation modes to connect to a Cellular network, and a network redundancy
mode (Ethernet WAN: Cellular Backup).

1. Cellular Always ON: The ioLogik W5300 is connected to the Cellular network at all times.

2. Cellular On Demand: The ioLogik W5300 is working at a very low power consumption status (sleep mode).
When in Sleep Mode, the ioLogik W5300 disables the Cellular connection and stays in GSM standby mode,
and all I/0 status records are saved in the data log file on the SD card. The ioLogik W5300 will only wake
up when (1) it receives active messages from Click&Go, or (2) it receives a call from an authorized caller ID.

3. Ethernet WAN (Cellular Backup): The ioLogik W5300 can be configured with redundant network
interfaces. When this mode is selected, the Ethernet connection will serve as the primary interface to
connect to the Internet via the local router. Once the primary interface fails, the ioLogik W5300 micro RTU
controller will switch to the backup cellular interface automatically, and then will switch back to the primary
Ethernet interface when it becomes available. Note the Dest. IP/URL must be specified.

Backup Network Activated

Cellular Activated
M

Y7 ol
.-"'7

[I Check Alive -

: ) -
-

] -~
Ethernet )

Primary Network Activated
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DDNS Settings

If your cellular service provider offers a public IP address after you connect to the cellular network, you can also
access the ioLogik W5300 micro RTU controllers using the domain name. To do this, you will need to register
with a DDNS service provider and then enable the DDNS function in the ioLogik 5300.

The purpose of DDNS is to provide the customer with an alternative cost effective cellular plan. The customer
will not need to establish a server or pay for a Static IP. Setting up DDNS allows the ioLogik W5300 to behave
like a server and perform functions such as email, ftp, etc. Regardless of whether the device has a floating IP
or a private IP, the user can establish a connection with their remote device through DDNS. DDNS allows the
SCADA/HMI server to establish a connection through the DDNS server to find the remote device.

I8 pHCP Scope [192.168.20.0] DN.moxa.com.bw Properties K E3

J Action  Wiew |J

Tree I

[ED oHcr

= @. rook-Sg4gkand
El a Scope [19:

----- I:E Server Opt

General DNS | Advanced I

Y'ou can zet up the DHCP server to automatically update name and addrezs
information on DMS servers that suppart dynamic updates.

V¥ Automatically update DHCP client infarmation in DM
& Lpdate DNS anly if DHCP client requests
= Alwaps update DNS

[™ Discard forward [name-to-address] lookups when lease expires

records.

Specifies whether the DHCP zerver send: dynamic updates to

the DMS zerver for any DHCP clients that do not directiy onfigured in TCPAAP properties for
gupport performing these updates. If selected, clients running FEMVEL

under earlier versions of Windows are updated by the DHCP

zerver for both their host [4] and pointer [FTR] resource

By default, windows 2000 DHCP clientz are enabled to zend
dvnamic updates to their configured DMS servers for their host
[&] resource records, but typically do not update pointer [PTR]
rezource recards unless configured ta do zo.

¥ Fnshle nindates fnr OIMS clisnts that do not support dynamic update

Cancel Apply

The above screenshot shows how DHCP can be set up to update the DNS.

DOMS Settings
Enable DDMS

Server Address : | DynDnzorg

Host Hame :
Jzer Hame :

Pazgword :

EF Paort Forwarding

i 4 (B Refresh

e Server address (default=DynDns.org): Currently, DynDns.org is the only option available for Server

address.

e Host name: Enter the name you created on www.dyndns.com in this field. The ioLogik W5300 will
update the DynDNS server with this host name.

e Username: This is the user name used for updating DDNS Server authentication.

e Password: This is the password used for updating DDNS Server authentication.
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NOTE Currently, the ioLogik W5300 supports DNS service as provided by DynDNS. For detailed information on this
option, please visit https://www.dyndns.com.

Port Forwarding

Part Forwarding

Index Active | Protacal Public Port Internal 1P Internal Part
an “ UDP 4001 192.168.127.201 80
01 | v TCP 4001 192.168.127.201 80
e TCP 10000 1 With the 3G

antenna and RJ45 connector the cellular W5300 RTU supports port forwarding technology that enables
WAN-to-LAN communication with port redirection settings. Through port forwarding, the ioLogik W5300 allows
external WAN hosts such as SCADA/HMI systems to connect to specific field devices within the LAN by linking
with the ioLogik W5300.

Video server Video Surveillance

[ ]
ioLogik [

Settings

Setting Description Factory Default
Active Click here to activate a specific Index Channel unchecked
Protocol Choose between TCP and UDP protocols -

Public Port

Internal IP refer to the following example -

Internal Port

VPN Settings Panel (ioLogik W5340-HSDPA(-T) only)

What are Virtual Private Networks (VPNs)?

Computers that are part of a VPN use a second, “virtual” IP address to connect to the Internet. Instead of
running across a single private network, some of the links between nodes that are part of a VPN use open
network connections or virtual circuits on a larger network, such as the Internet. With the help of VPNs, cellular
devices acting as a VPN client can initiate a connection with a VPN server. Once the connection is established,
cellular devices can communicate with other network devices on the same private network.

ioLogik IPSec/VPN Specifications

e jolLogik IPSec provides security in one scenario with Gateway-to-gateway topology
e iolLogik initiates a VPN connection to a VPN server
e iolLogik IPSec operates in Tunnel mode with IPsec VPN tunnel

> Manual Key/ESP, IKE/PSK

> DES/3DES/AES128/AES192/AES256 encryption

» MD5/SHA1 authentication

> IPsec NAT traversal, Anti-Replay, and PFS (Perfect Forwarding Secrecy).
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Example: Gateway to gateway connection between ioLogik and IPSec servers

LAN 2

192.168.2.0124 LAN 1
192 168 10124
545012469
LAN 3 ( Cisco/3Com/J Rout
-l -Ciscof om/Juniper Router

R l -Linux OpensWAN

LAN 4
192.168.4.0124

ioAdmin VPN Settings Tab

Dynamic/Fixed WAN IP

ioLogik W3300-HSDPA

Dynamic/Fixed WAN IP

Dynamic/Fixed WAN IP

ioLogik W5300-HSDPA

General Settings

. 1/0 Configuration | /170 Expanzions I o Meter/Sensor I e Active Tags I 4= Data Logging | o Click&Go Logic
i@ Server Info. | | if Server Settings | __,'g' Firmware pdate I i@ LAN Settings | K i
] Cellular Reconnection | Ei Metwark Statistics | §Watchdog | = Message Monitar I WPN Settings
¥ Enable
WPH tunne model Manual Key/ESP =l

Remate endpaint IP|E4.50.1 24,59
Remate subnet IF'I'I 9216811
Remote subnet netmask|255.255.255.ﬂ

Local subnet IF'I'I 92168.21
Laocal subnet netmask. |255. 255.255.0

VPN Tunnel Mode: Manual Key/ESP or ISAKMP/PSK selection

Remote Endpoint IP: Enter the WAN IP of the remote VPN server endpoint

Remote Subnet IP: Enter the remote VPN server subnet (LAN) IP of the remote network
Remote Subnet netmask: Enter the remote VPN server subnet netmask of the remote network
Local subnet IP: Enter the ioLogik W5300-HSDPA subnet (LAN) IP

Local Subnet netmask: Enter the ioLogik W5300-HSDPA subnet netmask
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Manual Key/ESP

. 1/0 Configuration | 54140 Expanzions I 5 Meter/Sensor | wx Active Tags I 4= Data Logging | o Click&Go Logic
@& Server Info. | of Server Settings | 4= Firmware Update I @ LAN Settings | 3 i
T Cellular Reconnection I Eg Network Statistics | g Watchdog I = Meszage Monitor i VPN Settings
[ | ;I

Marual KeESP |

—Incaming Security S etting

SPI |123458?BSD
Encrpption mode IDES vI

Eneryption key |M0xaTest

Authentication mode IMD5 vI

Authentication key Iabcdefghiiklmnop

—Outgoing Security Setting

5P |123458?SEID
Encrpption mode IDES vI

Eneryption key IMDxaTest

Authentication mode IMDE vI

Authentication key Iahcdefghiiklmnop

+ Update I G; Refresh | =

SPI: Sets the VPN manual key incoming/outgoing SPI between 257 and 4294967295

Encryption mode: Selects the incoming/outgoing encryption mode

Encryption key: Enters the incoming/outgoing encryption key

Encryption mode Length (Bytes)
DES 8

3DES 24

AES 128bit 16

AES 192bit 24

AES 256bit 32

Authentication mode: Select the incoming/outgoing authentication mode

Authentication key: Enter the incoming/outgoing authentication key

Authentication mode Length (Bytes)
MDS 16
SHA1 20
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ISAKMP/PSK
. 1/0 Configuration | : _tfl.fD Expanzions | : if Meter/Senzor | e Active Tags __.:‘Data Logaing | o Click&Go Logic
Wi Server Info. I : _tf Server Setlings I __.';‘ Firmweare Update I 1 i ';h Cellular Settings
7 Celular Reconnection | By Metwork Statistics I ) watchdog = Message Monitor PPN Settings
[ I ;l
ISAKMP/PSK |

—I1SAKMP [Fey b anagement}
Pre-Share Key [PSK) [HSDPAZO10

[~ Perfect forward secrecy (FFS)

r~Local ldentity
Identity option |User FODN |

IPAFODMN Azer_ FODM Istephen.lin@moxa. com

15AKMP Phase 1 r15AKMP Phase

Operation mode IAgreesive vl T —— lhms =
[~ MAT traversal [MAT-T)
Authentication mode I SHAA 'I
Encryption mode I 3DES hd I
Authentication mode ISHA-1 vl Diffie-Hellmar group IGTDUD2-1 024 bits 'l
Diffie-Hellman group IGloup2-1 024 bits VI S lifetimne | 2600 (500 - 864000 sec)

54 lifetime [38400 (500 - 854000 ssc]

—aAdvanced Setting
I~ Anti-replay
[V Dead peer detection [DFD]

" Update I @ Refresh | =

Local Identify
Pre-Share Key (PSK): Sets the VPN ISAKMP Pre-Shared key settings

Perfect forward secrecy (PFS): Enable or disable Perfect Forward Secrecy. PFS is an additional security
protocol (default = disable)

Identity option: Select additional ID authentication requirements for the VPN using a specific IP Address,
FQDN, or User FQDN settings

IP/FQDN/User_FQDN: Enter an ID (IP/FQDN/User_FQDN) to identify and authenticate the local VPN
Endpoint

ISAKMP phase 1

Operation Mode: Select main mode or aggressive mode to configure the standard negotiation parameters for
IKE Phase 1 of the VPN Tunnel

NAT traversal (NAT-T): Enabling this option will allow IPSec traffic from this endpoint to traverse through the
translation process during NAT. The remote VPN endpoint must also support this feature and it must be enabled
to function properly over the VPN (default = disable)

Encryption mode: Select the VPN ISAKMP phase 1 encryption mode
Authentication mode: Select the VPN ISAKMP phase 1 authentication mode

Diffie-Hellman group: Select the VPN ISAKMP phase 1 DH group. Increasing the DH Group number increases
the level of encryption implemented for PFS.

SA life time (default = 86400): Enter the number of seconds for the VPN ISAKMP phase 1 Lifetime, which
is the period of time to pass before establishing a new IPSec security association (SA) with the remote
endpoint.
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ISAKMP phase 2
Encryption mode: Select the VPN ISAKMP phase 2 encryption mode.

Authentication mode: Select the VPN ISAKMP phase 2 authentication mode.

Diffie-Hellman group: Select the VPN ISAKMP phase 2 DH group. Increasing the DH Group humber increases
the level of encryption implemented for PFS.

SA life time (default = 28800): Enter the number of seconds for the VPN ISAKMP phase 2 Lifetime, which
is the period of time that passes before establishing a new IPSec security association (SA) with the remote
endpoint.

Advanced Settings

Anti-replay: Anti-replay is the method of not allowing an intercepted packet message to be sent to the
recipient multiple times without the original sender knowing (default = Disable).

Dead Peer Detection (DPD): Enable or disable the Dead Peer Detection. DPD is a method of detecting a dead
Internet Key Exchange (IKE) peer. It sends a DPD packet to the peer every 60 seconds with no traffic and
attempts to connect normally. If the DPD packet fails 5 times the VPN will continuously re-establish a
connection (default = Disable).

VPN System Log Events and Error Codes

VPN system log Description

UNLINK_TIME_REACH SA Lifetime timeout

UNLINK_TIME_OUT No response from remote VPN server

UNLINK_NO_PROPASOL The remote VPN server does not have matched VPN settings(proposal)
UNLINK_DPD DPD detecting

IKE_PHASE1_MAIN_START IKE phasel Main mode starts
IKE_PHASE1_AGGR_START IKE phasel Aggressive mode starts
IKE_PHASE1_ENCRY_START IKE phasel VPN tunnel encrypting

IKE_PHASE1_OK Passing the VPN tunnel phasel

IKE_PHASE2_OK Passing the VPN tunnel phase2

IKE_RENEW_START Rekeying

IKE_RENEW_OK Rekey successfully

PHASE1_TIME_REACH Phasel SA lifetime timeout

OLD_SA_TIME_REACH Earlier SA lifetime is deleted by the ioLogik
REMOTE_DEL_ISAKMP Key of VPN tunnel phasel is deleted by the remote
REMOTE_DEL_ESP Key of VPN tunnel phase2 is deleted by the remote
REMOTE_DEL_ESP_OLD Earlier SA lifetime is deleted by the remote VPN Server

Cellular Reconnection

Carriers disconnect idle mobile device connections in order to save bandwidth for other on-line users and
applications. To keep the ioLogik W5300 Always On, the ioLogik W5340 must not only have the capability to
detect the cellular connection and reconnect to the network once it is disconnected, but also needs to send out
signals (ICMP package) to notify carriers that the ioLogik W5340 is still alive.
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10 Configustion | | 310 Expartions | [ Mebai/Sensl | i Active Tags | G ChekiGolems | g Seaveilnfn. |
L san Seliinge 4= Frtoweaie Uipdate | o LaN Settirgs | g Celudar Settngs [

] Celda Reconnection By Network Statistics | watchdag | = Message Monitce |

Cames check before spsbem ieshat

FING check befons spshem iestat

Hatvecek Log

(P Radiash [

NOTE The default setting of the Cellular Reconnection function is disabled, which prevents it from producing extra
packets. If the Cellular Operation Mode is set to On-Demand, we recommended NOT activating the Cellular
Reconnection function.

Carrier Check before system restart: Carrier Check settings define the timeout for detecting the physical
cellular connection. Once the ioLogik reaches the timeout, it will perform a system restart.

e GSM Timeout: When you turn on the ioLogik W5300, the device will continue to connect to the GSM for a
period of 60 seconds (the default setting). If it fails to connect, the device will automatically restart the
modem board after sixty seconds.

e GPRS Retry: After the connection between the device and GSM (carrier) has been made. The device will try
to connect with the Internet. After XX time of failed retry, the W5300 will restart the modem board.

The Chart below shows the Carrier Check behavior:

Carmier Check
_ Restat

N N
—_ Cogect I.. —hcmml —+  Getan|P?
O ey
K N ’
O =

PING Check
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PING Check before system restart: A remote destination is used in this setting to indicate if the Internet
connection is still alive. The user can specify a public IP or URL and the number of retries that are allowed.

e Dest IP/URL: Can either be an AOPC server IP or any public URL for the device to check its connection with
the internet.

e Auto Retry: Will be activated when the AOPC can’t connect with the AOPC server. The W5300 will tell the
machine to ping the Dest IP/URL to check for an Internet connection.

e Continuous Check Until 3 failures: The W5300 continuously check its connection with the IP/URL to
ensure that it is constantly connected to the internet (could incur a high cose, depending on your cellular
plan).

e Network Log: The Network Log records the activity of the cellular connections. Click the Export Log
button to retrieve the log file.

NOTE Since there is a limit to the number of times you can write to system memory, we strongly recommend
installing at least a 1 GB SD that the ioLogik W5300 can use for logging.
Meter/Sensor

OP Mode
The ioLogik W5300 supports four OP modes, Transparent Serial Tunnel (TCP Server and TCP Client),
Modbus TCP <-> Modbus RTU Gateway, and Modbus Serial Tags.

a=Fame Updaie | 4, LAN Settings | B Cellular Settings Celuly Aecorrection | By Metwork Statitics | [waichdog | = Meszage Monite

10 Configuastion. | -} 140 Expansion: s Actoos Tagt o ChckiGio Loge | a Serves Inba : § Server Seitrg:
= Senal Pot
Proet Settrg

Baudiats: | 9600 - s

S1op Bk 1 = Taanspaient Sl Tunned T CF Cherd] - "

i LT HE sl TLF Cle
M Fi5-485 S2wne - Moz TCP < Modbus ATU Gateway
R Mot Senal Tags
Flews Comtstl | o - Tiarapacard Seiial TureslTCP Sercer]
) Femdts Poit 1
DataBis: |8 '_. T Retesh I
Pty = co

e Transparent Serial Tunnel: Transparent Serial Tunnel mode creates a TCP socket to a remote host
program and transparently sends and receives data to attached legacy serial devices.

R TCP

Serial

e Modbus RTU Gateway: This function allows users to attach a serial Modbus/RTU meter to the ioLogik
W5300’s serial port; in this case, the ioLogik W5300 will act as a Modbus/RTU to Modbus/TCP gateway.

SCADA

Sernal

TCP

e Modbus Serial Tags: This function allows users to attach a serial Modbus/RTU meter to the ioLogik W5300’s serial port
and create the serial tags in the Active OPC Server so that a SCADA system can access this serial data directly via OPC
connections. In this case, the Modbus/RTU serial devices will appear to be embedded in the ioLogik W5300 micro RTU
Controller.
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A

ATTENTION

If the Serial Tunnel setting is used, Cellular Setting - Operation Mode - Cellular should be set to “Cellular
Always On.” Otherwise, the Cellular connection will disconnect and a serial tunnel will not be created.

A

ATTENTION

Because there are major structural differences between firmware versions, you should upgrade from earlier
versions to firmware V1.3 or above for the ioLogik W5312 series, V1.5 or above for the ioLogik W5340 series,
and V1.2 or above for the ioLogik W5340-HSDPA series to reset all settings to the factory defaults. You should
NOT perform the upgrade remotely over the Internet.

Network Statistics

Network Statistics help monitor the usage of all applications’ network flow. The applications include Active OPC
server, active message server, serial TCP, SNMP trap, Email, FTP, Modbus, DA Center, Event Log, and ICMP.

The Network Statistics Page will help you understand the overall usage of the network.

[0 Configuration l j‘"h"D E xpansions I j-’ MeterSensor [ = Achive Tags
i LAN Settings | By, Cellular Settings | T Cellular Reconnechon

Apphcation Hetwork Tx [X] |Netwurk Bx [%]
Active OPC Server (0.0 0o

Active Meszage 0o 0o

Serial TCP 0o 0o

SMMP Trap 0o 0o

Email 0o 0o

FTF 0o 0o

Modbus 100.0 100.0

D&-Center oo an

Ewvent Log 0.0 0.0

ICHP 0o 0o

DiReset | (@ Reresh |
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Watchdog Panel

The Watchdog panel is available after you log in as administrator. When enabled, the Host Connection
Watchdog monitors the network connection. If the connection is lost for the specified Timeout value, the
Watchdog will display a warning and activate the Safe Status settings for each DO channel and Event Counter
channel. By default, the Watchdog is disabled. To enable the Watchdog, make sure that Enable Host
Connection Watchdog is checked, set the Timeout value, and then click Update.

140 Configuration | o Server Info. I i‘ Server Settings
teszage Maonito I i LAN Setting | _._';_‘ Firmware Update | o Click&Go Logic
wp Active Tags | +='Data Logging | Eg GPRS Setting

v ]

Host Connection Manitar

[™ iEnable Host Connection Watchdog :

Update
Timeout Value : |0 >l sec

After the Watchdog is enabled, a warning will be displayed on the Watchdog panel if the network connection is
lost.

Hast Connection Monitor

[+ Enable Host Connection Watchdog :

i
Timeout value : 30 2 F=Te]

Host Connection Lost Alarmed | g Clear Alarm

After you restore the network connection, click Clear Alarm to reset the Watchdog and return to normal
operation.

Click&Go Logic Panel

The Click&Go Logic panel is available after logging in as an administrator. This is where the ioLogik’s Cellular
Micro RTU Controller system is configured. With a set of rules (known as a ruleset) defined through Click&Go,

the ioLogik can report I/O status to a host as soon as user-defined I/0O conditions have been met. Refer to
Chapter 4 for more detailed information on defining rules.

i LA Settrgn B, Collie Sofinge 7 Coluls Reconrmetion 1§ wancheig = Mataage Monor
10 Configasion 10 Exparsion P ater oo

an Activn Tage W Server Inin e Samings A= Firvese Update

| 2| a|=e]|@]

Lege Hame
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Changes on the Click&Go Logic panel are not effective until the ioLogik W5300 is restarted, as is true with
changes made on other panels. After logging back in as administrator and returning to the Click&Go Logic panel,
click Download to view the current ruleset. Click Run to activate the ruleset and Stop to deactivate it.

NOTE Refer to the following website to learn more about Click&Go: http://www.moxa.com/remote io/ClicknGo.htm

ATTENTION
I/0 channels used by Click&Go Logic cannot be controlled externally using ioAdmin’s “Test” function, other
Modbus/TCP master software, SCADA software, or SMS commands.
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4

Click&Go Logic

Click&Go Logic was developed by Moxa to provide an easy way to program your ioLogik W5300 product for
Cellular Micro RTU Controller operation. In this chapter, we explain how Click&Go Logic works and how to use
it to develop your Cellular Micro RTU Controller.

The following topics are covered in this chapter:

O Quick Start Guide
O Overview

» Features

> Click&Go Logic Basics

» Working with Rules
O Click&Go Development Process
O I/0 Configuration
Configurable DIO Channel Mode Selection
Digital Input Mode Selection
Digital Output Mode Selection
Analog Input Mode Selection
Alias Name Configuration
Testing the I/O Channels

YV V V ¥V V V

O Defining Global Variables

Internal Register (Integer) Settings
Timer Settings

SNMP Trap Server

E-Mail Server

Active Message Server

SMS Phone Book

Working/Off Working Days

FTP Settings

Data Logging Profile List

YV V V VYV V V V VYV V V

Internal Register (Float) Settings
O Working with Logic
» Click&Go Logic Basics
» IF Conditions
> More Information about Repeat Interval vs. Edge Detection
» THEN/ELSE Actions
O Activating the Rule-set
> Upload, Restart, and Run
» Rule-set Management Bar

O Import/Export Configuration
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Quick Start Guide

Overview

e Software Overview

e Utility Features

e Working with the Rules

Getting Started

Quickly set up your I/0 and global variables so you can start working with rules:

e I/0 configuration
e Defining Global Varibles

Start Working with Logic
Learn the basics of Click&Go’s If-Then-Else Logic:

e If Logic

e Then and Else Logic

e Active Rule Set

e Import and Export Your Configuration
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Overview

The ioLogik W5300 series system eliminates the need for host computers to continually poll I/O devices for
their status. Instead, the server itself is able to monitor the status of each I/0 device and take the appropriate
action when the I/0O status satisfies a user-defined condition. For example, the ioLogik could be configured to
send a TCP/UDP message only when the switch attached to DI-0 is turned on. This event-based structure
results in @ much improved response time and a much reduced load on the host computer’s CPU and network
bandwidth.

Cellular Micro RTU Controllers are easily configured using Moxa'’s Click&Go Logic. With Click&Go Logic, you can
easily and intuitively configure when and how I/O information is transmitted over the network. Simple
IF-Then-Else statements are used to specify conditions that are required for certain actions to take place. Up
to three conditions and three actions can be combined in a rule, and you can define up to 24 rules. Supported
actions include sending SNMP traps or TCP/UDP messages to up to 10 hosts at a time.

Click&Go Function Comparison Table by Product Line

Click&Go Function ioLogik E2000 ioLogik W5300

Peer-to-Peer Yes No

Remote Action Yes No

CGI Command Yes No

Trigger Logic

IF-Then-Else rule 24 rules 24 rules

Internal Register 24 24 + 28 float points

Timer 24 24

Schedule Yes Yes

Alarms

TCP/UDP Active Message Yes Yes, Unicode support

SNMP Traps Yes Yes

E-Mail Yes Yes, Unicode support

SMS No Yes, Unicode support
Features

Click&Go Logic has the following key features:

e Easy local logic control using intuitive IF-Then-Else style construction.

e Up to 24 user-defined rules.

e Up to 3 I/O-based conditions and 3 DO or network actions per rule.

e Choice of email, TCP, UDP, SNMP trap, and SMS for active I/O messaging.

e Customizable message content with dynamic fields for time, date, IP address, and more.
e Up to 10 simultaneous IP destinations for TCP/UDP messaging.

e Internal register function for remote output control when Click&Go is running.

e Timer Delay function for timing events.

e Configurable interval for time-triggered events.

NOTE

In this chapter, all the descriptions are based on the ioAdmin 3.10. Be sure to use firmware V1.3 or above for
the ioLogik W5312 series, V1.5 or above is for the ioLogik W5340 series, V1.2 or above is for the ioLogik
W5340-HSDPA series, and Active OPC Server V1.11 or above.
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Click&Go Logic Basics

To use Click&Go Logic, start ioAdmin and log on as an ioLogik administrator on the Server Settings panel. Once
you are logged on, go to the Click&Go Logic panel. It should appear as below:

_!;‘F'lmware Update I\‘ LA Settings | bh Cellular Settings ] 1 Cellular Reconnection| S Metwork Stalistics ] ’Wahd\dog ] = Mezzage Monitor |
1/0 Corfiguration | | §/1/0 Expansions | | }/Meter/Sensor | < Active Tags | ClickiiGo Logic ServerInfo. | [ JServer Setlings |

o ':Iflz;m Q“‘IIE | & :‘;‘

o —] ogic Mame : ‘
#

© —
#3

o —_— [ Clear Retrieve & Run x

Click&Go Logic Panel
1. Global Variable: In this field, you can assign a Global Variable for the set of rules.
2. Logic Name: In this field, you can assign a name for the set of rules.
3. Rules List: In this area, each rule’s conditions, actions, and status are displayed.
4. Ruleset Management Bar: In this area, you manage the ruleset.
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Click&Go Logic

Working with Rules

Rules are the building blocks of your ioLogik Cellular Micro RTU Controller. With rules, you define the exact
trigger conditions for transmission of I/0 information as well as the content and destination of that information.
A DQ’s reaction can also be automated through DI trigger conditions.

T Enable
= Enable Logic

i IF THEN ELSE
|<Empty> 'I <Emphy> ¥ <Emply> 'I
|<Empty> 'I <Empty> - <Emply> 'I
|<Empty> 'I <Emphy> W <Emply> 'I
= Belation betweencondtionss 12N e

Equivalent Logic Statement :

o TIE

In the main screen, you will see a list of the rules in the current rule set. Double click on a rule to open that

rule’s configuration window, or double click on an empty rule to start a new rule.

The Equivalent Logic Statement at the bottom shows a real-time text-based summary of the rule that you
are defining, and provides a useful means of making sure that the rule is designed as you intended.

A

ATTENTION

When configuring input and output control and response values, you must select the unit of
measurement before entering a value. If you select a unit of measurement after entering a value, the
value will not be retained. In addition, when an I/O channel is being used in a Click&Go Logic rule, the

channel’s range and units cannot be modified.

Click&Go Development Process

After searching and setting up the IP address of an ioLogik Ethernet I/O server, Click&Go logic can be
developed by following the procedures below:

I/0
Configuration

Define Global
Variables

Import/Export
Configuration

Work with

Activate
Rule-set
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I/0 Configuration

ioLogik products are embedded with various types of I/O channels, and the mode of each input/output channel
must be configured before using the channels. Channels are divided into five categories: digital inputs, digital
outputs, analog inputs, analog outputs, and virtual channels.

Configurable DIO Channel Mode Selection

For models that support the configurable DIO channels, configure the specific DIO to DI or DO to meet the
requirements.

Model Number of Configurable Mode Settings
DIO Channels Digital Input Digital Output
ioLogik 8 4 4
W5340-HSDPA
ioLogik W5340 8 4 v
ioLogik W5312 4 v v

When logged in as an administrator, double click on a channel in the I/0O Configuration panel to configure

that channel’s settings. A window will open with configuration options for the channel. Each DIO channel will be
configured to act as either a DI or DO channel, according to the Power On Settings. To switch between DI and
DO channel operation, select the desired mode in the I/0 Direction field under Power On Settings. After

clicking Apply, you will need to restart the ioLogik for the new setting to take effect.

2. Power On Setting

170 Direction : [D0 =]
ol

DO status—
’7 OFF [tput Bulses 7| Start

ATTENTION
Switching between DI and DO channel requires restarting the ioLogik for the new setting to take effect. You
must restart the ioLogik before proceeding with configuration or programming.

Digital Input Mode Selection

A DI channel can be set to DI or Event Counter mode. In DI mode, the channel connects to wet/dry contacts.
In Event Counter mode, the channel accepts limit or proximity switches and counts events according to the
ON/OFF status. When “Lo to Hi” is selected, the counter value increases when the attached switch is pushed.
When “Hi to Lo” is selected, the counter value increases when the switch is pushed and released.

Model Number of Digital Input Mode Settings
Channels DI Event Counter
ioLogik W5340-HSDPA 8 4 v
ioLogik W5340 8 4
ioLogik W5312 8 DIs+4 DIOs 4 v

When logged in as administrator, double click on a channel in the I/0 Configuration panel to configure that
channel’s settings. A window will open with configuration options for that channel. Each DI channel will be
configured to act as either a DI or Event Counter channel, according to the Mode Settings. To switch between
DI and Event Counter channel operation, select the desired mode under Mode Settings.
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£% DI Channel #0

@5 DI Config I ol Testl B Alias Namel

—1. Mode Setting:

Mode - lm Counter mode palameteli

) ST Active: € Hitola ) Lok Hi
Iilizr: [Event Counter

I~ | Save status onpovwer Failrne
Initial 4 alue: ID

—2. Pawer On Setting

170 Direction = [DI =l

Counter mode parameter

Courter: [T Start

3. Safe Status Setting:

—LCounter mode parametel

Lourter: [T | Start/Cantinue

[~ Apply ta all DI channels o Spply

ATTENTION

On this panel, be sure to select Start under Counter mode parameter on Power On Settings to activate

the Event Counter channel.

Digital Output Mode Selection

A DO channel can be set to DO or Pulse Output mode. The Relay Output behavior is the same as DO.

Model Number of Digital Mode Selection
Output Channels DO Pulse Output
ioLogik W5340-HSDPA 8 DIOs + 2 Relays 4 4
ioLogik W5340 8 DIOs + 2 Relays 4 4
ioLogik W5312 8 DOs + 4 DIOs v v

When logged in as an administrator, double click on a channel on the I/0O Configuration panel to configure
that channel’s settings. A window will open with configuration options for that channel. Each DO channel will be
configured to act as either a DO or Pulse Output channel, according to the Mode Settings. To switch between
DO and Pulse Output channel operation, select the desired mode under Mode Settings.

DO Channel #4 g'
@& D0 Config l oo Test] ¥ alias Name]

1. Mode Settings

Mode : ’m Pulze mode parameter
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Analog Input Mode Selection

Analog input channels can use either voltage or current to transmit signals.

Model Number of Analog Mode Selection
Input Channels Voltage Current
ioLogik W5340-HSDPA 4 5V, £10V, 0-10 V 0 to 20 mA,
ioLogik W5340 4 to 20 mA

When logged in as administrator, double click on a channel on the I/0 Configuration panel to configure that
channel’s settings. A window will open with configuration options for that channel. Each AI channel will be
configured to measure either voltage or current according to the Range Settings.

r ‘ 7%
= | - N

@ Al Config L:‘)’ Aliaz Mame
Enable Channel

Fange Settings

(™ Reset Min
x (¥ Reset Max

- 0-20mé,
Enable Auto Scali 470

@ Paint-Slope fo B0V

Actual Scaled

Minln1): 0000 Minn2l 10,000

Max(m1]: 10,000 Max(m2]: 10000

Unit: [y Urit: 1y /

*Result = n2 + [input - n1] % [[(m2-n2)/[m1-n1]]

) Slope-intercept formula
1.000
0.000

b none

[ &pply to all channels o 0K | X Cancel |

Alias Name Configuration

Alias Name helps users configure the alias of an input or output channel and define the status for logic 0/1 to
be On/Off or vice versa. The Alias can be monitored by the ioAdmin utility, or can be queried using a
user-defined program based on the Moxa MXIO library, or a standard Modbus/TCP protocol. As for Click&Go
programming, the alias name will be redirected to the logic when the specified channel is selected. For example,
the fist DI Channel is displayed as “"DI-0” in Click&Go. If alias name is modified to “Door_0" users can directly
recognize the usage of the DI-0 as “"Door_0" when programming.

When logged in as administrator, double click on a channel on the I/0O Configuration panel to configure that
channel’s settings. A window will open with configuration options for that channel. The Alias name of each
input/output channel can be configured by selecting the Alias Name panel.
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B rnel #01 x|
@8 DI Config | (@ DI Test] 54 Alias Name
Alias Name
Channel Mame : IDI
OFF : IDFF
0N : IDN
ATTENTION

We strongly recommend configuring the alias name for the I/O channel being used before performing any
further configuration or programming.

Testing the I/0 Channels

Each I/0 channel can be tested and monitored individually. When logged in as administrator, double click on a
channel from the I/0 Configuration panel to configure that channel’s settings. A window will open with
configuration options for the channel. Tests can be done by opening the channel’s configuration window and

selecting the Test panel.

sELD umel #1

@ D0 Config DO Test | ' Felay Eountl D{ Aliaz Name

D0 Mode Pulze Output Mode————————
Status : [y il
Highs
Fulze Eounts
| o Test I | o Gtart I 2T Stop |

The Test panel shows how a channel’s status affects, or is affected by, the attached device. For output channels,
you can set the on/off status, start and stop a pulse, or output a voltage or current. For input channels, you can
monitor the attached device’s on/off status, counter, or input voltage/current.
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Defining Global Variables

Global Variables include Internal Register Settings, Timer Settings, SNMP Trap Server, E-Mail Server,
Active Message Server and SMS Phone Book. If these functions will be used in a Click&Go V2 rule-set, the
default configuration must first be set from the Global Variable Menu Bar.

Ei Network Statistics | SWatchdog | = Message Monitor | Y EN Settings
& Server Info. | ._thewerSettings | _,;‘Firmware Update | i LAN Settings | EhEeIIuIarSettings T Celular Beconnection
. 1#0 Configuration I 4140 Expansions I S Meter/Senzor I e Active Tags v Click&Go Logic
P B sG] ™| 3| 2| 2|52
Ldgic Manle I
Internal Reqister Settings(Float)
Data Logging Profile List
FTP Settings
Working/Off Working Day Settings
SMS Phone Book
Active Message Server
E-Mail Server
SHMF Trap Server
Timer Settings

Internal Register Settingsiinteger)

The following global variables are only supported by ioLogik W5300 micro RTU controllers: SMS Phone Book,
Working/Off Working Day, FTP, Data Logging Profile List, and Internal Register(Float).

Internal Register (Integer) Settings

Internal Register

(Integer) is a flag that can be used with the Click&Go logic internally or externally. The 24

sets of internal registers can be polled and controlled by SCADA software using standard Modbus/TCP format,
or implemented to redirect the result of one Click&Go logic to another.

The default value of an internal register is “0”.

Register Number Initial Value

Internal Register

Reg-0 to Reg-23 *0 to 255

£% Intemna

# Initial ¥alue | Deszcription | ﬂ
0 I -
#1 0 Reg-1

Timer Settings

The Timer function allows users to delay an action, trigger an action to run, or repeat an action. A timer is
activated by a change of the logic event. After the timed interval has expired, the output will be performed.

The 24 timers that can be implemented with Click&Go V2 logic have the default time interval set to “5 seconds”
in the "STOP” state. Be sure to configure the interval before using a timer.

With the default state set to "START” the timer will start when the Click&Go logic is activated.
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Timer Number

Initial State Configuration

Timer

Timer-0 to Timer-23

START, *STOP

SNMP Trap Server

i Initial ¥alue | Description I ﬂ
#1 0 Reg1

The ioLogik W5300 supports SNMP v2 (Simple Network Management Protocol) to allow monitoring of the
network and I/O devices with SNMP Network Management software. It is useful for building automation and
telecom applications. Before monitoring the system information of an ioLogik via SNMP trap, first define a rule
in Click &Go logic to update the I/O status (up to 10 SNMP trap servers can be defined).

Manager Address

—tanager List
#
#1
#2
#3

1921681271
1921681272

o OK I x Cancell

E-Mail Server

The E-mail Server configures the parameters of the target e-mail servers and the recipient e-mail addresses.
The Recipient Database should contain a list of available e-mail addresses for your network environment.
The e-mail message defined in the Click&Go logic will be sent to all addresses listed in the Receiver(s) list. To
add e-mail addresses to the Available receiver(s) list, enter the Name and Mail Address and click the Add
finger icon to move addresses to the Recipient Database; use the Remove finger icon to remove it.

E-Mail Server x|

—Mail Address Settings

Marne ; I ail Address ||

Recipient Database

g i

MHame

george

e-hail Address

nza.hinet.net

—Mail Server Settings

SMTP Server Address:

Lagin Mame : I

Imsa.hinet.net

george. liu?y

Login Pasgword © I

xxxxxxxx

Fietry I3

Interval

g0

2BC.

o Save | X Cancel |
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Under Mail Server Settings, you must configure the address of the SMTP server with your username and
password. When using an FQDN (Fully Qualified Domain Name) address, such as ms.moxa.com, you must
specify the ioLogik’s DNS settings or check the Cellular Settings to see if the DNS settings were retrieved by the
cellular connection.

L.‘.n Metwork Statistics I QWatchdog I = Meszage Maonitor | FEr PN Settings
. 10 Configuration I /140 Expansions | -3 Meter/Sensar | e Active Tags ' Click&Go Logic
@ Severlnfo. | fServerGetiings | gSFimware Update | (@ LAN Settings I g, Cellular Settings 7 Celular Frecaonnection
rDial-up Setting

Cellular Statu r
User Mame: I Cellular Mode(IP-115.80.17_85)
Password: I I DMNS IP:61.31.233.1 I

SIMPIN: | ~Cellular Emor

“APN: Iintemet No Error

—Signal Strength

posizs all

Q Watchdog I 4 Click & Go Logic ™= Iessage Monitor
. 140 Configuration | ‘& Server Info. | ' Server Settings hh Network | 4 Firmware Update

Mumber of Modbuz/TCP connection(s) . 2
—IP Setting: —Senal Setting:

|P Configuration : ISlaIic 'I Unit ID 1
IPAddess:  [192168.15.205 Baudfiaiz: 115200
Data Bits : g
Subnet Mask ; |255 255.255.0 Stop Bits : 1
Parity - Nane
Gateway IU.U.D a
Tirneout [rz] : Igsgg 3'
M) 00-90-E8-0D-0E-93

C:
%AccesswblelF‘ | (Updatel

Modbus/TCP Alive Check Timeout————— [ SMMP Setting:

[¥ Enable Modbus/TCP idle connection [¥ Enable SHMP
timeoul teral Read Community :Ipub\ic
£ >l sec wdrite: Community : Iprlvale

date Contact : I
~DINS Setting: N Location I

< DNS #1 152.1661.98
\ DNS #2 192.168.1.99 T

(Bﬂefreshl

4-12




ioLogik Cellular Micro RTU Controller

Click&Go Logic

Active Message Server

The Active Message Server configures one or more destination IP addresses of the Message Servers that
receive event messages generated by the Click&Go logic. The message protocol (TCP or UDP) and the message
socket port must also be configured.

The active message defined in the Click&Go logic will be sent to all addresses listed in the Message Recipient

List.

—Message Recipient List

ging Protocol

# Destination Address

|ﬂ & UDP

m 192168.127.1
#2

#3
4
#5

#6
w7
#8

#a

- TCP

Message Port [TCFAUDF) : 19000

Rietry ID Interval ID sEC.

,/DKI

X Cancel |

Message Port(TCP/UDP): The Port the computer uses to communicate with the device; the default port for

TCP/UDP is 9000

SMS Phone Book

The SMS Phone Book configures one or more destination phone numbers that will receive SMS (Short
Message Servers) event messages generated by the Click&Go logic. The SMS defined in the Click&Go logic will
be sent to all mobile phones listed in the Phone Book. A total of 20 receivers can be configured in the

phonebook.

SME Phone Book =|

 Phone Book

# I Phone Humber I

| 0320344550
2 0323846772

Stephen Lin

Daniel Liu

Gearge Liu

Descrnption ﬂ

Interval: |1EI _—

o WE |
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Working/Off Working Days

The Working/OffWorking Days defines the workweek days, hours, and off days to be used in the Click&Go
Schedule function. Specify the work days and hours first, double click to select the date in the calendar, and
then click the Replace button to update the selected entry of the off days.

WorkingfOff Working Day Settings x|

Working D ay
[ Sunday |V Monday [v Tuesday v ‘Wednesday

[¥ Thurzday v Friday [~ Saturday
From [o00300 = To: [ooiel =
rOfwarking Dray
“ -
H#il 1112422 Date : |1 1/05/27
#1 1104417 n May, 2011 u
02 11/04/18 Sun Mon Tue Wed Thu Fri Sat
HO3 1105426
1 2 3 4 5 E 7
HO4 ] g 10 11 12 13 14
= 15 16 17 18 19 20 21
2 2z 02 xn x JEE >®
HIG 29 a0 il
CIToday 2011/2/22
HO7
HOQ ;I

of Gave | x Cancel |

FTP Settings

The FTP Settings dialog defines the target FTP server’s IP and user accounts to allow the ioLogik W5300 to
upload log files. Specify the FTP Server’s IP address and accounts and press the Add button to create a new
entry in the list.

FTF Settings |
FTP Server: [2037213398 dd
User Marne : Iftpupload Delete

FPassword ; Ixxxwx

Part; |21

MHa | FTP Server | Port
HOO 168.95.1.1 21

T odify

|EE

o Save | X Cancel |
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Data Logging Profile List
The Data Logging Profile List defines how to log the I/O data into the SD card. A total of 5 profiles can be
created, and multiple/duplicate channels can be included in different profiles.
Take the following steps to create a profile:

1. Click the New button to create a new profile.

Data Logzging profile list |

Profile list rThe detal of selected profile

Mo | Profile name | Description I‘Jalue |

rLog time

Selected channel

Delete | bodify |

The digk gpace left ;0 KBytes J ©ave | x Cancel |

2. Click Enable and specify a name for the profile. In addition, specify the Initial State and capacity of a log
file. If you select Start as the initial state, logging will start immediately once the profile is established. If
you select Stop, a Click&Go logic must be performed to start the logging.

Frofile Detail Settings x|

v Enable
—FPrafile Setting:

Marne ITest

The lag file haoldz IEEIDEI zamplas [1-6000]
The profile holds |1 0o filez [1-500)

Initial State
f* Stop " Start

3. Define how to log the data by specifying the Logging Type. Users can choose to log when the I/O status
changes (On Change), to log periodically (Periodical), or by pre-configured schedule (Schedule).
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rLogging Type
{~ On Change
" Periodical LoglntervaIISDD sec [3-86400]
¥ Schedule
= Ewvery manth

Time |12 =] :fm -]

" Day Day|1 vI
XK Delete |

% wieek Week |1 vI

Haur | Min |
[T Sun [ Mon [ Tue [ ‘Wed ] o0
[~ Thu [ Fi [ Sat 12 oa

(" Everny week

[~ Sun W Mon [ Tue [ ‘wed
[~ Thu | Fii [~ Sat

The Schedule settings are extremely flexible and can log by day, week, or month. Specify the hours and
then click the Add button to add a setting of the schedule to the list.

Click Next to proceed.

Specify the channels to be logged. The percentage indicates the change of an analog channel when
choosing the On Change logging type. Specify the percentage for an analog channel before selecting the
channel in the right column.

. L — o ——— H
Profile Detail Settings “
- = - » L
Channels Selechon ||
Al srealsbls Channels Selected Charrels
Charrel Tithe Charrel Tite -]
Sesnz SO0WRIL0-AI00
SO4:5-04 SO0WSIA0-AI
SEsS SOOWE0-AI02
Siesme SO0WRI0AI03 3
S04S-MT e | SO0WS3AHDI00 1
504508 SOWEI0DIM [
Siesma SO0WRI0DI02
5045000 &m | SOFWSIHDING |
SOES-0 SO0 R 00004
S50 SO0WSRI0DI05
5045003 SONWSIHDIDE
SOEs-024 SOOWE0DI0T
S5 025 SOWSHODOM
5045008 SOFWSHIDON
SO4s-027 SOOOWEHODO02
Shas-0s SOWSHODO0E
SO45-003 SONWSHHDOM
S04 S-0 SOYWEHODO0E
5045400 S00WEH0D006
SOFWSHIDOOT 2
Anaiog Pescentage
- sm % Sedect AN & 0 = Sedact A
&= F‘lzvioul[ i Fnish |

5. Click Finish.
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6. Click Save.
x
Profile list rThe detal of selected profile
Mo | Profile name | Description I‘Jalue |
A0 Test Profile Mame
Enable Enable
Init State Stop

Files of each Log 100
Records of each File| 5000

Log Type Scheduls
Schedule Mode Every day

rLog time
0000
1200

Selected channel
S00:WE340-4, . S00MW5340-
S00:\W5340-4, . S00MW5340-
S00:\5340-.
S00:\5340-. .

Delete | bodify |

The digk gpace left ;0 KBytes I JSave I x Cancel |

Internal Register (Float) Settings

Internal Register(Float) can be used as an analog comparison (dynamic throughput setting) and flag with
the Click&Go logic internally or externally. The 28 sets of internal registers (float) can be polled and controlled
by SCADA software using the standard Modbus/TCP format, or implemented to redirect the result of one
Click&Go logic to another. The default value of an internal register is 0.

Register Number Initial Value
Internal Register |FloatReg-0 to FloatReg-27 0.000 (4-byte float point)
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Working with Logic

Click&Go Logic Basics

The Click&Go Logic panel is available after logging in as administrator. This is where Click&Go logic is
configured. With a set of rules (known as a rule-set) defined through Click&Go, the ioLogik can perform local
and remote I/0 control, report I/O status, and actively send out messages, e-mails, or SNMP traps to a host as
soon as the user-defined I/O conditions have been met.

To use Click&Go Logic, start ioAdmin and log in as ioLogik administrator from the Server Settings panel. Once
you are logged in, go to the Click&Go Logic panel. The following screen should appear:

;Firmware Update | @ LAN Settings | Lh Cellular Settings ] 1 Cellular Reconnection w. Metwork Statistics ] ,Watchdog | = Mezzage Monitor |

1/0 Corfiguration | | §/1/0 Expansions | | }/Meter/Sensor | < Active Tags | ClickiiGo Logic ServerInfo. | [ JServer Setlings |

(1 7| X
e ] 01 M &M -

- »
o =

S|=a|m|~|2]w)

m

#3

o _ D Clear Retrieve EI Run

Click&Go Logic Panel
1. Global Variable: In this field, you can configure global variable rules.
2. Logic Name: In this field, you can assign a name to the set of rules.
3. Rule-set: In this area, each rule’s conditions, actions, and status are displayed.
4. Rule-set Management Bar: In this area, you manage the rule-set.

Rules are the building blocks of your ioLogik system. With rules, you define the exact trigger conditions for
transmission of I/O information as well as the content and destination of that information.

Click&Go Logic can be defined in the following ways:
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IF “"A” THEN “B”, ELSE "C”

For one control logic rule, there are three “A’s” that can be configured. “A” refers to the IF conditions that
trigger an action. These three conditions can be operated by "AND” or "OR"” logic. If "AND” logic is used, all
three conditions must be true to create a positive result. If "OR” logic is used, one or more true conditions must
be met to trigger the action.

AL A2 A3 Result o-f Al A2 A3 Result ¢-.':f

AND Logic OR Logic
0 0 0 (1] (1] 0 0 1]
0 0 1 (1] (1] 0 1 1
0 1 (1] (1] (1] 1 0 1
0 1 1 (1] (1] 1 1 1
1 0 (1] 1 1 0 0 1
1 0 1 1 1 0 1 1
1 1 (1] 1 (1] 0 0 1
1 1 1 1 1 1 1 1

The 24 rules are defined individually and are executed one by one in a loop. The 2™ rule can only be processed
after running the 1% rule, and the entire rule-set will start running from the beginning after the last rule is

processed.
1 -: 1
! | IF a4 _ THEN D ) ELSE G 1 |
1 | AND / OR |
| Rulez0 IF B THEN E ELSE H 1
1 1
1 : : IF c ~“ THEN F < ELSE | < |
| H |
T T B TS -
I : |
H 1
! Yo IF J ) THEN M | ELSEP 7 |
| | AND / OR |
| Rule#2 | IF K C——————————"— THEN N ELSE Q 1
I I
1 : IF L ~ THEN © “ ELSER ~ |
| 1 ]
)
Rule £23

You will see a list of the rules in the current rule-set on the main screen. Double Click on a rule to open that
rule’s configuration window, as shown in the following figure, or double click on an empty rule to start a new
rule.

¥ Enable

[ & Enable Logic
IF THEN ELSE

DI - &L Do & Do N
<Emply> - ehail - &L <Emplys -
<Emply> - <Emply> - <Emply> -

AMD B

* Relation between conditions

[ Enable Peer to Peer 170

gt charmels mimante - |2 etz P |

I

[od ‘ Outputeharmel | D0-0 ®  mirrer fomrematzIROf0.0.0.0 chiann= ] D10 ﬂ

e S

<IF> 1=
(DI-1 Gy

<THEN>
(DO-0=0M) AND
(Send E-Mail every 0 sec.)

<ELSE»> Ll
(D00 =QFF) =

[Z5] _x o
Under Relation between conditions, select AND to specify that all conditions must be satisfied for the
actions to take place; select OR to specify that any one of the conditions can be satisfied for the actions to take
place. The Equivalent Logic Statement at the bottom shows a real-time text-based summary of the rule that
you are defining. It provides a useful way to make sure the rule is designed as you intended.
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IF Conditions

IF conditions are events that trigger THEN/ELSE actions. Under the IF column, you can set up to 3
conditions that must be satisfied for the actions under the THEN/ELSE column to take place. As soon as the

IF conditions are satisfied, the specified THEN/ELSE action is performed. For example, an alarm can be

activated when a door is opened. Use the pull downs to specify the conditions and units of measurement (e.g.,

DI-0=OFF).

Enable
@ Enable Logic
THEM

‘<Empt}l> v’ [<Empty> v]
Dl [ <Emply - ]
Counter

A

Relay [<Empty> V]
Intemnal Register

Tirner

Schedule

= Expanzion Module Connection Fail -
Yirtual Chanrel
Syetem Start-Up

IF conditions can be specified as follows:

ELSE

IF Conditions Operators

Remark

DI ON, OFF, ON to OFF, OFF to ON, Change

DI-x represents the channel humber

Counter =, >, <, >=, <=, Change

Counter-x represents the channel number.
Max Counter Value: 4,294,967,295

Al =, >, <,>=, <=

AlI-x represents the number of the channel.
Max Value: Depends on the analog modes
or the result of scaling. Internal
Register(Float) can be used as the
comparison or throughput setting
controlled by remote SCADA or a
Modbus/TCP program.

Relay = >, <,>=, <=

CurRelayCNT-x represents the current relay
counts for the channel.
Max Value: 4,294,967,295

Internal Register =

Reg-x represents the number of the internal
register.
x = 00 to 23 / Trigger Value: 0 to 255

Timer TIMEOUT Timer-x, x = 00 to 23
Max value: 4,294,967,295 seconds
Schedule Time, Range and Recurrence

Expansion Module |0, 1
Connection Failure

Virtual Channel =, >, <,>=,<=

VC-x represents the channel number

System Start up N/A

Activate when the system is starting up at
System Start

NOTE

The following IF Conditions are only supported by ioLogik W5300 micro RTU controllers: Expansion Module

Connection Failure, Virtual Channel, and System Start-up.
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DI

DI refers to the status of a digital input channel. Edge detection can be used to refine the conditions. For
example, the condition DI-0=OFF is satisfied for as long as DI-0 remains off. The condition DI-0=ON to OFF,
however, is only satisfied the instant the DI-0 turns off. The transition of the status change can also be handled
using “Change” operator so it will trigger the related action whether it is ON-to-OFF or OFF-to-ON.

Scroll to select DI and click on the property () button to enter the DI Settings window.

Iv| Enable
—{+ Enable Logic

IF

Select Channel :

I <Emply>

|oio =l
I <Emply> j
Select Trigger Condition :
|oFF =]

* Relation between conditions : |4HD hd

x Cancel |

Counter

Counter refers to the counts of an Event Counter channel. The counts are stored in the ioLogik internally.
Specifying the counts with a proper operator will lead to triggering the action. For example, if 10 items should
be packed in a box, the Counter-x should be reset every 10 counts (Counter-1=10). Select the IF condition

to Counter and click on the property button () to enter the Counter Settings window.

v Enable
—{+ Enable Logic

IF
Select Channel :
ICounter-1 A
<Empty> = -
Select Trigger Condition :
* Relation between canditions - |4ND b Yalug :
I'I 1}

W 0K I X Cancel |
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Al

AI refers to the readings of an analog input channel. An analog input value is specified to trigger an action.
Units of the value are defined by the selected analog modes (voltage or current), or the scaling results. For
example, AI-0 > 15 mA represents the high level of a water tank.

Logic #0 Configuration
¥ Enable
—{* Enable Logic
1F \
S IF - Al Setting x|
|<Empty> j Select Channel :
|<Empt_l,J> j {+ Built-in Im.g j 0
" Expansions
* Relation between conditions : |4ND hd Sloté I j
Channel I j
Select Trigger Condition :
Al'Yale |> j IU FloatReg0 i
Raw(dec) -
o =t
W -
o 0K FlnatH ol
FloatReg-1
FloatReg-2
FloatReg-3
FloatReg-4 7

Virtual Channel

VC refers to the readings of a statistics channel. The value can be recorded in the data log file, or specified to
trigger an action. Units for the value are determined by the user defined unit, or the scaling results. For
example, VC-0 > 15 ml/s represents a water flow amount greater than 15 ml/s.

IF - Yirtual Channel Setting

Channel |VE-D i

o 0K

Relay (Counter)

Relay refers to the current counts of the relay usage. For ioLogik E2214, the counts of the relay usage are
stored inside the ioLogik. Checking the current counts of a relay will produce the action. For example, if the
average life-cycle of a relay is 25,000 times, an alarm e-mail may be generated when the counter reaches

20,000 times (CurRelayCNT-0 > 20000) to report the need for a replacement.

v Enable

i+ Enable Logic
IF

rlF

Select Channel :

IEurH elayCHT-0 - I

|<Empty> - X .
Select Trigger Condition :
5 -

Walug :

|2DDDU

e [0F |
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Internal Register (Integer)

Internal Register (Integer) represents a status flag to link the status of the first logic to the second one. It
is used most often with the Timer function, or to combine other input statuses together. The Internal Register
function also allows a PC to control the ioLogik’s local output when the remote output is controlled by a
Click&Go log (e.g., digital output, active message, e-mail, or SNMP Trap). Select the IF condition for the

Internal Register and click on the property button () to enter the Set Internal Register window.

v Enable

i+ Enable Logic

IF

Internal Register

Select Channel

<Emptys
IHeg-D hd
I <Emptys b l
Trigger Condition
ID

Used in :
#0

B

Set Infernal Regxsfer|

x Cancel |

In the above figure, the “Used in:” column indicates that this Internal Register is also used with Rule-0, which

helps the user identify the relationship between the rules. Also, the Set Internal Register button ( "_I) will
help to define the default values of all Internal Registers.

NOTE

Internal Registers can be controlled by Modbus/TCP protocol. Refer to the appendix for the address list for all
Internal Registers.

Timer
The Timer function can be used to control the timing of a logic rule in the IF conditions. “TIMEOUT” is the only
operator here. For example, you can delay the triggering of an action or repeat an action periodically. Select the

IF condition for Timer and click on the property button () to enter the Timer Settings window.

v Enable
= Enable Logic
IF g——
K
T Select Timer :
mipy:
ITimelrU -
|<Empt_u> ‘l
Select Condition :
ITIMEDUT -
Used in : Time : 0 [Sec]
Ho
Z | x Cancel |
Set TLmerl
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In the above figure, the “Used in:” column indicates this Timer is also used in Rule-0, which helps the user

indentify the relationship between rules. In addition, the Set Timer button ( El) will help define the default
value for the Timer.

Schedule
The Schedule function allows users to set a starting point or time period for a task. For example, the Schedule
function could be used if a pump needs to start at 9:00 PM and stop at 11:00 PM every Monday, Wednesday,

and Friday.

Select the IF condition for Schedule and click on the property button ( ) to enter the setting window. For
recurrent actions, select the Recurrence checkbox and select the relevant weekdays. If a time period needs to

be defined, specify the stop date in the range column.

Logic #0 Configuration

¥ Enable Schedule |

{* Enable Logic
IF

Time

From : |un;nn;nn = To: IDEI:DEI:EIEI =

|<Empt_l,l> j
I<Empt}l> j

Range

Slafti|2m1;n2;2u -] ' Stop |2D‘I‘I£D2£2D -

= Mo Limit

* Relation between conditions :

—Iv Further Recurence
[~ Sunday v Monday ¥ Tuesday ¥ ‘Wednesday

[ Thursday [ Friday [~ Saturday

v Combine with Working Days j |

[~ Combing with OFf \working D ays
& 0K | X Cancel |

Expansion Module Connection Fail
The slot you select in the “Expansion Module Connection Fail” window will monitor while Click&Go is running.
The monitored target is specified for these expansion modules.
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System Start-up
The Click&Go logic provides the IF condition to perform an action, such as triggering the local output or SMS
alarm to indicate that the system is restarting.

Logic #0 Configuration
~Iv Enable

—{+ Enable Logic
IF

em Start-Lp
|<Empt_l,l> j
|<Empt_l,l> j

* Relation between condiiors : |2HD h

More Information about Repeat Interval vs. Edge Detection

Combining the Timer function with other IF conditions allows actions to be repeated when the specified logic is
sustained over a period of time. However, if a condition is based on edge detection (i.e., ON to OFF or OFF to
ON), it can only be triggered once.

The following scenarios illustrate how edge detection affects the Timer = N sec. In each diagram, the statuses
of three sensors are shown over a period of time, with a high signal corresponding to a “true” condition. The
green shaded area shows the duration of time that the IF conditions have been met.

No Edge Detection
In this scenario, the rule checks each sensor for “on” status, so edge detection is not involved. As long as the
sensors remain on, the required conditions are satisfied, and the THEN actions will repeat at interval N.

DI-0 = ON | | I | I I [
| ] I
' ! J i |
/ ; | I
¥ ! | I i I 1 I |
_l '4_;.7 I_ 1 i i i ]
DI-2 = ON g i i I i i
| L —|—-|: = L
!
Relation between AND OR
conditions
“IF” conditions | l | | | |
satisfied —_pl . ’I I I |
— 'N | ! ! [ N
' | 1 1 1 1 1
Repeat interval “Timer = N sec” “Timer = N sec”
“THEN" action B _
) hR N
triggered

Edge Detection for All Conditions

In this scenario, the rule checks each sensor for a change from “off” to “on” status, meaning only edge
detection conditions are used. As soon as a sensor changes from “off” to “on”, the condition is satisfied, but
only for that instant. Right after that instant, the condition is no longer satisfied because it is no longer
changing from “off” to “on”. The repeat interval will have no effect, since edge conditions cannot be sustained

over a period of time.
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DI-0 = OFF to ON

DI-1 = OFF to ON

DI-2 = OFF to ON

Relation between AND OR

conditions

“IF” conditions I I I I I I
satisfied —

Repeat interval N/A N/A

“THEN" action
triggered

Edge Detection for Two Conditions

“on”, and the THEN actions will be triggered over interval N.

In this scenario, the rule checks DI-0 and DI-1 for a change in status and DI-2 for status only. The repeat
interval will not have an effect if the AND relationship is used, because the two edge conditions can never be
sustained over a length of time. With the OR relationship, the IF conditions will be satisfied as long as DI-2 is

DI-0 = OFF to ON

DI-1 = OFF to ON

DI-2 = ON J !

: . .
Relation between AND OR
conditions
“IF"” conditions I
satisfied I I I I I
Repeat interval N/A N/A

“THEN" action
triggered

Edge Detection for One Condition
In this scenario, the rule checks DI-0 for a change in status and DI-1 and DI-2 for status only. The repeat

interval will not have an effect if the AND relationship is used, because the edge condition for DI-0 can never
be sustained over a length of time. With the OR relationship, the IF conditions will be satisfied as long as DI-1
or DI-2 is “on”, and the THEN actions will be triggered over interval N.

DI-0 = OFF to ON

T

satisfied

DI-1 = ON | D B
|
I
DI-2 = ON ' |
I . .
I 1 1 1
Relation between AND OR
conditions
“IF” conditions ---p
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Repeat interval

N/A

“Timer = N sec”

“THEN" action
triggered

e

THEN/ELSE Actions

Under the THEN column, you can specify up to 3 actions that will be performed when the IF conditions are
satisfied. 3 actions under the ELSE column will also be performed when the IF is NOT satisfied. Possible

actions include changing the status of a DO channel, starting or stopping an Event Counter, or sending a
message by SNMP trap, TCP, UDP, or e-mail.

I¥ Enable

@ Enable Logic
—IF ~THEN —ELSE
[<Empty> =l [Empws 7]
|<Emety = Intermal Fegister I <Emply> :l'
| Erp =l Riemate Action m
* Relation between conditions = |AND T
If Conditions Result of Trigger of Trigger of
Al A2 A3 | AND Logic | Then Actions | ELSE Actions
0 0 0 0 NO YES
0 0 1 o NO YES
0 1 0 o NO YES
0 1 1 0 NO YES
1 0 0 o NO YES
1 0 1 0 NO YES
1 1 0 0 NO YES
1 1 1 1 YES YES
If Conditions Result of Trigger of Trigger of
Al A2 A3 OR Logic | Then Actions | ELSE Actions
0 0 0 0 NO YES
0 0 1 1 YES NO
0 1 0 1 YES NO
0 1 1 1 YES NO
1 0 0 1 YES NO
1 0 1 1 YES NO
1 1 0 1 YES NO
1 1 1 1 YES NO

THEN/ELSE actions can be specified as follows:

THEN/ELSE Operators Remark
Actions
Counter RESET Counter-x represents the number of the

Event Counter channel
DO ON, OFF DO-x represents the number of the channel.
Pulse Output STOP, START Pulse Output-x represents the number of the channel
AO Built-in or Expansion
Relay RESET ResetCNT-x represents the number of the relay channel.
Internal Reg-x represents the number of the internal register.
Register x = 00 to 23 / Trigger Value: 0 to 255
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Timer STOP, START, Timer-x, x = 00 to 23
RESTART Max value: 4,294,967,295 seconds
SNMP Trap I/0 Status Bindings: 3 sets

Active Message

ID / Source IP

Unicode supported

e-Mail

Create the contents of the e-Mail

Short Message

Select recipients from the phone book, define the content, and configure

Service the escalation

Data Log Start, Stop Select which profile to start or stop

Start/Stop

FTP Service Select which profile and FTP server to upload the log file

NOTE

The following THEN Actions are only supported by ioLogik W5300 micro RTU controllers: Short Message
Service, Data Log Start/Stop, and FTP Service.

Counter

In this THEN/ELSE action, the only operator for the Counter function is "RESET"”, which clears the counts of an

Event Counter channel. This function is often used in a charging system to clear the readings of a meter. Select

the THEN/ELSE action to Counter and click on the property button () to enter the Counter Settings

window.

Logic #0 Configuration

v Enable
(< Enable Logic

IF ELSE
ol = <Empty: 'l
I <Emptyx> - I <Empty> <Emptyz 'l
I <Emptyx> - I I <Empty> 'l <Emptyz 'l
* Relation betwesn conditions - |4ND e
~THEM
Select Channel :
ICountar-‘I - l
Select Action :
IFleset - l
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DO

DO refers to the action of controlling the local digital output channels that react to the IF conditions. Select the

THEN/ELSE action to DO and click on the property button () to enter the DO Settings window.

Logic #0 Configuration

v Enable

—{+ Enable Logic

D G

~THEN ELSE
o] M <Emphy> 'l
I <Empty: d I <Empty> <Empty: 'l
I <Empty: = I I <Empty> 'l <Empty: 'l
* Relation bet diions: JAND T
elation between conditions THEN
Select Channel :
IDD-U 'l
Select Trigger Condition :
[oFF |
oM
J ok x Cancel |

NOTE

A Relay output channel is also referred to as a DO channel in the THEN/ELSE action fields.

Pulse Output

Pulse Output starts or stops a pulse. It is usually used to create the flash for an alarm light. Select the

THEN/ELSE action to Pulse Output and click on the property button () to enter the Pulse Output

Settings window.

Logic #0 Configuration

v Enable
—i{* Enable Logic
IF ELSE

ol ~ <Emptys 'l
I <Empty: - I <Empty: 'l
I <Empty> - I I <Emply> 'l <Empty> 'l

Pulse Output Setling
* Relation betwesn conditions - |4ND b
THEM

Select Channel :

IF'uIse Output-1 - I

Select Action :
I Stop d I

o O I

x Cancel |
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AO

Analog Output (AO) refers to the action of controlling the local Analog Output channels that react to the IF

conditions. Select the THEN/ELSE action to AO and click on the property button () to enter the AO

Settings window.

@ Enable Logic
| IF THEN ELSE
— -
e 3 T —
— 8 —
S THEN - 40 OutputSering L e
7 Select Chaninel :
Built-in
@ Expansions
- 2o

X Cancel

0K

NOTE

AO Channels are only built-in for the ioLogik W5340 and W5340 HSDPA models.

Relay (Counts)

In the THEN/ELSE action, Relay refers to the current counts specifying how many times a relay has been
triggered. The counts are stored internally and can be cleared. "RESET" is the only operator. Select the

THEN/ELSE action to Relay and click on the property button () to enter the Relay Settings window.

Logic #0 Configuration
¥ Enable
—i{* Enable Logic
ml3 ELSE
I <Empty> = I <Empty> 'l
|<Empty> 'I <Empty> <Emptyz 'l
I <Emphyz hd I I <Emphy> 'l <Emphyz 'l
* Fielation between conditians : 14MD e
~THEM

Select Channel

FiesetCHT-0 i

Select Action :
Reset v

x Cancel |
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Internal Register (Integer)

Internal Register (Integer) represents a status flag to link the status of the first logic to the second one by
specifying other actions in the THEN/ELSE fields. Values from 0 to 255 can be used here. Select the THEN/ELSE

action for Timer and click on the property button (M) to enter the Internal Register Settings window.

Logic #0 Configuration

¥ Enable
[+ Enable Logic
IF ELSE
<Empty> - ternal A egiste @ <Emply> -
<Empty: hd <Empty> hd <Empty> hd
<Empty: hd <Empty> hd <Empty> hd
Internal Register Setting
= i . |AND L2
Flelation betwesn condtions T
Select Channel
IHeg-U hd

Trigger Condtion

e

Used in :
0

=4 |
Set Intomal Registor |

XK Cancel

In the above figure, the “Used in:” column indicates that this Internal Register is also used in Rule-0, which

£4

helps the user identify the relationship between the rules. In addition, the Set Internal Register button (
can be used to define the default values of all registers.

)

NOTE

Internal Register can be controlled by Modbus/TCP protocol. Refer to the appendix for the address list of all
Internal Registers.

Timer

The Timer function can be used to control the time settings of a logic rule. Actions such as "START”, "STOP”,
and “"RESTART” can be configured here.

Select the IF condition for Timer and click on the property button () to enter the Timer Settings

window.

Logic #0 Configuration
v Enable
[+ Enable Logic
IF ELSE
DI -l & <Emply> -
<Emptyx hd <Empty> hi
<Emptyx hd <Empty> hd <Empty> hi
* Relation between condtions : |AND il THEM
Select Timer
Timer0 A
Select Action
5§ =
START
RESET
Used in - Time : 5 (Sec)
#0
z X corc
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In the above figure, the “Used in:” column indicates this Timer is also used in Rule-0, which helps the user

identify the relationship between the rules. In addition, the Set Timer button ( El) can be used to define
the default value of the Timer.

NOTE

The “"STOP” operator stops the timer and returns to “0”, and the "RESTART" operator clears and restarts the
timer.

ATTENTION

The STOP or RESTART operator should always be used to reset or to restart the timer. If you do not use these
operators, the Timer function can only be triggered once.

SNMP Trap

The SNMP Trap function sends an SNMP trap to one or more IP destinations. The trap number can be any
number between 1 and 20. (You may need to consult with your network administrator to determine how trap
numbers will be used and defined on your network.) Select the THEN/ELSE action for SNMP Trap and click the

property button () to enter the SNMP Settings window. You can also bind the status of up to three I/O

L

S
channels within each trap. Click the Set SNMP button ( _#"1*'" ) to specify up to 10 recipients for the SNMP trap.

Logic #0 Configuration
¥ Enable
—{= Enable Logic
IF ELSE
[ul] hd <Empty: 'I
I <Empty - I <Emptyz 'l
I <Empty: d I I <Empty> 'l <Empty: 'l
SENMPF Trap Sething
% fions: &8N0 ™
Relation between conditions : ~Binding Variabl |
[¥ Bind /0 channel status :
[™ Bind /0 channel status : (D1} 00 -
[ Bind 110 channel status: {10]: 00 -
Select Specific ID : |1 vl
*Sent every |0 sec. [0 = sent once) c‘m‘?‘: |
Set SNMEP

X oo

Active Message
In response to a proper IF condition, the Active Message function sends a customized message to one or
more IP destinations by TCP or UDP packets. Select the THEN/ELSE action for Active Message and then click the

property button () to enter the Message Content Settings window. Enter your desired message in the

Message Content column. Dynamic fields such as time, date, IP address, and I/O status can be inserted in
your message by clicking Keyword Lookup. Messages are sent in ASCII by default, but can be sent in HEX by
selecting the "Send as HEX (separated by “,”)"” checkbox.

.
Click the Set Active Message button (_I) to configure the default parameters such as the messaging
protocol (TCP or UDP), socket port (9000 by default), and the up to 10 target message servers.
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Logic #0 Configuration

v Enable
—i{* Enable Logic
IF ELSE

[ul] - 1% <Empty> 'l
I <Emphy: hd I <Emphy: 'l
I <Empty: d I I <Empty> 'l <Empty: 'l

RT=IE
* Relation between conditions - |2ND e
M ge Content

[ Alaren Message fiomn <LOC><NAME=, Tirme: < TIME>, Date: <DATE:
140 Btatus Report: <D0 # <DL2=

[~ Send as HEX [seperated by ']

94 [max chars=200)

* Sent every IU sec. [0 = sent ohce]

-

Ok | X Cancel |

T Set Autive Mezage |

Active Messages can be received by a program using standard sockets, Moxa MXIO library, or ioAdmin’s

Message Monitor, as shown in the following screen shot:

' Click&Go Logic
. 1/0 Configuration

uoP |rce |

I g Watchdog
I & Semver Info.

| ex Active Tags
| i 3‘ Server Settings

= Meszage Monitor

GPRS Setting
i LAM Setting

| Eg_ Serial Tunnel
| &= Firmware L pdate

& ASCH " HEX " UCs2

When sending a message in HEX, each HEX value must be separated by commas. View the incoming message
on the Message Monitor panel and select the HEX checkbox. Note that certain numbers are control characters
that will not show up in the Message Monitor. When sending a unicode message, the UCS2 checkbox must be
selected. View incoming messages on the Message Monitor panel and select the UCS2 checkbox. Note that
certain numbers are control characters that will not show up on the Message Monitor panel. The maximum

number of characters is 200.
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E-mail

The E-mail function sends a customizable e-mail to one or more mail boxes or Blackberry devices. Select the

THEN/ELSE action to e-mail and click the property button () to enter the Mail Settings window.

Logic #0 Configuration
v Enable
—{* Enable Logic
r1F THEN ELSE

IS_l,lstem Start-Up j ITimer ﬂ |<Empt_l,l> YI

|<Em|:|ty> j Ie-MaiI ﬂ |<Empt_l,l> 'I

[ 3 zl

—Mail Content Settings

Mail Subject : [iex &= |

* Relation betwsen conditions : |4ND h
Mail Content :

D100 Change To <5:00,C04:11

—Eqguivalent Logic Statement -

<]F=
(Svstem start-up)
<THEN=
(Timer-0 START) AND & Keyword Lookup | i* ASCH " UTF-8 29 [max chars=200)

(Send E-Mail and attach data log ¢

—Mail Address Settings
Mame : I b ail Address I & Add

Recipient Database [Global Settings] Recipient List

Mame e-Maill Address | Mame e-Mail Address

stephern | support@rmoga.com

From Address Ilest@moxa.com

Attach data log |
’7 [V Attach the data log INPETest j Howrs : |24 [1-720) |
* Send every IU zec. [0 = zend once) & Save | x Cancel |

After entering the subject of an e-mail, enter the message in the Mail Content area. Dynamic fields such as
time, date, IP address, and I/O status can be inserted in your message by clicking Keyword Lookup.

NOTE Content in the same logic entry can be sent by either Active Message or e-mail, in which case the content of
the messages will be the same. If you would like to send an Active Message and e-mail based on the same
event but with different content, you will need to use two separate logic entries—one for the Active Message
and one for the e-mail.

SMTP server information including username/password, and the recipient database can be configured by

=5
clicking the Set Mail Address button (El). Click the finger icon ( E} to move the selected address from
the Recipient Database to the Recipient List.

To manually add e-mail addresses to the Recipient Database, enter the Name and Mail Address and click Add.
Once the address has been added to the Recipient Database, use the finger icons to move it to or from the
Recipient List. Select Attach data log to specify that the log profile and period will be attached to the email.
Set Hours to 24 if you would like to receive all logs generated in the past 24 hours.

Short Message Service

The Short Message Service function allows the user to configure the SMS in detail, including selecting
recipients from the phone book, defining the escalation and acknowledgements, and defining the content of the
SMS. If you select Send every___sec, the SMS will be sent to all the recipients at the same time; if you select
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SMS Escalation, the SMS will be sent out in the sequence listed in the recipient list, and using the timeout

interval. A recipient will stop receiving the SMS alarm when the preset maximum repeat ti
when one receiver acknowledges receiving the SMS.

mes is reached, or

SMS Content x|
~Phone Book
M ame |F'h0ne Humber | ﬂ # I |F'h0ne Mumber |
E@_ 0923334736 Stephen Lin 0922873351
Daniel Liu 0920344850 i Daniel Liu 0920344850
George Liu 0923846772 El

" Sent every ID zec, [0 = zent once]

f+ SMS Escalation
Acknowledgement Timeaout ID Mg |-|5 Min |0 Bem Ma:-:Flepeatl:{ [0-65535)

—Meszzage Content

SMWS test from ioLogik WhH340-HSDPA!

Message Format: (v ASCIl ¢ UNICODE[UCS-2)  HEX [Separated by *.’]

7 Kepword Lookup 35 [max chars=140]

1' o Ok | X Cancel

NOTE

Send every means to send the SMS to all the recipients; SMS Escalation will send SMS to the recipients

sequentially and wait for the response (acknowledgement).

Data Log Start/Stop
The Data Log Start/Stop function provides the capability to start or stop logging based on

a specific event (IF

Conditions), such as to start logging when the pressure (AI) reaches the maximum limit and to stop logging

when it returns to normal.

~THEN

Profile :

ITest_1 j

" Stop

o 0K | X Cancel |
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FTP Service
The FTP Service function provides upload service for data log files stored on the SD card. Combining this
function with Schedule or Timer in the IF condition will create periodical or scheduled uploads of the log file.

FTF Service Settings

~THEN
Frofile :
FTF Server :
[83.121.66.119:User_2930 |
Hours ; |24 (1-720]
" Send every IEI zec. [0 = zend once]

W 0K | X Cancel |

Profile: Select a pre-configured FTP server.

Hours: The ioLogik W5300 micro RTU Controller will send all the log files containing all the entries within this
specified time period.

Send Every: The datalogging file will be sent every this number of seconds.

The following diagram gives an example. Log_01 to Log_05 were created by the same profile. If configuring the
Hours to 24, the ioLogik will upload the entire Log_01, Log_02, and Current Log_03. In the Next 24 hrs, the
ioLogik will upload the entire Log_03, Log_04, and Current Log_05. On the FTP Server, the Current Log_03 will
be overwritten by the entire Log_03 when an additional 24 hrs has passed.

Log_03, Log_04, and the Current Log_05

will be uploaded to the FTP server; Log_03
will overwrite the earlier Current Log_03.

A

I Next Upload \

Log_01, Log_02, and the Current Log_03
will be uploaded to the FTP server.

)

{ Current Upload

|

Log_04

Hours = 24

? Hours = 24

24 hrs Before Present Time 24 hrs After
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Activating the Rule-set

Upload, Restart, and Run

The rules that are displayed on the Click&Go Logic panel include the current rule-set, which acts as the brain of
your ioLogik system. The rule-set must be activated as follows for the ioLogik to commence local control
operation:

1. The rule-set must first be downloaded from ioAdmin to the ioLogik. To download the rule-set, click Upload
to ioLogik from the Rule-set Management bar.

2. After the rule-set has been downloaded, ioAdmin will prompt to restart the ioLogik automatically after
clicking “yes” to confirm. Do not use the reset button, since doing so will load all factory defaults and erase
your rule-set from memory.

x

9 Wouneed to restart the device to make the new stting(s) to take effect

\-._.

do you want to restart now?

3. After the ioLogik has been restarted, the rule-set must be activated. Log in to ioAdmin as administrator, go
to the Click&Go Logic panel and click Run in the Rule-set Management bar. The rules in the rule-set will now
be active.

When the rule-set has been activated, it will remain active even when the ioLogik is disconnected from the host
computer or from the network. If the ioLogik is turned off, Cellular Micro RTU Controller operation will resume
when it is turned back on, allowing you to use the ioLogik W5300 for PC-independent automation.

Rule-set Management Bar

When the rule-set has been activated from the Click&Go panel it will remain active even when the ioLogik is
disconnected from the host computer or from the network. If the ioLogik is turned off, Cellular Micro RTU
Controller operation will resume when it is turned back on, allowing you to use the ioLogik W5300 for
PC-independent automation.

[% Clear Retneve &% Upload to ioLogik ] Run (=] Stop

e Clear: Erases the rule-set in both ioAdmin and the ioLogik W5300 series.

e Retrieve: Copies the rule-set from the ioLogik W5300 into ioAdmin.

e Upload to ioLogik: Copies the rule-set from ioAdmin to the ioLogik W5300.

e Run: Activates the rule-set that the ioLogik booted up with.

e Stop: De-activates the Click&Go rule-set and returns the ioLogik to normal, passive operation.

Import/Export Configuration

The ioLogik’s system configuration, including the current Click&Go rule-set, can be imported and exported. As
you make changes to a rule-set, you can export the system configuration in order to save that rule-set. Details
can be found in Chapter 2.

Log in as ioAdmin administrator from the Server Settings panel. You must log in as administrator to gain
access to the ioLogik’s configuration options. If a password has not been configured, simply click Login and
leave the Password entry field blank.
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NOTE Since there are major structural changes between firmware versions, configuration files generated by firmware
versions earlier than V1.2 (included) for the ioLogik W5312 series, V1.4 (included) for the ioLogik W5340
series, and V1.1 (included) for the ioLogik W5340-HSDPA series cannot be imported to the latest version of the
firmware.
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Planning and Assistance

In this chapter, we will provide variety of real-life scenarios to help explain to you how to use the ioLogik W5300

to configure your system.

The following topics are covered in this chapter:

o
a
a
o
a
a
o
a
a
o
a
a
o
a
a
o

Known Issues of Cellular Monitoring Systems

Configuring a Static IP Address for Active OPC Server

Cellular Micro Controller Architecture

Using ioAdmin to Perform Simple Data Monitoring from a Remote Site

Expanding Input/Output Channels

Using Modbus/TCP Protocol with Your Program

Using Counter to Get Meter Readings and Statistics

Record your I/0 Data in the Data Log File

Connecting a Modbus/RTU Serial Device Attached to the ioLogik over a Cellular Network
Connecting to a SCADA System

Updating Serial Tags to SCADA System with Active OPC Server over a Cellular Network
Handling Front-End Events and Alarms

SMS Escalation and Acknowledgement

SMS Commands for Monitoring and Control

Enabling the Power Saving Function and Secure Wake on Call

Enabling Ethernet and Cellular Redundancy
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Known Issues of Cellular Monitoring Systems

Cellular technology is well-suited for remote monitoring and alarm systems that cover a wide area, such as
pipeline monitoring of public water supplies or natural gas systems. Using cellular technology to implement a
remote monitoring system can save development, deployment, and maintenance time.

However, problems such as dynamic IPs, low bandwidth, and unexpected disconnections must be overcome for
the cellular monitoring system to achieve greater stability.

Known Issue 1: Dynamic or Private IP over a Cellular Network

Although cellular technology can make device communication easier, cellular networks were not designed for
industrial devices, but for mobile phones. Since mobile phones only need a temporary IP to connect to the
Internet, cell phones get a different temporary IP each time the mobile phone accesses the Internet. This is
referred to as the Dynamic IP issue. Most telecom service providers assign temporary IPs when a mobile phone
requests access to the Internet. A remote monitoring system using a cellular controller such as the ioLogik
W5300 series should request a permanent IP to ensure stable bidirectional communications. For this reason,
you may need to apply for a special data plan from the service providers or the mobile virtual network providers
(MVNOs).

As opposed to using the so-called “pull” or “passive” architecture, Moxa’s ioLogik W5300 Cellular Micro RTU
Controllers are based on “active” technology, which works with the powerful cellular device management
middleware, Active OPC Server. Active OPC Server runs on a central network computer that uses a
static IP. Even if the Cellular Micro RTU Controllers work in a dynamic or private IP environment with a general
data plan that is for a mobile phone, since the ioLogik W5300 micro RTU controllers contact the Active OPC
Server (and not the other way around), once a connection is established the two sides of the connection can
proceed with bi-directional communication. In addition, the built-in front-end intelligence called Click&Go
control logic enables the ioLogik to report its I/0 status, and send alarms and log data actively. Centralized
software such as a SCADA system is now able to leverage this technology by connecting the Active OPC Server
using Modbus/TCP or OPC Client Drivers instead of connecting to the remote ioLogik's IP address directly.

Known Issue 2: Low Bandwidth and slow response time

Cellular networks provide only low bandwidth transmission compared with wired CAT-5 Ethernet networks.
Generally speaking, the response time of the GPRS network is about 4 to 10 seconds, and 1 to 3 seconds for
3G/HSDPA networks.

This means that the latency of data for one round trip is much slower than a millisecond level Ethernet network,
resulting in system overload or shutdown when a large number of remote sites and large amount of information
need to be exchanged. A better approach is to use an “active” architecture such as the ioLogik, and the Active
OPC Server to reduce traffic and improve response time and decrease the use of the bandwidth.

Another factor that could cause unexpected disconnection is the cellular signal strength. In some places,
several communication channels could exist simultaneously, with each device accessing a different channel and
using a different signal strength. This kind of random signal strength could result in unexpected disconnection.

SMS (short messages) will not respond in time as expected, especially when using a data plan that is only for
data transmission or at specific times, such the end of the year, when traffic volume is much higher.

Known Issue 3: Unexpected Disconnection from Cellular Networks (Carriers)
Although cellular network transmissions are charged by number of packets and not connection time, most
vendors still refer to their service as “Always On.” However, a better description might be “always accessible”
since in reality, cellular carriers optimize their IP resources, time slots, and the base station capacity by
disconnecting connections that have been idle for a certain period of time. During this period, the mobile
devices will not be aware of the disconnection, and this lapse in the actual connection could introduce a certain
amount of unreliability in your remote monitoring and alarm system. If using “Always On” to keep your
connection alive is not stable enough for your purposes, you must configure additional “Cellular Reconnection”
settings to prevent being kicked off the network accidentally or without notification. See Chapter 4 for detailed
settings.



ioLogik Cellular Micro RTU Controller Planning and Assistance

Known Issue 4: Large Power Consumption when Attached to Base Stations
There will be a peak power usage when attaching to base stations (900 mA @ 12 VDC). Although the ioLogik
uses a low amount of power during normal usage (3-4 watts), we still recommend using a power supply that
is greater than 5 watts.

Configuring a Static IP Address for Active OPC
Server

When using an ioLogik W5000 cellular micro controller, one of the most important tasks is choosing a static IP
host PC to run Active OPC Server. A proper setup will ensure that the ioLogik W5300 works properly in the
following environments:

1.

Virtual Private Network

A VPN (Virtual Private Network) is a service that groups all related devices into one network, but users need
to purchase cellular on-line services and apply for VPN membership. When the Cellular device dials up, it
will get a private static IP assigned by the telecom service provider (Carrier or MVNO). The private IP is on
the same network segment as the host. The host and devices can communicate bi-directionally using a
polling architecture. Most telecom service providers will not offer small volume service packages to
enterprise clients. A mobile virtual network operator (MVNO) is a company that provides cellular services
but does not have its own licensed frequency allocation of the radio spectrum, and does not necessarily
have the infrastructure needed to provide mobile telephone services. An MVNO subscribes to several
cellular services and then rents the services out to customers who only need a small quantity of IP service.
Normally, the MVNO also builds up a VPN server to separate their groups, and in effect provide the same
services provided by a VPN.

Network with Public Static IP Devices

A Public Static IP can be accessed anywhere and anytime, such as over the Internet. Although most carriers
use private dynamic IPs for mobile phones, some carriers will provide Public Static IPs for specific
applications. The downside of Public Static IP service is that it comes at a much higher price. Some telecom
service providers can assign a fixed IP to one specific SIM card. While all I/O devices have their own fixed
IP address, the entire system will run as a traditional monitoring system with physical wires. This solution
has the benefit exhibiting the same behavior as a wired solution. However, not all telecom service providers
offer this kind of service, and those that do offer it at a relatively high cost.

New Cellular Network with Active Architecture

A new type of cellular network based on push technology is now available. This type of service requires a
host PC with a public static IP, allowing all remote cellular devices to connect to the host PC, regardless of
whether or not the device has a public or private IP. The Active OPC Server software running on a PC with
a static IP is required to update the devices’ IP and the fixed device name. After connecting to the cellular
network, all operations can follow the original infrastructure of the mobile phone provider. Moxa’s ioLogik
W5000 series Cellular Micro RTU Controllers are based on push technology with Active OPC Server. Active
OPC Server, which runs on a PC with static IP, will receive and register the Cellular Micro RTU Controller’s
IP and create a connection while the Cellular Micro RTU Controller is on line. Once the connection has been
created, bi-directional communication can ensue. The built-in front-end intelligence, Click&Go logic,
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enables the ioLogik to report its I/O status, alarms, and log data actively.

@ Actively Create a Connection from a Device

Active OPC Server
With a Static IP

Internet

% Cellular
Network

Host

ioLogik W53200 series

@ Actively Register with the Active OPC Server

NOTE If the Active OPC Server is installed in the DMZ or even the LAN, be sure to configure the router or firewall
settings to allow and redirect those necessary TCP ports such 9300, 9900, 9500, and 502 for remote access
from the ioLogik W5300. See Appendix F for details.

Cellular Micro Controller Architecture

The following diagram illustrates the overall architecture of the ioLogik 5300 series cellular controller. The
ioLogik 5300 controller supports remote monitoring, and you can configure the machine via ioAdmin and
connect to a SCADA system through an OPC client/server or Modbus/TCP. You can push datalog files to the FTP
server, and connect field serial devices through a serial tunnel. In addition, the ioLogik W5300 supports event
alarms by email, SNMP Trap, and SMS.

| SCADA with _—
i OPC Client ‘ |
| Active OPC
| SCADA with — Server

Modbus/TCP “‘

Moxa Config SW

ioAdmin s

I o i e i R i

\ Internet
= (y
pr—r Cellular g e ﬂj

Network A

Serial Port's gi 5 I ioLogik W5300 series
TCP Server Push Data Logging file to FTP Server
FTP Server @

Mail Server

Serial Transparent Tunnel

SNMP Trap Server

SMS j
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In the following sections, we illustrate how to set up an environment for the ioLogik W5300.

Using ioAdmin to Perform Simple Data
Monitoring from a Remote Site

Scenario: Users would like to check the I/0 status at the central site. The ioAdmin monitoring and
configuration utility will be used to monitor the remote site I/O status. The related network structure and
diagram are shown below.

Environment:

1. Active OPC server: Public Static IP: 59.124.42.169

Internal Static IP: 192.168.19.19
2. Central site: Internal Static IP: 192.168.19.207
Diagram:

Active OPC Server
With Static IP ioLogik W5340

Internet

Cellular
Host : . Network

192.168.19.207

Internal IP: 192.168.19.19 Server Name: Test

Public Static IP: 59.124.42.169 MAC: 00-90-e8-0D-0E-54
Implementation:
Step 1: Following Chapter 2 instructions, insert the SIM card in the W5340 and connect it to the sensors.
Step 2: Install ioAdmin in the host and run ioAdmin.
Step 3: Connect to the host and ioLogik W5340 via the Ethernet Console.
Step 4: Configure the “Cellular settings,” including the Dial-up setting and Operation Modes.
Step 5: Input the Active OPC Server address on the “Active Tags” panel.

Step 6: Install the Active OPC Server on a PC with static IP address and ensure the IP address of the Active OPC
Server is available and accessible from the remote ioLogik.

Step 7: Before starting use Active OPC server, make sure TCP ports 9900, 9500, 9300, and 502 are available
by configuring the local router or firewall in the IP address is located in the LAN.
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Step 8: Start ioAdmin and add Active OPC server manually.

£ MOXA joAdmin

J File  Swstemn  Sort © Help H Q
= % Host: [132.168.127.201]
ﬁ% inLogik,
Add ioLogik device |

170 Server Type

Active-0PC Active OPC Server j

—Connection Type

IP Address : [59.124.42169

) e EARE 7]

IDDpEEEEE =
000 =~ 00 0N e DO — D

o Add | X Cancel |

Note: Selecting "AOPC” from the broadsearch menu is also OK if the AOPC and the ioAdmin are
installed on the same PC or the same local network.

Step 9: After adding Active OPC Server you should see the following screen. Click the “Refresh” button to use
ioAdmin to monitor and configure the ioLogik W5300.

52 Host: [192168.18.207]
E-53 ioLogk
=By <"SW-PUBLIC"192.168,19.19

@ w534n-<nu-£?s-nu-n£-54>

i <Lan>

ioLogik W5340
Active OPC Server

/D Configuation |5 Sewverlnfo. | }*Sewver Settings | = Message Moritor

L]
e AT R T T ]

[Alk01 +-10¢ 0001V 0073Y 0001V |[DOL0S 211} OFF
[AlL02 +-10v 0000V 0000Y  0.0001¥ |[DOLOG Do OFF
[Aalk03 +-10¢ 0000V 0000Y  0.001 Y

D101

(¥ Refresh

4 | »|| 5340 10 syms 1o Ol
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Expanding Input/Output Channels

Scenario: A monitoring system for a pumping station does not have enough I/0 channels, and the user would
like to add more I/O channels to meet system requirements. In addition to the existing 4 Als, 8 DIOs, and 2
Relay Outputs, they are using the ioLogik E1210 and E1211 to add an additional 16 DIs and 16 DOs.

Implementation:
Step 1: Connect to the ioLogik E1210 and E1211 and start the Web Consoles for these two products.

Step 2: Configure and export the configuration files of these two models. The file names will be ik1210.txt and
ik1211.txt.

Step 3: Use Ethernet cables to daisy-chain the W5340, E1210, and E1211, and connect to the host PC through
the E1211’s Ethernet port.

Step 4: Start ioAdmin with the selected W5340 and choose “I/O expansion.”

-

ELAR = T
4= Dala Logging ] < Click&Go Logic 1 @ Server Info. I |} Server Settings ] 4=l Firmware Update
@ LAN Setting I B, GPR ol 4 i ehuaskubbatintic I §watchdog 1 = Meszsage Moritor

/140 Configuration E B‘VD Expansions ﬂ ; }‘Meterﬂ’SEnsol ] e Active Tags

Expansion Modules

3

= You must restart the device for new change(s] to take effect Add Ef

Modbus Addresses
Slotk ‘ Channel | Type | Address(hex) ‘ Address(d “ [¥] iti |

* The addresses will be update on next spstem restart. Export
(5 Refiesh

W5340 [0 syme rate: 2isec

Step 5: Click the “Expansion Modules” row and then click the "ADD” button. ioAdmin will prompt you to import
the E1200 series configuration.

Step 6: In the open file window, choose the configuration file for the E1210 (e.g., ik1210.txt).
Step 7: You can find the E1210 in the “Expansion Modules” table. Repeat steps 5 and 6 to add the E1211.

Step 8: After adding the E1210 and E1211, reboot the W5340 to activate this function.
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Step 9: After rebooting, log in to ioAdmin as Administrator and choose “I/O Configuration.” You will see the
following screen, which indicates that the additional I/O channels were successfully installed.

4= Data Logging | . Click&Go Logic
;| AN Cathng BES S etting | B Network Statistics | OWatchdog | = Message Monitor
. 1#0 Configuration 3‘”0 Expansions I j‘Meten’Semor I wie Active Tags
192168 19.242

| @ ServerInfo. | |} Server Settings | 4= Firmware Update

192.168.19.243  192.168.19.244

@ Fiefresth |
W5340 [0 e rate: 14ec

Step 10: Click&Go will continue running when the connection between the ioLogik W5300 and expansion
modules is down,. You can use the trigger condition “Expansion module connection fail” to let Click&Go warn
you when the connection is down. To do this, choose the Click&Go Tab, adding the rules as shown in the

following figure.

[+ Enable
(& Enable Logic
IF THEN ELSE
Expansion Module Connection Faill ]ﬁ Short Meszage Service ¥ I% I(Empty> -
Expansion Module Connection Fal v | (5] . <Emply> - [<Empty> -
<Emptys - <Empty> - |<Empty> -
AMD hd

* Relation between conditions

[ Equivalent Logic Statement -

<[F=

(slot1:E1210 Connection Fail) AND
(slot2:E1211 Connection Fail)
<THEN=

(Send SMS every 0 sec.)

X Cancel

o Ok

Step 11: Save the logic settings and restart the system. After restarting, click the "Run” button on the
Click&Go panel to make sure the Click&Go rule is running.

Step 12: When a disconnection occurs, an SMS alarm message will be sent to the predefined mobile phone.

NOTE

Three devices can be added to the “Expansion Modules” table in any order. The slot No. is based on the order
of the list, and does not depend on the order in the which the expansion modules were added.
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NOTE

The following ioLogik E1200 models are supported for the I/O expansion: E1210 (16 DIs), E1211 (16 DOs),
E1212 (8 DIs and 8 DIOs), E1214 (6 DIs and 6 Relays), E1240 (8 DIs), E1241 (4A0s), E1242(4AlI, 4DIs, and
4DIOs), E1260(6RTDs), and E1262(8TCs). ( Plus all Wide-Temperature ioLogik 1200 models)

Using Modbus/TCP Protocol with Your Program

Scenario: Most customers would like to use their own HMI program to collect relevant information from
different remote sites. The most common way of doing this is to use Modbus/TCP. The following example
illustrates the procedure:

Environment:

1. Active OPC server: Public Static IP: 59.124.42.169
Internal Static IP: 192.168.19.19

2. Central site: Internal Static IP: 59.124.42.169
3. W5300 IP: 116.59.60.232 (a public IP is required)
Diagram:

Active OPC Server
IP: 59.124.42.169

CELLULAR
Network

Central Host

IP: 59.124.42.169 IP: 116.59.60.232

We use ModScan32 to illustrate (ModScan32 is a product of WinTech, and can be downloaded from the WinTech
website).

Step 1: Install ModScan32 on your central host, with IP address 59.124.42.169.

Step 2: Set up your ioLogik W5300 Micro RTU Controller as follows:
e Connect DO-4 to DI-0 and DI-1
e Set DO-4 as 1Hz pulse output.

Step 3: Power on the W5300 and check the I/O status in ioAdmin. The status of DI-0 and DI-1 should have
changed to 1 Hz frequency.

Step 4: Configure the cellular settings on the Cellular Settings panel and the Active OPC Server’s IP Address on
the Active Tags panel, and then restart the ioLogik W5300. After restarting the system, the ioLogik W5300
should be assigned an IP address.

Step 5: If step 4 was completed successfully, remove the Ethernet console cable to force the W5300 get a
response from the cellular network.

Step 6: From your computer’s command line mode, ping IP address 116.59.60.232. If the ping is successful,
proceed to the next step.

NOTE

Some service providers (carriers) forbid and will filter this actiion.
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Step 7: Click on the ModScan32 icon to open ModScan32, as shown below.

~ ModScan32

Eile Comnection View Help

D[] &le2 E[F 2| 222

For Help, press F1 Folls: 0 Resps: 0 )

Step 8: Click Connection on the toolbar and choose Remote TCP/IP server in the Connect Using column.
Input the W5300’s IP address in the IP Address column and then click OK.

Choose this option
IP Address: |116.59.60.232

Service Port [502 L
—Confignration
Boud Rate:  |115200 3|

Word Length 8 -
Parity, |NONE -1
5 Delay II me after last character
swpBits |7 =] before releasimg R 1S

Connection Details |
Connect Using:
|Remote TCP/IP Server

Protocol Selections

’—I Coangel |

Step 9: Choose New from the File menu.

=" ModScan32 - ModScal
Fie Comsciion Setp View Window Help

Dl=la| =& wEa s\ex

Device Id: lIl
- Number of Polls: 149
Address: MODBUS Point Type

[Valid Slave Responses: 149
Length: 100 [01: con sTATUS Reset Ctrs |

0oo01: 0ooos 0oo09: <03 : oop21: <0> 00025
00002: 00006 00010: <03 : 0o022: <0> 00026
0o0n03 0ooo? 00011: <03 00023: <0> 00027
o0onn4d 00008 00012: <0> 00024: <0> 00028

For Help, press FI Folls: 150 Resps: 149 )
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Step 10: Look up the DI-0 and DI-1 Modbus addresses in the user’s manual, as shown below.

*8.2. 1xxxx Read only Coils (Support function 2).

References Addresse Data Tvpeo | Descriptions .
10001+ 00000+ 1 bite CHO DI Valueo "
00001 1 bito CH1 DI Valueo "

\ 00002 1 bits CH2 DI Values "

DI-0 Address 1 bite CH3 DI Valuee .

1 bite CH4 DI Value» .

10006.:' DI-1 Address 1 bita CHq DI '\.:alue.z A
100072 g 1 bit CH6 DI Valuee A
10008+ 0x0007- 1 bito CH7 DI Values "
10013« 0x000C 1 bite CHOAILED 1: On  0: Off "
10014 0x000D- 1 bite CHIAILED 1: On_ 0: Off "
10015+ 0x000E~ 1 bito CHZAILED 1: On 0: Off "
10016- 0x000F 1 bite CH3AILED 1: On_ 0: Off "

Step 11: Input relevant information.

Device Id: EI

MODBUS Point Type
NPUT STATUS

Input the tirst
address

Step 12: Choose the Setup option from the toolbar and click on Data definition. Next, change the Scan Rate
value from 1000 ms to 200 ms.

Address:

Valid Slave Besponses: 222

Number of Polls: 222 ‘

Length:

Choose function code to "02:
INPUT STATUS"

10001: <D=
10002; <D=

Sran Eate: 200

Modbuz Data
Blave Address: 1
Paint Type: |02 INPOT STATUSR =

Point Lddress: 1
Length: 2

0K | Cancel |

Step 13: You should now be able to see the DI-0 and DI-1 real time status.

Device Id: III
Address: MODBUS Point Type
Length: |2 |02: NP2

10001: <0
10002: <0>

Number of Polls: 973
Valid Slave Responses: 973

Reset Cirs |

DI-0 value: 0:0N, 1:0FF

DI-1 value. 0:0N., 1:0FF

Using Counter to Get Meter Readings and
Statistics

Scenario: In water pipeline monitoring applications, water flow volume is a very important monitoring factor,
since it can be used as an indication of leaking. The sensor used to monitor water flow volume is called a flow
meter. Most flow meters have a pulse output of 4 to 20 mA signal output, which the user needs to convert to
water flow in their own PC software. In this case, we will show you how to use the ioLogik W5300's virtual
channel function to convert the counter input signal to the actual flow volume.
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Setup Procedure:

Step 1: Open ioAdmin and set up your micro controller as follows:
e Connect DO-4 to DI-O0.
e 1.2. Configure DO-4 for 1 Hz pulse output.
e 1.3. Configure DI-0 for counter input mode.

Step 2: We assume that DI-0 is already connected to the flow meter.
Step 3: Right click on DI-0 from the I/0O Configuration panel.

Step 4: Select the Counter Scaling tab in the popup window.

£ DI Channel 0
@2 DI Config | B DI Test | 5 Aliss Name

Counter Scaling

¥ Enable

Slope-intercept formula

Result = Count Difference Ix j|5 0

Result Unit Iml.-"s
Update every |5 vl zec(s]

[~ Applyto all channels

V’Amwl

Step 5: Configure the scaling formula and update the sampling time.
Step 6: Close the popup window.

Step 7: Choose virtual channel (shown as VC-00), and select the source channel. We use DI-00 for this
example.

Yirtual Channel #0

SIS

[v Enable

Alias Mame ]

Physical 120 Channel(s)

™ Al Channel: |

¢ Counter. |DI-DD

Ll Lef 1<

(" Expansion Module: |

Operation: ,m

Time Interval: |-| |min ﬂ [1-65535)

Step 8: Select the operation mode from Max, Min., Average, Accumulation, Instantaneous, and Incremental.
Step 9: Close the popup window.

Step 10: Check the value on the I/O configuration Panel. The virtual channel value can be updated to AOPC
with the Active Tags function.
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Record your I/0 Data in the Data Log File

Scenario: A cellular communication system has lost its connection unexpectedly. If the user stores data in a
PC database, the database may lose data when the cellular network is disconnected. For this reason, the
ioLogik W5300 provides a front-end data logging function with its own built-in SD slot for storing the I/O data.
The data file can be uploaded to the host PC via the FTP protocol and Click&Go logic. By using the SD card
solution, users can avoid the “missing data” problem that plagues traditional solutions.

Log Profile Creation
Step 1: Insert a 2 GB or smaller SD card into the SD slot, and insert a SIM card.

Step 2: Start ioAdmin in administrator mode. Configure the Cellular Settings first.

Step 3: Go to the Click&Go tab and click on the Data logging icon on the Global Variable Toolbar.

@ Server Info. I |} Server Settings I &= Firmware Update I @ L&N Settings | Eg Cellular Settings
1 Cellular Reconnection I thelwork Statiztics I QW’atchdng I = Mezzage Manitor | v WP Settings
. /0 Configuration I 5140 Expansions I | § Meter/Sensor I ape Achive Tags I ' Click&Go Logic

# | B[] & ™| ]| 3| |26
Logic Mame : I Data Log Settings

Step 4: Click the New button to create a new log profile.

Data Logging profile lizt x|

Profile list r The detail of selected profile

Mo | Praofile narme | Description I‘Jalue |

—Log time

Selected channel

Mew Delete | b odify |

The digk space left: 0 KBytes 7 Ban | % Cancel |
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Step 5: In the new profile, click Enable to activate the profile, specify the settings, and then click Next to

proceed.

Profile Detail Settings

x|

v Enable

—Prafile Setting
Mame ITESt_1

The log file holds IEDDD gamples [1-5000]
The profilz holds I'I ui] files [1-500]

Initial State ‘

" Stop o Start

—Logging Type
(" On Change

{* Periodical
= Schedule

Log Interval |3 sec (5-86400)

£ Every month

{+ Diay

eek  Wesk |-| vI

Time IDD

=l

adld |

Joo

ol
2@ [elete |

Hour

| Min |

I~ Sun [ Kan [T Tue [T Wwed
I Thu T Fii [T Sat

Ewenwesk

I~ Suri T Mo
I~ Thu | Fi

I~ Tue [T ed
[ Sat

% Everyday

Step 6: Select the channels that needed to be logged, and then click the Finish button.

Profile Detail Settings

Channels Selection

&l available Channel

Channel Title
S00:w5340-D100
SS00WR3A0-D 002
S00w5340-0003
S00:w5340-0004
S00w5340-0005
500:w5340-D008
500:w5340-0007
S00:wE340-RLY00
S00:wE340-RLY
S00:w53404/C00
S00wHB3404 0
S00WwB3404/C02
SO0MWwB3404C03
SO0:WwE3404 C04
S00:Ww53404 C05
S00:WwE3404 C0R
SO0:WwS3404 COF
S00:w53404 008
S00wHB3404/C03

[t |e

—Analog Percentage———————

Percertage |5.DD 2 ' Select Al |

Selected Channel

Channel Title
S00:w5340-A100
S00w5340-41010
S00WwE5340-4102
S00WwE340-4103
S00w5340-0101
S00:w5340-0102
S00:w5340-0103
S00:w5340-0104
500:w5340-DI05
S00:w5340-DI06
S00:w5340-DI07
S00:w5340-0000
S00w5340-000

Ferzentage |5.UU k4 ' Select Alll

= F'reviousl | j'LFinish I
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Step 7: Click the Save button.

Data Logging profile list x|
—Profile list —The detail of selected profile

Mo | Profile name | Deszcription I\I"alue |
HOO Test_1

Profile Mame

Enable Enable
Init State Start
Files of each Log 100
Records of each file 5000

Log Type Periodical
Interval(Sec) 300
r—Log time

rSelected channel
SO0MWEIM04, .. SO0WS340-.. S00WS340-.. SO0MWE340-.,
SO00WE340-4, . SO0:WE340-.  SO0:MA340-.
SO00:WE340-4, . SO0:WE340-.  S00:WS5340-.
SO0WEIM0-4, .. SO0MWSI40-..  SO0MWE340-.

1 | )|

Delete | b odify |

The disk zpace left : 976144 KByptes I ¢ Beve I x Cancel |

If you select Start for the initial state in Step 5, data logging will start immediately when the profile is created.

Log File upload with FTP
Step 1: Click the FTP settings icon on the Click&Go Global Variables toolbar.

\d Semerlnfo. I —f Server Settings I 4= Fimware Update I i@ LAM Settings I £y, Cellular Settings
] Eellular Reconnsction | Ep Metwork Statistics | @Watchdog | = heszage Maonitar I imYPM Settings
140 Configuration I 4140 Expansions I —}Meter/Sensar I e Sctive Tags | v Click&Go Logic

|| Bl a| = e m[~]a|e

FTP Settings

Logic Mame ; I

Step 2: Specify the FTP server address and account, and then click Add.

FIP Sethngs |

FTP Server: 19216812 dd

Uzer Mame : Iftp_n:n:li Delete

Pazzward : Ixxxxxxxx

Part; |21

fed el

I LE

Mo | FTP Server | Fort
#OO 29.121.66.119 21
#01 19216811 21

o Save | X Cancel |
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Step 3: Double click on the Click&Go rule entry.
| - Click&Go Logic

; 140 Canfiguration | _}‘IJD Expanzions | _}‘Metera’Sensor #pt Active Tags
= & =*

F| E || &S| ™| & | = | & |62

Logic Mame I

#1

Step 4: In the IF Condition, select Schedule and then configure its properties to upload every midnight 00:00

to 00:15.
NOTE The Timer function can also be used for other applications.
Logic #0 Configuration
v Enable
—f* Enable Logic

1F THEN ELSE
IScheduIe ﬂ ’7 |<Empty> j ‘ ’7 |<Empt_l,l> 'l
|<Empty> j Schedule x| 'l
| <Empty> = | Time k|

Fram : IDD:DD:DD =t To: |nu:15:uu =
* Relation between conditions | AN
—HRange
—Equivalent Logic Statement
5taﬂi|2m1;uz;11 - & Stop |2m1;uz;11 -

" Mo Limit

—Iv Further Recurence

v Sunday ¥ Maonday ¥ Tuesday V¥ Wednesday

¥ Thusday [V Friday ¥ Saturday

[~ Combing with Woarking Days j
]
[~ Combine with Off Warking Daps
v |

Cancel I

oF 0K | X Cancel |
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Step 5: In the THEN Action, select FTP Service and specify which profile’s log files will be uploaded.

v Enable
—f* Enable Logic
1F THEN ELSE
ISchedule j IFTF' Service d |<Empt_l,l> 'l
I <Empty: j I <Emply j |<Empt_l,l> h l
I <Empty: j I <Emply: j |<Empt_l,l> h l
FTP Service Settings
* Relation between conditions : 14N hd —THEM
Prafile :
—Equivalent Logic Statement :
<IF> FTPS
(Schedule From:1 L0211 to 1102411 ELET
| 85121 661191 ser_2990 |
Hours : |24 [1-720)
*send eve{-"‘lu sec. [0 = send once]
I o OK I X Cancel |
W OK | X Cancel |

Step 6: On the Click&Go panel, click Upload to ioLogik to upload to the ioLogik W5300. Click Yes to restart
the ioLogik system.

i Server Info.

| |5 Server Settings

I &= Firmware Update

I i LAN Settings

| Eg, Cellular Settings

T Cellular Reconnection | £y Metwork Statistics | QWatchdog = Meszage Monitor | iy WP Settings
. 1/0 Configuration I ! j‘l.n"D Expansions : j‘Meten"Sensor I wr Active Tags I v\" Click&Go Logic
= &7 -

F|E NS ™| | H| | & 62

Logic Mame : I

#0 Enabled

E

THEM: :

[Upload Drata Log Profile: 0t FTR:D send once.]

| »

H Llear

Fietrieve

## Upload to inLogik.

[ Fun

(=] Stop ‘
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Step 7: On the Click&Go panel, click Run to activate the logic.

i@ Server Info. | |5} Server Settings | &= Firnware Update | @ LAN Settings | Eg Cellular Settings
] Cellular Reconnection I Eg Network, Statistics I QWatchdog I = Meszage Maonitor I i WP Settings
140 Configuration I __t*’l.fD Expanzions | .ifMeten’Sensol I «x Aotive Tags I o+ ClickilGio Logic
F | B |5 & ™| 0| ] 2|62
Logic Mame : I
<THEM: : I
H#O Enabled [Upload Data Log Profile:0 ta FTR:0 send once.]
i3l
Jid
[ Clear Fietrieve [ pload to iolagik [ Run [=]} Stap ‘

The Log file will be uploaded based on the current settings.

TYPSoft FTP Server ]

File SZerver 3Setup Help

IMain | Idzer Info |

[AM 00 00:37)] - Server Started

[ A&k -00:00:37] - FTF Paat: 21

[ 100 00:37] - [4] Cennect to 192 165 19202, Gt Tssmare.

[ A0 -00: 00:37] - [4] User TEST Cnected

[ A0 -00:00:53%] - [4] TEST: Cument Divectonr: Do TERE,

[ &AM -00:00:38] - [4] TERT: Btaut Upload, of DATEMPlesfS 1021 .cov

[ 0400 00401 - [4] TEST: File Uploaded: DATEMPYesfi 102 ooy (167 KA - 6551 bytes)
[ &b -00: 00401 - [4] Client TEST, 192 168 19 202 Disconnected (0000405 Min)

1

NOTE The function is dependent on the firmware version. Be sure to use firmware version V1.3 or above for the
ioLogik W5312 series, V1.5 or above for the ioLogik W5340 series, and V1.2 or above for the ioLogik
W5340-HSDPA series.
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Connecting a Modbus/RTU Serial Device
Attached to the ioLogik over a Cellular Network

Scenario: In the water industry, warning systems use both I0s and serial meters to get complete status
information. The ioLogik W5300 has built-in serial ports that support attaching Modbus/RTU serial meters with
RS-232 or RS-485.

Setup Procedure:
Step 1: Start ioAdmin as administrator.

Step 2: Choose the Meter/Sensor tab.

i Server Info. I 3 Server Settings I &= Firmware Update I i LAN Settings I Eg Cellular Settings
T Cellular Recannectian I Eg Metwork Statistics | ®watchdog | = Message Monitor I i PN Settings
/0 Configuration | #/1/0 Expansions | $ Meter/Sensar | e bctive Tags | ' Click&Ga Lagie
™ Serial Port |
—Port Setting

Baudrate: ISBDD vl OF Mode:
Staop Bits: I‘I 'l a + Update |
Mode:  |RS-485 /2wie x| T

Flow Contral: Inone 'I Senal Response Timeout (mg]: |2500 -
Data Bits: IB 'l (¥ Refresh
Parity: Inone ‘I

Step 3: Set the serial port parameters: RS-232, RS-485, Baudrate, Stop Bits, etc.

Step 4: Click Modbus TCP > Modbus RTU Gateway to choose the operation mode. There are two modes to
choose from: transparent mode and Modbus/RTU mode.

Step 5: Connect the field serial device via the serial port, making sure that the signal wiring is correct.

Step 6: By specifying the W5340’s IP address and the ID of the attached serial devices, you can use the
Modbus/TCP master to query the remote serial device.

NOTE The Modbus Slave ID for the ioLogik W5300 is fixed at 1, which means that the ID of the Modbus/RTU meters
attached to the ioLogik should start from 2 to 247.

Connecting to a SCADA System

Scenario: Most control centers use SCADA systems, such as InTouch, to monitor the status of their entire
system. The ioLogik W5300 with Active OPC server can feed data into the SCADA system. In this situation, the
SCADA system can use its built-in OPC Client/Server architecture to control the system.

Environment

SCADA System and Active OPC Server:
Public Static IP: 59.124.42.169
Internal Static IP: 192.168.19.19

Central site:
Internal Static IP: 192.168.19.19
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Diagram

Internet

Central Host with SCADA
Active OPC Server

IP: 59.124.42.169

Cellular
Network

W5300

IP: 116.59.60.232

Setup Procedure

Step 1: Install the SCADA system and Active OPC server on the same host PC with IP address 59.124.42.169.

Step 2: Open ioAdmin as administrator.

Step 3: Choose Active Tags and input the host PC IP address in the Active OPC Server Address column.

Step4: Select 4 Als for update tags and then click the Create Tags button.

[} Server Settings } 45 Fimware Update WU LAM Setting I
/170 Canfiguration 1 #/1¥0 Expansions 1 ¥ Meter/Sensor

¥ Enable Active OPC

Active OPC Server Addiess: [59.124.42183

Part: 3300

Heartbeat nterval : [g sec | (Ofordisable, or range 1-65535)

S M Eebwork Statistics

-

= [1ata Logging ] " Click&Go Logic }“' Server Info. ]

IQWatchdng } = Message Monitor ]

(¥ Refresh

g ez | I
Sloth2 E1211-<1592.168.19.244>
¥ Enable All &1 Channels
A0 W OnChange [500 % W Updateper [1 [sec | (1-65535)
Al0T W On Change ,W % |v Update per ’17 ,ﬁ [1-65535)
402 W OnChange [s00 % W Updateper [T [sec | (1-65535)
Al-03 W OnChange lgT P v Update per ’1— lﬁ [1-65535)
DI/D0 Global Settinglinclude expansion modules)
Updateby: [ I/0 OnChange, T Interval [1 [.. -] [165535)
DI/DO Channels
™ Enable &l DI Channels
[~ CH0O [ CHO1 [T CHO2 [ CHO03 [ CHO4 [ CH-DS
[~ CHOE [~ CHaO7
[ Enable &1 DO Channels ]

Step 5: ioAdmin will prompt you to restart the device.

Step 6: Open Active OPC server. You will see the device and data for 4 Als in the display window.

File System Sgrt View Help = F -

== STANLEY_LIU_NE TagMame [ Descrigtion [ Walue | Status [ Channel | Qualiy [ Rrw [ Unit [ Tupe [ ActiveTag |

=+ inLogik 100 & 0000 0 GOoD Flead Orlp +/0 double Y

= 4B 19216819242 ALD & it 1 GOoD Fead Only +0 double ¥

h PumpingStationtl A2 al oom 2 GOOD Read Only VAN dauble v

[T 501-Extensionkla: | A-03 A 0001 3 GOOD Read Only +4-104 double v

[ 502 Extensonlor | Comm St 1 Comm-Slot 1 1 GOOD Flead/Wiite Link/UInLink boolean-bit ¥

& Comm-Slat02 Comm-Slot 1 2 GOOD Flead/Wiite Link/UinLink boalean-it ¥

Comm-Slat03 Comm Slot i 3 GOOD Read/Wiite Link/UInLink boalean it ¥

SysConnect-00 System Connection 1 0 G000 Read Only LinkAInLink. boolean-bit hd

Step 7: Connect to the SCADA system and choose the OPC server as Moxa Active OPC Server.

Step 8: Follow SCADA instruments to create data tags for these 4 analog inputs.

Step 9: After creating these 4 tags, place them in a suitable position on the SCADA screen. You can find these

values in the SCADA display.
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Updating Serial Tags to SCADA System with

Active OPC Server over a Cellular Network

Scenario: For many applications, a remote site not only needs to be monitored for physical IOs that measure

environmental or facility conditions, but must also coordinate data output from serial meters. The ioLogik

W5300 has a 3-in-1 serial port built in that supports attaching field serial Modbus/RTU meters (either RS-232
or RS-485), and allows the integration of this serial data so that it can be uploaded to the SCADA system via the

Moxa Active OPC Server software.

Setup Procedure

Step 1: Start ioAdmin as administrator.

Step 2: Choose the Meter/Sensor tab.

Parity: I hohe hd l

& Server Infio. | =} Server Settings | &= Firmware Update | & L&M Settings | £ Cellular Settings
1 Cellular Recannection | Eg Metwork Statistics | fWatchdog | = Message Monitor | v WYPN Settings
. 1#0 Configuration | 4140 Expansions I 5 Meter/Sensor I - Active Tags I " Click&Go Logic
= Serial Port |
—Part Setting
Baudrate: ISEDD 'l 0P Mode:
Stop Bits: |1 "l + Update |
Mode: IHS-485 /e 'l 5
= Tag Settings
Flows Control: Inone 'l M
Data Bits: IB "l @ Refesh |

Step 3: Set the serial port parameters: RS-232, RS-485, Baudrate, Stop Bits, etc.

Step 4: Click Modbus Serial Tags to choose the operation mode.

Step 6: Click on the Tag Settings button at the right.

Step 7: Add the serial Tags. Refer to the attached serial device’s Modbus Address table for further details.

Serial Tag Settings

Timeout : |5— Sec

X

#Ho Tag Mame

| Device D |Stalt Addr[DEC]l Function Code

| Fead/ wiite | Reference AddiDEC) |

0o Flove_01_&I_00

| Flove_01_&I_00

02 Walve_01_a0_00
03 Walve_01_a0_01
04 Alarm_01_DO_00
05 |
06
07
08
09
10
1
12
13
14
15
16
17

0z
02
03
03
04

000 | 04:MPUT REGISTER
0002 04:MPUT REGISTER
000 03HOLDIMG REGISTER
0002 03HOLDIMG REGISTER
0001 | 01:CaIL STATUS

Fead
Read
Readwrite
Readwrite
Fead/rite

20002
20002
40002
400032
0oao2

o OK | X Cancel |

-

[
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Step 8: After clicking OK, restart the ioLogik by right clicking the selected ioLogik from ioAdim.
{ MOX A j0Admin

2t

J File  System Sort -~ Help

E & Host: [192.168.19.201]
E@ ioLogik:
=R 192168.19.202

(Canmnect

Disconnect

Delete inliogzik device

Reset to Default

Tmport Swstem Contig
Export Swstem Contig

=
o3
=

Step 9: On the Active Tags panel, specify the Active OPC Server’s IP Address, and then click the Update
button. Repeat Step 8 to restart the ioLogik. Click on Slot#04 Serial Tag and specify which tags need to be
created for the Active OPC server. Next, click the Create button.

@ LAN Settings
. 140 Configuration

| Eg, Cellular Seftings |
| 5140 Expansions

v Enable Active OPC

Active OPC Server Address| [15216819.201 Port, [3300

|1E| sec | [Ofor disable, or range 1-65535) I V/Updatel

Heartbeat Interval

1 Cellular Reconnection e Metwork Statistics
I o Meter/Sensar " Click&Gn Logic

| QWatchdng | = Meszage Monitor

| 5 Berver Seftings |

| VPN Settings

I @ Serverlnfo &= Fimware Lpdate

(¥ Refresh |

B ([ w5340
E Slot4 Serial Tag

Modbus Serial Tag

|»

Enable All Modbus Serial Channels

§-00/ OnChange [~ Update per [ ser v | (1465535

)
§-02[ OnChange [ Update per [ ISEC - | [1-B5535)
S-04[¥ OnChange [~ Update per [ |Sec ~ | 11-65535)

)

§-06[ OnChange [~ Update per [ ser v | (1465535

5-01% OnChange [T Update perl‘] sec v | [1-65535]

5-03[v OnChange [ Update per|1 sac vl[1 -BRA35)
5-05[ OnChange [~ Update per|1 sec vl[1 -65535]

5-07]" OnChange [T Update perl‘] sec v | [1-65535]

Step 10: The new serial tags will be created under the S04-

o Create Tags

Serial node in Active OPC Server.

I, Moxa Active OPC Server i ]
File Zwetemn | Sort View Help
[8 m| £ = |
= = STEPHEM_LIN TagMame | Desciip... | Walue| Status | Channel| Quality | RAw [ unit [ Twpe | Active.. |
Eﬁé ioLogik. S-Ch-00 Flow_0... 16692 0 GOOD Fead.. Unkno.. unsign. N
EJ@ 192168.19.202 S-Ch-01 Flow_0... 21315 1 GOOD Read... Unkno..  unsign.. A
=) w5340-01 S-Ch-02 Walve_.. 548 2 GOOD Read/.. Unkno.. unsign.. N
; S-Ch-02 Walve . 57 3 GOOD Read/.. Urkno.. unsign. hd
S-Ch-04 Alarm_... 259 4 GOOD Read/.. Unkno.. unsign... N

NOTE The function is dependent on the firmware version. Be sure
ioLogik W5312 series, V1.5 or above for the ioLogik W5340

W5340-HSDPA series.

to use firmware version V1.3 or above for the
series, and V1.2 or above for the ioLogik
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Handling Front-End Events and Alarms

Scenario: This application uses many unmanned sites, and the customer would like to receive an alarm if the
monitored status changes. We assume that the water level of the water tank is measured with DI-1. The DI-1
starts as OFF, which indicates a normal water level. If the water’s level reaches the high limit, the DI-1 status
will change to ON. In addition, the SMS alarm will be initiated and sent directly to your mobile phone.

Setup Procedure
Step 1: We will assume that DI-1 is already connected with the water level (On/Off) sensor.

Step 2: Start ioAdmin as administrator.
Step 3: Click the Click&Go Logic tab and double click the blank rule.

Step 4: Input the Click&Go logic shown below (refer to Chapter 4 for details).
If DI=0On Then Send SMS

Step 5: Don't forget to set up the phone number shown at the bottom of the message window.

f

v Enable
{+ Enable Logic
IF THEM ELSE
‘DI j Short Message Service = @ <Emphy -
‘ <Emply> j <Emphy - <Emphy -
‘(Empl_l,l) j f_ ﬂ

Message Content

- Water Level = <5:00,C:05>

* Rielation between candiions - |AND

SHS Phone Book

Equivalent Logic Statement : Phone Book
<IF= # Phone Number Description

(DI-1 Sy o | |
<THEN~ I

(Send SME every 0 sec.) n

#2
Message Format:  + ASCII

#3

«Z Keyword Lookup #4

Retry: |60 Interval: |0
* Sent every 0 u 8=

| K Cancel |
" OK | X Cancel |

Step 6: Close the popup window, click Upload to ioLogik, and then reboot the device.

Step 7: After rebooting, click Run. The logic will go live. Once the water level is detected by a sensor, your
mobile phone will receive the SMS.

NOTE

1. The above procedure can be handled over the LAN or from a remote location.
2. The E-Mail, SNMP Trap, and TCP/UDP alarm can be configured in the same way.
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SMS Escalation and Acknowledgement

Scenario: In this example we describe how to use the SMS alarm function to configure escalation and
acknowledgement.

Setup Procedure
Step 1: First specify the SMS Phone Book on the Click&Go Logic panel.

@ Server Info. I —§* Server Seftings I 4= Firmware Update I i@ LA&M Settings I Eg, Cellular Settings I
1 Cellular Reconnection I thetwork Statistics I QWatchdng I = Meszage Maonitor | WP Settings
10 Configuration I 4170 Expansions | 4 Meter/Sensar | e Active Tags I ' ClickiGo Logic

J@'E;n;g;@‘mjn;—.ﬁz

Laogic Hame : I EMS Phou~ Book x|
Phone Boo N

i | PhE Eumhel I Description ﬂ [
#o 0 ]

| v

Stephen Lin
i 09203448850 D aniel Liu
2 0923846772 George Liu

Step 2: Double click the 1st rule to configure the logic to send out an SMS. In this example, DI = Off-to-On
triggers the SMS.

Logic #0 Configuration

v Enable
{* Enable Logic
E THEN
IDI j |<Em|:|ty> j
[ <Empty> =] f<Empty> =]
IF - DI Sethngs %
I<Em|:nt_l,l> j X|
Select Channel ;
£+ Built-in 0Ol-1 -
* Bielation between condiions : |4MD d I J
) Expansions

—Equivalent Logic Statement :

Slottt | =l

Chariel |00 =l

Select Trigger Condition :

OFF |
OFF

OM to OFF el
Change
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Step 3: In the THEN settings, select Short Message Service and click the Properties button to see detailed
settings. On the SMS Content panel, select the receivers from the phone book. Note that multiple receivers
can be selected. Select SMS Escalation to activate this function.

Logic #0 Configuration

% 505 Escalation

" Sent every IEI sec. (0=

Iv Enable
—(* Enable Logic
IF ~THEN ELSE
IDI j IShorl Meszage Service 'l <Emplys ‘l tings I
Ettings |
|<Empt_l,l> j |<Empt_l,l> 'l <Ermphy: ‘l | ogic
|<Empty> j |<Empty> 'l <Ermphy: 'l =|
SMS Content x|
* Relation between condiions : |4ND A Phone Book \
M ame IPhone Mumber | B # Mame IPthe Mumber |
[RERdi=etifogal lienenlh Stephenlin | 0323334796 0 Stephenlin | 03922873951
<IF> 0920344850 # 0920244850
(DI-1 OFF to G u}l
George Liu 0923846772

o A

-

zent once)

Acknowledgement Timeout Ig

Hour |15 Min |0

Sec Max Hepeat|3 (0-65535)

Content

| 01_00 = Off to On.

Step 4: Click Upload to ioLogik and Run to activate the logic.

i@ Server Info. | —} Server Settings | &= Firmware | pdate | i@ LA Settings | &g Cellular Settings |
) Cellular Beconnection I %Netwolk Statistics | @W’atchdog I = Meszage Monitor I pEr P Settings |
g 1/0 Configuration I _}‘ 10 Expanzions I _}‘Melera’Sensor I e Active Tags Jf Click&Ga Logic
= S =
,a?zmu‘;}@‘@j | & | L2
Logic Mame : I
<IF>: <THEM: : =]
#o [D1-1 OFF to OM] [Send SMS5)
g
2
[ |
[ Clear Retieve % Upload ta ioLogik [ Run [=1} 5tap |I
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Step 5: If the SMS alarm is triggered, an alarm message will be received with the reply notice.

D1 00 =off to on.

Reply "#1" to stop
rule 1 SMS alarm.

:0 .WG@‘,( e o P

A s@e@ SagLe

"255@9.:'»’:4' o
v o .

Step 6: Follow this example’s settings. If the 1st receiver does not acknowledge with an SMS reply within 15
minutes, the ioLogik will send an alarm to the 2nd receiver. This loop will be repeated a total of 3 times.

For more SMS commands please refer to Appendix C

NOTE When using the SMS related function, be sure to get an appropriate data plan from your cellular provider. For
example, a SIM card that only supports data service has the lowest priority to send or receive an SMS. In such
cases, users must activate the voice service on this SIM to ensure faster response for the SMS.

We strongly recommend checking with your service provider for details.

NOTE The function is dependent on the firmware version. Be sure to use firmware version V1.3 or above for the

ioLogik W5312 series, V1.5 or above for the ioLogik W5340 series, and V1.2 or above for the ioLogik
W5340-HSDPA series.
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SMS Commands for Monitoring and Control

Scenario: In this example we specify how to use SMS commands to monitor the status and provide an ioLogik
W5300 Micro RTU Controller with output control.

Setup Procedure
Step 1: The SMS command starts and ends with a # sign, and is divided into get and set commands. Refer to
the appendix for details. Multiple commands can be integrated with an ampersand (&) sign. SMS commands
are not case sensitive.

Step 2: Wait for the SMS message to return. The ioLogik W5300 Micro RTU Controller will always reply to a
correct command.

Step 3: Syntax and examples:
B Format:

#GetSMS?command_channel=?&command _channel=?.....#
#SetSMS?command_channel=?&command _channel=7.....#

B SMS set and get l/O status
+ Get command :

#GETSMS?LOC=?&TIME=?&AIValue_00=7#
« Set command :

#SETSMS?AOValue_00=40958DOStatus_00=1#

B SMS change internal register value
#SETSMS?IR_00=1#(IR value range 0-255)

For more SMS commands please refer to_Appendix C

NOTE

Output control via SMS is forbidden if the output channel is currently in use by the Click&Go logic. Integrate the
Internal Register function for output control.

NOTE

When using the SMS related function, be sure to get an appropriate data plan from your cellular provider. For
example, a SIM card that only supports data service has the lowest priority to send or receive an SMS. In such
cases, users must activate the voice service on this SIM to ensure faster response for the SMS.

We strongly recommend checking with your service provider for details.

NOTE

The function is dependent on the firmware version. Be sure to use firmware version V1.3 or above for the
ioLogik W5312 series, V1.5 or above for the ioLogik W5340 series, and V1.2 or above for the ioLogik
W5340-HSDPA series.
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Enabling the Power Saving Function and Secure
Wake on Call

Scenario: In this example we describe how to use the ioLogik W5300’s power management function.

Setup Procedure
Step 1: Start ioAdmin as administrator.

Step 2: Select the Cellular Settings tab and set the operation mode to On Demand. The Cellular will remain
in GSM standby mode. The 1/0 function, Click&Go, and Data Logging functions will continue to work properly.

/ 1/0 Configuration | | _t-‘l.ﬂ:l Expansions | | !-‘ tdeter/Senzor | wex Active Tags | . ClickéGo Logic
T Cellular Reconnection | Ky Metwork Statistics | @Watchdog | = Meszage Monitar | 1R VP Settings
@ Semver Info. | 5 Server Settings I 4= Fimware pdate I i@ LAM Settings Ky, Cellular Settings
“APN: firernet SIM Card is not installed L
—Signal Strength

il

Caller ID

Phane Mumber 1: I+BSES2EI'I 39985 Phone Mumber 2: I
Phone Mumber 3: I Phone Mumber 4: I

Phaone Murmber 5: I

rDperation Mode
= Cellular Always ON

(" Ethemet WAk [Cellular Backup)

' Cellular On Demand Dest. [FAURL:0.0.00
[Etive MFESemner on anypublic EL]

[ ‘wake On Cal Cantinuous check unti: |3 fals 1 to 255 =

Rty Intenal : |3E' (110t BO0 seconds)

Step 3: Checkmark the "Wake on Call” checkbox.

Step 4: Input the appropriate phone numbers in the Caller ID column. You may input a maximum of 5 phone
numbers.

Step 5: After restarting the system, you can use your cell phone to connect the device to the Cellular network.
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Enabling Ethernet and Cellular Redundancy

Scenario: In this example we describe how to enable the Ethernet port as the primary interface and use the
cellular interface as backup.

Setup Procedure
Step 1: On the Cellular Settings tab, select Ethernet Wan (Cellular Backup) as the Operation Mode.

140 Configuration I ! ;-‘I;’D E=pansions I f i*’ Meter/Sensor I ¢ Sctive Tags | o Click&Go Logie
) Cellular Beconnection I thetwolk Statiztics | QW’atchdog I = tlezzage Monitor | e VPN Settings

@ Serverlnfa, | HServer Settings | = Fimware Update | @ L&N Settings I By, Cellular Settings
: e —
R T SIM Card is not installed -l

—Signal Strength

all

Caller 1D

Phare Mumber 1: I Fhane Mumnber 2: I
Phare Mumber 3: I Fhane Mumnber 4: I

Phorne Mumber 5: I

rDperation Mode
= Cellular Always O

% Ethernet WaAN([Cellular Backup)

£ Cellular On Demand Dest. IP/URL : [168.951.1
[&ctive OPC Server ar any public URL]
[~ Click&GEol |
i il I fails [1 to 255
[ wWake O Cal Cantinuous check until: |3 ails (1 to 1

Rety Interval : |13EI (10 to 600 secands]
" Update I

Step 2: Specify the Dest.IP/URL for the alive check for the Ethernet interface. Click Update and restart the
ioLogik to activate this function.

Primary/Backup Connections

Router

NOTE The Dest.IP/URL must be specified so the Ethernet port will detect and switch to the backup cellular interface
when the primary Ethernet Interface fails.
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Pin-outs and Cable Wiring

The following topics are covered in this appendix:

O Pinouts
CN1:
CN2:
CN3:
TB1:
TB2:
TB3:
TB2:

>

YV V V ¥V V V

SMA, Cellular Antenna Connector

DB9, Male, RS-232 Connector

RJ-45, Ethernet Connector

Power Input Terminal Block

I/O Terminal Block (W5340)

5-pin, 4-wire/2-wire RS-422/485 Terminal Block
I/O Terminal Block (W5312)

0 Cable Wiring

> Digital Input Dry Contact

>
>
>

Digital Input Wet Contact
Digital Output Sink Mode

Relay Output

Analog Input
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Pinouts

(CN1)Antenna Connector

(TB2)I/O Termunal
/ —

(TB3) Rs-122/485 |
(CN2)RS-232

o ]

00

GENN s
LR PP AR PR

1
-

\

(TB1)Power Input

@
@
o e[
I L
(@)

=
©

el

= o

-

=
©

Grounding Point

_/

(CN3)RJ-45

CN1: SMA, Cellular Antenna Connector

CN2: DB9, Male, RS-232 Connector

PIN

RS-485 Signals

CN3: R]J-45, Ethernet Connector

DCD

RxD

D

DTR

Signal GND

DSR

RTS

CTS

VW O|IN|OoO|nn|h[W[IN|[F

N.C.

— Pin1

— Pin8

PIN Signals
1 TxD+

2 TxD-

3 RxD+

4 -

5 -

6 RxD-

7 -

8 -
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Pin-outs and Cable Wiring

TB1: Power Input Terminal Block

)
SHEES |,

o o o o o [e] o o

O(;)O o o o o o (o] @

[e]

©

o

TB2: I/0 Terminal Block (W5340)

Pini Pin13 Terminal Block (Left) Terminal Block (Right)
lo+ Alz+ m PIN |Signals PIN |Signals
mm. Al 1 VINO+ 13 VIN2+
MM Aia+ m 2 VINO- 14 |VIN2-
m " e m 3 VIN1+ 15 VIN3+
I IZ IDI_COMD Dl_COM1I E I I 4 VINI- 16 VIN3-
MEM — m 5 DI_COM1 17 DI_COM2
m M e m 6 DIOO 18 DIO4
: 7 DIO1 19 DIOS
MM e m 9 DIO3 21 DIO7
oo | oo 10 |GND 22 |GND
mw EP m 11 RO_NO 23 R1_NO
MRM Pk 12 |ro_C 24 |RiC
Pin24

Pin12

TB3: 5-pin, 4-wire/2-wire RS-422/485 Terminal Block

o
o

o HERAE o] | O\(esw)jo G
12345

0@0 o o ]
o

[e] o] o o
] o o o

Pin |RS-422/485(4W) |RS-485(2W)
1 Signal GND GND

2 TxD-(A) -

3 | TxD+(B) -

4 RxD-(A) Data-(A)

5 RxD+(B) Data+(B)
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TB2: I/0 Terminal Block (W5312)

Pin1 Pin13

mDI_COMU DI_COM1 m
mDIO Dl4

mDIOB DIO10
mD|og DIO
MGND GND
mDOO D04
mD(M DO5
mDOZ D06
mDOS DO7

Pin12 Pin24

333333933339

Cable Wiring

Terminal Block (Left) Terminal Block (Left)
Pin Signals Pin Signals
1 DI_COMO 13 DI_COM1
2 DIO 14 DI4

3 DI1 15 DI5

4 DI2 16 DI6

5 DI3 17 D17

6 DIOS8 18 DIO10

7 DIO9 19 DIO11

8 GND 20 GND

9 DOO0 21 DO4

10 DO1 22 DO5

11 DO2 23 DO6

12 DO3 24 DO7

Digital Input Dry Contact

Pin17

I I EIDI_CONH Dl_Com2

L T

& ——

DIC_0

‘f’f’l—l I Z IDIO_1 DIO_S

DIO_2

J.—MD 0.3 |

GND

Pin22

Digital Input Wet Contact

Pin5

DIO_4

e

]
=
o

Pin9

DI_COM2

%

12~-24V

12to 24V =
ov

DI_4

D6

17

DIO_2

DIO_3

iy

NPN Type Sensors Connection
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da

12~24V

12to 24V

.

DI_COM1

w

DIO_0

DIO_1

9]
z
]

PNP Type Sensors Connection

Digital Output Sink Mode

Pin6 Pin
C: mDIO_O ‘ DIO_4
. MDIOJ ‘ -
+ Up to 45V MDw_z ‘ DIO_8
C‘) C: mD'O-3 ‘ DIO_7
4mGND ‘ GND
(t) Pin10 Pin

Relay Output

Analog Input

Pin24

Voltage/Current Pin1 . Pin13
"
Source e Iz I I
AN+ Al3+ IZI I
- Al3- :m
Pind Pin16
ATTENTION

When connecting the I/0 device to the ioLogik’s dry contacts, we strongly recommended connecting DI.Com

to the power of the external sensor to avoid affecting other channels.




SMS Commands

SMS commands help users use short messages to monitor or control the I/0 status of an ioLogik W5300 Micro
RTU Controller system.

The following topics are covered in this appendix:

0 SMS Command Syntax:
0O SMS Command Table
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SMS Commands

SMS Command Syntax:

#GetSMS?command_channel=?&command_channel=?...#
#SetSMS?command_channel=X&command_channel=X...#

Details:

1. SMS commands start and end with a “#” sign.

2. Multiple commands can be integrated using an “&"” sign.

3. No space or carriage return/linefeed (enter) are allowed between characters.
4. Commands are NOT case sensitive.

5. To query status, use “"GetSMS?” after the 1st “#" sign.

a. Use “=?" after a query command (Read, or Read/Write privilege)
6. To control an output, use “"SetSMS?” after the 1st “#” sign.

a. Use “=X" after a control command (Read/Write privilege), where X means the actual command

parameters such as 0 (On), 1 (Off), or value (expansion AO channels).

b. The ioLogik will response with the current output status if the commands are received and processed

correctly.

c. Output control is forbidden if the target channel is currently in use by the Click&Go logic. Integrate the

Internal Register function in the Click&Go logic to perform such tasks by controlling the Internal

Registers.

7. The ioLogik will not respond to illegal commands or wrong control parameters.
Only the first 140 characters of a response will be kept; the rest will be discarded.

9. SMS message content:
a. Format: ASCII
b. Maximum number characters: 140

SMS Command Table

System Information Commands:

SMS Command Attribute Note

DATE Read Current Date

TIME Read Current Time

1P Read Current LAN IP address

WIP Read Current WAN(Cellular) IP address

LOC Read Server Location

DESC Read Server Description

FWR_V Read Current Firmware Version

MOD_NAME Read Model Name

SN_NUM Read Serial Number

MAC_ADDR Read MAC Address

EXP_MOD_NUM Read Number of attached E1200 modules

EXP_DEV_MOD_TYPE Read Expansion ioLogik E1200 Type
DEV=Device slot number, start index:01

Example:
1. Query ioLogik W5300 system date:
#GetSMS?DATE=?#

2. Query the ioLogik W5300 Server Location:
#GetSMS?LOC=2#

3. Query the ioLogik W5300 Server Time and LAN IP:
#GetSMS?TIME=?&IP=2#
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SMS Commands

Local I/0 Commands:

SMS Command Attribute Note
AlEnable_CH Read Al channel is enabled or not

0=0ff, 1=0n

CH = Channel number, start index:00
AlValue_ CH Read Al Value

CH = Channel number, start index:00
Al_ CH Read Scaled AI value

CH = Channel number, start index:00 to 04
AIRange_ CH Read Current Al mode, +/-5V, 0-10V, +/-10V - 0-20mA, or 4-20mA

CH = Channel number, start index:00
AIMin_CH Read Minimal AI Value

CH = Channel number, start index:00
AIMax_CH Read Maximal AI Value

CH = Channel number, start index:00
DIO_DIRECT_CH Read DIO Direction, DI or DO

CH = Channel number, start index:00
DIMode_CH Read DI Mode, DI or Counter

CH = Channel number, start index:00,
DIStatus_CH Read DI Status, ON or OFF

CH = Channel number, start index:00
DIFilter_CH Read DI Filter, unit: ms

CH = Channel number, start index:00,
DITrigger_CH Read DI Trigger, LtoH, or HtoL

CH = Channel number, start index:00
DICntStart_CH Read DO Counter is started or not, 0=0FF, 1=0N

CH = Channel number, start index:00
DICNT_CH Read DI Counts. CH = Channel number, start index:00
DOMode_CH Read DO Mode, DO or PWM(pulse output)

CH = Channel number, start index:00
DOStatus_CH Read/Write |DO Status, 0=0OFF, 1=0N.

CH = Channel number, start index:00
DOLowWidth_CH Read DO Low Width, unit: ms

CH = Channel number, start index:00
DOHighWidth_CH Read DO High Width, unit: ms

CH = Channel number, start index:00
DOPulseStart_CH Read/Write |DO Pulse is started or not, 0=0FF, 1=0N

CH = Channel number, start index:00
DOTotalRelayCNT_CH Read Relay Total Counts

CH = Channel number, start index:00
DOCurrentRelayCNT_CH |Read Relay Current Counts.

CH = Channel number, start index:00

Example:

1. Query the 1st DI the ioLogik W5300 system:
#GetSMS?DIStatus_00=2#

2. Configure the 2nd relay output(DO_09) of the ioLogik W5340 to On:
#SetSMS?DOStatus_09=1#
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SMS Commands

Expansion I/0 Commands:

SMS Command Attribute

Note

EXP_DEV_AIValue_CH Read

Expansion Al Value
DEV=Device slot number, start index:01
CH = Channel number, start index:00

EXP_DEV_AI_CH Read

Scaled Expansion Al Value
DEV=Device slot number, start index:01
CH = Channel number, start index:00

EXP_DEV_AIRange_CH Read

Expansion Al Range, 4-20mA or 0-10VDC
DEV=Device slot number, start index:01
CH = Channel number, start index:00 ,

EXP_DEV_AIMin_CH Read

Expansion Minimal Al Value.
DEV=Device slot number, start index:01
CH = Channel number, start index:00

EXP_DEV_AIMax_CH Read

Expansion Maximal AI Value
DEV=Device slot number, start index:01
CH = Channel number, start index:00

EXP_DEV_AOMode_CH Read

Expansion AO Mode, 4-20mA or 0-10VDC
DEV=Device slot number, start index:01
CH = Channel number, start index:00

EXP_DEV_AOValue_CH Read/Write

Expansion AO Value, 12 bit, Range=0-4095
DEV=Device slot number, start index:01
CH = Channel number, start index:00

EXP_DEV_AO_CH Read

Expansion Scaled Al Value
DEV=Device slot number, start index:01
CH = Channel number, start index:00

EXP_DEV_DIO_DIRECT_CH Read

Expansion DIO Direction, DI or DO.
DEV=Device slot number, start index:01
CH = Channel number, start index:00

EXP_DEV_DIMode_CH Read

Expansion DI Mode, DI or Counter
DEV=Device slot number, start index:01
CH = Channel number, start index:00

EXP_DEV_DIStatus_CH Read

Expansion DI Status. ON or OFF
DEV=Device slot number, start index:01
CH = Channel number, start index:00

EXP_DEV_DICNT_CH Read

Expansion DI Counts
DEV=Device slot number, start index:01
CH = Channel number, start index:00

EXP_DEV_DOMode_CH Read

Expansion DO Mode, DO or PWM(pulse output)
DEV=Device slot number, start index:01
CH = Channel number, start index:00

EXP_DEV_DOStatus_CH Read/Write

Expansion DO Status, 0=0FF, 1=0N
DEV=Device slot number, start index:01
CH = Channel number, start index:00

EXP_DEV_DOPulseStart_CH Read/Write

Expansion DO Pulse is started or not, 0=0FF, 1=0N
DEV=Device slot number, start index:01
CH = Channel number, start index:00

EXP_DEV_DOTotalRelayCNT_CH | Read

Expansion Relay Total Counts
DEV=Device slot number, start index:01
CH = Channel number, start index:00

EXP_DEV_RTDValue_CH Read

Expansion RTD Value
DEV=Device slot number, start index:01

CH = Channel number, start index:00
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EXP_DEV_RTDType_CH

Read

Expansion RTD Type
DEV=Device slot number, start index:01
CH = Channel number, start index:00

EXP_DEV_RTDUnit_CH

Read

Expansion RTD Unit, C/F or Ohm
DEV=Device slot number, start index:01
CH = Channel number, start index:00

EXP_DEV_TCValue_CH

Read

Expansion TC Value
DEV=Device slot number, start index:01
CH = Channel number, start index:00

EXP_DEV_TCType_CH

Read

Expansion TC Type
DEV=Device slot number, start index:01
CH = Channel number, start index:00

EXP_DEV_TCUnit_CH

Read

Expansion TC Unit, C/F, or mV.
DEV=Device slot number, start index:01

CH = Channel number, start index:00

Example:
Query 1st Al channel of the expansion iologik E1240(8AI) in the 1st slot of the ioLogik W5300 system:

1.

#GetSMS?EXP_01_AIValue_00=?#

Configure the output of the expansion ioLogik E1241(4A0) in the 3rd slot of the ioLogik W5300 system:

#SetSMS?EXP_03_AOValue_00=1023#

Internal Registers (Integer):

SMS Command Attribute Note
IR_CH Read/Write |Internal Registers,
CH= Channel Number, Range: 00 to 23. Content: 0 to 255
Example:
1. Configure the 1st internal register (IR_00) to 128:

#SetSMS?IR_00=128#

Option Commands:

SMS Command

Attribute

Note

pwd="password”

Attach Console Password

Due=Date Attach an expiration date, format: Date Format:
YYYYMMDDHHMM

Details:

1. Option commands should be combined with the GetSMS?, SetSMS? Commands, and “<"”>" signs at the

beginning of the entire command line..

2. Console passwords should be included with double quotation marks (*)
3. Multiple Option commands can be integrated using a “:” sign

Example:

1.

Attaching the console password:

#SetSMS<pwd="admin”>?DOStatus_03=1#

Attaching an expiration date:

#SetSMS<DUE=201102180955>?DOStatus_03=1#

Attaching the console password and an expiration date:
#SetSMS<DUE=201102180955:pwd="admin”>?DOStatus_03=1#
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Modbus/TCP Address Mappings

The system Modbus Address can be separated into two parts, one for the ioLogik W5300 and the other for the

expansion module. The expansion module’s Modbus Address Map can be exported from ioAdmin’s I/O

expansion TAB.

Here is ioLogik W5300’s Modbus Map. For expansion modules’ Modbus Map, it can be export from ioAdmin, I/0O
Expansion Tab.

The following topics are covered in this appendix:

0O ioLogik W5340 and ioLogik W5340 HSDPA Modbus Mapping

>
>
>
>
>

Oxxxx Read/Write Coils (support functions 1, 5, 15)
1xxxx Read only Coils (supports function 2)

3xxxx Read only Registers (supports function 4)

4xxxx Read/Write Registers (supports functions 3, 6, 16)

5xxxx Write Registers (supports function 8)

0O ioLogik W5312 Modbus Mapping

>

YV V V V

Oxxxx Read/Write Coils (supports functions 1, 5, 15)
1xxxx Read only Coils (supports function 2)

3xxxx Read only Registers (supports function 4)

4xxxx Read/Write Registers (supports functions 3, 6, 16)

5xxxx Write Registers (supports function 8)
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NOTE For Modbus addresses of the ioLogik E1200 expansion modules attached to the ioLogik W5300, check the
ioAdmin’s ‘I/O Expansion” tabs for details.

ioLogik W5340 and ioLogik W5340 HSDPA
Modbus Mapping

Oxxxx Read/Write Coils (support functions 1, 5, 15)

// DIO Channel

Reference Address Data Type Description

00001 0x0000 1 bit CHO DO Value 0: Off 1:0On

00002 0x0001 1 bit CH1 DO Value 0: Off 1:0On

00003 0x0002 1 bit CH2 DO Value 0: Off 1: On

00004 0x0003 1 bit CH3 DO Value 0: Off 1:0On

00005 0x0004 1 bit CH4 DO Value 0: Off 1: On

00006 0x0005 1 bit CH5 DO Value 0: Off 1: On

00007 0x0006 1 bit CH6 DO Value 0: Off 1: On

00008 0x0007 1 bit CH7 DO Value 0: Off 1: On

00009 0x0008 1 bit CH8 DO Value 0: Off 1: On (Relay)

00010 0x0009 1 bit CH9 DO Value 0: Off 1: On (Relay)

00013 0x000C 1 bit CHO DO Power On Value 0: Off 1: On

00014 0x000D 1 bit CH1 DO Power On Value 0: Off 1:0On

00015 0x000E 1 bit CH2 DO Power On Value 0: Off 1: 0On

00016 0x000F 1 bit CH3 DO Power On Value 0: Off 1: 0On

00017 0x0010 1 bit CH4 DO Power On Value 0: Off 1: 0On

00018 0x0011 1 bit CH5 DO Power On Value 0: Off 1: On

00019 0x0012 1 bit CH6 DO Power On Value 0: Off 1: On

00020 0x0013 1 bit CH7 DO Power On Value 0: Off 1: On

00021 0x0014 1 bit CH8 DO Power On Value 0: Off 1: On (Relay)
00022 0x0015 1 bit CH9 DO Power On Value 0: Off 1: On (Relay)
00037 0x0024 1 bit CHO DO Pulse Operate Status 0: Off 1: On

00038 0x0025 1 bit CH1 DO Pulse Operate Status 0: Off 1: On

00039 0x0026 1 bit CH2 DO Pulse Operate Status 0: Off 1: On

00040 0x0027 1 bit CH3 DO Pulse Operate Status 0: Off 1: On

00041 0x0028 1 bit CH4 DO Pulse Operate Status 0: Off 1: On

00042 0x0029 1 bit CH5 DO Pulse Operate Status 0: Off 1: On

00043 0x002A 1 bit CH6 DO Pulse Operate Status 0: Off 1: On

00044 0x002B 1 bit CH7 DO Pulse Operate Status 0: Off 1: On

00045 0x002C 1 bit CH8 DO Pulse Operate Status 0: Off 1: On (Relay)
00046 0x002D 1 bit CH9 DO Pulse Operate Status 0: Off 1: On (Relay)
00049 0x0030 1 bit CHO DO PowerOn Pulse Operate Status 0: Off 1: On
00050 0x0031 1 bit CH1 DO PowerOn Pulse Operate Status 0: Off 1: On
00051 0x0032 1 bit CH2 DO PowerOn Pulse Operate Status 0: Off 1: On
00052 0x0033 1 bit CH3 DO PowerOn Pulse Operate Status 0: Off 1: On
00053 0x0034 1 bit CH4 DO PowerOn Pulse Operate Status 0: Off 1: On
00054 0x0035 1 bit CH5 DO PowerOn Pulse Operate Status 0: Off 1: On
00055 0x0036 1 bit CH6 DO PowerOn Pulse Operate Status 0: Off 1: On
00056 0x0037 1 bit CH7 DO PowerOn Pulse Operate Status 0: Off 1: On
00057 0x0038 1 bit CH8 DO PowerOn Pulse Operate Status 0: Off 1: On (Relay)
00058 0x0039 1 bit CH9 DO PowerOn Pulse Operate Status 0: Off 1: On (Relay)
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00061 0x003C 1 bit CHO DO Safe Pulse Operate Status 0: Off 1: On
00062 0x003D 1 bit CH1 DO Safe Pulse Operate Status 0: Off 1: On
00063 0x003E 1 bit CH2 DO Safe Pulse Operate Status 0: Off 1: On
00064 0x003F 1 bit CH3 DO Safe Pulse Operate Status 0: Off 1: On
00065 0x0040 1 bit CH4 DO Safe Pulse Operate Status 0: Off 1: On
00066 0x0041 1 bit CH5 DO Safe Pulse Operate Status 0: Off 1: On
00067 0x0042 1 bit CH6 DO Safe Pulse Operate Status 0: Off 1: On
00068 0x0043 1 bit CH7 DO Safe Pulse Operate Status 0: Off 1: On
00069 0x0044 1 bit CH8 DO Safe Pulse Operate Status 0: Off 1: On (Relay)
00070 0x0045 1 bit CH9 DO Safe Pulse Operate Status 0: Off 1: On (Relay)
00073 0x0048 1 bit CHO DI Counter Status 0: Off 1: On
00074 0x0049 1 bit CH1 DI Counter Status 0: Off 1: On
00075 0x004A 1 bit CH2 DI Counter Status 0: Off 1: On
00076 0x004B 1 bit CH3 DI Counter Status 0: Off 1: On
00077 0x004C 1 bit CH4 DI Counter Status 0: Off 1: On
00078 0x004D 1 bit CH5 DI Counter Status 0: Off 1: On
00079 0x004E 1 bit CH6 DI Counter Status 0: Off 1: On
00080 0x004F 1 bit CH7 DI Counter Status 0: Off 1: On
00085 0x0054 1 bit CHO DI Clear Count Value read aways :0
Write: 1 : Clear counter value
0 : return Illegal Data Value
00086 0x0055 1 bit CH1 DI Clear Count Value read aways :0
Write: 1 : Clear counter value
0 : return Illegal Data Value
00087 0x0056 1 bit CH2 DI Clear Count Value read aways :0
Write: 1 : Clear counter value
0 : return Illegal Data Value
00088 0x0057 1 bit CH3 DI Clear Count Value read aways :0
Write: 1 : Clear counter value
0 : return Illegal Data Value
00089 0x0058 1 bit CH4 DI Clear Count Value read aways :0
Write: 1 : Clear counter value
0 : return Illegal Data Value
00090 0x0059 1 bit CH5 DI Clear Count Value read aways :0
Write: 1 : Clear counter value
0 : return Illegal Data Value
00091 0x005A 1 bit CH6 DI Clear Count Value read aways :0
Write: 1 : Clear counter value
0 : return Illegal Data Value
00092 0x0058B 1 bit CH7 DI Clear Count Value read aways :0
Write: 1 : Clear counter value
0 : return Illegal Data Value
00097 0x0060 1 bit CHO DI OverFlow Status
Read : 0 : Normal
1 : Overflow
Write : O : clear overflow status
1 : return Illegal Data Value
00098 0x0061 1 bit CH1 DI OverFlow Status
Read : 0 : Normal
1 : Overflow
Write : 0 : clear overflow status
1 : return Illegal Data Value
00099 0x0062 1 bit CH2 DI OverFlow Status
Read : 0 : Normal
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1 : Overflow
Write : 0 : clear overflow status
1 : return Illegal Data Value

00100 0x0063 1 bit CH3 DI OverFlow Status
Read : 0 : Normal
1 : Overflow
Write : O : clear overflow status
1 : return Illegal Data Value

00101 0x0064 1 bit CH4 DI OverFlow Status
Read : 0 : Normal
1 : Overflow
Write : 0 : clear overflow status
1 : return Illegal Data Value

00102 0x0065 1 bit CH5 DI OverFlow Status
Read : 0 : Normal
1 : Overflow
Write : O : clear overflow status
1 : return Illegal Data Value

00103 0x0066 1 bit CH6 DI OverFlow Status
Read : 0 : Normal
1 : Overflow
Write : 0 : clear overflow status
1 : return Illegal Data Value

00104 0x0067 1 bit CH7 DI OverFlow Status
Read : 0 : Normal
1 : Overflow
Write : 0 : clear overflow status
1 : return Illegal Data Value

00109 0x006C 1 bit CHO DI Count Trigger

00110 0x006D 1 bit CH1 DI Count Trigger

00111 0x006E 1 bit CH2 DI Count Trigger

00112 0x006F 1 bit CH3 DI Count Trigger

00113 0x0070 1 bit CH4 DI Count Trigger

00114 0x0071 1 bit CH5 DI Count Trigger

00115 0x0072 1 bit CH6 DI Count Trigger

00116 0x0073 1 bit CH7 DI Count Trigger

00121 0x0078 1 bit CHO DI Power On Status 0: Off 1: On

00122 0x0079 1 bit CH1 DI Power On Status 0: Off 1: On

00123 0x007A 1 bit CH2 DI Power On Status 0: Off 1: On

00124 0x007B 1 bit CH3 DI Power On Status 0: Off 1: On

00125 0x007C 1 bit CH4 DI Power On Status 0: Off 1: On

00126 0x007D 1 bit CH5 DI Power On Status 0: Off 1: On

00127 0x007E 1 bit CH6 DI Power On Status 0: Off 1: On

00128 0x007F 1 bit CH7 DI Power On Status 0: Off 1: On

00133 0x0084 1 bit CHO DI Safe Pulse Operate Status 0: Off 1: On
00134 0x0085 1 bit CH1 DI Safe Pulse Operate Status 0: Off 1: On
00135 0x0086 1 bit CH2 DI Safe Pulse Operate Status 0: Off 1: On
00136 0x0087 1 bit CH3 DI Safe Pulse Operate Status 0: Off 1: On
00137 0x0088 1 bit CH4 DI Safe Pulse Operate Status 0: Off 1: On
00138 0x0089 1 bit CH5 DI Safe Pulse Operate Status 0: Off 1: On
00139 0x008A 1 bit CH6 DI Safe Pulse Operate Status 0: Off 1: On
00140 0x008B 1 bit CH7 DI Safe Pulse Operate Status 0: Off 1: On
00145 0x0090 1 bit CHO DI set channel

c-4




ioLogik Cellular Micro RTU Controller

Modbus/TCP Address Mappings

Power-off storage enable ON/OFF
1:0ON
0:0FF

00146

0x0091

1 bit

CH1 DI set channel

Power-off storage enable ON/OFF
1:0ON

0:0FF

00147

0x0092

1 bit

CH2 DI set channel

Power-off storage enable ON/OFF
1:0ON

0:0FF

00148

0x0093

1 bit

CH3 DI set channel

Power-off storage enable ON/OFF
1:0ON

0:0FF

00149

0x0094

1 bit

CH4 DI set channel

Power-off storage enable ON/OFF
1:ON

0:0FF

00150

0x0095

1 bit

CH5 DI set channel

Power-off storage enable ON/OFF
1:ON

0:0FF

00151

0x0096

1 bit

CH6 DI set channel

Power-off storage enable ON/OFF
1:ON

0:0FF

00152

0x0097

1 bit

CH7 DI set channel

Power-off storage enable ON/OFF
1:0N

0:0FF

00157

0x009C

1 bit

DIO 00
1: OUTPUT

0: INPUT (Default: INPUT)

00158

0x009D

1 bit

DIO 01
1: OUTPUT

0: INPUT (Default: INPUT)

00159

0x009E

1 bit

DIO 02
1: OUTPUT

0: INPUT (Default: INPUT)

00160

0x009F

1 bit

DIO 03
1: OUTPUT

0: INPUT (Default: INPUT)

00161

0x00A0

1 bit

DIO 04
1: OUTPUT

0: INPUT (Default: OUTPUT)

00162

0x00A1

1 bit

DIO 05
1: OUTPUT

0: INPUT (Default: OUTPUT)

00163

0x00A2

1 bit

DIO 06
1: OUTPUT

0: INPUT (Default: OUTPUT)

00164

0x00A3

1 bit

DIO 07
1: OUTPUT
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0: INPUT (Default: OUTPUT)
// AI Channel
Reference Address Data Type Description
00257 0x0100 1bit Reset CHO AI Min Value

Read: always 0
Write : 1: reset Al Min value
0: return Illegal Data Value
00258 0x0101 1bit Reset CH1 AI Min Value
Read: always 0

Write : 1: reset AI Min value

0: return Illegal Data Value
00259 0x0102 1bit Reset CH2 Al Min Value
Read: always 0

Write : 1: reset AI Min value

0: return Illegal Data Value
00260 0x0103 1bit Reset CH3 AI Min Value
Read: always 0

Write : 1: reset Al Min value
0: return Illegal Data Value
00265 0x0104 1bit Reset CHO Al Max Value
Read: always 0
Write : 1: reset AI Max value

0: return Illegal Data Value

00266 0x0105 1bit Reset CH1 Al Max Value
Read: always 0
Write : 1: reset AI Max value
0: return Illegal Data Value

00267 0x0106 1bit Reset CH2 Al Max Value
Read: always 0
Write : 1: reset AI Max value
0: return Illegal Data Value

00268 0x0107 1bit Reset CH3 AI Max Value
Read: always 0
Write : 1: reset Al Max value

0: return Illegal Data Value

1xxxx Read only Coils (supports function 2)

Reference Address Data Type Description
10001 0x0000 1 bit CHO DI Value
10002 0x0001 1 bit CH1 DI Value
10003 0x0002 1 bit CH2 DI Value
10004 0x0003 1 bit CH3 DI Value
10005 0x0004 1 bit CH4 DI Value
10006 0x0005 1 bit CH5 DI Value
10007 0x0006 1 bit CH6 DI Value
10008 0x0007 1 bit CH7 DI Value
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3xxxx Read only Registers (supports function 4)

Reference Address Data Type Description

30001 0x0000 word CHO DI Counter Value Hi- Word

30002 0x0001 word CHO DI Counter Value Lo- Word

30003 0x0002 word CH1 DI Counter Value Hi- Word

30004 0x0003 word CH1 DI Counter Value Lo- Word

30005 0x0004 word CH2 DI Counter Value Hi- Word

30006 0x0005 word CH2 DI Counter Value Lo- Word

30007 0x0006 word CH3 DI Counter Value Hi- Word

30008 0x0007 word CH3 DI Counter Value Lo- Word

30009 0x0008 word CH4 DI Counter Value Hi- Word

30010 0x0009 word CH4 DI Counter Value Lo- Word

30011 0x000A word CH5 DI Counter Value Hi- Word

30012 0x000B word CH5 DI Counter Value Lo- Word

30013 0x000C word CH6 DI Counter Value Hi- Word

30014 0x000D word CH6 DI Counter Value Lo- Word

30015 0x000E word CH7 DI Counter Value Hi- Word

30016 0x000F word CH7 DI Counter Value Lo- Word

30017 0x0010 word CH8 DO Totoal Relay Count Value Hi-Byte (Relay)
30018 0x0011 word CH8 DO Totoal Relay Count Value Lo-Byte (Relay)
30019 0x0012 word CH9 DO Totoal Relay Count Value Hi-Byte (Relay)
30020 0x0013 word CH9 DO Totoal Relay Count Value Lo-Byte (Relay)
30025 0x0018 word CHO Read Al Value

30026 0x0019 word CH1 Read AI Value

30027 0x001A word CH2 Read AI Value

30028 0x001B word CH3 Read Al Value

30033 0x001C word CHO Read AI Min Value

30034 0x001D word CH1 Read AI Min Value

30035 Ox001E word CH2 Read AI Min Value

30036 0x001F word CH3 Read AI Min Value

30037 0x0020 word CHO Read Al Max Value

30038 0x0021 word CH1 Read AI Max Value

30039 0x0022 word CH2 Read AI Max Value

30040 0x0023 word CH3 Read AI Max Value

30041 0x0024 word CHO Relay Totoal Relay Count Value (Relay)
30042 0x0025 word CH1 Relay Totoal Relay Count Value (Relay)
30043 0x0026 word CHO Relay Last Reset Time for Current Relay Count(Relay)
30044 0x0027 word CH1 Relay Last Reset Time for Current Relay Count(Relay)

Virtual Channel:

0x30AE-0x30C1

2x10 words

W5340 virtual channel value (in floating format)
Each VC channel occupies 2 words

4xxxx Read/Write Registers (supports functions 3, 6, 16)

Reference Address Data Type Description

40001 0x0000 1 word CHO DO Pulse Output Count Value Hi-Word
40002 0x0001 1 word CHO DO Pulse Output Count Value Lo-Word
40003 0x0002 1 word CH1 DO Pulse Output Count Value Hi-Word
40004 0x0003 1 word CH1 DO Pulse Output Count Value Lo- Word
40005 0x0004 1 word CH2 DO Pulse Output Count Value Hi- Word
40006 0x0005 1 word CH2 DO Pulse Output Count Value Lo- Word
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40007 0x0006 1 word CH3 DO Pulse Output Count Value Hi- Word
40008 0x0007 1 word CH3 DO Pulse Output Count Value Lo- Word
40009 0x0008 1 word CH4 DO Pulse Output Count Value Hi- Word
40010 0x0009 1 word CH4 DO Pulse Output Count Value Lo- Word
40011 0x000A 1 word CH5 DO Pulse Output Count Value Hi- Word
40012 0x000B 1 word CH5 DO Pulse Output Count Value Lo- Word
40013 0x000C 1 word CH6 DO Pulse Output Count Value Hi- Word
40014 0x000D 1 word CH6 DO Pulse Output Count Value Lo- Word
40015 0x000E 1 word CH7 DO Pulse Output Count Value Hi- Word
40016 0x000F 1 word CH7 DO Pulse Output Count Value Lo- Word
40017 0x0010 1 word CH8 DO Pulse Output Count Value Hi- Word (Relay)
40018 0x0011 1 word CH8 DO Pulse Output Count Value Lo- Word (Relay)
40019 0x0012 1 word CH9 DO Pulse Output Count Value Hi- Word (Relay)
40020 0x0013 1 word CH9 DO Pulse Output Count Value Lo- Word (Relay)
40025 0x0018 1 word CHO DO Pulse Low Signal Width Hi- Word

40026 0x0019 1 word CHO DO Pulse Low Signal Width Lo- Word

40027 0x001A 1 word CH1 DO Pulse Low Signal Width Hi- Word

40028 0x001B 1 word CH1 DO Pulse Low Signal Width Lo- Word

40029 0x001C 1 word CH2 DO Pulse Low Signal Width Hi- Word

40030 0x001D 1 word CH2 DO Pulse Low Signal Width Lo- Word

40031 0x001E 1 word CH3 DO Pulse Low Signal Width Hi- Word

40032 0x001F 1 word CH3 DO Pulse Low Signal Width Lo- Word

40033 0x0020 1 word CH4 DO Pulse Low Signal Width Hi- Word

40034 0x0021 1 word CH4 DO Pulse Low Signal Width Lo- Word

40035 0x0022 1 word CH5 DO Pulse Low Signal Width Hi- Word

40036 0x0023 1 word CHS5 DO Pulse Low Signal Width Lo- Word

40037 0x0024 1 word CH6 DO Pulse Low Signal Width Hi- Word

40038 0x0025 1 word CH6 DO Pulse Low Signal Width Lo- Word

40039 0x0026 1 word CH7 DO Pulse Low Signal Width Hi- Word

40040 0x0027 1 word CH7 DO Pulse Low Signal Width Lo- Word

40041 0x0028 1 word CH8 DO Pulse Low Signal Width Hi- Word (Relay)
40042 0x0029 1 word CH8 DO Pulse Low Signal Width Lo- Word (Relay)
40043 0x002A 1 word CH9 DO Pulse Low Signal Width Hi- Word (Relay)
40044 0x002B 1 word CH9 DO Pulse Low Signal Width Lo- Word (Relay)
40049 0x0030 1 word CHO DO Pulse High Signal Width Hi- Word

40050 0x0031 1 word CHO DO Pulse High Signal Width Lo- Word

40051 0x0032 1 word CH1 DO Pulse High Signal Width Hi- Word

40052 0x0033 1 word CH1 DO Pulse High Signal Width Lo- Word

40053 0x0034 1 word CH2 DO Pulse High Signal Width Hi- Word

40054 0x0035 1 word CH2 DO Pulse High Signal Width Lo- Word

40055 0x0036 1 word CH3 DO Pulse High Signal Width Hi- Word

40056 0x0037 1 word CH3 DO Pulse High Signal Width Lo- Word

40057 0x0038 1 word CH4 DO Pulse High Signal Width Hi- Word

40058 0x0039 1 word CH4 DO Pulse High Signal Width Lo- Word

40059 0x003A 1 word CH5 DO Pulse High Signal Width Hi- Word

40060 0x003B 1 word CH5 DO Pulse High Signal Width Lo- Word

40061 0x003C 1 word CH6 DO Pulse High Signal Width Hi- Word

40062 0x003D 1 word CH6 DO Pulse High Signal Width Lo- Word

40063 0x003E 1 word CH7 DO Pulse High Signal Width Hi- Word

40064 0x003F 1 word CH7 DO Pulse High Signal Width Lo- Word

40065 0x0040 1 word CHS8 DO Pulse High Signal Width Hi- Word (Relay)
40066 0x0041 1 word CH8 DO Pulse High Signal Width Lo- Word (Relay)
40067 0x0042 1 word CH9 DO Pulse High Signal Width Hi- Word (Relay)
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40068 0x0043 1 word CH9 DO Pulse High Signal Width Lo- Word (Relay)
40073 0x0048 1 word CHO DO Mode 0: DO
1: Pulse
40074 0x0049 1 word CH1 DO Mode 0: DO
1: Pulse
40075 0x004A 1 word CH2 DO Mode 0: DO
1: Pulse
40076 0x004B 1 word CH3 DO Mode 0: DO
1: Pulse
40077 0x004C 1 word CH4 DO Mode 0: DO
1: Pulse
40078 0x004D 1 word CH5 DO Mode 0: DO
1: Pulse
40079 0x004E 1 word CH6 DO Mode 0: DO
1: Pulse
40080 0x004F 1 word CH7 DO Mode 0: DO
1: Pulse
40081 0x0050 1 word CH8 DO Mode 0: DO (Relay)
1: Pulse
40082 0x0051 1 word CH9 DO Mode 0: DO (Relay)
1: Pulse
40085 0x0054 1 word CHO DI Count Filter
40086 0x0055 1 word CH1 DI Count Filter
40087 0x0056 1 word CH2 DI Count Filter
40088 0x0057 1 word CH3 DI Count Filter
40089 0x0058 1 word CH4 DI Count Filter
40090 0x0059 1 word CHS5 DI Count Filter
40091 0x005A 1 word CH6 DI Count Filter
40092 0x005B 1 word CH7 DI Count Filter
40097 0x0060 1 word CHO DI Mode
0: DI
1: Count
Others : return Illegal Data Value
40098 0x0061 1 word CH1 DI Mode
0: DI
1: Count
Others : return Illegal Data Value
40099 0x0062 1 word CH2 DI Mode
0: DI
1: Count
Others : return Illegal Data Value
40100 0x0063 1 word CH3 DI Mode
0: DI
1: Count
Others : return Illegal Data Value
40101 0x0064 1 word CH4 DI Mode
0: DI
1: Count
Others : return Illegal Data Value
40102 0x0065 1 word CH5 DI Mode
0: DI
1: Count
Others : return Illegal Data Value
40103 0x0066 1 word CH6 DI Mode
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0: DI
1: Count
Others : return Illegal Data Value
40104 0x0067 1 word CH7 DI Mode
0: DI
1: Count
Others : return Illegal Data Value
40109 0x006C 1 word CHO AI set/get Enable 1:Enable, 0: Disable
40110 0x006D 1 word CH1 AI set/get Enable 1:Enable, 0: Disable
40111 0x006E 1 word CH2 AI set/get Enable 1:Enable, 0: Disable
40112 0x006F 1 word CH3 AI set/get Enable 1:Enable, 0: Disable
40285 0x011C 1 word AI Channel 0 Scaling Enable
40286 0x011D 1 word AI Channel 1 Scaling Enable
40287 Ox011E 1 word AI Channel 2 Scaling Enable
40288 Ox011F 1 word AI Channel 3 Scaling Enable
40289 0x0120 1 word AI Channel 0 RAW Min Value
40290 0x0121 1 word AI Channel 1 RAW Min Value
40291 0x0122 1 word AI Channel 2 RAW Min Value
40292 0x0123 1 word AI Channel 3 RAW Min Value
40293 0x0124 1 word AI Channel 0 RAW Max Value
40294 0x0125 1 word AI Channel 1 RAW Max Value
40295 0x0126 1 word AI Channel 2 RAW Max Value
40296 0x0127 1 word AI Channel 3 RAW Max Value
40297 0x0128 1 word Al Channel 0 Scale Min Value
40298 0x0129 1 word Al Channel 1 Scale Min Value
40299 0x012A 1 word Al Channel 2 Scale Min Value
40300 0x012B 1 word Al Channel 3 Scale Min Value
40301 0x012C 1 word Al Channel 0 Scale Max Value
40302 0x012D 1 word Al Channel 1 Scale Max Value
40303 0x012E 1 word Al Channel 2 Scale Max Value
40304 0x012F 1 word Al Channel 3 Scale Max Value
40305 0x0130 1 word AI Channel 0 Scale Value Hi-Word (float)
40306 0x0131 1 word AI Channel 0 Scale Value Lo-Word (float)
40307 0x0132 1 word AI Channel 1 Scale Value Hi-Word (float)
40308 0x0133 1 word AI Channel 1 Scale Value Lo-Word (float)
40309 0x0134 1 word AI Channel 2 Scale Value Hi-Word (float)
40310 0x0135 1 word AI Channel 2 Scale Value Lo-Word (float)
40311 0x0136 1 word AI Channel 3 Scale Value Hi-Word (float)
40312 0x0137 1 word AI Channel 3 Scale Value Lo-Word (float)
40337 0x0150 1 word Initial Internal Register 00 Value
40338 0x0151 1 word Initial Internal Register 01 Value
40339 0x0152 1 word Initial Internal Register 02 Value
40340 0x0153 1 word Initial Internal Register 03 Value
40341 0x0154 1 word Initial Internal Register 04 Value
40342 0x0155 1 word Initial Internal Register 05 Value
40343 0x0156 1 word Initial Internal Register 06 Value
40344 0x0157 1 word Initial Internal Register 07 Value
40345 0x0158 1 word Initial Internal Register 08 Value
40346 0x0159 1 word Initial Internal Register 09 Value
40347 0x015A 1 word Initial Internal Register 10 Value
40348 0x015B 1 word Initial Internal Register 11 Value
40349 0x015C 1 word Initial Internal Register 12 Value

C-10




ioLogik Cellular Micro RTU Controller

Modbus/TCP Address Mappings

40350 0x015D 1 word Initial Internal Register 13 Value
40351 0x015E 1 word Initial Internal Register 14 Value
40352 0x015F 1 word Initial Internal Register 15 Value
40353 0x0160 1 word Initial Internal Register 16 Value
40354 0x0161 1 word Initial Internal Register 17 Value
40355 0x0162 1 word Initial Internal Register 18 Value
40356 0x0163 1 word Initial Internal Register 19 Value
40357 0x0164 1 word Initial Internal Register 20 Value
40358 0x0165 1 word Initial Internal Register 21 Value
40359 0x0166 1 word Initial Internal Register 22 Value
40360 0x0167 1 word Initial Internal Register 23 Value
40361 0x0168 2 word Time Init 00 Value

40362 0x0169 2 word Time Init 01 Value

40363 0x016A 2 word Time Init 02 Value

40364 0x016B 2 word Time Init 03 Value

40365 0x016C 2 word Time Init 04 Value

40366 0x016D 2 word Time Init 05 Value

40367 0x016E 2 word Time Init 06 Value

40368 0x016F 2 word Time Init 07 Value

40369 0x0170 2 word Time Init 08 Value

40370 0x0171 2 word Time Init 09 Value

40371 0x0172 2 word Time Init 10 Value

40372 0x0173 2 word Time Init 11 Value

40373 0x0174 2 word Time Init 12 Value

40374 0x0175 2 word Time Init 13 Value

40375 0x0176 2 word Time Init 14 Value

40376 0x0177 2 word Time Init 15 Value

40377 0x0178 2 word Time Init 16 Value

40378 0x0179 2 word Time Init 17 Value

40379 0x017A 2 word Time Init 18 Value

40380 0x017B 2 word Time Init 19 Value

40381 0x017C 2 word Time Init 20 Value

40382 0x017D 2 word Time Init 21 Value

40383 0x017E 2 word Time Init 22 Value

40384 0x017F 2 word Time Init 23 Value

40385 0x0180 1 word Timer Interval 00 Value

40386 0x0181 1 word Timer Interval 01 Value

40387 0x0182 1 word Timer Interval 02 Value

40388 0x0183 1 word Timer Interval 03 Value

40389 0x0184 1 word Timer Interval 04 Value

40390 0x0185 1 word Timer Interval 05 Value

40391 0x0186 1 word Timer Interval 06 Value

40392 0x0187 1 word Timer Interval 07 Value

40393 0x0188 1 word Timer Interval 08 Value

40394 0x0189 1 word Timer Interval 09 Value

40395 0x018A 1 word Timer Interval 10 Value

40396 0x018B 1 word Timer Interval 11 Value

40397 0x018C 1 word Timer Interval 12 Value

40398 0x018D 1 word Timer Interval 13 Value

40399 0x018E 1 word Timer Interval 14 Value

40400 0x018F 1 word Timer Interval 15 Value

40401 0x0190 1 word Timer Interval 16 Value

40402 0x0191 1 word Timer Interval 17 Value
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40403 0x0192 1 word Timer Interval 18 Value

40404 0x0193 1 word Timer Interval 19 Value

40405 0x0194 1 word Timer Interval 20 Value

40406 0x0195 1 word Timer Interval 21 Value

40407 0x0196 1 word Timer Interval 22 Value

40408 0x0197 2 word Timer Interval 23 Value

40409 0x0198 10 word Timer Description 00 Value

40410 0x0199 10 word Timer Description 01 Value

40411 0x019A 10 word Timer Description 02 Value

40412 0x019B 10 word Timer Description 03 Value

40413 0x019C 10 word Timer Description 04 Value

40414 0x019D 10 word Timer Description 05 Value

40415 0x019E 10 word Timer Description 06 Value

40416 0x019F 10 word Timer Description 07 Value

40417 0x01A0 10 word Timer Description 08 Value

40418 0x01A1 10 word Timer Description 09 Value

40419 0x01A2 10 word Timer Description 10 Value

40420 0x01A3 10 word Timer Description 11 Value

40421 0x01A4 10 word Timer Description 12 Value

40422 0x01A5 10 word Timer Description 13 Value

40423 0x01A6 10 word Timer Description 14 Value

40424 0x01A7 10 word Timer Description 15 Value

40425 0x01A8 10 word Timer Description 16 Value

40426 0x01A9 10 word Timer Description 17 Value

40427 Ox01AA 10 word Timer Description 18 Value

40428 0x01AB 10 word Timer Description 19 Value

40429 0x01AC 10 word Timer Description 20 Value

40430 0x01AD 10 word Timer Description 21 Value

40431 O0x01AE 10 word Timer Description 22 Value

40432 Ox01AF 10 word Timer Description 23 Value

40433 0x01BO 10 word Inernal Register Description 00 Value
40434 0x01B1 10 word Inernal Register Description 01 Value
40435 0x01B2 10 word Inernal Register Description 02 Value
40436 0x01B3 10 word Inernal Register Description 03 Value
40437 0x01B4 10 word Inernal Register Description 04 Value
40438 0x01B5 10 word Inernal Register Description 05 Value
40439 0x01B6 10 word Inernal Register Description 06 Value
40440 0x01B7 10 word Inernal Register Description 07 Value
40441 0x01B8 10 word Inernal Register Description 08 Value
40442 0x01B9 10 word Inernal Register Description 09 Value
40443 0x01BA 10 word Inernal Register Description 10 Value
40444 0x01BB 10 word Inernal Register Description 11 Value
40445 0x01BC 10 word Inernal Register Description 12 Value
40446 0x01BD 10 word Inernal Register Description 13 Value
40447 0x01BE 10 word Inernal Register Description 14 Value
40418 0x01BF 10 word Inernal Register Description 15 Value
40419 0x01CO0 10 word Inernal Register Description 16 Value
40420 0x01C1 10 word Inernal Register Description 17 Value
40421 0x01C2 10 word Inernal Register Description 18 Value
40422 0x01C3 10 word Inernal Register Description 19 Value
40423 0x01C4 10 word Inernal Register Description 20 Value
40424 0x01C5 10 word Inernal Register Description 21 Value
40425 0x01C6 10 word Inernal Register Description 22 Value
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40426 0x01C7 10 word Inernal Register Description 23 Value
40427 0x01C8 1 word Message Retry Times
40428 0x01C9 1 word Message Retry Interval
40429 O0x01CA 1 word Mail Retry Times
40430 0x01CB 1 word Mail Retry Interval
40431 0x01CC 1 word SMS Retry Times
40432 0x01CD 1 word SMS Retry Interval
40577 0x0240 20 word Message Server Address 00
40578 0x0241 20 word Message Server Address 01
40579 0x0242 20 word Message Server Address 02
40580 0x0243 20 word Message Server Address 03
40581 0x0244 20 word Message Server Address 04
40582 0x0245 20 word Message Server Address 05
40583 0x0246 20 word Message Server Address 06
40584 0x0247 20 word Message Server Address 07
40585 0x0248 20 word Message Server Address 08
40586 0x0249 20 word Message Server Address 09
48962 0x2301 2 word CH8 DO Current Relay Count Value
48963 0x2302 2 word CH9 DO Current Relay Count Value
Reference Address Data Type Description
40513 0x0200 1 word CHO AI Range

00: +/-150mV

01: +/-500mV

02: +/-5V

03: +/-10V

04: 0-20mA

05: 4-20mA

06: 0 -150mV

07: 0 - 500mV

08: 0 -5V

09: 0 -10V

Others: return Illegal Data Value

40514 0x0201 1 word CH1 AI Range

00: +/-150mV

01: +/-500mV

02: +/-5V

03: +/-10V

04: 0-20mA

05: 4-20mA

06: 0 -150mV

07: 0 - 500mV

08: 0 - 5V

09: 0 -10V

Others: return Illegal Data Value

40515 0x0202 1 word CH2 AI Range

00: +/-150mV
01: +/-500mV
02: +/-5V

03: +/-10V
04: 0-20mA
05: 4-20mA
06: 0 -150mV
07: 0 - 500mV
08: 0 -5V

C-13




ioLogik Cellular Micro RTU Controller

Modbus/TCP Address Mappings

09: 0 -10V
Others: return Illegal Data Value

40516

0x0203

1 word

CH3 Al Range
00: +/-150mV
01: +/-500mV
02: +/-5V
03: +/-10V
04: 0-20mA
05: 4-20mA
06: 0 -150mV
07: 0 - 500mV
08: 0 - 5V
09: 0 -10V
Others: return Illegal Data Value

40517

0x0204

1 word

Virtual CH4 AI Range
00: +/-150mV
01: +/-500mV
02: +/-5V
03: +/-10V
04: 0-20mA
05: 4-20mA
06: 0 -150mV
07: 0 - 500mV
08: 0 -5V
09: 0 -10V
Others: return Illegal Data Value

40518

0x0205

1 word

Virtual CH5 AI Range
00: +/-150mV
01: +/-500mV
02: +/-5V
03: +/-10V
04: 0-20mA
05: 4-20mA
06: 0 -150mV
07: 0 - 500mV
08: 0 -5V
09: 0 -10V
Others: return Illegal Data Value

40519

0x0206

1 word

Virtual CH6 AI Range
00: +/-150mV
01: +/-500mV
02: +/-5V
03: +/-10V
04: 0-20mA
05: 4-20mA
06 : 0 -150mV
07 : 0 - 500mV
08: 0 -5V
09: 0 -10V
Others: return Illegal Data Value

40520

0x0207

1 word

Virtual CH7 AI Range
00 : +/-150mV
01: +/-500mV
02: +/-5V
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03: +/-10V

04: 0-20mA

05: 4-20mA

06 : 0 -150mV
07 : 0 - 500mV
08: 0 - 5V

09: 0 -10V

Others: return Illegal Data Value

// Internal Register(Integer)

Reference Address Data Type Description

412840 to 412863 | 0x3227 to 0x323E word Get/Set Current internal register value
Each internal register occupies 1 word

// Internal Register(Float)

Reference Address Data Type Description

419413 0x4BD4 word Get/Set Current Internal Register(Float)_00 Hi-word
419414 0x4BD5 word Get/Set Current Internal Register(Float)_00 Lo-word
419415 0x4BD6 word Get/Set Current Internal Register(Float)_01 Hi-word
419416 0x4BD7 word Get/Set Current Internal Register(Float)_01 Lo-word
419417 0x4BD8 word Get/Set Current Internal Register(Float)_02 Hi-word
419418 0x4BD9 word Get/Set Current Internal Register(Float)_02 Lo-word
419419 0x4BDA word Get/Set Current Internal Register(Float)_03 Hi-word
419420 0x4BDB word Get/Set Current Internal Register(Float)_03 Lo-word
419421 0x4BDC word Get/Set Current Internal Register(Float)_04 Hi-word
419422 0x4BDD word Get/Set Current Internal Register(Float)_04 Lo-word
419423 0x4BDE word Get/Set Current Internal Register(Float)_05 Hi-word
419424 0x4BDF word Get/Set Current Internal Register(Float)_05 Lo-word
419425 0x4BEO word Get/Set Current Internal Register(Float)_06 Hi-word
419426 0x4BE1 word Get/Set Current Internal Register(Float)_06 Lo-word
419427 0x4BE2 word Get/Set Current Internal Register(Float)_07 Hi-word
419428 0x4BE3 word Get/Set Current Internal Register(Float)_07 Lo-word
419429 0x4BE4 word Get/Set Current Internal Register(Float)_08 Hi-word
419430 0x4BE5 word Get/Set Current Internal Register(Float)_08 Lo-word
419431 0x4BE6 word Get/Set Current Internal Register(Float)_09 Hi-word
419432 0x4BE7 word Get/Set Current Internal Register(Float)_09 Lo-word
419433 Ox4BES8 word Get/Set Current Internal Register(Float)_10 Hi-word
419434 Ox4BE9 word Get/Set Current Internal Register(Float)_10 Lo-word
419435 Ox4BEA word Get/Set Current Internal Register(Float)_11 Hi-word
419436 0x4BEB word Get/Set Current Internal Register(Float)_11 Lo-word
419437 0x4BEC word Get/Set Current Internal Register(Float)_12 Hi-word
419438 0x4BED word Get/Set Current Internal Register(Float)_12 Lo-word
419439 Ox4BEE word Get/Set Current Internal Register(Float)_13 Hi-word
419440 Ox4BEF word Get/Set Current Internal Register(Float)_13 Lo-word
419441 0x4BF0 word Get/Set Current Internal Register(Float)_14 Hi-word
419442 0x4BF1 word Get/Set Current Internal Register(Float)_14 Lo-word
419443 0x4BF2 word Get/Set Current Internal Register(Float)_15 Hi-word
419444 0x4BF3 word Get/Set Current Internal Register(Float)_15 Lo-word
419445 0x4BF4 word Get/Set Current Internal Register(Float)_16 Hi-word
419446 0x4BF5 word Get/Set Current Internal Register(Float)_16 Lo-word
419447 0x4BF6 word Get/Set Current Internal Register(Float)_17 Hi-word
419448 0x4BF7 word Get/Set Current Internal Register(Float)_17 Lo-word
419449 0x4BF8 word Get/Set Current Internal Register(Float)_18 Hi-word
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419450 0x4BF9 word Get/Set Current Internal Register(Float)_18 Lo-word
419451 0x4BFA word Get/Set Current Internal Register(Float)_19 Hi-word
419452 0x4BFB word Get/Set Current Internal Register(Float)_19 Lo-word
419453 0x4BFC word Get/Set Current Internal Register(Float)_20 Hi-word
419454 0x4BFD word Get/Set Current Internal Register(Float)_20 Lo-word
419455 Ox4BFE word Get/Set Current Internal Register(Float)_21 Hi-word
419456 Ox4BFF word Get/Set Current Internal Register(Float)_21 Lo-word
419457 0x4CO00 word Get/Set Current Internal Register(Float)_22 Hi-word
419458 0x4C01 word Get/Set Current Internal Register(Float)_22 Lo-word
419459 0x4C02 word Get/Set Current Internal Register(Float)_23 Hi-word
419460 0x4C03 word Get/Set Current Internal Register(Float)_23 Lo-word
419461 0x4C04 word Get/Set Current Internal Register(Float)_24 Hi-word
419462 0x4C05 word Get/Set Current Internal Register(Float)_24 Lo-word
419463 0x4C06 word Get/Set Current Internal Register(Float)_25 Hi-word
419464 0x4C07 word Get/Set Current Internal Register(Float)_25 Lo-word
419465 0x4C08 word Get/Set Current Internal Register(Float)_26 Hi-word
419466 0x4C09 word Get/Set Current Internal Register(Float)_26 Lo-word
419467 0x4COA word Get/Set Current Internal Register(Float)_27 Hi-word
419468 0x4C0B word Get/Set Current Internal Register(Float)_27 Lo-word
419469 0x4CoC word Get/Set Initial Internal Register(Float)_00 Hi-word
419470 0x4C0D word Get/Set Initial Internal Register(Float)_00 Lo-word
419471 0x4COE word Get/Set Initial Internal Register(Float)_01 Hi-word
419472 0x4COF word Get/Set Initial Internal Register(Float)_01 Lo-word
419473 0x4C10 word Get/Set Initial Internal Register(Float)_02 Hi-word
419474 0x4C11 word Get/Set Initial Internal Register(Float)_02 Lo-word
419475 0x4C12 word Get/Set Initial Internal Register(Float)_03 Hi-word
419476 0x4C13 word Get/Set Initial Internal Register(Float)_03 Lo-word
419477 0x4C14 word Get/Set Initial Internal Register(Float)_04 Hi-word
419478 0x4C15 word Get/Set Initial Internal Register(Float)_04 Lo-word
419479 0x4C16 word Get/Set Initial Internal Register(Float)_05 Hi-word
419480 0x4C17 word Get/Set Initial Internal Register(Float)_05 Lo-word
419481 0x4C18 word Get/Set Initial Internal Register(Float)_06 Hi-word
419482 0x4C19 word Get/Set Initial Internal Register(Float)_06 Lo-word
419483 0x4C1A word Get/Set Initial Internal Register(Float)_07 Hi-word
419484 0x4C1B word Get/Set Initial Internal Register(Float)_07 Lo-word
419485 0x4C1C word Get/Set Initial Internal Register(Float)_08 Hi-word
419486 0x4C1D word Get/Set Initial Internal Register(Float)_08 Lo-word
419487 0x4C1E word Get/Set Initial Internal Register(Float)_09 Hi-word
419488 0x4C1F word Get/Set Initial Internal Register(Float)_09 Lo-word
419489 0x4C20 word Get/Set Initial Internal Register(Float)_10 Hi-word
419490 0x4C21 word Get/Set Initial Internal Register(Float)_10 Lo-word
419491 0x4C22 word Get/Set Initial Internal Register(Float)_11 Hi-word
419492 0x4C23 word Get/Set Initial Internal Register(Float)_11 Lo-word
419493 0x4C24 word Get/Set Initial Internal Register(Float)_12 Hi-word
419494 0x4C25 word Get/Set Initial Internal Register(Float)_12 Lo-word
419495 0x4C26 word Get/Set Initial Internal Register(Float)_13 Hi-word
419496 0x4C27 word Get/Set Initial Internal Register(Float)_13 Lo-word
419497 0x4C28 word Get/Set Initial Internal Register(Float)_14 Hi-word
419498 0x4C29 word Get/Set Initial Internal Register(Float)_14 Lo-word
419499 0x4C2A word Get/Set Initial Internal Register(Float)_15 Hi-word
419500 0x4C2B word Get/Set Initial Internal Register(Float)_15 Lo-word
419501 0x4C2C word Get/Set Initial Internal Register(Float)_16 Hi-word
419502 0x4C2D word Get/Set Initial Internal Register(Float)_16 Lo-word
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419503 0x4C2E word Get/Set Initial Internal Register(Float)_17 Hi-word
419504 0x4C2F word Get/Set Initial Internal Register(Float)_17 Lo-word
419505 0x4C30 word Get/Set Initial Internal Register(Float)_18 Hi-word
419506 0x4C31 word Get/Set Initial Internal Register(Float)_18 Lo-word
419507 0x4C32 word Get/Set Initial Internal Register(Float)_19 Hi-word
419508 0x4C33 word Get/Set Initial Internal Register(Float)_19 Lo-word
419509 0x4C34 word Get/Set Initial Internal Register(Float)_20 Hi-word
419510 0x4C35 word Get/Set Initial Internal Register(Float)_20 Lo-word
419511 0x4C36 word Get/Set Initial Internal Register(Float)_21 Hi-word
419512 0x4C37 word Get/Set Initial Internal Register(Float)_21 Lo-word
419513 0x4C38 word Get/Set Initial Internal Register(Float)_22 Hi-word
419514 0x4C39 word Get/Set Initial Internal Register(Float)_22 Lo-word
419515 0x4C3A word Get/Set Initial Internal Register(Float)_23 Hi-word
419516 0x4C3B word Get/Set Initial Internal Register(Float)_23 Lo-word
419517 0x4C3C word Get/Set Initial Internal Register(Float)_24 Hi-word
419518 0x4C3D word Get/Set Initial Internal Register(Float)_24 Lo-word
419519 0x4C3E word Get/Set Initial Internal Register(Float)_25 Hi-word
419520 0x4C3F word Get/Set Initial Internal Register(Float)_25 Lo-word
419521 0x4C40 word Get/Set Initial Internal Register(Float)_26 Hi-word
419522 0x4C41 word Get/Set Initial Internal Register(Float)_26 Lo-word
419523 0x4C42 word Get/Set Initial Internal Register(Float)_27 Hi-word
419524 0x4C43 word Get/Set Initial Internal Register(Float)_27 Lo-word
419525 0x4C44 10 word Get/Set Internal Register(Float)_00 Description
419526 0x4C45 10 word Get/Set Internal Register(Float)_01 Description
419527 0x4C46 10 word Get/Set Internal Register(Float)_02 Description
419528 0x4C47 10 word Get/Set Internal Register(Float)_03 Description
419529 0x4C48 10 word Get/Set Internal Register(Float)_04 Description
419530 0x4C49 10 word Get/Set Internal Register(Float)_05 Description
419531 0x4C4A 10 word Get/Set Internal Register(Float)_06 Description
419532 0x4C4B 10 word Get/Set Internal Register(Float)_07 Description
419533 0x4C4C 10 word Get/Set Internal Register(Float)_08 Description
419534 0x4C4D 10 word Get/Set Internal Register(Float)_09 Description
419535 0x4C4E 10 word Get/Set Internal Register(Float)_10 Description
419536 0x4C4F 10 word Get/Set Internal Register(Float)_11 Description
419537 0x4C50 10 word Get/Set Internal Register(Float)_12 Description
419538 0x4C51 10 word Get/Set Internal Register(Float)_13 Description
419539 0x4C52 10 word Get/Set Internal Register(Float)_14 Description
419540 0x4C53 10 word Get/Set Internal Register(Float)_15 Description
419541 0x4C54 10 word Get/Set Internal Register(Float)_16 Description
419542 0x4C55 10 word Get/Set Internal Register(Float)_17 Description
419543 0x4C56 10 word Get/Set Internal Register(Float)_18 Description
419544 0x4C57 10 word Get/Set Internal Register(Float)_19 Description
419545 0x4C58 10 word Get/Set Internal Register(Float)_20 Description
419546 0x4C59 10 word Get/Set Internal Register(Float)_21 Description
419547 0x4C5A 10 word Get/Set Internal Register(Float)_22 Description
419548 0x4C5B 10 word Get/Set Internal Register(Float)_23 Description
419549 0x4C5C 10 word Get/Set Internal Register(Float)_24 Description
419550 0x4C5D 10 word Get/Set Internal Register(Float)_25 Description
419551 0x4C5E 10 word Get/Set Internal Register(Float)_26 Description
419552 0x4C5F 10 word Get/Set Internal Register(Float)_27 Description
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5xxxx Write Registers (supports function 8)

Sub-function Data Field Data Field (Response) |Description
(Request)
0x0001 OxFFOO Echo Request Data Reboot
0x0001 O0x55AA Echo Request Data Reset with Factory default

ioLogik W5312 Modbus Mapping

Oxxxx Read/Write Coils (supports functions 1, 5, 15)

// DIO Channel

Reference Address Data Type Description

00001 0x0000 1 bit CHO DO Value 0: Off 1:0On

00002 0x0001 1 bit CH1 DO Value 0: Off 1:0n

00003 0x0002 1 bit CH2 DO Value 0: Off 1: On

00004 0x0003 1 bit CH3 DO Value 0: Off 1:0On

00005 0x0004 1 bit CH4 DO Value 0: Off 1: On

00006 0x0005 1 bit CH5 DO Value 0: Off 1: On

00007 0x0006 1 bit CH6 DO Value 0: Off 1: On

00008 0x0007 1 bit CH7 DO Value 0: Off 1: On

00009 0x0008 1 bit CH8 DO Value 0: Off 1: On (DIO)

00010 0x0009 1 bit CH9 DO Value 0: Off 1: On (DIO)

00011 0x0010 1 bit CH10 DO Value 0: Off 1: On (DIO)

00012 0x0011 1 bit CH11 DO Value 0: Off 1: On (DIO)

00013 0x000C 1 bit CHO DO Power On Value 0: Off 1: 0On

00014 0x000D 1 bit CH1 DO Power On Value 0: Off 1: 0On

00015 0x000E 1 bit CH2 DO Power On Value 0: Off 1:0On

00016 0x000F 1 bit CH3 DO Power On Value 0: Off 1: 0On

00017 0x0010 1 bit CH4 DO Power On Value 0: Off 1: 0On

00018 0x0011 1 bit CH5 DO Power On Value 0: Off 1: On

00019 0x0012 1 bit CH6 DO Power On Value 0: Off 1: On

00020 0x0013 1 bit CH7 DO Power On Value 0: Off 1: On

00021 0x0014 1 bit CH8 DO Power On Value 0: Off 1: On (DIO)
00022 0x0015 1 bit CH9 DO Power On Value 0: Off 1: On (DIO)
00023 0x0016 1 bit CH10 DO Power On Value 0: Off 1: On (DIO)
00024 0x0017 1 bit CH11 DO Power On Value 0: Off 1: On (DIO)
00037 0x0024 1 bit CHO DO Pulse Operate Status 0: Off 1: On

00038 0x0025 1 bit CH1 DO Pulse Operate Status 0: Off 1: On

00039 0x0026 1 bit CH2 DO Pulse Operate Status 0: Off 1: On

00040 0x0027 1 bit CH3 DO Pulse Operate Status 0: Off 1: On

00041 0x0028 1 bit CH4 DO Pulse Operate Status 0: Off 1: On

00042 0x0029 1 bit CH5 DO Pulse Operate Status 0: Off 1: On

00043 0x002A 1 bit CH6 DO Pulse Operate Status 0: Off 1: On

00044 0x002B 1 bit CH7 DO Pulse Operate Status 0: Off 1: On

00045 0x002C 1 bit CH8 DO Pulse Operate Status 0: Off 1: On (DIO)
00046 0x002D 1 bit CH9 DO Pulse Operate Status 0: Off 1: On (DIO)
00047 0x002E 1 bit CH10 DO Pulse Operate Status 0: Off 1: On (DIO)
00048 0x002F 1 bit CH11 DO Pulse Operate Status 0: Off 1: On (DIO)
00049 0x0030 1 bit CHO DO PowerOn Pulse Operate Status 0: Off 1: On
00050 0x0031 1 bit CH1 DO PowerOn Pulse Operate Status 0: Off 1: On
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00051 0x0032 1 bit CH2 DO PowerOn Pulse Operate Status 0: Off 1: On
00052 0x0033 1 bit CH3 DO PowerOn Pulse Operate Status 0: Off 1: On
00053 0x0034 1 bit CH4 DO PowerOn Pulse Operate Status 0: Off 1: On
00054 0x0035 1 bit CH5 DO PowerOn Pulse Operate Status 0: Off 1: On
00055 0x0036 1 bit CH6 DO PowerOn Pulse Operate Status 0: Off 1: On
00056 0x0037 1 bit CH7 DO PowerOn Pulse Operate Status 0: Off 1: On
00057 0x0038 1 bit CH8 DO PowerOn Pulse Operate Status 0: Off 1: On (DIO)
00058 0x0039 1 bit CH9 DO PowerOn Pulse Operate Status 0: Off 1: On (DIO)
00059 0x003A 1 bit CH10 DO PowerOn Pulse Operate Status 0: Off 1: On (DIO)
00060 0x003B 1 bit CH11 DO PowerOn Pulse Operate Status 0: Off 1: On (DIO)
00061 0x003C 1 bit CHO DO Safe Pulse Operate Status 0: Off 1: On
00062 0x003D 1 bit CH1 DO Safe Pulse Operate Status 0: Off 1: On
00063 0x003E 1 bit CH2 DO Safe Pulse Operate Status 0: Off 1: On
00064 0x003F 1 bit CH3 DO Safe Pulse Operate Status 0: Off 1: On
00065 0x0040 1 bit CH4 DO Safe Pulse Operate Status 0: Off 1: On
00066 0x0041 1 bit CH5 DO Safe Pulse Operate Status 0: Off 1: On
00067 0x0042 1 bit CH6 DO Safe Pulse Operate Status 0: Off 1: On
00068 0x0043 1 bit CH7 DO Safe Pulse Operate Status 0: Off 1: On
00069 0x0044 1 bit CH8 DO Safe Pulse Operate Status 0: Off 1: On (DIO)
00070 0x0045 1 bit CH9 DO Safe Pulse Operate Status 0: Off 1: On (DIO)
00071 0x0046 1 bit CH10 DO Safe Pulse Operate Status 0: Off 1: On (DIO)
00072 0x0047 1 bit CH11 DO Safe Pulse Operate Status 0: Off 1: On (DIO)
00073 0x0048 1 bit CHO DI Counter Status 0: Off 1: On
00074 0x0049 1 bit CH1 DI Counter Status 0: Off 1: On
00075 0x004A 1 bit CH2 DI Counter Status 0: Off 1: On
00076 0x004B 1 bit CH3 DI Counter Status 0: Off 1: On
00077 0x004C 1 bit CH4 DI Counter Status 0: Off 1: On
00078 0x004D 1 bit CH5 DI Counter Status 0: Off 1: On
00079 0x004E 1 bit CH6 DI Counter Status 0: Off 1: On
00080 0x004F 1 bit CH7 DI Counter Status 0: Off 1: On
00081 0x0050 1 bit CH8 DI Counter Status 0: Off 1: On (DIO)
00082 0x0051 1 bit CH9 DI Counter Status 0: Off 1: On (DIO)
00083 0x0052 1 bit CH10 DI Counter Status 0: Off 1: On (DIO)
00084 0x0053 1 bit CH11 DI Counter Status 0: Off 1: On (DIO)
00085 0x0054 1 bit CHO DI Clear Count Value read aways :0
Write: 1 : Clear counter value
0 : return Illegal Data Value
00086 0x0055 1 bit CH1 DI Clear Count Value read aways :
Write: 1 : Clear counter value
0 : return Illegal Data Value
00087 0x0056 1 bit CH2 DI Clear Count Value read aways :
Write: 1 : Clear counter value
0 : return Illegal Data Value
00088 0x0057 1 bit CH3 DI Clear Count Value read aways :
Write: 1 : Clear counter value
0 : return Illegal Data Value
00089 0x0058 1 bit CH4 DI Clear Count Value read aways :
Write: 1 : Clear counter value
0 : return Illegal Data Value
00090 0x0059 1 bit CH5 DI Clear Count Value read aways :
Write: 1 : Clear counter value
0 : return Illegal Data Value
00091 0x005A 1 bit CH6 DI Clear Count Value read aways :
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Write: 1 : Clear counter value
0 : return Illegal Data Value

00092

0x005B

1 bit

CH7 DI Clear Count Value read aways :0
Write: 1 : Clear counter value
0 : return Illegal Data Value

00093

0x005C

1 bit

CHS8 DI Clear Count Value read aways :0
Write: 1 : Clear counter value (DIO)
0 : return Illegal Data Value

00094

0x005D

1 bit

CH9 DI Clear Count Value read aways :0
Write: 1 : Clear counter value
0 : return Illegal Data Value (DIO)

00095

0x005E

1 bit

CH10 DI Clear Count Value read aways :0
Write: 1 : Clear counter value
0 : return Illegal Data Value (DIO)

00096

0x005F

1 bit

CH11 DI Clear Count Value read aways :0
Write: 1 : Clear counter value
0 : return Illegal Data Value (DIO)

00097

0x0060

1 bit

CHO DI OverFlow Status
Read : 0 : Normal
1 : Overflow
Write : 0 : clear overflow status
1 : return Illegal Data Value

00098

0x0061

1 bit

CH1 DI OverFlow Status
Read : 0 : Normal
1 : Overflow
Write : O : clear overflow status
1 : return Illegal Data Value

00099

0x0062

1 bit

CH2 DI OverFlow Status
Read : 0 : Normal
1 : Overflow
Write : 0 : clear overflow status
1 : return Illegal Data Value

00100

0x0063

1 bit

CH3 DI OverFlow Status
Read : 0 : Normal
1 : Overflow
Write : O : clear overflow status
1 : return Illegal Data Value

00101

0x0064

1 bit

CH4 DI OverFlow Status
Read : 0 : Normal
1 : Overflow
Write : 0 : clear overflow status
1 : return Illegal Data Value

00102

0x0065

1 bit

CH5 DI OverFlow Status
Read : 0 : Normal
1 : Overflow
Write : 0 : clear overflow status
1 : return Illegal Data Value

00103

0x0066

1 bit

CH6 DI OverFlow Status
Read : 0 : Normal
1 : Overflow
Write : 0 : clear overflow status
1 : return Illegal Data Value

00104

0x0067

1 bit

CH7 DI OverFlow Status
Read : 0 : Normal
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1 : Overflow
Write : 0 : clear overflow status
1 : return Illegal Data Value

00105 0x0068 1 bit CH8 DI OverFlow Status
Read : 0 : Normal
1 : Overflow
Write : O : clear overflow status
1 : return Illegal Data Value (DIO)

00106 0x0069 1 bit CH9 DI OverFlow Status
Read : 0 : Normal
1 : Overflow
Write : 0 : clear overflow status
1 : return Illegal Data Value (DIO)

00107 0x006A 1 bit CH10 DI OverFlow Status
Read : 0 : Normal
1 : Overflow
Write : 0 : clear overflow status
1 : return Illegal Data Value (DIO)

00108 0x006B 1 bit CH11 DI OverFlow Status
Read : 0 : Normal
1 : Overflow
Write : 0 : clear overflow status
1 : return Illegal Data Value (DIO)

00109 0x006C 1 bit CHO DI Count Trigger

00110 0x006D 1 bit CH1 DI Count Trigger

00111 0x006E 1 bit CH2 DI Count Trigger

00112 0x006F 1 bit CH3 DI Count Trigger

00113 0x0070 1 bit CH4 DI Count Trigger

00114 0x0071 1 bit CH5 DI Count Trigger

00115 0x0072 1 bit CH6 DI Count Trigger

00116 0x0073 1 bit CH7 DI Count Trigger

00117 0x0074 1 bit CH8 DI Count Trigger (DIO)

00118 0x0075 1 bit CH9 DI Count Trigger (DIO)

00119 0x0076 1 bit CH10 DI Count Trigger (DIO)

00120 0x0077 1 bit CH11 DI Count Trigger (DIO)

00121 0x0078 1 bit CHO DI Power On Status 0: Off 1: On

00122 0x0079 1 bit CH1 DI Power On Status 0: Off 1: On

00123 0x007A 1 bit CH2 DI Power On Status 0: Off 1: On

00124 0x007B 1 bit CH3 DI Power On Status 0: Off 1: On

00125 0x007C 1 bit CH4 DI Power On Status 0: Off 1: On

00126 0x007D 1 bit CH5 DI Power On Status 0: Off 1: On

00127 0x007E 1 bit CH6 DI Power On Status 0: Off 1: On

00128 0x007F 1 bit CH7 DI Power On Status 0: Off 1: On

00129 0x0080 1 bit CH8 DI Power On Status 0: Off 1: On (DIO)
00130 0x0081 1 bit CH9 DI Power On Status 0: Off 1: On (DIO)
00131 0x0082 1 bit CH10 DI Power On Status 0: Off 1: On (DIO)
00132 0x0083 1 bit CH11 DI Power On Status 0: Off 1: On (DIO)
00133 0x0084 1 bit CHO DI Safe Pulse Operate Status 0: Off 1: On
00134 0x0085 1 bit CH1 DI Safe Pulse Operate Status 0: Off 1: On
00135 0x0086 1 bit CH2 DI Safe Pulse Operate Status 0: Off 1: On
00136 0x0087 1 bit CH3 DI Safe Pulse Operate Status 0: Off 1: On
00137 0x0088 1 bit CH4 DI Safe Pulse Operate Status 0: Off 1: On
00138 0x0089 1 bit CH5 DI Safe Pulse Operate Status 0: Off 1: On
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00139

0x008A

1 bit

CH6 DI Safe Pulse Operate Status 0: Off 1: On

00140

0x008B

1 bit

CH7 DI Safe Pulse Operate Status 0: Off 1: On

00141

0x008C

1 bit

CHS8 DI Safe Pulse Operate Status 0: Off 1: On (DIO)

00142

0x008D

1 bit

CH9 DI Safe Pulse Operate Status 0: Off 1: On (DIO)

00143

0x008E

1 bit

CH10 DI Safe Pulse Operate Status 0: Off 1: On (DIO)

00144

0x008F

1 bit

CH11 DI Safe Pulse Operate Status 0: Off 1: On (DIO)

00145

0x0090

1 bit

CHO DI set channel

Power-off storage enable ON/OFF
1:ON

0:0FF

00146

0x0091

1 bit

CH1 DI set channel

Power-off storage enable ON/OFF
1:0N

0:0FF

00147

0x0092

1 bit

CH2 DI set channel

Power-off storage enable ON/OFF
1:0N

0:0FF

00148

0x0093

1 bit

CH3 DI set channel

Power-off storage enable ON/OFF
1:0N

0:0FF

00149

0x0094

1 bit

CH4 DI set channel

Power-off storage enable ON/OFF
1:0ON

0:0FF

00150

0x0095

1 bit

CH5 DI set channel

Power-off storage enable ON/OFF
1:0ON

0:0FF

00151

0x0096

1 bit

CH6 DI set channel

Power-off storage enable ON/OFF
1:0ON

0:0FF

00152

0x0097

1 bit

CH7 DI set channel

Power-off storage enable ON/OFF
1:0ON

0:0FF

00153

0x0098

1 bit

CH8 DI set channel (DIO)
Power-off storage enable ON/OFF
1:0ON

0:0FF

00154

0x0099

1 bit

CH9 DI set channel (DIO)
Power-off storage enable ON/OFF
1:0ON

0:0FF

00155

0x009A

1 bit

CH10 DI set channel (DIO)
Power-off storage enable ON/OFF
1:ON

0:0FF

00156

0x009B

1 bit

CH11 DI set channel (DIO)
Power-off storage enable ON/OFF
1:ON

0:0FF
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00165 0x00A4 1 bit DIO 8 Set DIO direction

1: OUTPUT

0: INPUT (Default: INPUT)
00166 0x00A5 1 bit DIO 9 Set DIO direction

1: OUTPUT

0: INPUT (Default: INPUT)
00167 0x00A6 1 bit DIO 10 Set DIO direction

1: OUTPUT

0: INPUT (Default: INPUT)
00168 0x00A7 1 bit DIO 11 Set DIO direction

1: OUTPUT

0: INPUT (Default: INPUT)

1xxxx Read only Coils (supports function 2)

Reference Address Data Type |Description

10001 0x0000 1 bit CHO DI Value

10002 0x0001 1 bit CH1 DI Value

10003 0x0002 1 bit CH2 DI Value

10004 0x0003 1 bit CH3 DI Value

10005 0x0004 1 bit CH4 DI Value

10006 0x0005 1 bit CH5 DI Value

10007 0x0006 1 bit CH6 DI Value

10008 0x0007 1 bit CH7 DI Value

10009 0x0008 1 bit CH8 DI Value (DIO)
10010 0x0009 1 bit CH9 DI Value (DIO)
10011 0x000A 1 bit CH10 DI Value (DIO)
10012 0x000B 1 bit CH11 DI Value (DIO)

3xxxx Read only Registers (supports function 4)

Reference Address Data Type |Description

30001 0x0000 word CHO DI Counter Value Hi- Word
30002 0x0001 word CHO DI Counter Value Lo- Word
30003 0x0002 word CH1 DI Counter Value Hi- Word
30004 0x0003 word CH1 DI Counter Value Lo- Word
30005 0x0004 word CH2 DI Counter Value Hi- Word
30006 0x0005 word CH2 DI Counter Value Lo- Word
30007 0x0006 word CH3 DI Counter Value Hi- Word
30008 0x0007 word CH3 DI Counter Value Lo- Word
30009 0x0008 word CH4 DI Counter Value Hi- Word
30010 0x0009 word CH4 DI Counter Value Lo- Word
30011 0x000A word CH5 DI Counter Value Hi- Word
30012 0x000B word CH5 DI Counter Value Lo- Word
30013 0x000C word CH6 DI Counter Value Hi- Word
30014 0x000D word CH6 DI Counter Value Lo- Word
30015 0x000E word CH7 DI Counter Value Hi- Word
30016 0x000F word CH7 DI Counter Value Lo- Word
30017 0x0010 word CH8 DI Counter Value Hi- Word (DIO)
30018 0x0011 word CH8 DI Counter Value Lo- Word
30019 0x0012 word CH9 DI Counter Value Hi- Word (DIO)
30020 0x0013 word CH9 DI Counter Value Lo- Word
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30021 0x0014 word CH10 DI Counter Value Hi- Word (DIO)

30022 0x0015 word CH10 DI Counter Value Lo- Word

30023 0x0016 word CH11 DI Counter Value Hi- Word (DIO)

30024 0x0017 word CH11 DI Counter Value Lo- Word

System information (read)

34097 0x1000(4096) 1 word Vendor ID=0x1393

34098 0x1001(4097) 1 word Unit ID (Ethernet=1)

34099 0x1002(4098) 1 word Product Code=0x5312

34100 0x1003 20 word Vendor name string="Moxa Technologies Inc.,”

Word 0 Hi byte = *M’(0x4D)
Word 0 Lo byte = ‘0’ (OX6F)
Word 1 Hi byte = 'x’ (0x78)
Word 1 Lo byte = ‘a’ (0x61)

Word 10 Hi byte = ¢’
Word 10 Lo byte =".”
Word 11 Hi byte ="’
Word 11 Lo byte = "\0’

String ending next byte value is 0

34101 0x1004 20 word Product name string="W5312 Cellular Micro RTU
Controllers”

Word 0 Hi byte = ‘W’ (0x57)

Word 0 Lo byte =5’ (0x35)

Word 1 Hi byte = '3’ (0x33)

Word 1 Lo byte = ‘1’ (0x34)

Word 10 Hi byte ='v’

Word 10 Lo byte = ‘e’
Word 11 Hi byte ="'r’
Word 11 Lo byte = "\0’
34102 0x1005 2 word Product serial number (decimal)

34103 0x1006 2 word Firmware revision:

Word 0 Hi byte = major (A)
Word 0 Lo byte = minor (B)
Word 1 Hi byte = release (C)
Word 1 Lo byte = build (D)
format is A.B.C.D

34104 0x1007 2 word Firmware release date

Ex. High word = 0x2009

Low word = 0x1231

firmware release date is Dec. 31, 2009

34105 0x1008 1 word Number of TCP connected

34106 0x1009 1 word Ethernet Interface speed, 0x10(10Mbps) or
0x100(100Mbps)

34107 0x100A 3 word Ethernet physical address(MAC-ID)

Word 0 Hi byte = 0
Word 0 Lo byte = 1
Word 1 Hi byte = 2
Word 1 Lo byte =3
Word 2 Hi byte = 4
Word 2 Lo byte = 5
MAC-ID is 00-01-02-03-04-05
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34111 0x100E 2 word System Elapsed Time (in sec)
(ULONG)
34113 0x1010 1 word Click&Go Ready to Run Flag
34114 0x1011 16 word Get DI channels that are locked by Click&Go
34115 0x1012 16 word Get DO channels that are locked by Click&Go
34117 0x1014 2 word Get Click&Go revision
34118 0x1015 2 word Get MOS revision
34119 0x1016 1 word Modbus/RTU Unit ID=1
34121 0x1018 1 word MIB Date Value
34122 0x1019 1 word GSM/Cellular signal strength value
34123 0x101A 1 word Cellular IP
34124 0x101B 1 word GSM/Cellular error message code
34125 0x101C 1 word GSM/Cellular status

4xxxx Read/Write Registers (supports functions 3, 6, 16)

Reference Address Data Type |Description

40001 0x0000 1 word CHO DO Pulse Output Count Value Hi-Word
40002 0x0001 1 word CHO DO Pulse Output Count Value Lo-Word
40003 0x0002 1 word CH1 DO Pulse Output Count Value Hi-Word
40004 0x0003 1 word CH1 DO Pulse Output Count Value Lo- Word
40005 0x0004 1 word CH2 DO Pulse Output Count Value Hi- Word
40006 0x0005 1 word CH2 DO Pulse Output Count Value Lo- Word
40007 0x0006 1 word CH3 DO Pulse Output Count Value Hi- Word
40008 0x0007 1 word CH3 DO Pulse Output Count Value Lo- Word
40009 0x0008 1 word CH4 DO Pulse Output Count Value Hi- Word
40010 0x0009 1 word CH4 DO Pulse Output Count Value Lo- Word
40011 0x000A 1 word CH5 DO Pulse Output Count Value Hi- Word
40012 0x0008B 1 word CHS5 DO Pulse Output Count Value Lo- Word
40013 0x000C 1 word CH6 DO Pulse Output Count Value Hi- Word
40014 0x000D 1 word CH6 DO Pulse Output Count Value Lo- Word
40015 0x000E 1 word CH7 DO Pulse Output Count Value Hi- Word
40016 0x000F 1 word CH7 DO Pulse Output Count Value Lo- Word
40017 0x0010 1 word CH8 DO Pulse Output Count Value Hi- Word (DIO)
40018 0x0011 1 word CH8 DO Pulse Output Count Value Lo- Word
40019 0x0012 1 word CH9 DO Pulse Output Count Value Hi- Word (DIO)
40020 0x0013 1 word CH9 DO Pulse Output Count Value Lo- Word
40021 0x0014 1 word CH10 DO Pulse Output Count Value Hi-Word (DIO)
40022 0x0015 1 word CH10 DO Pulse Output Count Value Lo- Word
40023 0x0016 1 word CH11 DO Pulse Output Count Value Hi-Word (DIO)
40024 0x0017 1 word CH11 DO Pulse Output Count Value Lo- Word
40025 0x0018 1 word CHO DO Pulse Low Signal Width Hi- Word

40026 0x0019 1 word CHO DO Pulse Low Signal Width Lo- Word

40027 0x001A 1 word CH1 DO Pulse Low Signal Width Hi- Word

40028 0x001B 1 word CH1 DO Pulse Low Signal Width Lo- Word

40029 0x001C 1 word CH2 DO Pulse Low Signal Width Hi- Word

40030 0x001D 1 word CH2 DO Pulse Low Signal Width Lo- Word

40031 0x001E 1 word CH3 DO Pulse Low Signal Width Hi- Word

40032 0x001F 1 word CH3 DO Pulse Low Signal Width Lo- Word

40033 0x0020 1 word CH4 DO Pulse Low Signal Width Hi- Word

40034 0x0021 1 word CH4 DO Pulse Low Signal Width Lo- Word

40035 0x0022 1 word CH5 DO Pulse Low Signal Width Hi- Word
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40036 0x0023 1 word CH5 DO Pulse Low Signal Width Lo- Word
40037 0x0024 1 word CH6 DO Pulse Low Signal Width Hi- Word
40038 0x0025 1 word CH6 DO Pulse Low Signal Width Lo- Word
40039 0x0026 1 word CH7 DO Pulse Low Signal Width Hi- Word
40040 0x0027 1 word CH7 DO Pulse Low Signal Width Lo- Word
40041 0x0028 1 word CH8 DO Pulse Low Signal Width Hi- Word (DIO)
40042 0x0029 1 word CH8 DO Pulse Low Signal Width Lo- Word
40043 0x002A 1 word CH9 DO Pulse Low Signal Width Hi- Word (DIO)
40044 0x002B 1 word CH9 DO Pulse Low Signal Width Lo- Word
40045 0x002C 1 word CH10 DO Pulse Low Signal Width Hi- Word (DIO)
40046 0x002D 1 word CH10 DO Pulse Low Signal Width Lo- Word
40047 0x002E 1 word CH11 DO Pulse Low Signal Width Hi- Word (DIO)
40048 0x002F 1 word CH11 DO Pulse Low Signal Width Lo- Word
40049 0x0030 1 word CHO DO Pulse High Signal Width Hi- Word
40050 0x0031 1 word CHO DO Pulse High Signal Width Lo- Word
40051 0x0032 1 word CH1 DO Pulse High Signal Width Hi- Word
40052 0x0033 1 word CH1 DO Pulse High Signal Width Lo- Word
40053 0x0034 1 word CH2 DO Pulse High Signal Width Hi- Word
40054 0x0035 1 word CH2 DO Pulse High Signal Width Lo- Word
40055 0x0036 1 word CH3 DO Pulse High Signal Width Hi- Word
40056 0x0037 1 word CH3 DO Pulse High Signal Width Lo- Word
40057 0x0038 1 word CH4 DO Pulse High Signal Width Hi- Word
40058 0x0039 1 word CH4 DO Pulse High Signal Width Lo- Word
40059 0x003A 1 word CH5 DO Pulse High Signal Width Hi- Word
40060 0x003B 1 word CH5 DO Pulse High Signal Width Lo- Word
40061 0x003C 1 word CH6 DO Pulse High Signal Width Hi- Word
40062 0x003D 1 word CH6 DO Pulse High Signal Width Lo- Word
40063 0x003E 1 word CH7 DO Pulse High Signal Width Hi- Word
40064 0x003F 1 word CH7 DO Pulse High Signal Width Lo- Word
40065 0x0040 1 word CH8 DO Pulse High Signal Width Hi- Word (DIO)
40066 0x0041 1 word CH8 DO Pulse High Signal Width Lo- Word
40067 0x0042 1 word CH9 DO Pulse High Signal Width Hi- Word (DIO)
40068 0x0043 1 word CH9 DO Pulse High Signal Width Lo- Word
40069 0x0044 1 word CH10 DO Pulse High Signal Width Hi- Word (DIO)
40070 0x0045 1 word CH10 DO Pulse High Signal Width Lo- Word
40071 0x0046 1 word CH11 DO Pulse High Signal Width Hi- Word (DIO)
40072 0x0047 1 word CH11 DO Pulse High Signal Width Lo- Word
40073 0x0048 1 word CHO DO Mode 0: DO
1: Pulse
40074 0x0049 1 word CH1 DO Mode 0: DO
1: Pulse
40075 0x004A 1 word CH2 DO Mode 0: DO
1: Pulse
40076 0x004B 1 word CH3 DO Mode 0: DO
1: Pulse
40077 0x004C 1 word CH4 DO Mode 0: DO
1: Pulse
40078 0x004D 1 word CH5 DO Mode 0: DO
1: Pulse
40079 0x004E 1 word CH6 DO Mode 0: DO
1: Pulse
40080 0x004F 1 word CH7 DO Mode 0: DO
1: Pulse
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40081 0x0050 1 word CH8 DO Mode 0: DO (DIO)
1: Pulse
40082 0x0051 1 word CH9 DO Mode 0: DO (DIO)
1: Pulse
40083 0x0052 1 word CH10 DO Mode 0: DO (DIO)
1: Pulse
40084 0x0053 1 word CH11 DO Mode 0: DO (DIO)
1: Pulse
40085 0x0054 1 word CHO DI Count Filter
40086 0x0055 1 word CH1 DI Count Filter
40087 0x0056 1 word CH2 DI Count Filter
40088 0x0057 1 word CH3 DI Count Filter
40089 0x0058 1 word CH4 DI Count Filter
40090 0x0059 1 word CH5 DI Count Filter
40091 0x005A 1 word CH6 DI Count Filter
40092 0x005B 1 word CH7 DI Count Filter
40093 0x005C 1 word CH8 DI Count Filter (DIO)
40094 0x005D 1 word CH9 DI Count Filter (DIO)
40095 0x005E 1 word CH10 DI Count Filter (DIO)
40096 0x005F 1 word CH11 DI Count Filter (DIO)
40097 0x0060 1 word CHO DI Mode
0: DI
1: Count
Others : return Illegal Data Value
40098 0x0061 1 word CH1 DI Mode
0: DI
1: Count
Others : return Illegal Data Value
40099 0x0062 1 word CH2 DI Mode
0: DI
1: Count
Others : return Illegal Data Value
40100 0x0063 1 word CH3 DI Mode
0: DI
1: Count
Others : return Illegal Data Value
40101 0x0064 1 word CH4 DI Mode
0: DI
1: Count
Others : return Illegal Data Value
40102 0x0065 1 word CH5 DI Mode
0: DI
1: Count
Others : return Illegal Data Value
40103 0x0066 1 word CH6 DI Mode
0: DI
1: Count
Others : return Illegal Data Value
40104 0x0067 1 word CH7 DI Mode
0: DI
1: Count
Others : return Illegal Data Value
40105 0x0068 1 word CH8 DI Mode (DIO)
0: DI
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1: Count
Others : return Illegal Data Value
40106 0x0069 1 word CH9 DI Mode (DIO)
0: DI
1: Count
Others : return Illegal Data Value
40107 0x006A 1 word CH10 DI Mode (DIO)
0: DI
1: Count
Others : return Illegal Data Value
40108 0x006B 1 word CH11 DI Mode (DIO)
0: DI
1: Count
Others : return Illegal Data Value
For SCADA
40129 0x0080 1 word CHO DO set/get wordvalue
40130 0x0081 1 word CH1 DO set/get wordvalue
40131 0x0082 1 word CH2 DO set/get wordvalue
40132 0x0083 1 word CH3 DO set/get wordvalue
40133 0x0084 1 word CH4 DO set/get wordvalue
40134 0x0085 1 word CH5 DO set/get wordvalue
40135 0x0086 1 word CH6 DO set/get wordvalue
40136 0x0087 1 word CH7 DO set/get wordvalue
40137 0x0088 1 word CH8 DO set/get wordvalue (DIO)
40138 0x0089 1 word CH9 DO set/get wordvalue (DIO)
40139 0x008A 1 word CH10 DO set/get wordvalue (DIO)
40140 0x008B 1 word CH11 DO set/get wordvalue (DIO)
40141 0x008C 1 word CHO DO set/get poweron wordvalue
40142 0x008D 1 word CH1 DO set/get poweron wordvalue
40143 0x008E 1 word CH2 DO set/get poweron wordvalue
40144 0x008F 1 word CH3 DO set/get poweron wordvalue
40145 0x0090 1 word CH4 DO set/get poweron wordvalue
40146 0x0091 1 word CH5 DO set/get poweron wordvalue
40147 0x0092 1 word CH6 DO set/get poweron wordvalue
40148 0x0093 1 word CH7 DO set/get poweron wordvalue
40149 0x0094 1 word CH8 DO set/get poweron wordvalue (DIO)
40150 0x0095 1 word CH9 DO set/get poweron wordvalue (DIO)
40151 0x0096 1 word CH10 DO set/get poweron wordvalue (DIO)
40152 0x0097 1 word CH11 DO set/get poweron wordvalue (DIO)
40153 0x0098 1 word CHO DO set/get safe mode wordvalue
0: Off 1: On
40154 0x0099 1 word CH1 DO set/get safe mode wordvalue
0: Off 1: On
40155 0x009A 1 word CH2 DO set/get safe mode wordvalue
0: Off 1: On
40156 0x009B 1 word CH3 DO set/get safe mode wordvalue
0: Off 1: On
40157 0x009C 1 word CH4 DO set/get safe mode wordvalue
0: Off 1: On
40158 0x009D 1 word CH5 DO set/get safe mode wordvalue
0: Off 1: On
40159 0x009E 1 word CH6 DO set/get safe mode wordvalue
0: Off 1: On
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40160 0x009F 1 word CH7 DO set/get safe mode wordvalue

0: Off 1: On
40161 0x00A0 1 word CH8 DO set/get safe mode wordvalue (DIO)

0: Off 1: On
40162 0x00A1 1 word CH9 DO set/get safe mode wordvalue (DIO)

0: Off 1: On
40163 0x00A2 1 word CH10 DO set/get safe mode wordvalue (DIO)

0: Off 1: On
40164 0x00A3 1 word CH11 DO set/get safe mode wordvalue (DIO)

0: Off 1: On
40165 0x00A4 1 word CHO DO set/get pwm start wordvalue

(Pulse Operate Status) 0: Stop 1: Start
40166 0x00A5 1 word CH1 DO set/get pwm start wordvalue
40167 0x00A6 1 word CH2 DO set/get pwm start wordvalue
40168 0x00A7 1 word CH3 DO set/get pwm start wordvalue
40169 0x00A8 1 word CH4 DO set/get pwm start wordvalue
40170 0x00A9 1 word CH5 DO set/get pwm start wordvalue
40171 0x00AA 1 word CH6 DO set/get pwm start wordvalue
40172 0x00AB 1 word CH7 DO set/get pwm start wordvalue
40173 0x00AC 1 word CH8 DO set/get pwm start wordvalue (DIO)
40174 0x00AD 1 word CH9 DO set/get pwm start wordvalue (DIO)
40175 0x00AE 1 word CH10 DO set/get pwm start wordvalue (DIO)
40176 Ox00AF 1 word CH11 DO set/get pwm start wordvalue (DIO)
40177 0x00B0 1 word CHO DO set/get pwm poweron wordvalue

0: Stop 1: Start
40178 0x00B1 1 word CH1 DO set/get pwm poweron wordvalue
40179 0x00B2 1 word CH2 DO set/get pwm poweron wordvalue
40180 0x00B3 1 word CH3 DO set/get pwm poweron wordvalue
40181 0x00B4 1 word CH4 DO set/get pwm poweron wordvalue
40182 0x00B5 1 word CH5 DO set/get pwm poweron wordvalue
40183 0x00B6 1 word CH6 DO set/get pwm poweron wordvalue
40184 0x00B7 1 word CH7 DO set/get pwm poweron wordvalue
40185 0x00B8 1 word CH8 DO set/get pwm poweron wordvalue (DIO)
40186 0x00B9 1 word CH9 DO set/get pwm poweron wordvalue (DIO)
40187 0x00BA 1 word CH10 DO set/get pwm poweron wordvalue (DIO)
40188 0x00BB 1 word CH11 DO set/get pwm poweron wordvalue (DIO)
40189 0x00BC 1 word CHO DO set/get pwm safe mode wordvalue

Safe Mode Pulse Operate Status 0: Stop 1: Start
40190 0x00BD 1 word CH1 DO set/get pwm safe mode wordvalue
40191 0x00BE 1 word CH2 DO set/get pwm safe mode wordvalue
40192 0x00BF 1 word CH3 DO set/get pwm safe mode wordvalue
40193 0x00CO0 1 word CH4 DO set/get pwm safe mode wordvalue
40194 0x00C1 1 word CH5 DO set/get pwm safe mode wordvalue
40195 0x00C2 1 word CH6 DO set/get pwm safe mode wordvalue
40196 0x00C3 1 word CH7 DO set/get pwm safe mode wordvalue
40197 0x00C4 1 word CH8 DO set/get pwm safe mode wordvalue (DIO)
40198 0x00C5 1 word CH9 DO set/get pwm safe mode wordvalue (DIO)
40199 0x00C6 1 word CH10 DO set/get pwm safe mode wordvalue (DIO)
40200 0x00C7 1 word CH11 DO set/get pwm safe mode wordvalue (DIO)
40201 0x00C8 1 word CHO DI set/get counter start word

Counter Operate Status 0: Stop 1: Start
40202 0x00C9 1 word CH1 DI set/get counter start word
40203 0x00CA 1 word CH2 DI set/get counter start word
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40204 0x00CB 1 word CH3 DI set/get counter start word

40205 0x00CC 1 word CH4 DI set/get counter start word

40206 0x00CD 1 word CH5 DI set/get counter start word

40207 0x00CE 1 word CH6 DI set/get counter start word

40208 0x00CF 1 word CH7 DI set/get counter start word

40209 0x00DO0 1 word CHB8 DI set/get counter start word (DIO)
40210 0x00D1 1 word CH9 DI set/get counter start word (DIO)
40211 0x00D2 1 word CH10 DI set/get counter start word (DIO)
40212 0x00D3 1 word CH11 DI set/get counter start word (DIO)
40213 0x00D4 1 word CHO DI set/get counter clear word

Read: always return: 0
Write: 1 : Clear counter value
0 : Return illegal data value(0x03)

40214 0x00D5 1 word CH1 DI set/get counter clear word

40215 0x00D6 1 word CH2 DI set/get counter clear word

40216 0x00D7 1 word CH3 DI set/get counter clear word

40217 0x00D8 1 word CH4 DI set/get counter clear word

40218 0x00D9 1 word CHS5 DI set/get counter clear word

40219 0x00DA 1 word CH6 DI set/get counter clear word

40220 0x00DB 1 word CH7 DI set/get counter clear word

40221 0x00DC 1 word CH8 DI set/get counter clear word (DIO)
40222 0x00DD 1 word CH9 DI set/get counter clear word (DIO)
40223 0x00DE 1 word CH10 DI set/get counter clear word (DIO)
40224 0x00DF 1 word CH11 DI set/get counter clear word (DIO)
40225 0x00EO 1 word CHO DI clear/get overflow word

Read : 0 : Normal

1 : Overflow

Write : 0 : Clear overflow status

1 : Return illegal data value (0x03)

40226 0x00E1 1 word CH1 DI clear/get overflow word
40227 0x00E2 1 word CH2 DI clear/get overflow word
40228 0x00E3 1 word CH3 DI clear/get overflow word
40229 0x00E4 1 word CH4 DI clear/get overflow word
40230 0x00E5 1 word CH5 DI clear/get overflow word
40231 0x00E6 1 word CH®6 DI clear/get overflow word
40232 0x00E7 1 word CH7 DI clear/get overflow word
40233 0x00E8 1 word CH8 DI clear/get overflow word (DIO)
40234 0x00ES 1 word CH9 DI clear/get overflow word (DIO)
40235 Ox00EA 1 word CH10 DI clear/get overflow word (DIO)
40236 0x00EB 1 word CH11 DI clear/get overflow word (DIO)
40237 0x00EC 1 word CHO DI set/get trigger word

O=Low to High, 1=High to Low
40238 0x00ED 1 word CH1 DI set/get trigger word
40239 O0x00EE 1 word CH2 DI set/get trigger word
40240 OxO00EF 1 word CH3 DI set/get trigger word
40241 0x00F0 1 word CH4 DI set/get trigger word
40242 0x00F1 1 word CH5 DI set/get trigger word
40243 0x00F2 1 word CH6 DI set/get trigger word
40244 0x00F3 1 word CH7 DI set/get trigger word
40245 0x00F4 1 word CH8 DI set/get trigger word (DIO)
40246 0x00F5 1 word CH9 DI set/get trigger word (DIO)
40247 0x00F6 1 word CH10 DI set/get trigger word (DIO)
40248 0x00F7 1 word CH11 DI set/get trigger word (DIO)
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40249 0x00F8 1 word CHO DI set/get power on start word
(PowerOn Counter Operate Status)
0: Stop 1: Start
40250 0x00F9 1 word CH1 DI set/get power on start word
40251 0x00FA 1 word CH2 DI set/get power on start word
40252 0x00FB 1 word CH3 DI set/get power on start word
40253 0x00FC 1 word CH4 DI set/get power on start word
40254 0x00FD 1 word CH5 DI set/get power on start word
40255 0x00FE 1 word CH6 DI set/get power on start word
40256 0Ox00FF 1 word CH7 DI set/get power on start word
40257 0x0100 1 word CH8 DI set/get power on start word (DIO)
40258 0x0101 1 word CH9 DI set/get power on start word (DIO)
40259 0x0102 1 word CH10 DI set/get power on start word (DIO)
40260 0x0103 1 word CH11 DI set/get power on start word (DIO)
40261 0x0104 1 word CHO DI set/get safe start word
(Safe Mode Counter Operate Status)
0: Stop 1: Start
40262 0x0105 1 word CH1 DI set/get safe start word
40263 0x0106 1 word CH2 DI set/get safe start word
40264 0x0107 1 word CH3 DI set/get safe start word
40265 0x0108 1 word CH4 DI set/get safe start word
40266 0x0109 1 word CH5 DI set/get safe start word
40267 0x010A 1 word CH6 DI set/get safe start word
40268 0x010B 1 word CH7 DI set/get safe start word
40269 0x010C 1 word CHB8 DI set/get safe start word (DIO)
40270 0x010D 1 word CH9 DI set/get safe start word (DIO)
40271 0x010E 1 word CH10 DI set/get safe start word (DIO)
40272 0x010F 1 word CH11 DI set/get safe start word (DIO)
40273 0x0110 1 word CHO Power-off storage enable
(DI count value recorded when power-off)
1:0ON 0:0OFF
40274 0x0111 1 word CH1 Power-off storage enable
40275 0x0112 1 word CH2 Power-off storage enable
40276 0x0113 1 word CH3 Power-off storage enable
40277 0x0114 1 word CH4 Power-off storage enable
40278 0x0115 1 word CH5 Power-off storage enable
40279 0x0116 1 word CH6 Power-off storage enable
40280 0x0117 1 word CH7 Power-off storage enable
40281 0x0118 1 word CH8 Power-off storage enable (DIO)
40282 0x0119 1 word CH9 Power-off storage enable (DIO)
40283 0x011A 1 word CH10 Power-off storage enable (DIO)
40284 0x011B 1 word CH11 Power-off storage enable (DIO)
40337 0x0150 1 word Internal Register 00 Value
40338 0x0151 1 word Internal Register 01 Value
40339 0x0152 1 word Internal Register 02 Value
40340 0x0153 1 word Internal Register 03 Value
40341 0x0154 1 word Internal Register 04 Value
40342 0x0155 1 word Internal Register 05 Value
40343 0x0156 1 word Internal Register 06 Value
40344 0x0157 1 word Internal Register 07 Value
40345 0x0158 1 word Internal Register 08 Value
40346 0x0159 1 word Internal Register 09 Value
40347 0x015A 1 word Internal Register 10 Value
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40348 0x015B 1 word Internal Register 11 Value
40349 0x015C 1 word Internal Register 12 Value
40350 0x015D 1 word Internal Register 13 Value
40351 0x015E 1 word Internal Register 14 Value
40352 0x015F 1 word Internal Register 15 Value
40353 0x0160 1 word Internal Register 16 Value
40354 0x0161 1 word Internal Register 17 Value
40355 0x0162 1 word Internal Register 18 Value
40356 0x0163 1 word Internal Register 19 Value
40357 0x0164 1 word Internal Register 20 Value
40358 0x0165 1 word Internal Register 21 Value
40359 0x0166 1 word Internal Register 22 Value
40360 0x0167 1 word Internal Register 23 Value
40361 0x0168 2 word Time Init 00 Value

40362 0x0169 2 word Time Init 01 Value

40363 0x016A 2 word Time Init 02 Value

40364 0x016B 2 word Time Init 03 Value

40365 0x016C 2 word Time Init 04 Value

40366 0x016D 2 word Time Init 05 Value

40367 0x016E 2 word Time Init 06 Value

40368 0x016F 2 word Time Init 07 Value

40369 0x0170 2 word Time Init 08 Value

40370 0x0171 2 word Time Init 09 Value

40371 0x0172 2 word Time Init 10 Value

40372 0x0173 2 word Time Init 11 Value

40373 0x0174 2 word Time Init 12 Value

40374 0x0175 2 word Time Init 13 Value

40375 0x0176 2 word Time Init 14 Value

40376 0x0177 2 word Time Init 15 Value

40377 0x0178 2 word Time Init 16 Value

40378 0x0179 2 word Time Init 17 Value

40379 0x017A 2 word Time Init 18 Value

40380 0x017B 2 word Time Init 19 Value

40381 0x017C 2 word Time Init 20 Value

40382 0x017D 2 word Time Init 21 Value

40383 0x017E 2 word Time Init 22 Value

40384 0x017F 2 word Time Init 23 Value

40385 0x0180 1 word Timer Interval 00 Value
40386 0x0181 1 word Timer Interval 01 Value
40387 0x0182 1 word Timer Interval 02 Value
40388 0x0183 1 word Timer Interval 03 Value
40389 0x0184 1 word Timer Interval 04 Value
40390 0x0185 1 word Timer Interval 05 Value
40391 0x0186 1 word Timer Interval 06 Value
40392 0x0187 1 word Timer Interval 07 Value
40393 0x0188 1 word Timer Interval 08 Value
40394 0x0189 1 word Timer Interval 09 Value
40395 0x018A 1 word Timer Interval 10 Value
40396 0x018B 1 word Timer Interval 11 Value
40397 0x018C 1 word Timer Interval 12 Value
40398 0x018D 1 word Timer Interval 13 Value
40399 0x018E 1 word Timer Interval 14 Value
40400 0x018F 1 word Timer Interval 15 Value
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40401 0x0190 1 word Timer Interval 16 Value

40402 0x0191 1 word Timer Interval 17 Value

40403 0x0192 1 word Timer Interval 18 Value

40404 0x0193 1 word Timer Interval 19 Value

40405 0x0194 1 word Timer Interval 20 Value

40406 0x0195 1 word Timer Interval 21 Value

40407 0x0196 1 word Timer Interval 22 Value

40408 0x0197 2 word Timer Interval 23 Value

40409 0x0198 10 word Timer Description 00 Value

40410 0x0199 10 word Timer Description 01 Value

40411 0x019A 10 word Timer Description 02 Value

40412 0x019B 10 word Timer Description 03 Value

40413 0x019C 10 word Timer Description 04 Value

40414 0x019D 10 word Timer Description 05 Value

40415 0x019E 10 word Timer Description 06 Value

40416 0x019F 10 word Timer Description 07 Value

40417 0x01A0 10 word Timer Description 08 Value

40418 0x01A1 10 word Timer Description 09 Value

40419 0x01A2 10 word Timer Description 10 Value

40420 0x01A3 10 word Timer Description 11 Value

40421 0x01A4 10 word Timer Description 12 Value

40422 0x01A5 10 word Timer Description 13 Value

40423 0x01A6 10 word Timer Description 14 Value

40424 0x01A7 10 word Timer Description 15 Value

40425 0x01A8 10 word Timer Description 16 Value

40426 0x01A9 10 word Timer Description 17 Value

40427 O0x01AA 10 word Timer Description 18 Value

40428 0x01AB 10 word Timer Description 19 Value

40429 0x01AC 10 word Timer Description 20 Value

40430 0x01AD 10 word Timer Description 21 Value

40431 Ox01AE 10 word Timer Description 22 Value

40432 Ox01AF 10 word Timer Description 23 Value

40433 0x01B0 10 word Internal Register Description 00 Value
40434 0x01B1 10 word Internal Register Description 01 Value
40435 0x01B2 10 word Internal Register Description 02 Value
40436 0x01B3 10 word Internal Register Description 03 Value
40437 0x01B4 10 word Internal Register Description 04 Value
40438 0x01B5 10 word Internal Register Description 05 Value
40439 0x01B6 10 word Internal Register Description 06 Value
40440 0x01B7 10 word Internal Register Description 07 Value
40441 0x01B8 10 word Internal Register Description 08 Value
40442 0x01B9 10 word Internal Register Description 09 Value
40443 0x01BA 10 word Internal Register Description 10 Value
40444 0x01BB 10 word Internal Register Description 11 Value
40445 0x01BC 10 word Internal Register Description 12 Value
40446 0x01BD 10 word Internal Register Description 13 Value
40447 0x01BE 10 word Internal Register Description 14 Value
40418 0x01BF 10 word Internal Register Description 15 Value
40419 0x01CO 10 word Internal Register Description 16 Value
40420 0x01C1 10 word Internal Register Description 17 Value
40421 0x01C2 10 word Internal Register Description 18 Value
40422 0x01C3 10 word Internal Register Description 19 Value
40423 0x01C4 10 word Internal Register Description 20 Value
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40424 0x01C5 10 word Internal Register Description 21 Value
40425 0x01C6 10 word Internal Register Description 22 Value
40426 0x01C7 10 word Internal Register Description 23 Value
40427 0x01C8 1 word Message Retry Times

40428 0x01C9 1 word Message Retry Interval

40429 0x01CA 1 word Mail Retry Times

40430 0x01CB 1 word Mail Retry Interval

40431 0x01CC 1 word SMS Retry Times

40432 0x01CD 1 word SMS Retry Interval

40577 0x0240 20 word Message Server Address 00

40578 0x0241 20 word Message Server Address 01

40579 0x0242 20 word Message Server Address 02

40580 0x0243 20 word Message Server Address 03

40581 0x0244 20 word Message Server Address 04

40582 0x0245 20 word Message Server Address 05

40583 0x0246 20 word Message Server Address 06

40584 0x0247 20 word Message Server Address 07

40585 0x0248 20 word Message Server Address 08

40586 0x0249 20 word Message Server Address 09

// Internal Register(Float)

Reference Address Data Type |Description

419413 0x4BD4 word Get/Set Current Internal Register(Float)_00 Hi-word
419414 0x4BD5 word Get/Set Current Internal Register(Float)_00 Lo-word
419415 0x4BD6 word Get/Set Current Internal Register(Float)_01 Hi-word
419416 0x4BD7 word Get/Set Current Internal Register(Float)_01 Lo-word
419417 0x4BD8 word Get/Set Current Internal Register(Float)_02 Hi-word
419418 0x4BD9 word Get/Set Current Internal Register(Float)_02 Lo-word
419419 0x4BDA word Get/Set Current Internal Register(Float)_03 Hi-word
419420 0x4BDB word Get/Set Current Internal Register(Float)_03 Lo-word
419421 0x4BDC word Get/Set Current Internal Register(Float)_04 Hi-word
419422 0x4BDD word Get/Set Current Internal Register(Float)_04 Lo-word
419423 0x4BDE word Get/Set Current Internal Register(Float)_05 Hi-word
419424 0x4BDF word Get/Set Current Internal Register(Float)_05 Lo-word
419425 0x4BEO word Get/Set Current Internal Register(Float)_06 Hi-word
419426 0x4BE1 word Get/Set Current Internal Register(Float)_06 Lo-word
419427 0x4BE2 word Get/Set Current Internal Register(Float)_07 Hi-word
419428 Ox4BE3 word Get/Set Current Internal Register(Float)_07 Lo-word
419429 Ox4BE4 word Get/Set Current Internal Register(Float)_08 Hi-word
419430 0x4BES5 word Get/Set Current Internal Register(Float)_08 Lo-word
419431 0x4BE6 word Get/Set Current Internal Register(Float)_09 Hi-word
419432 Ox4BE7 word Get/Set Current Internal Register(Float)_09 Lo-word
419433 Ox4BES8 word Get/Set Current Internal Register(Float)_10 Hi-word
419434 0x4BE9 word Get/Set Current Internal Register(Float)_10 Lo-word
419435 Ox4BEA word Get/Set Current Internal Register(Float)_11 Hi-word
419436 0x4BEB word Get/Set Current Internal Register(Float)_11 Lo-word
419437 Ox4BEC word Get/Set Current Internal Register(Float)_12 Hi-word
419438 0x4BED word Get/Set Current Internal Register(Float)_12 Lo-word
419439 Ox4BEE word Get/Set Current Internal Register(Float)_13 Hi-word
419440 Ox4BEF word Get/Set Current Internal Register(Float)_13 Lo-word
419441 0x4BFO0 word Get/Set Current Internal Register(Float)_14 Hi-word
419442 0x4BF1 word Get/Set Current Internal Register(Float)_14 Lo-word
419443 0x4BF2 word Get/Set Current Internal Register(Float)_15 Hi-word
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419444 0x4BF3 word Get/Set Current Internal Register(Float)_15 Lo-word
419445 0x4BF4 word Get/Set Current Internal Register(Float)_16 Hi-word
419446 0x4BF5 word Get/Set Current Internal Register(Float)_16 Lo-word
419447 0x4BF6 word Get/Set Current Internal Register(Float)_17 Hi-word
419448 0x4BF7 word Get/Set Current Internal Register(Float)_17 Lo-word
419449 0Ox4BF8 word Get/Set Current Internal Register(Float)_18 Hi-word
419450 0x4BF9 word Get/Set Current Internal Register(Float)_18 Lo-word
419451 Ox4BFA word Get/Set Current Internal Register(Float)_19 Hi-word
419452 0x4BFB word Get/Set Current Internal Register(Float)_19 Lo-word
419453 0x4BFC word Get/Set Current Internal Register(Float)_20 Hi-word
419454 0x4BFD word Get/Set Current Internal Register(Float)_20 Lo-word
419455 Ox4BFE word Get/Set Current Internal Register(Float)_21 Hi-word
419456 Ox4BFF word Get/Set Current Internal Register(Float)_21 Lo-word
419457 0x4C00 word Get/Set Current Internal Register(Float)_22 Hi-word
419458 0x4C01 word Get/Set Current Internal Register(Float)_22 Lo-word
419459 0x4C02 word Get/Set Current Internal Register(Float)_23 Hi-word
419460 0x4C03 word Get/Set Current Internal Register(Float)_23 Lo-word
419461 0x4C04 word Get/Set Current Internal Register(Float)_24 Hi-word
419462 0x4CO05 word Get/Set Current Internal Register(Float)_24 Lo-word
419463 0x4C06 word Get/Set Current Internal Register(Float)_25 Hi-word
419464 0x4C07 word Get/Set Current Internal Register(Float)_25 Lo-word
419465 0x4C08 word Get/Set Current Internal Register(Float)_26 Hi-word
419466 0x4C09 word Get/Set Current Internal Register(Float)_26 Lo-word
419467 0x4COA word Get/Set Current Internal Register(Float)_27 Hi-word
419468 0x4C0B word Get/Set Current Internal Register(Float)_27 Lo-word
419469 0x4CO0C word Get/Set Initial Internal Register(Float)_00 Hi-word
419470 0x4COD word Get/Set Initial Internal Register(Float)_00 Lo-word
419471 0x4COE word Get/Set Initial Internal Register(Float)_01 Hi-word
419472 0x4COF word Get/Set Initial Internal Register(Float)_01 Lo-word
419473 0x4C10 word Get/Set Initial Internal Register(Float)_02 Hi-word
419474 0x4C11 word Get/Set Initial Internal Register(Float)_02 Lo-word
419475 0x4C12 word Get/Set Initial Internal Register(Float)_03 Hi-word
419476 0x4C13 word Get/Set Initial Internal Register(Float)_03 Lo-word
419477 0x4C14 word Get/Set Initial Internal Register(Float)_04 Hi-word
419478 0x4C15 word Get/Set Initial Internal Register(Float)_04 Lo-word
419479 0x4C16 word Get/Set Initial Internal Register(Float)_05 Hi-word
419480 0x4C17 word Get/Set Initial Internal Register(Float)_05 Lo-word
419481 0x4C18 word Get/Set Initial Internal Register(Float)_06 Hi-word
419482 0x4C19 word Get/Set Initial Internal Register(Float)_06 Lo-word
419483 0x4C1A word Get/Set Initial Internal Register(Float)_07 Hi-word
419484 0x4C1B word Get/Set Initial Internal Register(Float)_07 Lo-word
419485 0x4C1C word Get/Set Initial Internal Register(Float)_08 Hi-word
419486 0x4C1D word Get/Set Initial Internal Register(Float)_08 Lo-word
419487 0x4C1E word Get/Set Initial Internal Register(Float)_09 Hi-word
419488 0x4C1F word Get/Set Initial Internal Register(Float)_09 Lo-word
419489 0x4C20 word Get/Set Initial Internal Register(Float)_10 Hi-word
419490 0x4C21 word Get/Set Initial Internal Register(Float)_10 Lo-word
419491 0x4C22 word Get/Set Initial Internal Register(Float)_11 Hi-word
419492 0x4C23 word Get/Set Initial Internal Register(Float)_11 Lo-word
419493 0x4C24 word Get/Set Initial Internal Register(Float)_12 Hi-word
419494 0x4C25 word Get/Set Initial Internal Register(Float)_12 Lo-word
419495 0x4C26 word Get/Set Initial Internal Register(Float)_13 Hi-word
419496 0x4C27 word Get/Set Initial Internal Register(Float)_13 Lo-word
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419497 0x4C28 word Get/Set Initial Internal Register(Float)_14 Hi-word
419498 0x4C29 word Get/Set Initial Internal Register(Float)_14 Lo-word
419499 0x4C2A word Get/Set Initial Internal Register(Float)_15 Hi-word
419500 0x4C2B word Get/Set Initial Internal Register(Float)_15 Lo-word
419501 0x4C2C word Get/Set Initial Internal Register(Float)_16 Hi-word
419502 0x4C2D word Get/Set Initial Internal Register(Float)_16 Lo-word
419503 0x4C2E word Get/Set Initial Internal Register(Float)_17 Hi-word
419504 0x4C2F word Get/Set Initial Internal Register(Float)_17 Lo-word
419505 0x4C30 word Get/Set Initial Internal Register(Float)_18 Hi-word
419506 0x4C31 word Get/Set Initial Internal Register(Float)_18 Lo-word
419507 0x4C32 word Get/Set Initial Internal Register(Float)_19 Hi-word
419508 0x4C33 word Get/Set Initial Internal Register(Float)_19 Lo-word
419509 0x4C34 word Get/Set Initial Internal Register(Float)_20 Hi-word
419510 0x4C35 word Get/Set Initial Internal Register(Float)_20 Lo-word
419511 0x4C36 word Get/Set Initial Internal Register(Float)_21 Hi-word
419512 0x4C37 word Get/Set Initial Internal Register(Float)_21 Lo-word
419513 0x4C38 word Get/Set Initial Internal Register(Float)_22 Hi-word
419514 0x4C39 word Get/Set Initial Internal Register(Float)_22 Lo-word
419515 0x4C3A word Get/Set Initial Internal Register(Float)_23 Hi-word
419516 0x4C3B word Get/Set Initial Internal Register(Float)_23 Lo-word
419517 0x4C3C word Get/Set Initial Internal Register(Float)_24 Hi-word
419518 0x4C3D word Get/Set Initial Internal Register(Float)_24 Lo-word
419519 0x4C3E word Get/Set Initial Internal Register(Float)_25 Hi-word
419520 0x4C3F word Get/Set Initial Internal Register(Float)_25 Lo-word
419521 0x4C40 word Get/Set Initial Internal Register(Float)_26 Hi-word
419522 0x4C41 word Get/Set Initial Internal Register(Float)_26 Lo-word
419523 0x4C42 word Get/Set Initial Internal Register(Float)_27 Hi-word
419524 0x4C43 word Get/Set Initial Internal Register(Float)_27 Lo-word
419525 0x4C44 10 word Get/Set Internal Register(Float)_00 Description
419526 0x4C45 10 word Get/Set Internal Register(Float)_01 Description
419527 0x4C46 10 word Get/Set Internal Register(Float)_02 Description
419528 0x4C47 10 word Get/Set Internal Register(Float)_03 Description
419529 0x4C48 10 word Get/Set Internal Register(Float)_04 Description
419530 0x4C49 10 word Get/Set Internal Register(Float)_05 Description
419531 0x4C4A 10 word Get/Set Internal Register(Float)_06 Description
419532 0x4C4B 10 word Get/Set Internal Register(Float)_07 Description
419533 0x4C4C 10 word Get/Set Internal Register(Float)_08 Description
419534 0x4C4D 10 word Get/Set Internal Register(Float)_09 Description
419535 0x4C4E 10 word Get/Set Internal Register(Float)_10 Description
419536 0x4C4F 10 word Get/Set Internal Register(Float)_11 Description
419537 0x4C50 10 word Get/Set Internal Register(Float)_12 Description
419538 0x4C51 10 word Get/Set Internal Register(Float)_13 Description
419539 0x4C52 10 word Get/Set Internal Register(Float)_14 Description
419540 0x4C53 10 word Get/Set Internal Register(Float)_15 Description
419541 0x4C54 10 word Get/Set Internal Register(Float)_16 Description
419542 0x4C55 10 word Get/Set Internal Register(Float)_17 Description
419543 0x4C56 10 word Get/Set Internal Register(Float)_18 Description
419544 0x4C57 10 word Get/Set Internal Register(Float)_19 Description
419545 0x4C58 10 word Get/Set Internal Register(Float)_20 Description
419546 0x4C59 10 word Get/Set Internal Register(Float)_21 Description
419547 0x4C5A 10 word Get/Set Internal Register(Float)_22 Description
419548 0x4C5B 10 word Get/Set Internal Register(Float)_23 Description
419549 0x4C5C 10 word Get/Set Internal Register(Float)_24 Description
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419550 0x4C5D 10 word Get/Set Internal Register(Float)_25 Description
419551 0x4C5E 10 word Get/Set Internal Register(Float)_26 Description
419552 0x4C5F 10 word Get/Set Internal Register(Float)_27 Description

5xxxx Write Registers (supports function 8)

) Data Field Data Field oL
Sub-function Description
(Request) (Response)
0x0001 OxFFO00 Echo Request Data Reboot
0x0001 Ox55AA Echo Request Data Reset with Factory default
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SNMP Agents with MIB II, RS-232-like
Groups

The ioLogik Cellular Micro RTU Controller has SNMP (Simple Network Management Protocol) agent software
built in. The software supports SNMP traps, RFC1317 RS-232-like groups, and RFC 1213 MIB-II. The following
table lists the standard MIB-II groups, as well as the variable implementation for the ioLogik Cellular Micro RTU

Controller.

RFC1213 MIB II Supported SNMP Variables

System MIB Interfaces MIB IP MIB ICMP MIB
SysDescr ifNumber ipForwarding IcmpInMsgs
SysObjectID ifIndex ipDefaultTTL IcmpInErrors
SysUpTime ifDescr ipInreceives IcmpInDestUnreachs
SysContact ifType ipInHdrErrors IcmpInTimeExcds
SysName ifMtu ipInAddrErrors IcmpInParmProbs
SysLocation ifSpeed ipForwDatagrams IcmpInSrcQuenchs
SysServices ifPhysAddress ipInUnknownProtos IcmpInRedirects
SysServices ifAdminStatus ipInDiscards IcmpInEchos
ifOperStatus ipInDelivers IcmpInEchoReps
ifLastChange ipOutRequests IcmpInTimestamps
ifInOctets ipOutDiscards IcmpTimestampReps
ifInUcastPkts ipOutNoRoutes IcmpInAddrMasks
ifInNUcastPkts ipReasmTimeout IcmpOutMsgs
ifInDiscards ipReasmReqds IcmpOutErrors
ifInErrors ipReasmOKs IcmpOutDestUnreachs
Interfaces MIB IP MIB ICMP MIB
ifinUnknownProtos ipReasmpFails IcmpOutTimeExcds
ifOutOctets ipFragOKs IcmpOutParmProbs
ifOutUcastPkts ipFragFails IcmpOutSrcQuenchs
ifOutNUcastPkts ipFragCreates IcmpOutRedirects
ifOutDiscards ipAdEntAddr IcmpOutEchos
ifOutErrors ipAdEntIfIndex IcmpOutEchoReps
ifOutQLen ipAdEntNetMask IcmpOutTimestamps
ifSpecific ipAdEntBcastAddr IcmpOutTimestampReps

ipAdEntReasmMaxSize

IcmpOutAddrMasks
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ipRouteDest

IcmpOutAddrMaskReps

ipRoutelfIndex

ipRouteMetricl

ipRouteMetric2

ipRouteMetric3

ipRouteMetric4

ipRouteNextHop

ipRouteType

ipRouteProto

ipRouteAge

ipRouteMask

ipRouteMetric5

ipRoutelnfo

IpNetToMedialfIndex

IpNetToMediaPhysAddress

IpNetToMediaNetAddress

IpNetToMediaType

IpRoutingDiscards

UDP MIB

TCP MIB

SNMP MIB

UdpInDatagrams

tcpRtoAlgorithm

snmplInPkts

UdpNoPorts

tcpRtoMin

snmpOutPkts

UdpInErrors

tcpRtoMax

snmplnBadVersions

UdpOutDatagrams

tcpMaxConn

snmpInBadCommunityNames

UdpLocalAddress

tcpActiveOpens

snmpInBadCommunityUses

UdpLocalPort

tcpPassiveOpens

snmpInASNParseErrs

tcpAttempFails

snmplInTooBigs

tcpEstabResets

snmpInNoSuchNames

Address Translation MIB | tcpCurrEstab

snmplnBadValues

AtIfIndex tcpInSegs snmplnReadOnlys
AtPhysAddress tcpOutSegs snmplnGenErrs
AtNetAddress tcpRetransSegs snmplnTotalRegVars

Address Translation MIB | TCP MIB

SNMP MIB

AtNetAddress tcpConnState snmplnTotalSetVars
tcpConnLocalAddress snmplnGetRequests
tcpConnLocalPort snmplnGetNexts
tcpConnRemAddress snmplnSetRequests
tcpConnRemPort snmpInGetResponses
tepInErrs snmplInTraps
tcpOutRsts snmpOutTooBigs

snmpOutNoSuchNames
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snmpOutBadValues

snmpOutGenErrs

snmpOutGetRequests

snmpOutGetNexts

snmpOutSetRequests

snmpOutGetResponses

snmpOutTraps

snmpEnableAuthenTraps

Private MIB File and SNMP Variables

Moxa also provides an SNMP for the I/O MIB file to help you monitor I/O status with SNMP software. You can
find the MIB file on the Document and Software CD. The ioLogik W5312 does not have an Analog Input (AI).

ioLogik W5340/W5340-HSDPA

Moxa-IO-MIB Moxa-IO-MIB Moxa-IO-MIB
totalChannelNumber dio05-Index AIO1-Index
serverMode dio05-Type AIO1-Type
systemTime dio05- Mode AIO1-Range
firmwareVersion dio05- Status AIO1-Value
dio00-Index dio05- Filter AIO1-Min
dio00-Type dio05- Trigger AIO1-Max
dio00- Mode dio05- CntStart AI02-Index
dio00- Status dio05- PulseStart AIO2-Type
dio00- Filter dio05- LowWidth AI02-Range
dio00- Trigger dio05- HighWidth AIO02-Value
dio00- CntStart dio06-Index AI02-Min
dio00- PulseStart dio06-Type AI02-Max
dio00- LowWidth dio06- Mode AIO3-Index
dio00- HighWidth dio06- Status AIO3-Type
dio0O1-Index dio06- Filter AIO3-Range
dio01-Type dio06- Trigger AIO3-Value
dio01- Mode dio06- CntStart AIO3-Min
dio01- Status dio06- PulseStart AI03-Max
dio01- Filter dio06- LowWidth VCO00-Index
dio01- Trigger dio06- HighWidth VC00-Value
dio01- CntStart dio07-Index VCO1-Index
dio01- PulseStart dio07-Type VCO01-Value
dio01- LowWidth dio07- Mode VCO02-Index
dio01- HighWidth dio07- Status VC02-Value
dio02-Index dio07- Filter VCO03-Index
dio02-Type dio07- Trigger VCO03-Value
dio02- Mode dio07- CntStart VCO04-Index
dio02- Status dio07- PulseStart VCO04-Value
dio02- Filter dio07- LowWidth VCO05-Index
dio02- Trigger dio07- HighWidth VCO05-Value
dio02- CntStart relay00-Index VCO06-Index
dio02- PulseStart relay00-Type VCO06-Value
dio02- LowWidth relay00- Mode VCO07-Index
dio02- HighWidth relay00- Status VC07-Value
dio03-Index relay00- LowWidth VCO08-Index
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dio03-Type relay00- HighWidth VCO08-Value
dio03- Mode relay00- PulseStart VC09-Index
dio03- Status relay00- CurrentRelayCNT VC09-Value
dio03- Filter relay00- TotalRelayCNT

dio03- Trigger

relay01-Index

dio03- CntStart

relay01-Type

dio03- PulseStart

relay01- Mode

dio03- LowWidth

relay01- Status

dio03- HighWidth

relay01- LowWidth

dio04-Index relay01- HighWidth
dio04-Type relay01- PulseStart
dio04- Mode relay01- CurrentRelayCNT
dio04- Status relay01- TotalRelayCNT
dio04- Filter AIOO-Index

dio04- Trigger AIOO-Type

dio04- CntStart AIOO-Range

dio04- PulseStart AIOO-Value

dio04- LowWidth AIOO0-Min

dio04- HighWidth AIOO-Max




Factory Default Settings

The factory default settings for firmware V1.3 for the ioLogik W5312 series, V1.5 for the ioLogik W5340 series,

and V1.2 for the ioLogik W5340-HSDPA series, are as follows:

IP address: 192.168.127.254
Netmask: 255.255.255.0
Gateway: None
Communication Watchdog: Disable
Modbus/TCP Alive Check: ON
Modbus/TCP Timeout Interval: 60 sec

Server Address None

Server Port 0

Baud Rate 9600

Data Bit 8

Stop Bit 1

Parity None

Mode RS-485, 2- Wire
Cellular Band Auto

Cellular Operation Mode On-Demand
Caller IDs None

DI Mode:

DIO-0 to DIO-5 (W5340),
DI-0~DI-7, DIO8~11(W5312)

DI Safe Status:

Off

Filter Time for Counter: 10 x 0.5mS
Counter Trigger Type: Lo to Hi
Counter Status: Stop

Al Mode: AI-0 to AI-3, +/- 10V

DO Mode: DIO-6 to DIO-11(W5340),
DO-0~DO-7(W5312)

DO Safe Status: Off

Pulse Low Width: 1

Pulse Hi Width: 1

No. of Pulses:

0 (continuous)

Filter Time for Counter: 10 x 0.5mS
Counter Trigger Type: Lo to Hi
Counter Status: Stop
Counter status: Stop

Password:

“empty”
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Module Name: “empty”
Module Location: “empty:
SNMP: Enable
Community: Public
Contact: “empty”
Location: “empty”

Data Logging - AI Channel

Logging Per 1min

TFTP Server Address None
TFTP Server Port 0

Active OPC Server Address None
Active OPC Server Port 9900

Port Type Usage

68 ubP BOOTPC

68 ubP DHCP

69 UDP Export/import file

161 TCP SNMP

502 TCP Modbus Communication
500 UbP IPSec VPN, NAT-T disabled
4500 UbDP IPSec VPN, NAT-T enabled
4800 UDP Auto search

9000 TCP Active Message (Default)
9000 uDP Active Message (Default)
9300 TCP ioAdmin

9500 TCP Active OPC server

9900 TCP Active OPC server
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Troubleshooting the Cellular I/0
Connection

Moxa provides the following checklist as a step-by-step troubleshooting guide. If you still can’t solve the
problem, please complete the checklist and mail it to Moxa. We will do a further analysis and then contact you
with the results.

Type the IP addresses in the spaces provided.

Internet
d Cellular
N Network
SCADA/ioAdmin Active OPC
IP: Server Ip:
1P:

Problem Description:

e Can’t Power On

e The W5300 always reboots

e Can't connect to the Cellular network

e ioAdmin can't find the device

e Received error message “Failed to execute OPCENUM”
e SCADA cannot connect to Active OPC Server

Self Checklist:

Power:

1. Is the power connector connected to a power supply? [] Yes: _ V, __A [] No
2. Does power LED show a steady green? [] Yes [] No

3. What color is the READY LED? [] Green [] Blinking [] OFF

4. What color is the FAULT LED? [] Red [] Blinking [] OFF

SIM card settings:

1. Is the antenna connected properly? [] Yes [] No

2. Is the SIM card inserted correctly? [] Yes [ ] No

3. Does the SIM card have the capability to connect to a Cellular network? [] Yes [] If No, contact your

carrier
ioAdmin
1. Is the AOPC IP Address correc? [] Yes, IP: [] No

2. Is the GPRS/Link LED a steady green? [] Yes [ ] No
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Nou kW

What status is shown on ioAdmin’s Cellular Dial Up setting tab?

Check the RSSI Level:

Where ioAdmin show an error code? [] If yes, ] No

Does ioAdmin show the Cellular IP address? [] If yes, IP: [] If No, contact your carrier
Operation Mode: [] Always On [JOn Demand

Active OPC server (AOPC):

® No vk WwN =

Check the Firewall. Port 9900 (AOPC), 9500, 9300, 502 should be open

Is the AOPC IP address on the Cellular dial up setting Tab correct? [] Yes, IP: ] No
Check the AOPC log window. Do you see a message? [ ] Yes, [] No, nothing special
Does AOPC's tree view show the device? [] Yes [ ] No

Does ioAdmin show the AOPC after adding AOPC manually? [] Yes [] No

Choose “sort by AOPC” in ioAdmin. Does ioAdmin show the AOPC? [] Yes [] No

Does ioAdmin show the device in the AOPC list? [] Yes [] No

Can you ping the AOPC IP address? [] Yes, Time: ms [ ] No. How to ping AOPC?

Client Test:

1.

2.
3.
4

Did you install OPC core components in your PC? [] Yes [] No
Were AOPC and the Client tested on the same PC? [] Yes [] No, please install them
Did you create an Active Tag in ioAdmin? [] Yes, [] No

Does Client test connect to AOPC? [] Yes [ ] No. Error Message:

Remote Client test:

1.
2.

Are the AOPC PC and Client test PC on same Domain? [] Yes [ ] No

Are the AOPC PC's firewall, security, and authorization settings set? [] Yes, check the port setting and user
group settings [ ] No

What kind of Error Message is displayed when you use Client test?
Please return the completed form to Moxa.

Cellular modem error codes:

Error Code Phenomena Display Message
0 Cellular Module_OK No Error

1 Cellular Module without SIM Card No SIM Card Installed
2 Cellular_Module with Error PIN Code PIN Code Error

3 Cellular_Module can’t detected Error Code 3

4 Can't registration Cellular Network Error Code 4

5 Cellular_Module Parameters Incorrectly Error Code 5

6 Cellular_Module Busy Error Code 6

7 APN incorrectly Wrong APN Setting
8 Dial to Cellular fail dial to Cellular fail
9 PPP Connect fail PPP connect fail

10 Cellular_Module is not Ready Error Code 10

11 Initiate UART port error Error Code 11

12 No any incoming call in Queue Error Code 12

13 Communication Timeout between CPU and Module Error Code 13

14 Unknown Fail Error Code 13
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FAQ

The following information is provided as a guide that you can refer to when troubleshooting. If you still can’t
solve your problem, please email the details of the problem to Moxa’s tech support engineers. We will do
further analysis and then contact with a solution.

How to set Active OPC to get better connection quality

iThe oLogik W5300 uses a Heartbeat signal to check the connection quality between Active OPC server and the
device. In the event of a low bandwidth cellular connection, Active OPC will lose the heartbeat signal of the
“Heartbeat Interval.” We suggest using a value greater than 60 seconds. For Active OPC server, the time out
value of the Modbus gateway function should be greater than the heartbeat interval setting.

Service delay time

Based on our own testing results, the delay time should be less than 3 seconds.
Which TCP ports should I open?

Four ports should be opened: 9900, 9500, 9300, and 502. Note that 9900 is definable; please make sure that
the port numbers are defined correctly.
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