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Introduction

Welcome to Moxa EtherDevice Switch EDS-508 Series, the world’s first intelligent Ethernet
Device Switch specially designed for connecting Ethernet-enabled devices in industrial field
applications.

The following topics are covered in this chapter:

Q
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Inside the Future of Industrial Ethernet Technology
Moxa EtherDevice™ Switch

Package Checklist

Optional Accessories

Features
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Inside the Future of Industrial Ethernet Technology
The trend in industrial communications and automation applications

As the world’s network and information technology becomes more mature, the trend is to use
Ethernet as the major communications interface in many industrial communications and
automation applications. In fact, a whole new industry has sprung up to provide Ethernet products
that comply with the requirements of demanding industrial applications.

Industrial vs. Commercial

Users have found that when moving Ethernet from the comfortable office environment to the harsh
and less predictable industrial environment, the commercial Ethernet equipment available in
today’s market simply cannot meet the high reliability requirements demanded by industrial
applications. This means that a more robust type of network equipment, commonly referred to as
industrial Ethernet equipment, is required for these applications.

Informative vs. Passive

Since industrial Ethernet devices are often located at the endpoints of a system, such devices
cannot always know what’s happening elsewhere on the network. This means that industrial
Ethernet communication equipment that connects these devices must take responsibility for

providing system maintainers with real-time alarm messages.

Moxa EtherDevice™ Switch

Moxa EtherDevice Switch comes with a suite of useful maintenance and monitoring functions, and
is designed to provide smooth and reliable operation in harsh industrial environments. You will
find that Moxa EtherDevice Switch establishes a new industrial Ethernet benchmark. It is excellent
for keeping automation systems running continuously, is ideal for sending status reports to help
prevent system damage and losses, is a great tool for mastering your industrial Ethernet networks,
and is well-suited for use with industrial device control networks.

f} ATTENTION
Throughout this User’s Manual, we use EDS as an abbreviation for Moxa EtherDevice Switch:
EDS = Moxa EtherDevice Switch

Package Checklist

Moxa EtherDevice Switch EDS-508 Series is shipped with the following items:
® 1 Moxa EtherDevice Switch EDS-508

Hardware Installation Guide

CD-ROM with User’s Manual and Windows Utility

Moxa Product Warranty

RJ45 to DB9 Console port cable

Protective caps for unused ports

® Panel mounting kit (optional—must order separately)
NOTE: Notify your sales representative if any of the above items is missing or damaged.
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Optional Accessories

Features

DR-4524—45W/2A DIN-Rail 24 VDC Power Supply with 85 to 264 VAC input
DR-75-24—75W/3.2A DIN-Rail 24 VDC Power Supply with 85 to 264 VAC input
DR-120-24—120W/5A DIN-Rail 24 VDC Power Supply with 88 to 132 VAC/176 to 264
VAC input by switch

EDS-SNMP OPC Server Pro—CD with EDS-SNMP OPC Server Software and manual
ADP-SCm-STf-M—Multi-mode SC male to ST female duplex adapter, gray color
ADP-SCm-STf-S—Single-mode SC male to ST female duplex adapter, blue color
WK-46—Wall Mounting Kit

Advanced Industrial Networking Capability

Moxa Turbo Ring with Redundant Self-Healing Ethernet Ring Capability (recovery time < 300
ms at full load)

IGMP Snooping for filtering multicast traffic from industrial Ethernet Protocols
Supports IEEE 802.1Q VLAN and GVRP protocol to ease network planning
Supports QoS—IEEE 802.1p/1Q and TOS/DiffServ to increase determinism
Port Trunking to quadruple bandwidth or provide redundant path

Designed for Industrial Applications

Long-haul transmission distance of 40 km or 80 km

-40 to 75°C operating temperature range (for “—T” models)
Redundant, dual DC power inputs

IP 30, rugged high-strength case

DIN-Rail or panel mounting ability

Rate limiting to prevent unpredictable network status

Lock port for authorized MAC address access only

Port mirroring for online debugging

Automatic warning by exception through email, relay output
Digital inputs to integrate a sensor and alarm with an [P network
Automatic recovery of connected device IP addresses
Line-swap fast recovery (patent pending)

Useful Utility and Remote Configuration

Configurable by web browser, Telnet/serial console, Windows utility
Send ping commands to identify network segment integrity
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Getting Started

This chapter explains how to access Moxa EtherDevice Switch for the first time. There are three
ways to access the switch: serial console, Telnet console, and web browser. The serial console
connection method, which requires using a short serial cable to connect Moxa EtherDevice Switch
to a PC’s COM port, can be used if you do not know Moxa EtherDevice Switch’s IP address. The
Telnet console and web browser connection methods can be used to access Moxa EtherDevice
Switch over an Ethernet LAN, or over the Internet.

The following topics are covered:

Q

(MR ERy

Configuration by RS-232 Serial Console (115200, None, 8, 1, VT100)
Configuration by Telnet Console

Configuration by Web Browser

Disabling Telnet and Browser Access
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Configuration by RS-232 Serial Console (115200, None, 8, 1,
VT100)

NOTE Connection Caution!

You cannot connect to EDS simultaneously by serial console and by Telnet.

2. You can connect to EDS simultaneously by web browser and serial console, or by web
browser and by Telnet.

3. Recommendation—when connecting to EDS by web browser, do NOT simultaneously
connect by either serial console or via Telnet.
By following this advice, you can maintain better control over how your Moxa EtherDevice
Switch is managed.

NOTE We recommend using Moxa PComm Terminal Emulator, which can be downloaded free of
charge from Moxa’s website.

Before running PComm Terminal Emulator, use an RJ45 to DB9-F (or RJ45 to DB25-F) cable to
connect Moxa EtherDevice Switch’s RS-232 Console port to your PC’s COM port (generally
COMI1 or COM2, depending on how your system is set up).

After installing PComm Terminal Emulator, take the following steps to access the RS-232
Console utility.

1. From the Windows desktop, click on Start - Programs > PCommL.ite2.5 > Terminal
Emulator.

E Programs » @ Accessones ’l
'E PComm Lite 2.5 L4 53? Diagnostic
Favorites 4 @ StartUp L3 @ Library Porting Motes
Dacuments 5 |ﬂ Acrobat Aeader 5.0 @ Library Programming Guide
_ e Internet Explorer f fdomitor
Settings 3 MS-DOS Prompt @ PCamm Library Help
E‘;ﬂ Outlnok Express IE‘_\ Tearvinal Ermulator
L i’ @ “windows Explarer % Uninstall
Help 1 Werzsion Info

Bun...

Log OFff Tim Stemple...

&% O EEL |+

Shut Down....

IEEN

2. Select Open under Port Manager to open a new connection.

IEL] PComm Terminal Emulator M= B |

Prifile | Port Manager Help

Open Chrl+al+0
ot

2-2
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3. The Communication Parameter page of the Property window opens. Select the appropriate
COM port for Console Connection, 115200 for Baud Rate, 8 for Data Bits, None for Parity,
and 1 for Stop Bits.

Property E

Commmunication Parameter | Tarminall File: Tlansferl Captulingl

— COM Options —————————————
Ponts :

Baud Rate :
Data Bits :

Parity :

Stop Bits :

i~ Flows Control Output State
I~ RTS/CTS DTR & ON ¢ OFF

™ #ONOFF RTS & ON ¢ OFF

et |

4. Click on the Terminal tab, and select VT100 for Terminal Type. Click on OK to confirm.

Communication Parameter T eminal | File Tlansferl Captulingl

Terminal Type : =
Dumb Terminal Option :
r— Transnmit

= | LoalEchs:

Send Enter' Key A IEH.LF vl

— Recsi

CR Translation : IND Changed 'I
LF Translation : INo Changed 'l

Cancel |

5. Type 1 to select ansi/VT100 terminal type, and then press Enter.

Industrial Redundant Switch 6Tx-2MFx-T
Console terminal type (l: ansi/vwtl00, 2: wt52) : 1

[
[« | :
StateDPEN |2 (oo [ (B9 [Ready 2

2-3
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8.

The Console login screen will appear. Press Enter to open the Account pop-up selector and
then select either admin or user. Use the keyboard’s down arrow to move the cursor to the
Password field, enter the Console Password (this is the same as the Web Browser password;
leave the Password field blank if a console password has not been set), and then press Enter.

IF :

Iz:: Model : 6Tx-ZMFx-T
Name : Managed Redundant 3witch 00013
Location : Switch Location
Firmware Version : V1.2
SJerial Mo : 00013

MAC Address :

192.168.127.254
00-13-13-13-13-13
4

| Account
| Password

|
: [
H +

|
N K _'l_I
State:OPEN |57 (3% 57 [0 [Ready |

Moxa EtherDevice Switch’s Main Menu will be displayed. (NOTE: To modify the

appearance of the PComm Terminal Emulator window, select Font... under the Edit menu,

and then choose the desired formatting options.)

Ti00

Generic series V1.2

DTR
RTZ

.B ttings
.Port Trunking
. SHNMP

.Comen. BRedundancy

.802.10 VLAN
Multicast Filtering
.Rate Limiting
.Port Lock

JAuto Warning
.Line 3wap

.3et Device IP
.Diagnosis

Monitor

MAC Address Table
.Event Log Table
LExit

=~ I v v R TR R VR = T N ORI VY |

- Use the

.Traffic Prioritization-

— Basie settings for network and system parameter.
— Allows mwultiple ports to he aggregated as a link.
— The settings for SNMP.

— Establish Ethernet commwunication redundant path.
Prioritize Ethernet traffic to help determinism.
— Setup Virtual LAN by IEEE standard S02Z.10Q.

— Enable the multicast filtering capability.

— Zetup the egress/ingress rate of packets.

- Lock ports to prevent the intruder.

— Warning ewail and/or relay output by events.

- Fast recowvery after moving devices to different ports.
— Assign IP addresses to connected devices.

- Test network integrity and mirroring port.

— Monitor port and network status.

— The complete takle of Ethernet MAC Address List.
— The complete table of alarm events list.

- Exit console menu.

up/down arrow keys to select a category,
and then press Enter to select. -

StateOPEN |77 (M [75 [5 [eady

=

2|

After entering the Main Menu, use the following keys to move the cursor, and to select

options.

Key

Function

Up/Down/Left/Right arrows, or Tab

Move the onscreen cursor

Enter Display & select options
Space Toggle options
Esc Previous Menu

2-4
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Configuration by Telnet Console

You may use Telnet to access Moxa EtherDevice Switch’s console utility over a network. To be
able to access EDS’s functions over the network (by Telnet or Web Browser) from a PC host that
is connected to the same LAN as EDS, you need to make sure that the PC host and EDS are on the
same logical subnetwork. To do this, check your PC host’s IP address and netmask. By default,
EDS’s IP address is 192.168.127.253 and EDS’s netmask is 255.255.0.0 (for a Class B network).
If you do not change these values, and your PC host’s netmask is 255.255.0.0, then its IP address
must have the form 192.168.xxx.xxx. On the other hand, if your PC host’s netmask is
255.255.255.0, then its IP address must have the form 192.168.127 .xxx.

NOTE

To use EDS’s management and monitoring functions from a PC host connected to the same LAN
as EDS, you must make sure that the PC host and EDS are on the same logical subnetwork.

NOTE

Before accessing the console utility via Telnet, first connect one of Moxa EtherDevice Switch’s
RJ45 Ethernet ports to your Ethernet LAN, or directly to your PC’s Ethernet NIC. You can
establish a connection with either a straight-through or cross-over Ethernet cable. If you have
difficulty connecting, refer to the Auto MDI/MDI-X Connection section from the Hardware
installation Guide for more information about the different types of Ethernet cables and ports.

NOTE

Moxa EtherDevice Switch’s default IP is 192.168.127.253.

Follow the steps below to access the console utility via Telnet.

1. Telnet to Moxa EtherDevice Switch’s IP address from the Windows Run window (or from
the MS-DOS prompt).

Run HE

Type the name of a pragram, folder, document, or Intermet
resource, and Windows wil apen it for pou.

Open: Itelnet 192.168.127.253 |

Ok I Cancel | Browse... |

2. Type 1 to choose ansi/vt100, and then press Enter.

¢+ Telnet 192.168.127.254

Industrial Redundant Switch 6Tx—2MFx-T
Conzole terminal type {1: ansisvtlBB, 2: vth2)> - 1

2-5
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3. The Console login screen will appear. Press Enter to open the Account pop-up selector and
then select either admin or user. Use the keyboard’s down arrow to move the cursor to the
Password field, enter the Console Password (this is the same as the Web Browser password;
leave the Password field blank if a console password has not been set), and then press Enter.

Telnet 192.168.127.254

Model : 6Tx—2MFx-T
Mame = Managed Redundant Switch B8813
Location : Switch Location

Firmuare Version = Ui.2

Serial No = a8a13

1P - 192.168.127.254
MAC Address AA-13-13-13-13-13

Account
Passuord

4. Moxa EtherDevice Switch’s Main Menu will be displayed. (NOTE: To modify the
appearance of the PComm Terminal Emulator window, select Font... under the Edit menu,
and then choose the desired formatting options.)

Telnet 192.168.127.254 =l

Basic settings for network and system parameter.
2 . Port Trunking Allows multiple ports to be aggregated as a link.
3. SNMP — The settings for SHMP.

4.Comm. Redundancy — Establish Ethernet communication redundant path.
L.Traffic Prioritization— Prioritize Ethernet traffic to help determinism.
6h.8@02.1Q ULAN Setup Uirtual LAN by IEEE standard 882.1Q.
7?.Multicast Filtering Enable the multicast filtering capability.

8 .Rate Limiting Setup the egress-ingress rate of packets.

?.Port Lock Lock ports to prevent the intruder.

a.fAuto WYarning Harning email and-or relay output hy events.
h.Line Swap Fast recovery after moving devices to different ports.
c.%et Device IP Aszszign IP addresses to connected devices.
d.Diagnosis Test network integrity and mirroring port.
e.Monitor Monitor port and network status.

f.MAC Address Table The complete tabhle of Ethernet MAC Address List.
o .Event Log Tabhle The complete tabhle of alarm events list.

h.Exit Exit console menu.

— Use the upsdown arrow keys to select a category.
and then press Enter to select. —

NOTE The Telnet Console looks and operates in precisely the same manner as the RS-232 Console.

2-6
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Configuration by Web Browser

Moxa EtherDevice Switch’s web browser interface provides a convenient way to modify the
switch’s configuration and access the built-in monitoring and network administration functions.
You may use either Internet Explorer or Netscape to access EDS.

NOTE

To use EDS’s management and monitoring functions from a PC host connected to the same LAN
as EDS, you must make sure that the PC host and EDS are on the same logical subnetwork.

NOTE

If EDS is configured for other VLAN settings, you must make sure your PC host is on the
management VLAN. Refer to the “Configuring 802.1Q VLAN” in Chapter 3 for the VLAN
settings.

NOTE

Before accessing Moxa EtherDevice Switch’s web browser interface, first connect one of Moxa
EtherDevice Switch’s RJ45 Ethernet ports to your Ethernet LAN, or directly to your PC’s
Ethernet NIC. You can establish a connection with either a straight-through or cross-over
Ethernet cable. If you have difficulty connecting, refer to the Auto MDI/MDI-X Connection
section from the Hardware installation Guide for more information about the different types of
Ethernet cables and ports.

NOTE

Moxa EtherDevice Switch’s default IP is 192.168.127.253.

Follow the steps below to access Moxa EtherDevice Switch’s web browser interface.

1. Open Internet Explorer and type Moxa EtherDevice Switch’s IP address in the Address field.
Press Enter to establish the connection.

3 washingtonpost.com - News Front - Microzoft Internet Explorer

@ 3

Search

« = Q [ 4

Eachk Farxard Stop Refresh  Haome
| address | 192.169.127.253 | @eo

[

File Edit “iew Favorites Tools Help

2. The web login page will open. Select the login account (Admin or User) and enter the
Password (this is the same as the Console password), and then click Login to continue. Leave
the Password field blank if a password has not been set.

EtherDevice™ Switch EDS-508 Series A

L e Version: WLI0
narped Redemlon? Suateh OOOLL P 10072
Recptiva:  Swiveh Lessvica

Account Admin ¥
Password

2-7
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NOTE By default, Moxa EtherDevice Switch’s Password is not set (i.e., is blank).
You may need to wait a few moments for the web page to be downloaded to your computer. Use
the menu tree on the left side of the window to open the function pages to access each of Moxa
EtheDevice Switch’s functions.
S "| Welcome to the Web Console

Orverview

Basic Settings

1 Port Trunking

1 SHIE

1 Corarwunication Redundancy
1 Traffic Prioritization

30210 VLAN

goahead
WEBSERVER
Best viewed with IE 5 above

s+ racalifinn AN9d w TRE

See below for a brief description of each function groups, and then click on the item in the left pane to access the item.

Basic Settings

Fort Trunking

SHMP

Communication Redundancy
Traffic Prioritization

- Basic settings for network management parameter and system configurations.
- Allows multiple-ports to be aggregated ag a link:

- The settings for SNMP

- Establish Ethernet communication redundant path

- Pricritize Ethernet traffic to help determinism.

Multicast Filtering 802,10 WLAN - Setup Yirtual LAN by |[EEE standard B02.1Q.
IGMP Snooping Mult\ca.st.lf'iltering - Enable the muliicést filtering capability
: E : Rate Limiting - Setup the egressfingress rate of packets to block the unwanted traffic.
L0 GNP Snooping Setting .
: Port Lock - Lock ports to prevent the intruder.
: L1 1GMT Tabie Auto Warming - Automatically send warning email and/or trigger relay output by events
=" Stk hiihe L Line-Swap Fast Recovery - Fast recovery after moving devices to different ports.
(] Rate Livaiting Set Device P - Assign IP addresses to connected devices.
BI{] Port Lock - Diagnosis - Use Ping command to test network integrity and mirroring port for online data monitoring
EHL ] Auto Warning Idanitar - Monitor port and network status.
{20 Line.Swap Fast Recrvery MAC Address Table - The complete table of Ethernet MAC Address List.
{20 Set Davice IP Event Log Table - The complete table of alarm events list
T Thamanaia :j

Disabling Telnet and Browser Access

If you are connecting Moxa EtherDevice Switch to a public network, but do not intend to use its
management functions over the network, then we suggest disabling both Telnet Console and Web
Configuration from the RS-232 Console’s Basic Settings = System ldentification page, as
shown in the following figure.

MOXA EtherDevice Switch EDS-588 !

[Network]l I

[Accessihle IF]
[Main menul

[Password] [Port]

[Activate]

System identification]
Time1 [Factory default]
system Identification
ESC: previous menu selact

Enter: Space bar: toggle

Suitch Name
Suitch Location

[Managed Redundant Switch 886111
[Switch Location

Switch Description L
Haintainer Contact Info L

aae11
va.17
B0-E8-90-A0-08-11

Serial NO.
Firmuare Uersion
MAC Address

[Disahlel
[iDisahblell

Telnet Console
Web Configuration

If you are connecting Moxa EtherDevice Switch to a public network, but do not intend to use its
management functions over the network, then we suggest disabling both Telnet Console and
Web Configuration.

NOTE
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Featured Functions

This chapter explains how to access Moxa EtherDevice Switch’s various configuration,
monitoring, and administration functions. There are three ways to access these functions: serial
console, Telnet console, and web browser. The serial console connection method, which requires
using a short serial cable to connect Moxa EtherDevice Switch to a PC’s COM port, can be used if
you do not know Moxa EtherDevice Switch’s IP address. The Telnet console and web browser
connection methods can be used to access Moxa EtherDevice Switch over an Ethernet LAN, or
over the Internet.

The Web Console is the most user-friendly way to configure Moxa EtherDevice Switch. In this
chapter, we use the Web Console interface to introduce the functions. There are only a few
differences between the Web Console, Serial Console, and Telnet Console.

The following topics are covered in this chapter:
Configuring Basic Settings

Using Port Trunking

Configuring Port Trunking
Configuring SNMP

Using Communication Redundancy
Using Traffic Prioritization

Using Virtual LAN

Using Multicast Filtering

Using Rate Limiting

Using Port Lock

Using Auto Warning

Using Line-Swap-Fast-Recovery
Using Set Device IP

Using Diagnosis

Using Monitor

Using the MAC Address Table
Using Event Log

[N Iy Ny Ny Iy Iy Ny Ny N Iy Iy
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Configuring Basic Settings

The Basic Settings group includes the most commonly used settings required by administrators to
maintain and control Moxa EtherDevice Switch.

System ldentification

The system identification items are displayed at the top of the web page, and will be included in
alarm emails. Setting system identification items makes it easier to identify the different switches
connected to your network.

5 Wlain Menu = System Identification
12N Basic Settirgs
-1 System [dentification
{7 Passwoad i i
Switch Mame |Indu51rla\ Redundant Switch 00013
(] fceessible [P
-3 Port Switch Location ISWltch Location
(] Hetwork Switch Description I
(0 Tise o Maintainer Contact Info I
B Syster File Update
(] Factory Default
(] Port Trurking
Switch Name
Setting Descriptions Factory Default
Max. 30 This option is useful for specifying the Industrial Redundant
Characters role or application of different EDS units.| Switch [Serial No. of this
E.g., Factory Switch 1. switch]
Switch Location
Setting Descriptions Factory Default
Max. 80 To specify the location of different EDS | Switch Location
Characters units. E.g., production line 1.
Switch Description
Setting Descriptions Factory Default
Max. 30 Use this space to record a more detailed | None
Characters description of the EDS unit.
Maintainer Contact Info
Setting Descriptions Factory Default
Max.30 Use this space to record contact None
Characters information of the person responsible for
maintaining this EDS-508.




EDS-508 Series User’'s Manual Featured Functions

Password

EDS-508 provides two levels of access privilege. admin privilege gives read/write access of all
EDS configuration parameters. User privilege provides read access only—you will be able to view
the configuration, but will not be able to make modifications.

MOXA EtherDevice™ Switch EDS-508 Series

Account admin
Password

fi ATTENTION
Moxa EtherDevice Switch’s default Password is not set (i.e., is blank). If a Password is already
set, then you will be required to type the Password when logging into either the RS-232 Console,
Telnet Console, or Web Browser interface.

Account
Setting Descriptions Factory Default
admin “admin” privilege allows the user to
modify all EDS configurations. .
— e admin
user “user” privilege only allows viewing
EDS configurations.
Password
Setting Descriptions Factory Default
Old Password (Max. Type current password when changing None
16 Characters) the password
New Password (Max. Type new password when changing the N
one
16 Characters) password
Retype Password If you type a new password in the
(Max. 16 Characters) Password field, you will be required to
retype the password in the Retype new None
password field before updating the new
password.
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Accessible IP

Moxa EtherDevice Switches use an IP address-based filtering method to control access to EDS.

3 Main Mem 7| Accessible IP List
[ Owverview

1423 Basic Settings

(0 System Identifivation
07 Passwonl
Hecessible TH

Port

™ Enable the accessible IP list ("Disable” will allow all IPs connection)
e Nethack

2

[ Hetwork 3

-0 Time F
&) Systera Fils Update

() Factory Defiult 5

{1 Communication Redundancy (

7

8

9

#1{] Traffic Prioxitization
(] 8021Q VLAN
1] Mlulticast Filtering

{11 Rate Liriting
(] Port Lock 10
E (] Auto Waring =l
head | Activate |
WEBSERVER

Bestviewed with IE & abowe at resolution 1024 %
788

Accessible IP Settings allows you to add or remove “Legal” remote host IP addresses to prevent
unauthorized access. Access to EtherDevice Switch is controlled by IP address. That is, if a host’s
IP address is in the accessible IP table, then the host will be allowed access to the EtherDevice
Switch. You can allow one of the following cases by setting this parameter

¢ Only one host with the specified IP address can access the EDS-508

E.g., enter “192.168.1.1/255.255.255.255” to allow access to just the IP address 192.168.1.1.
® Any host on a specific subnetwork can access the EDS-508

E.g., enter “192.168.1.0/255.255.255.0” to allow access to all IPs on the subnetwork defined
by this IP address/netmask combination.
® Any host can access the EDS-508

Disable this function by not checkmarking the “Enable the accessible IP list” checkbox.

The following table shows additional configuration examples:

Allowable Hosts Input format

Any host Disable

192.168.1.120 192.168.1.120/ 255.255.255.255
192.168.1.1 t0 192.168.1.254 192.168.1.0 / 255.255.255.0
192.168.0.1 to 192.168.255.254 192.168.0.0 / 255.255.0.0
192.168.1.1 t0 192.168.1.126 192.168.1.0 / 255.255.255.128
192.168.1.129 t0 192.168.1.254 192.168.1.128 / 255.255.255.128

Port

Port settings are included to give the user control over Port Access, Port Transmission Speed,
Flow Control, and Port Type (MDI or MDIX). An explanation of each configuration item is given
below.
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23 Main Menu
0 Overview
=145 Basic Settings
{0 System Identification
{3 Password
1 bcosssile IP
(T
3 Hetwork
01 Time
] SystemFile Update
{1 Factory Default
{1 Comnunicetion Pedundancy
#1{] Traffic Prioritization
(] 802.1Q VLAN
#1(1] Multicast Filtering
{21 Eate Liwiting
#{] PortLock
F Auto Warning

goahead
WEBSERVER|

5 Port Settings

Enzhle  MName Speed

FDX Flow Ctrl MDIAADIE

Port1 ¥ |Autu

|Enab\e j |Auta j

Port2

K

IAum

IEmah\e j IAutn j

Port3

Kl

IAutD

IEnab\e j IAutu j

Port 4

K

IAutn

IEnab\e j IAutn j

Port5

Kl

IEmah\e j IAutn j

Port 6

<l

IAutu

IEnab\e j IAuta j

Port7

x

IAum

IEmah\e j IAutn j

Lol Lo Lo el Ll L L] L]

I
I
I
I
I IAum
I
|
I

Port 8

<l

|Autu

|

Best viewed with IE 5 above at rezolution 1024 %

|Enab\e j |Auta j

Enable

Setting

Description

Factory Default

checked

Allows data transmission through the port.

enabled

unchecked

Immediately shuts off port access.

A

ATTENTION

If a connected device or sub-network is wreaking havoc on the rest of the network, the Disable
option under Advanced Settings/Port gives the administrator a quick way to immediately shut

off access through this port.

Name
Setting Description Factory Default
Max. 63 Specify an alias for each port, and assist the
Characters administrator in remembering important

information about the port.
E.g,PLC1

None

Port Transmission Speed

Setting Description Factory Default

Allows the port to use the IEEE 802.3u

Auto protocol to negotiate with connected devices.
The port and connected devices will determine
the best speed for that connection.

100M-Full Choose one of these fixed speed options if the | Auto-nego

100M-Half opposing Ethernet device has trouble

TOM_Full auto-negotiating for line speed.

10M-Half

FDX Flow Control

This setting enables or disables the flow control capability of this port when the “port transmission
speed” setting is in “auto” mode. The final result will be determined by the “auto” process
between the EDS and connected device.
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Setting Description Factory Default
Enable Enabls.:s the flow control capability of this port
when in auto-nego mode.
- — - Enable
. Disables the flow control capability of this
Disable .
port when in auto-nego mode.
Port Type
Setting Description Factory Default
Allows the port to auto detect the port type of
Auto the opposing Ethernet device and change the
ingly.
port type accordingly _ Auto
MDI Choose the MDI or MDIX option if the
opposing Ethernet device has trouble
MDIX auto-negotiating for port type.

Network

The Network configuration allows users to modify the usual TCP/IP network parameters. An
explanation of each configuration item is given below.

- B 7| Network Parameters
{3 Overview "
]"j,_Bmw A Auto [P Configuration Disable ¥
{3 SystemIdentification
{1 Password Ewitch IP Address 192.168.9.19
{1 ALccessible IP Switch Subnet Mask W
l_l Eod Default Gateway '—
g T 15t DNE Server IP Address
] Syster File Update Znd DME Server [P Address
{13 Fastory Default
(3 Port Trunking
{0 suMP T
3 Comunication Redundaney
#{] Traffic Prioritization
E{] 80210 VLAN
(] Wiulticest Filtering
{1 Eate Limiting
L1 Pt et |

goahead
WEBSERVER
Bt wiziued with |E 5 abave
atresolution 1024 % 768

& s [T [ [
Auto IP Configuration
Setting Descriptions Factory Default
Disable Set up EDS’s IP address manually.
EDS’s IP address will be assigned
By DHCP automatically by the network’s DHCP
server. Disable
EDS’s IP address will be assigned
By BootP automatically by the network’s BootP
server.
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Switch IP Address

Setting

Descriptions

Factory Default

IP Address of the
EDS

Identifies the EDS on a TCP/IP network.

192.168.127.253

Switch Subnet Mask

Setting

Descriptions

Factory Default

Subnet mask of
the EDS

Identifies the type of network the EDS is
connected to (e.g., 255.255.0.0 for a Class
B network, or 255.255.255.0 for a Class
C network).

255.255.255.0

Default Gateway

Setting Descriptions Factory Default
Default Gateway The IP address of the router that connects None
of the EDS the LAN to an outside network.

DNS IP Address

Setting Descriptions Factory Default
Ist DNS Server’s The IP address of the DNS Server used by
IP Address your network. After entering the DNS
Server’s IP address, you can input EDS’s None
url (e.g., www.eds.company.com) in your
browser’s address field, instead of
entering the IP address.
2nd DNS The IP address of the DNS Server used by
Server’s your network. EDS will try to locate the None
IP Address 2nd DNS Server if the 1st DNS Server
fails to connect.
Time
53 Mo Memn 7| System Time Settings
0 Overview
[E1423 Basic Settings
{3 Systern Idsntiffnation Current Time 01 :[19 .20
{1 Password
(3 facessitle B Current Date 1970 Falnl Al
£ o :
=
0 Timd
B System File Update
1 Fatory Default System Up Time Dd1h15m20s
{1 Corumunication Fedundancy | | Time Zane |(GMT)Greenwmh Mean Time: Dublin, Edinburgh, Lisbon, London j
BT PR 15t Tirme Server [P/MName |t|me.mst gov
] 802.1Q VLAN
(2] Multizest Filtering 2nd Time Server IP/Name I
{10 Rate Liwiting Tirme Sewer Query Period 600 sec
B Port Lock
HC1 Auto Wenirg =l

goahead
WEBSERVER|

Best viewed with IE 5 above at rezolution 1024 %
768

EDS has a time calibration function based on information from an NTP server or user specified
Time and Date information. Functions such as Auto warning “Email” can add real-time
information to the message.
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NOTE EDS does not have a real time clock. The user must update the Current Time and Current Date
to set the initial time for EDS after each reboot, especially when the network doesn’t have an
Internet connection for NTP server or there is no NTP server on the LAN.

Current Time
Setting Description Factory Default

The time parameter allows
configuration of the local time in local | 00h:00m:00s
24-hour format.

User adjustable
time.

Current Date
Setting Description Factory Default

User adjustable | The date parameter allows
date. configuration of the local date in 1970/01/01
yyyy-mm-dd format.

System Up Time
Indicates EDS’s up time from the last cold start. The unit is seconds.

Time Zone
Setting Description Factory Default

User selectable The tlm.e zone setting allows . GMT (Greenwich Mean

. conversion from GMT (Greenwich .

time zone . . Time)

Mean Time) to local time.
NOTE Changing the time zone will automatically correct the current time. You should configure the
time zone before setting the time.
Time Server IP/Name
Setting Description Factory Default

Ist ' Time Server IP or Domain address (e.g., 192.168.1.1 or

IP/Name time.stdtime.gov.tw or time.nist.gov) None

2nd Time Server EDS will try to locate the 2nd NTP Server if

IP/Name the 1st NTP Server fails to connect.

Time Server Query Period
Setting Description Factory Default

This parameter determines how frequently the 600 seconds
time is updated from the NTP server.

Query Period

System File Update—By Remote TFTP

Moxa EtherDevice Switch supports saving your configuration file to a remote TFTP server or
local host to allow other EtherDevice Switches to use the same configuration at a later time, or
saving the Log file for future reference. Loading pre-saved firmware or a configuration file from
the TFTP server or local host is also supported for easy upgrading or configuration of the
EtherDevice Switch.
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2y Main Menu
(3 Overview
SN Basic Settings
{1 System Identification
(3 Password
0 Scoessible IP
@ Poxt
(3 Hetwork
1 Time
EHZY System File Update
0 Eouote TETE
D Local IraportiEsport
(L] Factory Default
{0 Communication Redurdancy
#{] Traffic Prioitization
#{] 02.1Q VLAN
(] Multicast Filtering
{0 Rate Liwiting
goahead
WEBSERVER|

Blest viewed with IE & above at resolution 1024

|

Update System Files by TFTP

TFTP Server IP/MName
Configuration Files Path and Name
Firrmware Files Path and Mame

Log Files Path and Name

TFTP Server IP/Name

Setting

Description

Factory Default

IP Address of
TFTP Server

The IP or name of the remote TFTP server.

Must be set up before downloading or
uploading files.

None

Configuration file path

and name

SErver.

Setting Description Factory Default
Max. 40 The path and file name of EtherDevice

: Switch’s configuration file in the TEFTP None
Characters

Firmware file path and

name

Setting Description Factory Default
Max. 40 The path and file name of EtherDevice None
Characters Switch’s firmware file.

Log file path and name

Setting Description Factory Default
Max. 40 The path and file name of EtherDevice None
Characters Switch’s log file

After setting up the desired path and file name, click on Activate to save the setting, and then click
on Download to download the prepared file from the remote TFTP server, or click on Upload to

upload the desired file to the remote TFTP server.
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System File Update—By Local Import/Export

ﬁgmMm 7| Update System Files from Local PC
Owerview

1423 Basic Settings
{10 System Identifivation
] Password

S0 Accesshle [P Configuratian Fils

Pt
(3 Hetwark
(3 Time
—— b
ED Local Import(Export
() Fastory Dofaslt Upload Configure Data
(3 Commmicstion Redurdancy
B ] Traffic Prioritization
B{] 20210 VLAN
FI(0] Multicast Filtering
(0 Rate Limiting =

goahead
WEBSERVER

olution 1024 x

Loy File

Best wiewed with [E § above a
788

Configuration File
To export the configuration file of this EDS, click on Export to save it to the local host.

Log File
To export the Log file of this EDS, click on Export and save it to the local host.

NOTE

Some operating systems will open the configuration file and log file directly in the web page. In
such cases, right click on the “Export” button to save a file.

Upgrade Firmware

To import the firmware file of this EDS, click on Browse to select the firmware file already saved
on your computer. The upgrade procedure will proceed automatically after clicking on Import.

Upload Configure Data

To import the configuration file of this EDS, click on Browse to select the configuration file
already saved on your computer. The upgrade procedure will proceed automatically after clicking
on Import.

Factory Default

3 Main Mo 7| Reset to Factory Default

1 Overview
42y Basic Settings
{21 Syster [dentification

{3 Passwond
This function will reset all settings to their factory default values.
{0 Accessible IP
-] Port Be awars that previous settings will be lost
“( Hetwork -
aT Activate
EHZY Systera Fils Update
(3 Remote TFTF

(3 Losal lmport/Faport
{3 Farfory Defanit

) Communication Redundancy

) Traffic Priotization

(] 20210 VLAN

B Multicast Filtering

{1 Rate Limiting =l

‘goahead

WEBSERVER

Best viewed with IE & above at resolution 1024 x
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The Factory Default function is included to give users a quick way of restoring Moxa EtherDevice
Switch’s configuration settings to their factory default values. This function can be accessed from
either the Console utility or Web Browser interface.

NOTE After activating the Factory Default function, you will need to use the default network settings to
re-establish a web-browser or Telnet connection with your Moxa EtherDevice Switch.

Using Port Trunking

Port Trunking allows devices to communicate by aggregating up to four links in parallel, with a
maximum of 4 ports for each link. This means that users can connect one EDS to another EDS by
port trunking to double, triple, or quadruple the bandwidth of the connection.

The Port Trunking Concept

Moxa has developed a proprietary port trunking protocol that provides the following benefits:

® Gives you more flexibility in setting up your network connections, since the bandwidth of a
link can be doubled, tripled, or quadrupled.

® Provides redundancy—if one link is broken, the remaining trunked ports share the traffic
within this link.

Port trunking can be used to combine up to four ports between two EDSs. If all ports on both
switch units are configured as 100BASE-TX and they are operating in full duplex, the potential
bandwidth of the connection will be 800 Mbps.

Combine up to four ports into one port trunking configuration

n
\Vj

Port Trunking
800 Mbps

When configuring port trunking, note that:
e FEach EDS can use a maximum of 4 Port trunking groups (designated Trk1, Trk2, Trk3, Trk4)
e Each port trunking group uses between 1 and 4 ports

e All ports belonging to one port trunking group must be set to the same speed. E.g., 100M Full,
100M Half, 10M Full, or 10M Half. The auto-negotiation function should be disabled.

When you activate port trunking settings, some advanced functions will either be set to factory
default values, or disabled:
e Communication Redundancy will be set to the factory default

802.1Q VLAN will be set to the factory default and will be disabled
Multicast Filtering will be set to the factory default

Port Lock will be set to the factory default and will be disabled

Set Device IP will be set to the factory default

Mirror will be set to the factory default and will be disabled
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Configuring Port Trunking

The Port Trunking Settings page is used to configure ports to Trunking Group.

(1 Password ' T ;
1 AocesBb TP Port Trunking Settings
0 Port
3 Tire
e Trunking Group Enable/Dizable Speed FDX Flow Ctrl MDD
{1 Factory Defenit Port1 Tkl = Enable 100M-Full Disable Auto
{1 Port Tronking Port2 — Enable Auto Enable Auto
O P Port3  [Trkl =] Enabls 100K-Ful Disable Auto
_‘:J npmonn i e Port 4 — | Enable Auto Enable Auto
A P Ports [T = Enabls 100M-Full Disable Auto

E{ 80210 VLAN

B Muticest Filiering Enable Auto Enable Auto

Port6

Port7 — = Enable {Fiber) 100K-Full Disahle

{21 Rate Lisiting
EH] PortLock Port8 — r Enable (Fiber) 100M-Full Disable
FHI Auto Warming -

{1 Ling-Swap Fast Recovery

Trunking settings

Setting Description Factory Default
This port does not belong to any of the
— : None
trunking groups
Trkl This port belongs to trunking group 1 None
Trk2 This port belongs to trunking group 2 None
Trk3 This port belongs to trunking group 3 None
Trk4 This port belongs to trunking group 4 None
Port settings information
Setting Description
Enable/Disable Indicates if the port is enabled or disabled.
Speed Indicates the transmission speed (100M-Full, 100M-Half, 10M-Full,
p or 10M-Half)
FDX Flow Indicates if the FDX flow control of this port is “Enabled” or
Control “Disabled.”
MDI/MDIX Indicates the port type for this port is Auto, MDI, or MDIX.

Configuring SNMP

EDS supports three SNMP protocols. The available protocols are SNMP V1, SNMP V2c¢, and
SNMP V3. SNMP V1 and SNMP V2c use a community string match for authentication, which
means SNMP servers access all objects with read-only or read/write permissions using the
community string public/private (default value). SNMP V3, which requires you to select an
authentication level of MDS5 or SHA, is the most secure protocol. You can also enable data
encryption to enhance data security.

SNMP security modes and security levels supported by EDS are shown in the following table.

Select the security mode and level that will be used to communicate between the SNMP agent and
manager.
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Protocol Security | Authentication Data Method
Version Mode Type Encryption
V1, V2c . . .
Community Use a community string match
Read strin No for authentication
SNMP V1, | Community g
V2e V1, V2c : S
Write/Read Cqmmunlty No Use a comrpumty string match
. string for authentication
Community
No-Auth No No Use account. with admin or user
to access objects
Provides authentication based on
HMAC-MDS5, or HMAC-SHA
MDS5 or SHA |[MD5 or SHA | No algorithms.
8-character passwords are the
minimum requirement for
SNMP V3 authentication.
Provides authentication based on
HMAC-MD5 or HMAC-SHA
Data encrvption algorithms, and data encryption
MDS5 or SHA | MDS5 or SHA P key. 8-character passwords and a
key )
data encryption key are the
minimum requirements for
authentication and encryption.

The SNMP page can be configured. A more detailed explanation of each parameter is given below

the figure

3 Main Meru

1 Overview
7] Basic Settings
{1 Port Trunking
(] SHMP

{7 8021Q YLAN

~{1] Comamization Redundsmoy
#{] Traffic Priontization

SNMP

SNMP Versions

%1, W2e Read Comrmunity
W1 W20 Wiite/Read Comrmunity

Adrmin Auth. Type

3 anly

|pub\|c

|prwate

Mo-Auth ¥

Admin Data Encryption Key

] Wiulticast Filtering

({1 Rate Limiting

E{] PortLock

(] Auto Waming

{13 Line-Swap Fast Recovery
{0 et Deviee IP

FC] Disgrosis

- Wonitor

] MAC bddress Table

{1 Eventlog

goahead
e ol

User Auth. Type

User Data Encryption Key

Trap Serer [P/MName

Trap Coraraunity

Switch Object D
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SNMP Read/Write Sett

ings

SNMP Versions
Setting Descriptions Factory Default
Select the SNMP protocol versions V1,

V1, V2e, V3 V2c¢, V3 to manage the switch
V1, V2e Select SNMP protocol versions V1, V2c¢ to V1, V2e

manage the switch
V3 only Select only SNMP protocol version V3 to

manage the switch

V1, V2c Read Comm

unity

Setting Descriptions Factory Default
Use a community string match for
Vi Vacreag | b, This st e SO
Community & ) Y | Maximum 30 characters

permissions using the community string

public.

V1, V2¢ Write/Read Community

Setting Descriptions Factory Default
Uses a community string match for
V1, V2c authentication, which means that SNMP civate
Read/Write servers access all objects with read/write priva
. L . . . Maximum 30 characters
Community permissions using the community string

private.

For SNMP V3, there are two levels of privilege for different accounts to access the EDS. Admin
privilege allows access, and authorization to read and write the MIB file. User privilege only
allows reading the MIB file, but not authorization to write.

Admin Auth. Type (for SNMP V1, V2c, V3, and V3 only )

Setting Descriptions Factory Default
No-Auth Use admln.. account to access objects. No
No authentication
Provide authentication based on the
MD5- HMAC-MDS algorithms. 8-character
- . No
Auth passwords are the minimum requirement
for authentication.
Provide authentication based on the
SHA- HMAC-SHA algorithms. 8-character
. . No
Auth passwords are the minimum requirement

for authentication.

Admin Data Encryption Key (for SNMP V1, V2c, V3, and V3 only)

Setting Descriptions Factory Default
8-character data encryption key is the
Enable minimum requirement for data encryption. | No
Maximum 30-character encryption key
Disable No data encryption No
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User Auth. Type (for SNMP V1, V2c, V3 and V3 only)
Setting Descriptions Factory Default

Use account of admin or user to access
No-Auth . . No
objects. No authentication

Provide authentication based on the
HMAC-MDS5 algorithms. 8-character

MD5-Auth .. . No
passwords are the minimum requirement
for authentication.
Provide authentication based on the

SHA-Auth HMAC-SHA algorithms. 8-character No

passwords are the minimum requirement
for authentication.

User Data Encryption Key (for SNMP V1, V2c, V3 and V3 only)
Setting Descriptions Factory Default

8-character data encryption key is the
minimum requirement for data

Enable encryption. Maximum 30-character No
encryption key.
Disable No data encryption No
Trap Settings
Trap Server IP/Name
Setting Descriptions Factory Default
IP or Name Enter the IP address or name of the Trap None

Server used by your network.

Trap Community
Setting Descriptions Factory Default

Use a community string match for

character string authentication; Maximum of 30 characters. public
Private MIB information
Switch Object ID
Setting Descriptions Factory Default
8691.7.1 EDS’s enterprise value Fixed

This number is cannot be changed.

Using Communication Redundancy

Setting up Communication Redundancy on your network helps protect critical links against failure,
protects against network loops, and keeps network downtime at a minimum.

The Communication Redundancy function allows the user to set up redundant loops in the
network to provide a backup data transmission route in the event that a cable is inadvertently
disconnected or damaged. This is a particularly important feature for industrial applications, since
it could take several minutes to locate the disconnected or severed cable. For example, if Moxa
EtherDevice Switch is used as a key communications component of a production line, several
minutes of downtime could cause a big loss in production and revenue. Moxa Ethernet Device
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Switch supports two different protocols to support this communication redundancy
function—Rapid Spanning Tree Protocol (IEEE-802.1W) and Turbo Ring.

Turbo Ring and STP/RSTP cannot both be used on the network at the same time. The table below
lists the key differences between each feature, so you can evaluate the benefits of each to
determine which feature is most suitable for your network.

Turbo Ring STP RSTP
Topology Ring Ring, Mesh Ring, Mesh
Recovery Time <300 ms Up to 30 sec. Up to 5 sec

The Turbo Ring Concept

Moxa developed the proprietary Turbo Ring protocol to optimize communication redundancy and
achieve a faster recovery time on the network.

Turbo Ring protocol identifies one switch as the “master” of the network, and then automatically
blocks packets from traveling through any of the network’s redundant loops. In the event that one
branch of this ring becomes disconnected from the rest of the network, the Turbo Ring protocol
automatically readjusts the ring (if possible) so that the part of the network that was disconnected
can reestablish contact with the rest of the network.

Initial Setup

1. Select any two ports as redundant ports.

2. Connect the redundant ports to form the
Turbo Ring

The user does not need to set the master to use Turbo Ring. Master is only needed to identify
which segment acts as the backup path. The actual topology of the redundant ring, i.e., which
segment will be blocked, is determined by the number of EDSs that make up the ring and where
the “Ring Master” is located.
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When the number of EDS units in the Turbo Ring is even.

Master If there are 2N EDS units (an even number)
in the Turbo Ring, then the backup segment
is one of the two segments connected to the
(N+1)st EDS (i.e., the EDS unit directly
opposite the Master).

When the number of EDS units in the Turbo Ring is odd.

Master If there are 2N+1 EDS units (an odd
number) in the Turbo Ring, with EDS units
and segments labeled counterclockwise,
then segment N+1 will serve as the backup
path.

For the example shown here, N=1, so that
N+1=2.

Segment N+1

For some systems, it may not be convenient to connect all devices in the system to make one BIG
redundant ring, since some devices could be located in a remote area. The “Ring Coupling”
function of Turbo Ring can help you separate those distributed devices into different smaller
redundant rings, but in such a way that they can still communicate with each other. The figure
below illustrates how to couple two Turbo Rings.

f} ATTENTION
In the VLAN environment, the user has to set “Redundant Port,” “Coupling Port,” and
“Coupling Control Port” as “Trunk Port,” since these ports act as the “backbone” to transmit all

packets of different VLANS to different EDS units.
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Ring Coupling

Switch B
Main Path

Coupling
Control Port

g

Coupling Port

B
L

Switch A: "Coupler" Switch C

To support the Ring Coupling function, select one EDS (e.g., Switch A in the above figure) in the
Turbo Ring and enter the Communication Redundancy page to enable “Ring Coupling.” Select
one port as “coupling port” and then connect any port of the opposing EDS (e.g., Switch C) in the
adjacent Turbo Ring. Select another port as “coupling control port,” and connect this port to any
port of the adjacent EDS (e.g., Switch B) in the same Turbo Ring.

The “Coupler” switch (Switch A above) will monitor switch B’s order from the “coupling control
port” to decide if the coupling port’s backup path should be recovered.

f} ATTENTION
The user only needs to enable the “Ring Coupling” function on one EDS (not on the opposing
EDS or an adjacent EDS). The Redundant Port, Coupling Port, and Coupling Control Port must
all be assigned to different ports.

NOTE Ring Coupling and Ring Master do not need to be set up on the same EDS.
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Configuring Turbo Ring

Use the Communication Redundancy page to configure Turbo Ring.

{21 Syster [dentifiation -l

1 Passwon Communication Redundancy

{1 Accessible IP

0 Fort

0 Hetwork Mo Active Tutbo Ring

0 Tire Master/Slave Master
BN System File Update Redundant Ports Status  1st Port Link down

©{] Remote TETF 2nd Port Link down

7 Lotal Import/Export Ring Coupling Disahled

Coupling Port Status

{11 Factory Defalt
Coupling Control Port Status

(] Comuuication Fedundancy
#+(] Traffic Prioritization

-] 20210 YLAN Protocol of Redundancy Turbo Ring [
F] Multicast Filtering W Set to be Master
‘00 Bate Liniting Redundant Parts ~ 1st Part [Part2 =
B Port Lock
L S 2nd Port [Port1 =
B Auto Waming
™ Enable Ring Coupling Coupling Port Port5 =

{1 Lire-Svap Fast Recovery
=

E—— | Coupling Cantrol Part [Part & =

‘goahead
WEBSERVER

Best viewed with IE 5 above at resolution 1029 x

Now Active
This field shows which communication protocol is in use: Turbo Ring, RSTP, or neither.

Master/Slave
This field appears only when selected to operate in Turbo Ring mode. It indicates if this EDS is or
is not the Master of the Turbo Ring.

NOTE

The user does not need to set the master to use Turbo Ring, only to assign which segment serves
as the backup path.

The master will be determined automatically if the user does not set a dedicated master for the
Turbo Ring.

Redundant Port Status

This field indicates the current status of redundant ports. The state is “Forwarding” for normal
transmission, “Blocked” to stop transmission if this port is the backup path, and “Link down” for
non-connection.

Ring Coupling
Indicates if the Ring Coupling function is “Enabled” or “Disabled.”

Coupling Port Status

This field indicates the current status of coupling ports. The state is “Forwarding” for normal
transmission, “Blocked” to stop transmission if this port is the backup path, and “Link down” for
non-connection.

At the bottom of the page, the user can configure this function’s “Settings.” For Turbo Ring, the
user can configure:
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Redundancy Protocol

Setting Description Factory Default
. Select this item to change to the
Turbo Ring Turbo Ring configuration page. None
RSTP (IEEE Select this item to change to the None
802.1W/1D) RSTP configuration page.
Set as Master
Setting Description Factory Default
Enable/Disable Select this EDS as Master None

Redundant Ports

Setting Description Factory Default
lst Port Select any port of EDS to be one of | Port 7 if enabled for
the redundant ports. Turbo Ring
7nd Port Select any port of EDS to be one of | Port 8 if enabled for
the redundant ports. Turbo Ring

Enable Ring Coupling

Setting

Description

Factory Default

Enable/Disable

Select this EDS as Coupler

None

Coupling Ports

Setting Description Factory Default
Coupling Port Select' any port of EDS to be the Pgrt 5if engbled for
coupling port Ring Coupling
Coupling Control Port Select any port of EDS to be the Pgrt 6 if ena}bled for
coupling control port Ring Coupling

The STP/RSTP Concept

Spanning Tree Protocol (STP) was designed to help reduce link failures in a network, and provide
protection from loops. Networks that have a complicated architecture are prone to broadcast
storms caused by unintended loops in the network. Moxa EtherDevice Switch’s STP feature is
disabled by default. To be completely effective, you must enable RSTP/STP on every EDS
connected to your network.

Rapid Spanning Tree Protocol (RSTP) implements the Spanning Tree Algorithm and Protocol
defined by IEEE Std 802.1w-2001. RSTP provides the following benefits:

® The topology of a bridged network will be determined much more quickly compared to STP.

e RSTP is backward compatible with STP, making it relatively easy to deploy. For example:
» Defaults to sending 802.1D style BPDUs if packets with this format are received.

» STP (802.1D) and RSTP (802.1w) can operate on different ports of the same EDS. This
feature is particularly helpful when EDS ports connect to older equipment, such as legacy

switches.

You get essentially the same functionality with RSTP and STP. To see how the two systems differ,
see the Differences between RSTP and STP section in this chapter.
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NOTE The STP protocol is part of the IEEE Std 802.1D, 1998 Edition bridge specification. The
explanation given below uses bridge instead of switch.

What is STP?

STP (802.1D) is a bridge-based system that is used to implement parallel paths for network traffic.
STP uses a loop-detection process to:

® Locate and then disable less efficient paths (i.e., paths that have a lower bandwidth).
® Enable one of the less efficient paths if the most efficient path fails.
The figure below shows a network made up of three LANSs separated by three bridges. Each

segment uses at most two paths to communicate with the other segments. Since this configuration
can give rise to loops, the network will overload if STP is NOT enabled.

LAN 1
Bridge B

Bridge A LAN 2
Bridoge C

LAN 3

If STP is enabled, it will detect duplicate paths and prevent, or block, one of them from forwarding
traffic. In the following example, STP determined that traffic from LAN segment 2 to LAN
segment | should flow through Bridges C and A because this path has a greater bandwidth and is
therefore more efficient.

LAN 1
Bridge B

Bridge A LAN 2
Bridge C

LAN 3
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What happens if a link failure is detected? As shown in next figure, the STP process reconfigures
the network so that traffic from LAN segment 2 flows through Bridge B.

LAN 1
Bridaoe B
Bridge A LAN 2
Bridge C
LAN 3 x

STP will determine which path between each bridged segment is most efficient, and then assign a
specific reference point on the network. When the most efficient path has been identified, the other
paths are blocked. In the above 3 figures, STP first determined that the path through Bridge C was
the most efficient, and as a result, blocked the path through Bridge B. After the failure of Bridge C,
STP re-evaluated the situation and opened the path through Bridge B.

How STP Works

When enabled, STP determines the most appropriate path for traffic through a network. The way it
does this is outlined in the sections below.

STP Requirements
Before STP can configure the network, the system must satisfy the following requirements:

¢ Communication between all the bridges. This communication is carried out using Bridge
Protocol Data Units (BPDUs), which are transmitted in packets with a known multicast
address.

e FEach bridge must have a Bridge Identifier that specifies which bridge acts as the central
reference point, or Root Bridge, for the STP system—bridges with a lower Bridge Identifier
are more likely to be designated as the Root Bridge. The Bridge Identifier is calculated using
the MAC address of the bridge and a priority defined for the bridge. The default priority of
EDS is 32768.

e Each port has a cost that specifies the efficiency of each link. The efficieny cost is usually
determined by the bandwidth of the link, with less efficient links assigned a higher cost. The
following table shows the default port costs for a switch:

Port Speed Path Cost 802.1D, |Path Cost

1998 Edition 802.1w-2001
10 Mbps 100 2,000,000
100 Mbps 19 200,000
1000 Mbps 4 20,000
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STP Calculation
The first step of the STP process is to perform calculations. During this stage, each bridge on the
network transmits BPDUs. The following items will be calculated:

e  Which bridge should be the Root Bridge. The Root Bridge is the central reference point from
which the network is configured.

® The Root Path Costs for each bridge. This is the cost of the paths from each bridge to the Root
Bridge.

® The identity of each bridge’s Root Port. The Root Port is the port on the bridge that connects
to the Root Bridge via the most efficient path. In other words, the port connected to the Root
Bridge via the path with the lowest Root Path Cost. The Root Bridge, however, does not have
a Root Port.

® The identity of the Designated Bridge for each LAN segment. The Designated Bridge is the
bridge with the lowest Root Path Cost from that segment. If several bridges have the same
Root Path Cost, the one with the lowest Bridge Identifier becomes the Designated Bridge.
Traffic transmitted in the direction of the Root Bridge will flow through the Designated
Bridge. The port on this bridge that connects to the segment is called the Designated Bridge
Port.

STP Configuration

After all the bridges on the network agree on the identity of the Root Bridge, and all other relevant
parameters have been established, each bridge is configured to forward traffic only between its
Root Port and the Designated Bridge Ports for the respective network segments. All other ports are
blocked, which means that they will not be allowed to receive or forward traffic.

STP Reconfiguration

Once the network topology has stabilized, each bridge listens for Hello BPDUs transmitted from
the Root Bridge at regular intervals. If a bridge does not receive a Hello BPDU after a certain
interval (the Max Age time), the bridge assumes that the Root Bridge, or a link between itself and
the Root Bridge, has gone down. This will trigger the bridge to reconfigure the network to account
for the change. If you have configured an SNMP trap destination, when the topology of your
network changes, the first bridge to detect the change sends out an SNMP trap.

Differences between RSTP and STP

RSTP is similar to STP, but includes additional information in the BPDUs that allow each bridge
to confirm that it has taken action to prevent loops from forming when it decides to enable a link
to a neighboring bridge. Adjacent bridges connected via point-to-point links will be able to enable
a link without waiting to ensure that all other bridges in the network have had time to react to the
change. The main benefit of RSTP is that the configuration decision is made locally rather than
network-wide, allowing RSTP can carry out automatic configuration and restore a link faster than
STP.

STP Example

The LAN shown below has three segments, with adjacent segments connected using two possible
links. The various STP factors, such as Cost, Root Port, Designated Bridge Port, and Blocked Port
are shown in the figure.
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LAN Segment 1

Port 1 Port 1 Port 1
(Designated (Root Port) (Root Port)
Bridge Port) Cost =100 Cost =100
| Bridge A Bridge B Bridge X
Port 2 Port 2 Port 2
(Root Bridge) (Designated (Blocked Port)
1 Bridge Port)
LAN Segment 2
Port 1 Port 1
(Root Port) (Root Port)
Cost =100 Cost =200
Bridge C Bridge Y
Port 2 Port 2
(Designated (Blocked Port)
Bridge Port)
LAN Segment 3

® Bridge A has been selected as the Root Bridge, since it was determined to have the lowest
Bridge Identifier on the network.

e Since Bridge A is the Root Bridge, it is also the Designated Bridge for LAN segment 1. Port 1
on Bridge A is selected as the Designated Bridge Port for LAN Segment 1.

® Ports 1 of Bridges B, C, X, and Y are all Root Ports sine they are nearest to the Root Bridge,
and therefore have the most efficient path.

® Bridges B and X offer the same Root Path Cost for LAN segment 2. However, Bridge B was
selected as the Designated Bridge for that segment since it has a lower Bridge Identifier. Port
2 on Bridge B is selected as the Designated Bridge Port for LAN Segment 2.

e Bridge C is the Designated Bridge for LAN segment 3, because it has the lowest Root Path
Cost for LAN Segment 3:

» The route through Bridges C and B costs 200 (C to B=100, B to A=100)
»  The route through Bridges Y and B costs 300 (Y to B=200, B to A=100)

® The Designated Bridge Port for LAN Segment 3 is Port 2 on Bridge C.

Using STP on a Network with Multiple VLANs

IEEE Std 802.1D, 1998 Edition, does not take into account VLANs when calculating STP
information—the calculations only depend on the physical connections. Consequently, some
network configurations will result in VLANS being subdivided into a number of isolated sections
by the STP system. You must ensure that every VLAN configuration on your network takes into
account the expected STP topology and alternative topologies that may result from link failures.
The following figure shows an example of a network that contains VLANs 1 and 2. The VLANs
are connected using the 802.1Q-tagged link between Switch B and Switch C. By default, this link
has a port cost of 100 and is automatically blocked because the other Switch-to-Switch
connections have a port cost of 36 (18+18). This means that both VLANSs are now
subdivided—VLAN 1 on Switch units A and B cannot communicate with VLAN 1 on Switch C,
and VLAN 2 on Switch units A and C cannot communicate with VLAN 2 on Switch B.
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Switch A
100BaseTX VLANL 100BaseTX
full-duplex Link; VLAN2 full-duplex Link;
only carries VLAN1 only carries VLAN2
(path cost = 18) (path cost = 18)
Switch B i~ | Switch C
Block E l
VLAN1 L D viLANL
802.1Q tagged, e
VLAN2 10BaseTx CEED viaN2

half-duplex Link
carries VLAN1, 2
(path cost = 100)

To avoid subdividing VL ANS, all inter-switch connections should be made members of all
available 802.1Q VLANSs. This will ensure connectivity at all times. For example, the connections
between Switches A and B, and between Switches A and C should be 802.1Q tagged and carrying

VLANS 1 and 2 to ensure connectivity.

See the “Configuring Virtual LANs” section for more information about VLAN Tagging,.

Configuring STP/RSTP

The following figures indicate which Spanning Tree Protocol parameters can be configured. A
more detailed explanation of each parameter is given below the figure.

Ei
dent Switch GOGLL i Li
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1

=] System [dentification

]
Communication Redundancy
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WEBSERVER|
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EtherDevice™ Switch EDS-508 Series

(3 Basswond
(3 bocesshle IF
4 Eart
{0 Metwork IMow Active Turbo Ring
{1 Time Rioot/Mot root o
EHZY System File Update
| R T Protocol of Redundancy [RSTP (IEEE 802.1WAD) =
{3 Local IuportiEsport
= = Bridge Priarity 32768 ¥ Hello Time
{21 Factory Defult
£ Communisation Redumdancy Forwarding Delay iS5 Max Age
B Traffie Priovitizetion Enable i
S0 IO VLAN Port RSTP Port Priority  Port Cost  Status Part
(2] Multicest Fitering 1 [Disabled x| [128 = [200000 2
0 Rate Limiting 3 [Disabled = [128 = [200000 4
(] Port Lock
= :‘ WC 5 [Disabled »|[128)~]  [o000mn 6
uto Warming
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= =

Fower |
Naster

Fower 2
Compler

B

o
E?{hple Port Priority  Port Cost  Status
[Disabled = [126 =] [200000
[Disabled =] [126=]  [200000
[Disabled =] [1287=] 200000
[Disabled = [126 =] [200000

At the top of this page, the user can check the “Current Status” of this function. For RSTP, you

will see:

Now Active:

This field will show which communication protocol is being used—Turbo Ring, RSTP, or neither.

Root/Not Root

This field will appear only when selected to operate in RSTP mode. It indicates whether or not this
EDS is the Root of the Spanning Tree (the root is determined automatically).

3-25



EDS-508 Series User’'s Manual

Featured Functions

At the bottom of this page, the user can configure the “Settings” of this function. For RSTP, you

can configure:

Protocol of Redundancy

Setting Description Factory Default
. Select this item to change to the
Turbo Ring Turbo Ring configuration page. None
RSTP (IEEE Select this item to change to the None
802.1W/1D) RSTP configuration page.

Bridge priority

Setting

Description

Factory Default

Numerical value
selected by user

Increase this device’s bridge
priority by selecting a lower
number. A device with a higher
bridge priority has a greater
chance of being established as the
root of the Spanning Tree

topology.

32768

Forwarding Delay

Setting

Description

Factory Default

Numerical value
input by user

The amount of time this device
waits before checking to see if it
should change to a different state.

15 (sec.)

Hello time (sec.)

Setting

Description

Factory Default

Numerical value
input by user

The root of the Spanning Tree
topology periodically sends out a
“hello” message to other devices
on the network to check if the
topology is healthy. The “hello
time” is the amount of time the
root waits between sending hello
messages.

Max. Age (sec.)

Setting

Description

Factory Default

Numerical value
input by user

If this device is not the root, and it
has not received a hello message
from the root in an amount of time
equal to “Max. Age,” then this
device will reconfigure itself as a
root. Once two or more devices on
the network are recognized as a
root, the devices will renegotiate
to set up a new Spanning Tree

topology.

20
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Enable STP per Port
Setting Description Factory Default

Select to enable the port as a node
on the Spanning Tree topology.

Enable/Disable Disabled

NOTE We suggest not enabling the Spanning Tree Protocol once the port is connected to a device (PLC,
RTU, etc.) as opposed to network equipment. The reason is that it will cause unnecessary

negotiation.
Port Priority
Setting Description Factory Default
Increase this port’s priority as a
Numerical value node on the Spanning Tree 128
selected by user topology by inputting a lower
number.
Port Cost
Setting Description Factory Default
Numerical value Input a higher cost to indicate that
input by user this port is less suitable as a node 200000
put by for the Spanning Tree topology.

Port Status
Indicates the current Spanning Tree status of this port. “Forwarding” for normal transmission,
“Blocking” to block transmission.

Configuration Limits of RSTP/STP

The Spanning Tree Algorithm places limits on three of the configuration items described above:

[Eq. 1]: 1sec = Hello Time = 10 sec

[Eq.2]: 6sec = Max. Age = 40 sec

[Eq. 3]: 4sec = Forwarding Delay = 30 sec

These three variables are further restricted by the following two inequalities:

[Eq. 4]: 2 * (Hello Time + 1 sec) = Max. Age = 2 * (Forwarding Delay — 1 sec)

Moxa EtherDevice Switch’s firmware will alert you immediately if any of these restrictions are
violated. For example, setting

Hello Time = 5 sec, Max. Age = 20 sec, and Forwarding Delay = 4 sec does not violate Egs. 1
through 3, but does violate Eq. 4, since in this case,

2 * (Hello Time + 1 sec) = 12 sec, and 2 * (Forwarding Delay — 1 sec) = 6 sec.

You can remedy the situation in any number of ways. One solution is simply to increase the
Forwarding Delay value to at least 11 sec.
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HINT: Take the following steps to avoid guessing:

Step 1: Assign a value to “Hello Time” and then calculate the left most part of Eq. 4 to get the
lower limit of “Max. Age.”

Step 2: Assign a value to “Forwarding Delay” and then calculate the right most part of Eq. 4 to
get the upper limit for “Max. Age.”

Step 3: Assign a value to “Forwarding Delay” that satisfies the conditions in Eq. 3 and Eq. 4.

Using Traffic Prioritization

EDS’s traffic prioritization capability provides Quality of Service (QoS) to your network by
making data delivery more reliable. You can prioritize traffic on your network to ensure that high
priority data is transmitted with minimum delay. Traffic can be controlled by a set of rules to
obtain the required Quality of Service for your network. The rules define different types of traffic
and specify how each type should be treated as it passes through the switch. Moxa EtherDevice
Switch can inspect both IEEE 802.1p/1Q layer 2 CoS tags, and even layer 3 TOS information to
provide consistent classification of the entire network. EDS’s QoS capability improves the
performance and determinism of industrial networks for mission critical applications.

The Traffic Prioritization Concept

What is Traffic Prioritization?

How

Traffic prioritization allows you to prioritize data so that time-sensitive and system-critical data
can be transferred smoothly and with minimal delay over a network. The benefits of using traffic
prioritization are:

¢ Improve network performance by controlling a wide variety of traffic and managing
congestion.

®  Assign priorities to different categories of traffic. For example, set higher priorities for
time-critical or business-critical applications.

® Provide predictable throughput for multimedia applications, such as video conferencing or
voice over [P, and minimize traffic delay and jitter.

® Improve network performance as the amount of traffic grows. This will save cost by reducing
the need to keep adding bandwidth to the network.

Traffic Prioritization Works

Traffic prioritization uses the four traffic queues that are present in your EDS to ensure that high
priority traffic is forwarded on a different queue from lower priority traffic. This is what provides
Quality of Service (QoS) to your network.

EDS traffic prioritization depends on two industry-standard methods:

e |EEE 802.1D—a layer 2 marking scheme.
e Differentiated Services (DiffServ)—a layer 3 marking scheme.

IEEE 802.1D Traffic Marking

The IEEE Std 802.1D, 1998 Edition marking scheme, which is an enhancement to IEEE Std
802.1D, enables Quality of Service on the LAN. Traffic service levels are defined in the IEEE
802.1Q 4-byte tag, which is used to carry VLAN identification as well as IEEE 802.1p priority
information. The 4-byte tag immediately follows the destination MAC address and Source MAC
address.
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The IEEE Std 802.1D, 1998 Edition priority marking scheme assigns an IEEE 802.1p priority
level between 0 and 7 to each frame. This determines the level of service that that type of traffic
should receive. Refer to the table below for an example of how different traffic types can be
mapped to the eight IEEE 802.1p priority levels.

IEEE 802.1p Priority Level IEEE 802.1D Traffic Type

0 Best Effort (default)

1 Background

2 Standard (spare)

3 Excellent Effort (business critical)

4 Controlled Load (streaming multimedia)

5 Video (interactive media); less than 100 milliseconds
of latency and jitter

6 Voice (interactive voice); less than 10 milliseconds of
latency and jitter

7 Network Control Reserved traffic

Even though the IEEE 802.1D standard is the most widely used prioritization scheme in the LAN
environment, it still has some restrictions:

® It requires an additional 4-byte tag in the frame, which is normally optional in Ethernet
networks. Without this tag, the scheme cannot work.

® The tag is part of the IEEE 802.1Q header, so to implement QoS at layer 2, the entire network
must implement IEEE 802.1Q VLAN tagging.

It is only supported on a LAN and not across routed WAN links, since the IEEE 802.1Q tags are
removed when the packets pass through a router.

Differentiated Services (DiffServ) Traffic Marking

DiffServ is a Layer 3 marking scheme that uses the DiffServ Code Point (DSCP) field in the IP
header to store the packet priority information. DSCP is an advanced intelligent method of traffic
marking because you can choose how your network prioritizes different types of traffic. DSCP
uses 64 values that map to user-defined service levels, allowing you to establish more control over
network traffic.

Advantages of DiffServ over IEEE 802.1D are:

¢ Configure how you want your switch to treat selected applications and types of traffic by
assigning various grades of network service to them.

e No extra tags are required in the packet.
e DSCP uses the IP header of a packet and therefore priority is preserved across the Internet.

e  DSCP is backward compatible with IPV4 TOS, which allows operation with existing devices
that use a layer 3 TOS enabled prioritization scheme.

Traffic Prioritization

EDS classifies traffic based on layer 2 of the OSI 7 layer model, and the switch prioritizes received
traffic according to the priority information defined in the received packet. Incoming traffic is
classified based upon the IEEE 802.1D frame and is assigned to the appropriate priority queue
based on the IEEE 802.1p service level value defined in that packet. Service level markings
(values) are defined in the IEEE 802.1Q 4-byte tag, and consequently traffic will only contain
802.1p priority markings if the network is configured with VLANs and VLAN tagging. The traffic
flow through the switch is as follows:

1. A packet received by the EDS may or may not have an 802.1p tag associated with it. If it does
not, then it is given a default 802.1p tag (which is usually 0). Alternatively, the packet may be
marked with a new 802.1p value, which will result in all knowledge of the old 802.1p tag
being lost.
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2. Because the 802.1p priority levels are fixed to the traffic queues, the packet will be placed in
the appropriate priority queue, ready for transmission through the appropriate egress port.
When the packet reaches the head of its queue and is about to be transmitted, the device
determines whether or not the egress port is tagged for that VLAN. If it is, then the new
802.1p tag is used in the extended 802.1D header.

The EDS will check a packet received at the ingress port for IEEE 802.1D traffic classification,
and then prioritize it based upon the IEEE 802.1p value (service levels) in that tag. It is this 802.1p
value that determines which traffic queue the packet is mapped to.

Traffic Queues

The EDS hardware has multiple traffic queues that allow packet prioritization to occur. Higher
priority traffic can pass through the EDS without being delayed by lower priority traffic. As each
packet arrives in the EDS, it passes through any ingress processing (which includes classification,
marking/re-marking), and is then sorted into the appropriate queue. The switch then forwards
packets from each queue.

EDS supports two different queuing mechanisms:

e  Weight Fair: This method services all the traffic queues, giving priority to the higher priority
queues. Under most circumstances, this method gives high priority precedence over
low-priority, but in the event that high-priority traffic exceeds the link capacity, lower priority
traffic is not blocked.

e  Strict: This method services high traffic queues first; low priority queues are delayed until no
more high priority data needs to be sent. This method always gives precedence to high priority
over low-priority.

Configuring Traffic Prioritization
QoS Classification

L nemuw irir =]
e QoS Classification
~{{] Factory Defanlt
{1 Comrunication Recundancy
EZY Traffic Prionitization
B3 DS Classiteation Queuing Mechanisrm Weight Fair(:4:2:1) =
(] Cos Mapping
3 TOSDiffSery My Inspect ToS Inspect CoS Default Port Priority
B{] 2021Q VLAN Port 1 v = Marmal =
B Multicast Filtering Port2 v = W
"0 Rate Liniting Port3 W i [Hormal =]
] Port Lock Portd [ W [Normal =]
ng i:tg:“;imcm Pots @ » Nommal =
£ Set Device [P Port6 v I Morrmal ¥
B Disgnosis Port 7 v =2 Mormal =
‘01 Mositor Pots I [Momal =]
] MAC Address Table
£ Event Loz =l
‘Goahead
WEBSERVER
Biest viewad with IE 5 above at resalution 1024 x

Moxa EtherDevice Switch supports inspection of layer 3 TOS and/or layer 2 CoS tag information
to determine how to classify traffic packets.

3-30



EDS-508 Series User’'s Manual

Featured Functions

Queuing Mechanism

Setting Description Factory Default
EDS-508 has 4 priority queues. In the weight fair
scheme, an 8, 4, 2, 1 weighting is applied to the four
. . priorities. This approach prevents the lower priority
Weighted Fair frames from being starved of opportunity for
transmission with only a slight delay to the higher
priority frames.
In the Strict-priority scheme, all top-priority frames Weight Fair
egress a port until that priority’s queue is empty, and
then the next lower priority queue’s frames egress.
Strict This approach can cause the lower priorities to be
starved of opportunity for transmitting any frames but
ensures all high priority frames to egress the switch as
soon as possible.
Inspect TOS
Setting Description Factory Default
Check the checkbox to enable EDS-508 to inspect the
Enable/Disable | Type of Service (TOS) bits in IPV4 frame to Enable
determine the priority of each frame.
Inspect COS
Setting Description Factory Default
Check the check box to enable EDS-508 to inspect the
Enable/Disable | 802.1p COS tag in the MAC frame to determine the Enable
priority of each frame.
Default Port Priority
Setting Description Factory Default
Set the Port Default Priority of the ingress frames to
Low/Normal/ different priority queues. If the received packets are Normal
Medium/High not equipped with any tag information (CoS, TOS) the
default port priority will take effect.

NOTE The priority of an ingress frame is determined in order by:
1. Inspect TOS
2. Inspect CoS
3. Default Port Priority
NOTE The designer can enable these classifications individually or in combination. For instance, if a

‘hot,” higher priority port is required for a network design, “Inspect TOS” and “Inspect CoS” can
be disabled. This setting leaves only port default priority active, which results in all ingress
frames being assigned the same priority on that port.
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CoS Mapping
= N
O Loco boport Export Mapping Table of CoS Value and Priority Queues
(11 Factory Default

{1 Consnnization Bedundancy
1453 Traffic Prioitization

(0 Qo Classification

" TOSIDiffSer Mapping
() 8021 VLAN
(] Multicest Filtering

0

1 Jow =]
2 [Nomal 7]
3 [Nomal 7]

3] Port Lock 4 [wedium =]
5
6
7

{1 Bate Liviting

] Auto Waming
(3 Line-Swap Fast Recovery

IMed\um =
IHigh -

() Monitor
(10 MAC Address Tahile =
1 EventLog |
Setting Description Factory Default
0: Low
1: Low
2: Normal
Low/Normal/ Set the mapping table of different CoS values to 4 3: Normal
Medium/High different egress queues. 4: Medium
5: Medium
6: High
7: High

TOS/DiffServ Mapping

Al
3-Toeal InportiExpor. Mapping Table of ToS (DSCP) Value and Priority Queues

(2 Factory Defanll

| s o5 _loos | T
E142y Traffic Priositization
oot Cheii 0x00(1) [Low =] 0x04@) [Low =] ox08@ [Low =] oxoci) [Low =] S
3 Clas Mappi 0x10¢8) [Low 7] 0x146) [Low =] 0x18@  [Low =] ox1c@ [Low =
R 0x2009) [Low 7] 0x2400) [Low x| ox2e(1n) [Low ¥ oxeco?) [Low =
F{0 80210 VLAN 0x30013) [Low =] 0x34(14) [Low x| 0x38015) [Low x| 0x3Ci16) [Low

(] Multicest Fillering 0x40017) [Normal =] 0x44(18) [Wormal =] 0x48(19) [Normal =] 0x4C@0) [Normal =

DE W 0x50@21) [Mormal x| 0x54@2) [Mormal =] 0x58@3) [Mormal =] 0xsCizd) [Normal =

0] IC)

B Ao Weming 0x60(25) [Mormal =] 0x64@6) [Normal x| 0x68@7) [Normal =] 0x6Cz8) [Normal =

) Ling-Swap Fast ecovery 0x70¢29) [Normal 7] 0x74@30) [Normal x| 0x78(31) [Normal =] 0x7C32) [Normal =

{0 Set Deviee [P 0x80(33) [Medium 7] 0x84(34) [Medium x| 0x88(35) [Medium x| 0x8C(36) [Medium =
¥ Disguosis 0:9037) [Wedium 7] 0x94(38) [Medium x| 0x98(39) [Medium x| 0x9CH0) [Medum =] —
O Monitor 18] 0xADE1)  [Wedium x| 0xAdd2) [Medium x| 0xA803) [Medium x| 0xACH4) [Medium =

{0 MAC kddress Table

— | 0xB0(45) [Wediun x| 0xB4(46) [Medium =] 0xBEW7) [Medium =] 0xBCES) [Medum =

necnao [Hiok =l nurcamm Tuian =1 nurnma Toie =l nereen Toios =

IW‘
WEBSERVER|

Best wiewed with |E 5 abowe at resolution 1024 %

Setting Description Factory Default
1to 16: Low
Low/Normal/ Set the mapping table of different TOS values to 4 17 to 32: Normal
Medium/High different egress queues. 33 to 48: Medium
49 to 64: High
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Using Virtual LAN

Setting up Virtual LANs (VLANSs) on your EDS increases the efficiency of your network by
dividing the LAN into logical segments, as opposed to physical segments. In general, VLANSs are
easier to manage.

The Concept of Virtual LAN (VLAN)
What is a VLAN?

A VLAN is a group of devices that can be located anywhere on a network, but which
communicate as if they are on the same physical segment. With VLANS, you can segment your
network without being restricted by physical connections—a limitation of traditional network
design. As an example, with VLANS you can segment your network according to:

e Departmental groups—You could have one VLAN for the Marketing department, another
for the Finance department, and another for the Development department.

e Hierarchical groups—You could have one VLAN for directors, another for managers, and
another for general staff.

e Usage groups—You could have one VLAN for e-mail users, and another for multimedia
users.

Switch A

Backbone connects multiple switches

Switch B

3 4 5 6
. . . . . . Department 3

VLAN3

Department 1
VLAN 1

Department 2

Benefits of VLANS

The main benefit of VLANS is that they provide a network segmentation system that is far more
flexible than traditional networks. Using VLANSs also provides you with three other benefits:

e VLANS ease the relocation of devices on networks: With traditional networks, network
administrators spend much of their time dealing with moves and changes. If users move to a
different subnetwork, the addresses of each host must be updated manually. With a VLAN
setup, if a host on VLAN Marketing, for example, is moved to a port in another part of the
network, and retains its original subnet membership, you only need to specify that the new
port is on VLAN Marketing. You do not need to carry out any re-cabling.
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® VLANS provide extra security: Devices within each VLAN can only communicate with
other devices on the same VLAN. If a device on VLAN Marketing needs to communicate
with devices on VLAN Finance, the traffic must pass through a routing device or Layer 3
switch.

e VLANS help control traffic: With traditional networks, congestion can be caused by
broadcast traffic that is directed to all network devices, regardless of whether or not they need
it. VLANS increase the efficiency of your network because each VLAN can be set up to
contain only those devices that need to communicate with each other.

VLANs and Moxa EtherDevice Switch

Your EDS provides support for VLANS using the IEEE Std 802.1Q-1998. This standard allows
traffic from multiple VLANS to be carried across one physical link. The IEEE Std 802.1Q-1998
standard allows each port on your EDS to be placed in:

® Any one VLAN defined on the EDS.
e Several VLANSs at the same time using 802.1Q tagging.

The standard requires that you define the 802.1Q VLAN ID about each VLAN on your EDS before
the switch can use it to forward traffic:

Managing a VLAN

A new or initialized EDS contains a single VLAN—the Default VLAN. This VLAN has the
following definition:

e VLAN Name—Management VLAN
e 802.1Q VLAN ID—1 (if tagging is required)

All the ports are initially placed in this VLAN, and it is the only VLAN that allows you to access
the management software of the EDS over the network.

Communication Between VLANS

If devices connected to a VLAN need to communicate to devices on a different VLAN, a router or
Layer 3 switching device with connections to both VLANS needs to be installed. Communication
between VLANS can only take place if they are all connected to a routing or Layer 3 switching
device.

VLANSs: Tagged and Untagged Membership

Your EDS supports 802.1Q VLAN tagging, a system that allows traffic for multiple VLANS to be
carried on a single physical (backbone, trunk) link. When setting up VLANs you need to
understand when to use untagged and tagged membership of VLANs. Simply put, if a port is on a
single VLAN it can be an untagged member, but if the port needs to be a member of multiple
VLANS, tagged membership must be defined.

A typical host (e.g., clients) will be untagged members of one VLAN, defined as “Access Port” in
EDS, while inter-switch connections will be tagged members of all VLANS, defined as “Trunk
Port” in EDS.

The IEEE Std 802.1Q-1998 defines how VLANS operate within an open packet-switched network.
An 802.1Q compliant packet carries additional information that allows a switch to determine
which VLAN the port belongs to. If a frame is carrying the additional information, it is known as a
tagged frame.

To carry multiple VLANS across a single physical (backbone, trunk) link, each packet must be
tagged with a VLAN identifier so that the switches can identify which packets belong in which
VLAN. To communicate between VLANs a router must be used.

Moxa EtherDevice Switch supports two types of VLAN port setting for your convenience:
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e Access Port: The port connects to a single device that is not tagged. The user must define the
default port PVID that assigns which VLAN the device belongs to. Once the ingress packet of
this Access Port egresses to another Trunk Port (the port needs all packets to carry tag
information), EDS will insert this PVID into this packet to help the next 802.1Q VLAN
switch recognize it.

e Trunk Port: The port connects to a LAN that consists of untagged devices/tagged devices
and/or switches and hubs. In general, the traffic of the Trunk Port must have a Tag. Users can
also assign PVID to a Trunk Port. The untagged packet on the Trunk Port will be assigned the
port default PVID as its VID.

The following section illustrates how to use these ports to set up different applications.

Sample Applications of VLANs using Moxa EtherDevice Switch

. . . Port 7 (Access Port ;m Device |
Device A Switch A Switch B pyp 4) VLAN 4 Untagged

VLAN 5 Untagged Device Device
: <a
i

Port 3 (Trunk Port, PVID 1)

Port 5 (Access Port .«
| PVID3) [

Device H

VLAN 3 Untagged
Device

Port 1 (Access Port
PVID 5)

Port 2 (Trunk Port PVID 2,
Fixed VLAN (Tagged)=3,4)

Port 4 (Access Port 6 (Access Port PVID 5)
Port PVID 2)

21| DeviceF .
lm VLAN 2 Untagged WjEH | Device G |
Device VLAN 5 Untagged Device
=
. ii Device E

v

VLAN 4 Tagged Device, VID 4

Device B Device D
VLAN 2 Untagged Device C VLAN 3 Tagged Device, VID 3
Device VLAN 2 Untagged

Device
In this application,

® Port 1 connects a single untagged device and assigns it to VLAN 5; it should be configured as
“Access Port” with PVID 5.

® Port 2 connects a LAN with two untagged devices belonging to VLAN 2. One tagged device
with VID 3 and one tagged device with VID 4. It should be configured as “Trunk Port” with
PVID 2 for untagged device and Fixed VLAN (Tagged) with 3 and 4 for tagged device. Since
each port can only have one unique PVID, all untagged devices on the same port can only
belong to the same VLAN.

® Port 3 connects with another switch. It should be configured as “Trunk Port.” They will use
GVRP protocol through the Trunk Port.

® Port 4 connects a single untagged device and assigns it to VLAN 2; it should be configured as
“Access Port” with PVID 2.

3-35



EDS-508 Series User’'s Manual Featured Functions

® Port 5 connects a single untagged device and assigns it to VLAN 3; it should be configured as
“Access Port” with PVID 3.

® Port 6 connect a single untagged device and assigns it to VLAN 5; it should be configured as
“Access Port” with PVID 5.

® Port 7 connects a single untagged device and assigns it to VLAN 4; it should be configured as
“Access Port” with PVID 4.

After proper configuration:

® Packets from device A will travel through “Trunk Port 3” with tagged VID 5. Switch B will
recognize its VLAN, pass it to port 6, and then remove tags received successfully by device G,
and vice versa.

® Packets from device B and C will travel through “Trunk Port 3” with tagged VID 2. Switch B
recognizes its VLAN, passes it to port 4 , and then removes tags received successfully by
device F, and vice versa.

e Packets from device D will travel through “Trunk Port 3” with tagged VID 3. Switch B will
recognize its VLAN, pass to port 5, and then remove tags received successfully by device H.
Packets from device H will travel through “Trunk Port 3” with PVID 3. Switch A will
recognize its VLAN and pass it to port 2, but will not remove tags received successfully by
device D.

® Packets from device E will travel through “Trunk Port 3” with tagged VID 4. Switch B will
recognize its VLAN, pass it to port 7, and then remove tags received successfully by device I.
Packets from device I will travel through “Trunk Port 3” with tagged VID 4. Switch A will
recognize its VLAN and pass it to port 2, but will not remove tags received successfully by
device E.

Configuring 802.1Q VLAN
VLAN Port Settings

EMZY Traffic Prionitization

(] 0o Clussifiation VLAN Port Setting
] Cos Mepping
{11 TOSMiffServ Mapping
Iy 81210 VLAY Managsment VLAN 1D [T
PO FLAN or St Type PVD  Fixed VLAN (Tagged) Forbidden VLAN
03 VLN Tohie ot [Tunk =] [f [ [
B ulticast Filtering
7 Rate Linit Portz  [Trunk =] [i | |
¥ Fort Lack Port3  [Access =] [i | |
B Auto Wandng Portd  [Access x| [i | |
£ Line S Pt o Portd IA::essj IW | |
{1 Set Device TP
(] Disgnsis Port6 IA::essj IW I I
(1 Wonitor Port7 IAccessj IW I I
(0 MAC hddress Teble Port § IAEEEssj IW I I
{1 EventlLog
=
A p—
WwEneEDwED

To configure EDS VLANS, use the VLAN Port Setting page to configure the ports.
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Port Type
Setting Description Factory Default

Access Thls port type is used to connect single devices
without tag.
Select ”Trunk” port type to connect another 802.1Q Access

Trunk VLAN aware switch or another LAN that combines
tagged and/or untagged devices and/or other
switches/hubs.

f} ATTENTION
For communication redundancy in the VLAN environment, set “Redundant Port,” “Coupling
Port,” and “Coupling Control Port” as “Trunk Port,” since these ports act as the “backbone” to

transmit all packets of different VLANS to different EDSs.

Management VLAN 1D

from 1 to 4094 that connect to the port.

Setting Description Factory Default
VLAN ID
ranges from Set the management VLAN of this EDS-508. 1
1 to 4094
Port PVID
Setting Description Factory Default
VID range Set the port default VLAN ID for untagged devices

1

Port Fixed VLAN List (Tagged)

from 1 to 4094 devices that connect to the “Trunk” port. Use commas

to separate different VIDs.

Setting Description Factory Default
This field will be active only when selecting the
VID range “Trunk” port type. Set the other VLAN ID for tagged

None

Port Forbidden VLAN List

{1 Clos Wapping

{0 TOS/DiffServ Mapping
E+5Y 2021Q VLAN

L YLAN Port Setting

[ HEEN T

B Multicast Filtering

-1 Rate Limiting 1 1
#HZ] Port Lack

B0 Auto Waming

Managemeant YLAN 1

Joined

BES Joined Trunk Por
345673,

Setting Description Factory Default
This field will be active only when selecting the
VID range “Trunk” port type. Set the VLAN IDs that will not be None
from 1 to 4094 supported by this trunk port. Use commas to separate
different VIDs.
VLAN Table
e VLAN Table

In this table, you can review the created VLAN groups, Joined Access Ports, and Trunk Ports.
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NOTE

The entire physical connected network system can have a maximum of 64 VLANSs settings.

Using Multicast Filtering

Multicast filtering improves the performance of networks that carry multicast traffic. This section
explains multicasts, multicast filtering, and how multicast filtering can be implemented on your
EDS.

The Concept of Multicast Filtering
What is an IP Multicast?

A multicast is a packet sent by one host to multiple hosts. Only those hosts that belong to a
specific multicast group will receive the multicast. If the network is set up correctly, a multicast
can only be sent to an end-station or a subset of end-stations on a LAN, or VLAN, that belong to
the multicast group. Multicast group members can be distributed across multiple subnetworks, so
that multicast transmissions can occur within a campus LAN or over a WAN. In addition,
networks that support IP multicast send only one copy of the desired information across the
network until the delivery path that reaches group members diverges. To make more efficient use
of network bandwidth, it is only at these points that multicast packets are duplicated and
forwarded. A multicast packet has a multicast group address in the destination address field of the
packet’s IP header.

Benefits of Multicast

The benefits of using IP multicast are that it:

e Uses the most efficient, sensible method deliver the same information to many receivers with
only one transmission.

® Reduces the load on the source (for example, a server) since it will not need to produce
several copies of the same data.

® Makes efficient use of network bandwidth and scales well as the number of multicast group
members increases.

e  Works with other IP protocols and services, such as Quality of Service (QoS).

Multicast transmission makes more sense and is more efficient than unicast transmission for some
applications. For example, multicasts are often used for video-conferencing, since high volumes of
traffic must be sent to several end-stations at the same time, but where broadcasting the traffic to
all end-stations would cause a substantial reduction in network performance. Furthermore, several
industrial automation protocols, such as Allen-Bradley, EtherNet/IP, Siemens Profibus, and
Foundation Fieldbus HSE (High Speed Ethernet), use multicast. These industrial Ethernet
protocols use publisher/subscriber communications models by multicasting packets that could
flood a network with heavy traffic. IGMP Snooping is used to prune multicast traffic so that it
travels only to those end destinations that require the traffic, reducing the amount of traffic on the
Ethernet LAN.

Multicast Filtering

Multicast filtering ensures that only end-stations that have joined certain groups receive multicast
traffic. With multicast filtering, network devices only forward multicast traffic to the ports that are
connected to registered end-stations. The following two figures illustrate how a network behaves
without multicast filtering, and with multicast filtering.
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Network without multicast filtering

Group 1 Multicast Stream Group 2 Multicast Stream

v v

‘ ‘

:

IGMP Group2 IGMP Groupl IGMP Group2 IGMP Groupl

All hosts receive the multicast traffic, even if they don’t need it.

Network with multicast filtering

Group 1 Multicast Stream Group 2 Multicast Stream

IGMP Group2 IGMP Groupl IGMP Group2 IGMP Groupl
Hosts only receive dedicated traffic from other hosts belonging to the same group.
Multicast Filtering and Moxa EtherDevice Switch

Your EDS uses IGMP (Internet Group Management Protocol) Snooping to filter multicast traffic
automatically. It also supports IGMP query mode.

Snooping Mode

Snooping Mode allows your switch to forward multicast packets only to the appropriate ports. The
switch “snoops” on exchanges between hosts and an IGMP device, such as a router, to find those
ports that want to join a multicast group, and then configures its filters accordingly.
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Query Mode

Query mode allows the EDS to work as the Querier if it has the lowest IP address on the
subnetwork it belongs to. IGMP querying is enabled by default on the EDS to help prevent
interoperability issues with some multicast routers that may not follow the lowest IP address
election method. Enable query mode to run multicast sessions on a network that does not contain
IGMP routers (or queriers).

NOTE EDS is compatible with any device that conforms to the IGMP v2 and IGMP v3 protocol.

IGMP Multicast Filtering

IGMP is used by IP-supporting network devices to register hosts with multicast groups. It can be
used on all LANs and VLANSs that contain a multicast capable IP router, and on other network
devices that support multicast filtering. IGMP works as follows:

1. The IP router (or querier) periodically sends query packets to all end-stations on the LANs or
VLANS that are connected to it. For networks with more than one IP router, the router with
the lowest IP address is the querier. A switch with IP address lower than the IP address of any
other IGMP queriers connected to the LAN or VLAN can become the IGMP querier.

2. When an IP host receives a query packet, it sends a report packet back that identifies the
multicast group that the end-station would like to join.

3. When the report packet arrives at a port on a switch with IGMP Snooping enabled, the switch
knows that the port should forward traffic for the multicast group, and then proceeds to
forward the packet to the router.

4. When the router receives the report packet, it registers that the LAN or VLAN requires traffic
for the multicast groups.

5. When the router forwards traffic for the multicast group to the LAN or VLAN, the switches
only forward the traffic to ports that received a report packet.

Enabling IGMP Snooping

Use the serial console or Web interface to enable or disable IGMP Snooping and IGMP querying.
If IGMP Snooping is not enabled, then IP multicast traffic is always forwarded, flooding the
network.

Configuring Multicast Filtering

IGMP Snooping provides the ability to prune multicast traffic so that it travels only to those end
destinations that require that traffic and reduces the amount of traffic on the Ethernet LAN.
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IGMP Snooping Settings

T =

= — IGMP Snooping Setting
{1 Factory Default Querier Interval 125 (s)

{0 Port Truking

{0 SHMP

{3 Commisetion Redurdaney IGMP Snooping Enable &

BT 80210 VLAN

EHEY Multicast Filtering 4 ’ ¥ Enable
Sy IGMP Suooping [ Ports I Porte ™ Part7 7 Portd

Y00 IGMP Tl
(1 Add Static Wlulticast WAC

{1 Rate Limiting
{7 Part Lock L
] Auto Warning

-2 Line Swap Fast Recavery

] Set Device [P =

goahead
WERSEDA/ED

Querier Interval

() Traffic Prioritization lindex [wID ng[Static Multicast Router Part

™ Partt I~ Partz I~ Partd ™ Part4 ™ Enable

Setting Description

Factory Default

Numerical
value input by
user

Set the query interval of Querier function globally.
Valid settings are from 20 to 600 seconds.

125 seconds

IGMP Snooping Enable

Setting Description

Factory Default

Click the checkbox to enable the IGMP Snooping

Enable/Disable function globally.

Disabled

IGMP Snooping

Setting Description

Factory Default

Click the checkbox to enable the IGMP Snooping

Enable/Disable |, ction per VLAN.

Enabled if IGMP
Snooping Enabled
Globally

Static Multicast Router Port

Setting Description

Factory Default

Click the checkbox to select which ports will connect
Select/Deselect to the multicast routers. It’s active only when IGMP
Snooping is enabled.

Disabled

Querier
Setting Description Factory Default
. Click the checkbox to enable EDS-508’s querier EnabIe.d lf.IGMP
Enable/Disable function Snooping 1s
’ Enabled Globally

NOTE At least one switch must be designated the querier when enabling Turbo Ring and IGMP

snooping simultaneously.
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IGMP Table
EDS-508 displays the current active IGMP groups that were detected.

E3=Veix Mo Current Active IGMP Groups

00 Overview
{'_‘l Basic Settings
(0 Port Trunking
(] SHMP

- Consuipstion Rerduril 1 Fartl Yes 224123 01-00-5E-01-0203  Fons
-] Traffic Prioritization

1:| 20210 VLAN

The information includes VID, Auto-learned Multicast Router Port, Static Multicast Router
Port, Querier Connected Port, and the IP and MAC addresses of active IGMP groups.

Members Port

Add Static Multicast MAC

If required, Moxa EtherDevice Switch also supports adding multicast groups manually.

O Time
{11 Systera Fils Update
{1 Factory Defsult
~{_] Port Trunking
O 2ME
{3 Communication Redundaney
(] Traffic Prioritization
#8021 VLAN
EHEY Multicast Filtering
EEY IGMP Suooping
(1] 1OMP Snooping Selting
L) IoME Tek

. Add Static Multicast MAC Address

Join Port

1 Rate Limiting
(7 PortLock _
B Auto Warning

~{Z] Line-Swap Fast Recovery

53 et Dievie JF =l MAC Address | L § L §
goahead Join Port CPot1 T Pot2 T Port3 T Portd4 [T Pots [T Pot6 T Port7 I Port8
WEBSERVER|

Best viewed with 1E & above
2t racalitinn 479w TRA

E=s RNY

Add New Static Multicast Address to the List

Setting Description Factory Default

MAC Address Input the desired multicast MAC address. None

Join Port

Setting Description Factory Default

Select/Deselect Select the join ports for this multicast group. None

Using Rate Limiting

A single device should not be allowed to occupy unlimited bandwidth, especially when the device
malfunctions. For example, broadcast storms could be caused by an incorrect topology or
malfunctioning device. The EDS-508 series not only prevents broadcast storms, but can also
configure the ingress/egress rate of unicast/multicast/broadcast packets, giving administrators full
control of the limited bandwidth, and preventing unpredictable faults before they occur.
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Configuring Rate Limiting

0 Time ] . . .
e S::meupdm Ingress,Egress Traffic Rate Limiting Settings
(1] Factory Defilt
{1 Port Trunking ol Rate of Low Rate of Normal  Rate of Medium Rate of High
3 sume oley Priority Queue  Priority Quewe  Priority Queue  Priority Queue
O Commmication Red Port1  [Limit Broadeast =l [am | Jam =l e =] fam =l
B Traffic Prioritization Port2  [Limit Broadcast = [ = [an =] [am = [em E
B{] 8021Q VLAN Portd  [Limit Broadcast =] [am =] [am =] [am =] [am |
2 Multicest Fillerng Port4  [Limit Broadcast =l [am =] [am = Jam =l [am =l
EMEN-IGME Suaoring Ports  [Limil Broadsast =] [am =] [ =] [om = [em =
(13 IGMF Snonping Setting
e Port6  [Limit Broadcast =] [em =] [am = Jem =] [am =]
(80 Static Multicast MAC Port?  [Limit Broadcast =] [am =] [am =l [am ERE |
(0 Fale g Portd  [Limit Broadcast =] [am ] [am =] Jem =] [am =l
{7 PortLock |
B Auto Waming Rate Rate Rate Rate
L LineSump st Favcery Port1 [NotUmited =]  Port2 [Wot Limited = Port3 [Not Limited = Portd  [Not Limited =
O StDeice =l Portd |Mot Limited 'I Port6 | Mot Limited = Port7 |Mot Limited ¥ Port@ |MNot Limited >
WEBSERVER
Best viewed with IE § abowe
[ — [T [
Ingress
Policy
Setting Description Factory Default
Selecting this option prohibits all traffic of
Limit All broadcast, multicast, unicast packets that exceed the

rate set in the following “Rate” field.

Selecting this option prohibits all traffic of
Limit Broadcast broadcast packets that exceed the rate set in the
following “Rate” field.

Selecting this option prohibits all traffic of Limit Broadcast

Limit B .
imit Broadcast broadcast and multicast packets that exceed the rate

and Multicast set in the following “Rate” field.

Selecting this option prohibits all traffic of
Limit Broadcast, broadcast, multicast, and flooded unicast (new
Multicast, and unicast addresses not learned by the EDS) packets
flooded unicast that exceed the rate set in the following “Rate”

field.

Rate of Low Priority Queue

Setting Description Factory Default

128K, 256K, Set the threshold of traffic of limited packets in

512K, 1M, 2M, , o 8M
AM. 8M EDS’s low priority queue.
Rate of Normal Priority Queue
Setting Description Factory Default

The same or
double rate of Set the threshold of traffic of limited packets in

. , o 8M
low priority EDS’s Normal priority queue.
queue
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Rate of Medium Priority Queue

Setting Description Factory Default
The same or
double rate of Set the threshold of traffic of limited packets in
;. , . . &M
Normal priority EDS’s medium priority queue.
queue

Rate of High Priority Queue

Setting Description Factory Default
The same or
double rate of Set the threshold of traffic of limited packets in M
medium priority EDS’s High priority queue.
queue

NOTE By default, EDS is configured to limit broadcast packets not to exceed 8M to protect against
broadcast storms caused by careless usage. Can be adjusted by the user.

Egress
Rate

Setting Description Factory Default

Not Limited,
128K, 256K,
512K, 1M, 2M,
4M, M

Set the threshold of EDS’s egress packets. Not Limited

Using Port Lock

The EDS-508 series can configure protected static MAC addresses to a specific port. With the Port
Lock function, these locked ports will not learn any more addresses, but only allow the traffic
coming from preset static MAC addresses, thus helping to block hacking or careless usage.

Adding a Static Unicast MAC Address

— =
00 VLAN Tobls Add Static Unicast MAC Address
EHZY Wulticast Filtering
=43 IGMP Snooping

- (0 IGMP Suooping Setting
] IOMPTdile
" A Stats Multisast WA
{21 Rate Limiting
-y Port Lock
(3 Forilock
S S e A
EH1 Auto Waning
~(] Lite-Swap Fast Recovery
~(] Set Device [B
EH{] Disgrosis
3 Ivlonitor
{1 MAC Addvess Table MAC Address = | | | |
{1 EventLog Part m Priority High hd
=
goahead
WEBSERVER

Bestviewed with |E 5 above atresalution 1024
788
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Add New Static Unicast MAC Address to the List

Setting Description Factory Default
Unicast MAC Add the static unicast MAC address into the address
None
Address table.
Port Fix the static address with a dedicated port. 1
Priority Set the default priority of this static MAC address. High

Configuring Port Lock

s = )
"0 VLAN Tehle Port Lock Setting
EHZY Wulticast Filtering

2£3 IGMP Snooping

() IGMP Suooping Setting

| (O 1GNP Tk ™ Lock Part 1 I Lock Port 2 ™ Lock Port 3 ™ Lock Part 4
" A St Multivast MAC ™ Lock Part 5 I™ Lock Port ™ Lock Port 7 ™ Lock Port 8
{21 Bate Limiting
B4 PortLack
#0 Port Tock

[ Add Static Usizast MAT
] Auto Waming

(1 Line-Swap Fast Becovery
{1 Set Device IP

#{:] Dingnosis

3 Monitor

(1 MAC hddvess Table

(L] BEventLog

Port Lock Setting

Setting Description Factory Default

Click the checkbox to enable the port lock function
for that port.

Enable/Disable None

NOTE Before enabling “Port Lock,” be sure to add the static unicast MAC address first.

Using Auto Warning

Since industrial Ethernet devices are often located at the endpoints of a system, thhese devices will
not always know what is happening elsewhere on the network. This means that an industrial
Ethernet switch that connects to these devices must provide system maintainers with real-time
alarm messages. Even when control engineers are out of the control room for an extended period
of time, they can still be informed of the status of devices almost instantaneously when exceptions
occur. Moxa EtherDevice Switch supports different approaches to warn engineers automatically,
such as email and relay output. It also supports two digital inputs to integrate sensors into your
system to automate alarms by email and relay output.

Configuring Email Warning

The Auto Email Warning function uses e-mail to alert the user when certain user-configured
events take place.

Three basic steps are required to set up the Auto Warning function:

1. Configuring Email Event Types
Select the desired Event types from the Console or Web Browser Event type page (a
description of each event type is given later in the Email Alarm Events setting subsection).
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Configuring Email Settings

To configure EDS’s email setup from the Console interface or browser interface, enter your
Mail Server IP/Name (IP address or name), Account Name, Account Password, Retype New
Password, and the email address(es) to which warning messages will be sent.

3. Activate your settings and test email if necessary

After configuring and activating your Moxa EtherDevice Switch’s Event Types and Email
Setup, you can use the Test Email function to see if your e-mail addresses and mail server
address have been properly configured.

Email Alarm Events Settings

) IGMP Tehis o X X
) ki Statis Multiast MIAC Email Alarm Events Settings
(1] Rate Lindting
=42 Port Lack
] PortLock ™ Switch Cold Start ™ Switch Warm Start I~ Power Transition(On->0f) [~ Power Transition(Off->0n)
L Add Static Unicast MAC I~ Dl 1(0f) I~ DI1(On) I Dl 20m I™ DI 2(0n)
4 Anto Warming ™ Config. Change ™ Auth. Failure ™ Comm. Redundancy Topalogy Changed
FN Ewail Waming
-0 Erent Tepd Link-OM  Link-OFF Traffic-Overload Traffic-Threshold(%)  Traffic-Duration(s)
DD Exoadl Setup Port1 | m | ID— ,1—
Relay Waming
e Port2 | r | o 1
() Set Device [P Port3 | ] | 0 1
5] Disgrosis Portd [ I ] 1 i
g x:“;t:m — Ports I u u [0 i
- st
(3 Evenilog Porté ™ r r 0 [
Port7 ] C ] o 1
goahead Portd | r | o 1
WEBSERVER

Event Types

Event Types can be divided into two basic groups: System Events and Port Events. System
Events are related to the overall function of the switch, whereas Port Events are related to the
activity of a specific port.

System Event

Warning e-mail is sent when...

Switch Cold Start

Power is cut off and then reconnected.

Switch Warm Start

EDS is rebooted, such as when network parameters
are changed (IP address, netmask, etc.).

Power Transition (On—->Off)

EDS is powered down.

Power Transition (Off>On)

EDS is powered up.

DI1 (On~>Of¥)

Digital Input 1 is triggered by on to off transition

DI (Off>On)

Digital Input 1 is triggered by off to on transition

DI2 (On~>Off)

Digital Input 2 is triggered by on to off transition

DI2 (Off>On)

Digital Input 2 is triggered by off to on transition

Configuration Change Activated

Any configuration item is changed.

Comm. Redundancy Topology
Changed

If any Spanning Tree Protocol switches have
changed their position (applies only to the root of the
tree).

If Master of Turbo Ring has changed or backup path
is activated.

Authentication Failure

An incorrect password is entered.
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Port Event Warning e-mail is sent when...

Link-on The port is connected to another device.

The port is disconnected (e.g., the cable is pulled
out, or the opposing device shuts down).

The port’s traffic surpasses the Traffic-Threshold for
that port (provided this item is Enabled).

Link-off

Traffic-Overload

Enter a nonzero number if the port’s
Traffic-Overload item is Enabled.

A Traffic-Overload warning is sent every
Traffic-Duration seconds if the average
Traffic-Threshold is surpassed during that time
period.

Traffic-Threshold (%)

Traffic-Duration (sec.)

NOTE The Traffic-Overload, Traffic-Threshold (%), and Traffic-Duration (sec.) Port Event items
are related. If you Enable the Traffic-Overload event, then be sure to enter a nonzero
Traffic-Threshold percentage, as well as a Traffic-Duration between 1 and 300 seconds.

NOTE Warning e-mail messages will have sender given in the form:
Moxa_EtherDevice_Switch_0001@Switch_Location

where Moxa_EtherDevice_Switch is the default Switch Name, 0001 is EDS’s serial number, and
Switch_Location is the default Server Location.

Refer to the Basic Settings section to see how to modify Switch Name and Switch Location.

Email Settings

Seir-neanva ©

VH EtherDevice™ Switch EDS-508 Series &5,

Ei
i NAC:

- 1GMP Table Al
1 A Steti Multisest MAC Email Alarm Events Settings
{21 Rate Limiting
EIY Port Lock
{3 PortIock
-1 Add Statie Unizast MAC Account Name |

EHEY Buto Warning Account Pagsword
I Change Account Paseword
EFEY Fruail Waming

1 Eeoni T Old Password |
= vent Tyge |

O BT Mew Password
il Setugt

BH0 Relay Waming

{1 Line-Sway Fast Recovery
O 5ot Devise P 1st email address :
FI{] Disguosis

{21 Wonitor

1 MAC Address Tebls
{1 EventLog

goahead
WEBSERVER|

Blest wiewed with IE 6 abowe at resalution 1024 x
768

ail Server IP/Name I

Retype Password |

2nd email address

3rd email address :

4th email address

= Send Test E-mail
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Mail Server IP/Name

Setting Description Factory Default
IP address The IP Address of your email server. None
Account Name
Setting Description Factory Default
Max. 45 Charters Your email account. None
Password Setting
Setting Description Factory Default
Disable/Enable to To reset the Password from the Web
change Password Browser interface, click the Change
password check-box, type the Old Disable
Password, type the New Password, retype
the New password, and then click on
Activate; Max. 45 Characters.
Old Password Type the current password when changing
None
the password
New Password Type new password when enabled to None
change password; Max. 45 Characters..
Retype Password If you type a new password in the
Password field, you will be required to
retype the password in the Retype new None
password field before updating the new
password.
Email Address
Setting Description Factory Default
Max. 30 You can set up to 4 email addresses to None
Characters receive alarm emails from EDS.

Send Test Email

After finishing with the email settings, you should first press the “Activate” button to activate
those settings, and then press the “Send Test Email” button to verify that the settings are correct.

Auto warning e-mail messages will be sent through an authentication protected SMTP server that
supports the CRAM-MDS5, LOGIN, and PAIN methods of SASL (Simple Authentication and
Security Layer) authentication mechanism.

NOTE

We strongly recommend not entering your Account Name and Account Password if auto warning
e-mail messages can be delivered without authentication mechanism.

Configuring Relay Warning

The Auto Relay Warning function uses relay output to alert the user when certain user-configured
events take place. There are two basic steps required to set up the Relay Warning function:

1. Configuring Relay Event Types

Select the desired Event types from the Console or Web Browser Event type page (a
description of each event type is given later in the Relay Alarm Events setting subsection).

3-48




EDS-508 Series User’'s Manual Featured Functions

2. Activate your settings
After configuring, you will need to activate your Moxa EtherDevice Switch’s Relay Event
Types.

Relay Alarm Events Settings

{2 Bate Limiting ;l N
B1E3 Pod Lotk Relay Alarm Events Settings
() BontLock
(1 1a0d Static Univest BMAC I” Override Relay 1 Warning Settings I” Override Relay 2 Warning Settings
B Ao Wiy Power Input 1 failure(@n=0f [Disable  [7] Power Input 2 filure(@n-»ff [ Disable 7|
EE Enall Wanig DI 1 (OR) DI 1 (@n) DI 2 (OR) DI 2 (On)
03 Buent Type [Disable =l [Dizable = [Disable =l [Dizable =l
(0 Eail Setup
=) Relay Waming
aCI Ey e Link Traffic Overload Threshold{%) Duration()
01 Byt Setu
O w List Port1 |\gnure j |D\sab\a j o 1
{1 Line-Swap Fast Recovery Port2 [1gnare =l [Disable =l 1
"3 SetDeviee IP Port3 [lanoe =] [Disable = P 1
c:]
g ;ﬂms}s Port 4 |\gnure j |D\sab\a j o 1
= omitor
[ MAC Address Table Port 3 |\gnwe =l |D\sah\e =P 1
{3 EventLog Port 6 [lanore =] [Disable =P 1
= Port7 |\gnnre j |D\sah\e j o 1
|W‘ Port 8 |\gnwe j |D\sah\e j o 1
VWEBSERVER|
Bestviewed with IE 5 above at resolution 1024 x
768

Event Types

Event Types can be divided into two basic groups: System Events and Port Events. System
Events are related to the overall function of the switch, whereas Port Events are related to the
activity of a specific port.

Moxa EtherDevice Switch supports two relay outputs. You can configure which relay output is
related to which events. This helps administrators identify the importance of the different events.

System Event Warning Relay output is triggered when...
Power Transition (On—>Off) EDS is powered up.
Power Transition (Off>On) EDS is powered down.
DI1 (On—>OfY) Digital Input 1 is triggered by on to off transition
DI1 (Off>0n) Digital Input 1 is triggered by off to on transition
DI2 (On—>OfY) Digital Input 2 is triggered by on to off transition
DI2 (Off>0n) Digital Input 2 is triggered by off to on transition

Port Event Warning e-mail is sent when...

Link-on The port is connected to another device.

The port is disconnected (e.g., the cable is pulled
out, or the opposing device shuts down).

The port’s traffic surpasses the Traffic-Threshold for
that port (provided this item is Enabled).

Link-off

Traffic-Overload

Enter a nonzero number if the port’s

_ 0,
Traffic-Threshold (%) Traffic-Overload item is Enabled.

A Traffic-Overload warning is sent every
Traffic-Duration seconds if the average
Traffic-Threshold is surpassed during that time
period.

Traffic-Duration (sec.)
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NOTE The Traffic-Overload, Traffic-Threshold (%), and Traffic-Duration (sec) Port Event items

are related. If you Enable the Traffic-Overload event, then be sure to enter a nonzero
Traffic-Threshold percentage, as well as a Traffic-Duration between 1 and 300 seconds.

Override relay alarm settings

Click the checkbox to override the relay warning setting temporarily. Releasing the relay output
will allow administrators to fix any problems with the warning condition.

Relay Alarm List

Use this table to see if any relay alarms have been issued.

{3 Bate Liriting =] )
523 For Lock Current Alarm List
(3 Portlock
(A Static Unicest MAC index[Event

EHZY Auto Waming

=123 Ernail Waming
{1 Event Type
{1 Email Setup.

=123 Relay Warning
{Z Event Setup
{0 Waming List

(13 Line-Swap Fast Recovery

[0 SetDeviee IP

{1 Disguosis

O Mondtor

[0 MAC hddress Table

{1 Ewentlog

goahead
WEBSERVER

Blest viewed with |E & above at resolution 1024 x

Using Line-Swap-Fast-Recovery

The Line-Swap Fast Recovery function, which is enabled by default, allows Moxa EtherDevice
Switch to return to normal operation extremely quickly after devices are unplugged and then
re-plugged into different ports. The recovery time is on the order of a few milliseconds. Compare
this with standard commercial switches for which the recovery time could be on the order of
several minutes. To disable the Line-Swap Fast Recovery function, or to re-enable the function
after it has already been disabled, access either the Console utility’s Line-Swap recovery page, or
the Web Browser interface’s Line-Swap fast recovery page, as shown below.

Configuring Line-Swap Fast Recovery

Rate Limiting B
12 Port Lock . Line Swap Fast Recovery

{7 PortLock
{1 4dd Static Unicast MAC
-2y Auto Waming
= Emil Wanig ¥ Enable Forts 18

~( Bvent Type

3 Bt

E Relay Warming

(] EventSetup

[ Set Devies [P

4] Disgnosis

{1 Monitor

“(] MAC Address Table

] EBventlog
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Enable Line-Swap-Fast-Recovery
Setting Description Factory Default

Enable/Disable Check-mark the check box to enable Enable
the Line-Swap-Fast-Recovery function

Using Set Device IP

To reduce the effort required to set up IP addresses, the EDS-508 series comes equipped with
DHCP/BootP server and RARP protocol to automatically set up IP addresses of Ethernet-enabled
devices.

When enabled, the Set device IP function allows Moxa EtherDevice Switch to assign specific IP
addresses automatically to connected devices that are equipped with DHCP Client or RARP
protocol. In effect, Moxa EtherDevice Switch acts as a DHCP server by assigning a connected
device with a specific IP address stored in Moxa EtherDevice Switch’s internal memory. Each
time the connected device is switched on or rebooted, Moxa EtherDevice Switch sends the device

the desired IP address.

Take the following steps to use the Set device IP function:

STEP 1—set up the connected devices TCP/IP Properties HE

Set up the those Ethernet-enabled devices connected — Eindfi_ngs _ I|G Advla::r:sn f| L I
. . . anfiguration atewa) onfiguration ress

to Moxa EtherDevice Switch that you would like TP - - -

addresses to be assigned automaticall}/. The deViceS ﬁm |P addiess can be automatically assigned to this computer.

R wour network, does not automatically assign IP addresses. azk.
must be Conﬁgured to Obta”‘] their IP address i,lﬁ:rg;:tcvl\;oél;zs\‘ministratDr far an address, and then type it in
automatically.

The devices’ configuration utility should include a @ Ml 2P e el

setup page that allows you to choose an option W S 20 P et

similar to Obtain an IP address automatically. [ S s N |

For example, Windows’ TCP/IP Properties window Gunetheshe L L]

is shown at the right. Although your device’s

configuration utility may look quite a bit different,

this figure should give you some idea of what to look

for.

You also need to decide which of Moxa EtherDevice Cancel_|

Switch’s ports your Ethernet-enabled devices will be
connected to. You will need to set up each of these
ports separately, as described in the following step.

STEP 2

Configure Moxa EtherDevice Switch’s Set device IP function, either from the Console utility or
from the Web Browser interface. In either case, you simply need to enter the Desired IP for each
port that needs to be configured.

STEP 3

Be sure to activate your settings before exiting.

e When using the Web Browser interface, activate by clicking on the Activate button.

e When using the Console utility, activate by first highlighting the Activate menu option, and
then press Enter. You should receive the Set device IP settings are now active! (Press any
key to continue) message.
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Configuring Set Device IP

-1 Rate Liriting Al ) .
554 Port Lack Automatic Set Device IP by DHCP/BootP/RARP
{1 PortLock
{1 Add Static Usicast MAC
EHEY dnto Warning Device's current IP Active function Desired IP address
I Branil Wasing Port1  NA =
S Event Type Port2  MA - ]
(] Fanail Setup -
e Port3  NA
L(C0 Event Setup OIS -
' [ Waming it Ports  NA . |7
CE= s ECHCIE - [ ]
{2 et Device I Port7 " . l—
B Diagnosis
3 Monitor Port8 A -
{1 MAC Address Tehle
1 Eertlog
Desired IP Address
Setting Description Factory Default
IP Address Set the desired IP of connected devices. None

Using Diagnosis

Moxa EtherDevice Switch provides two important tools for administrators to diagnose network
systems.

Mirror Port

13 Fort Lock B B A

L2 Adastatic Uniowt MaC Mirror Port Settings
Y Auto Wamning

By Ermail Warming

{01 Event Type Monitored port - -

{0 Email Setup Wyatch direction Bi-directional =
EHZY Relay Wamning

{1 Evvent Setup.

{0 Faming List Mitror part [=
{0 Line-Swep Fast Recovery
{0 et Deviee IP

Activate

~{_1 Monitor
~{] MAC Address Table
={_] Event Log

goahead
WEBSERVER

Best wiewed with |E § above at resolution 1024 x

The Mirror port function can be used to monitor data being transmitted through a specific port.
This is done by setting up another port (the mirror port) to receive the same data being transmitted
from, or both to and from, the port under observation. This allows the network administrator to
“sniff” the observed port and thus keep tabs on network activity.

Take the following steps to set up the Mirror Port function:

STEP1

Configure Moxa EtherDevice Switch’s Mirror Port function from either the Console utility or
Web Browser interface. You will need to configure three settings:

Monitored Port  Select the port number of the port whose network activity will be
monitored.

3-52



EDS-508 Series User’'s Manual Featured Functions

Ping

Mirror Port Select the port number of the port that will be used to monitor the
activity of the monitored port.

Watch Direction  Select one of the following two watch direction options:

e Qutput data stream
Select this option to monitor only those data packets being sent out
through Moxa EtherDevice Switch’s port.

e Bi-directional
Select this option to monitor data packets both coming into, and
being sent out through, Moxa EtherDevice Switch’s port.

STEP 2
Be sure to activate your settings before exiting.
e When using the Web Browser interface, activate by clicking on the Activate button.

e When using the Console utility, activate by first highlighting the Activate menu option, and
then press Enter. You should receive the Mirror port settings are now active! (Press any
key to continue) message.

& PortLock |
1 A Statio Unicast IAC Use Ping Command to test Network Integrity
éa Buto Warning
i 5y Erall Warning
{1 Event Type
1 EmalSetup
| 5HEY Relay Waming | Ping |
: 3 Event Setup
{1 Waming List
([ Lins Swap Fast Rvovery

IP address/Mame I

The Ping function uses the ping command to give users a simple but powerful tool for
troubleshooting network problems. The function’s most unique feature is that even though the
ping command is entered from the user’s PC keyboard, the actual ping command originates from
Moxa EtherDevice Switch itself. In this way, the user can essentially “sit on top of Moxa
EtherDevice Switch” and send ping commands out through its ports.

To use the Ping function, type in the desired IP address, and then press Enter from the Console
utility, or click on Ping when using the Web Browser interface.

Using Monitor

You can monitor statistics in real time from Moxa EtherDevice Switch’s web console and serial
console.

Monitor by Switch

Access the Monitor by selecting “System” from the left selection bar. Monitor by System allows
the user to view a graph that shows the combined data transmission activity of all of Moxa
EtherDevice Switch’s 8 ports. Click on one of the four options—All Packets, TX Packets, RX
Packets, or Error Packets—to view transmission activity of specific types of packets. Recall that
TX Packets are packets sent out from Moxa EtherDevice Switch, RX Packets are packets received
from connected devices, and Error Packets are packets that did not pass TCP/IP’s error checking
algorithm. The All Packets option displays a graph that combines TX, RX, and Error Packet
activity. The four graphs (All Packets, TX Packets, RX Packets, and Error Packets) have the same
form, so we show here only the All Packets graph. The graph displays data transmission activity
by showing Packets/s (i.e., packets per second, or pps) versus sec. (seconds). In fact, three curves
are displayed on the same graph: Uni-cast packets (in red color), Multi-cast packets (in green
color), and Broad-cast packets (in blue color). The graph is updated every few seconds, allowing
the user to analyze data transmission activity in real-time.

3-53



EDS-508 Series User’'s Manual Featured Functions

"

{0 Por Lok 2|
{1 Add Stetie Usicast MAC Monitor System : All Packets
B3 Auto Wani
By Emmlm\tfv'm:mng System = All Packets =
{3 Event Tupe Packets/s Switch: A1l Packets
2] Email Setup 9
= Relay Waming 0
{0 Event Setup i
-1 Warming List
{21 Line-Swap Fast Recovery
{1 Set Deviee IP
EH2Y Disgnosis ]
{1 Nfior Tni-cast/s
-0 g Utilized of switch bandwidth:  Of
{1 Monitor
(0 MAC hddvess Table
{20 Eventlog

goahead
VWEBSERVER|

Bestvizwed with |E 5 abave 3t resolution 1029 %

0j

0)

B0 160 240

Monitor by Port

Access the Monitor by Port function by selecting ALL Ports or Porti, in whichi=1, 2, ..., 8.,
from the left pull-down list. The Porti options are identical to the Monitor by System function
discussed above, in that users can view graphs that show All Packets, TX Packets, RX Packets, or
Error Packets activity, but in this case, only for an individual port. The All Ports option is
essentially a graphical display of the individual port activity that can be viewed with the Console
Monitor function discussed above. The All Ports option shows three vertical bars for each port.
The height of the bar represents Packets/s for the type of packet, at the instant the bar is being
viewed. That is, as time progresses, the height of the bar moves up or down so that the user can
view the change in the rate of packet transmission. The red colored bar shows Uni-cast packets,
the green colored bar shows Multi-cast packets, and the blue colored bar shows Broad-cast
packets. The graph is updated every few seconds, allowing the user to analyze data transmission
activity in real-time.

(3 PortLock Al i
0 Statie ricast MAC Monitor All Port : All Packets

EHY Auto Waming

E15Y Exnadl Warritg All Parts = All Packets

{ (] BventType Panketslfss #11 Forts: Total Packsts

|0 Emsl Sty
E12Y Relay Waming 12]

D Exvent Setup o

{1 Line-Swap Fast Revovery §

- Set Device [P 3
E 3 Disgrosis Port
53 Doem L S S S B .

(0 Minor Tni-cast/s -

“{1 Ping Portl Port?  Port3  Port4d  Port5  Portd  Port?  Portd
& Monior Link off off off off off off off On
-] MAC Addess Tale Spﬂﬂﬂl N 1000

FDX Flow Ctel- on
Event Log
== Duplex . . . mm
- WINPT - Wi
Loadine 0% 0% 0% 0% 0% 0% 0% 0%

‘goanead
WEBSERVER|

Best viemed with IE 5 above at resolution 1024 x
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Using the MAC Address Table

This section explains the information provided by Moxa EtherDevice Switch’s MAC address
table.

1 Port Look

Al
(] 1kl Statie Uniast MAC All MAC Address List

EHEY Awto Waming
EHZY Froail Waming Al hd
O BeutToe T e i7"

0 Excall ety 1 00-02-25-96-64-1e learned 8
E4Y Relay Waming

{20 Event Setup

-1 Warming List
{20 Line-Swap Fast Bacovery
{1 Set Device [P

{20 Eventlog

The MAC Address table can be configured to display the following EDS MAC address groups.

ALL Select this item to show all EDS MAC addresses

ALL Learned Select this item to show all EDS Learned MAC addresses

ALL Static Lock Select this item to show all EDS Static Lock MAC addresses

ALL Static Select this item to show all EDS Static/Static Lock /Static Multicast

MAC addresses
ALL Static Multicast |Select this item to show all EDS Static Multicast MAC addresses
Port x Select this item to show all MAC addresses of dedicated ports

The table will display the following information:

MAC This field shows the MAC address
Type This field shows the type of this MAC address
Port This field shows the port that this MAC address belongs to
riori is field shows the priority of this address
P t This field sh th ty of this MAC add
(2] PortLock af
[ St Uit MAC Event Log Table
S Auto Waning
=459 Email W
— otyp [Date———[Time———[5ystem 5
{3 Email Setup. 1 385 1970-01-01 00:23:55 DdOh23mahs Portt traffic overload loading=3 il
éa Relay Warning 2 3686 1970-01-01 00:00:00 0dOhdmOs Warm start
T Event el 3 3E 1900101 000362 OdOhdEmezs New raat i 00:8:90:00:00:11
aw List 4 386 1970-01-01 00:03:53 0d0h3ma3s Configuration change activated
= Weanung List a5 366 1870-01-01 00:10:57 0dOh10m57 s Porth traffic overload loading=2
Lone-urap Fast Racoery & 37 19700101 000000 Od0hmOs ‘Warm start
“ Sel Dovice [P 7 37 19700101 000B05  OdOhGmSs New raot is 00:28:90:00:00:11
£ Diguosic 8 37 9700001 ON0B0S NdihBmEs Canfiguration change activated
O Dimor a 387 1970-01-01 00:15:28 0dOh15m28s Porté traffic overload loading=3
“[1 Ping 10 388 1970-01-01 00:00:00 0dOhOmDs Warmn start
{21 Monitor " 3686 1970-01-01  0O0:00:56 0dah0rmEhs Configuration change activated
{21 MAAC Address Table 12 358 1970-01-01 00:08:26 0dOhEm26s Configuration change activated Ll
-0 Eentlod
Bootup This field shows how many times the EDS has been rebooted or cold started.
Date The date is updated based on how the current date is set in the “Basic Setting” page.
Time The time is updated based on how the current time is set in the “Basic Setting” page.
System The system startup time related to this event.
Startup
Time
Events Events that have occurred.
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EDS Configurator GUI

EDS Configurator is a comprehensive Windows-based GUI that is used to configure and maintain
multiple Moxa EtherDevice Switches. A suite of useful utilities is available to help you locate
Moxa EtherDevice Switches attached to the same LAN as the PC host (regardless of whether or
not you know the IP addresses of the switches), connect to a Moxa EtherDevice Switch whose IP
address is known, modify the network configurations of one or multiple Moxa EtherDevice
Switches, and update the firmware of one or more Moxa EtherDevice Switches. EDS Configurator
is designed to provide you with instantaneous control of all of your Moxa EtherDevice Switches,
regardless of location. You may download the EDS Configurator software from Moxa’s website
free of charge.

This chapter includes the following sections:

Starting EDS Configurator
Broadcast Search

Search by IP address
Upgrade Firmware
Modify IP Address

Export Configuration
Import Configuration
Unlock Server

I Iy Iy Ny Iy Ay By I
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Starting EDS Configurator

To start EDS Configurator, locate and then run the executable file edscfgui.exe.

NOTE You may download the EDS Configurator software from Moxa’s website at www.moxa.com.

For example, if the file was placed on the Windows desktop, it should appear as follows. Simply
double click on the icon to run the program.

The Moxa EtherDevice Switch Configurator window will open, as shown below.

"T'M0XA EtherDevice Server Configurator |_ (O] x|
List Server  Fimmware Configuration  View Help

[aEwmT==
[ Model | IPAddiess |  MACAddess | Status

-

4] | o m|isiel _’lll

Ready &

Broadcast Search

Use the Broadcast Search utility to search the LAN for all Moxa EtherDevice Switches that are
connected to the LAN. Note that since the search is done by MAC address, Broadcast Search will
not be able to locate Moxa EtherDevice Servers connected outside the PC host’s LAN. Start by

clicking on the Broadcast Search icon £, or by selecting Broadcast Search under the List
Server menu.

The Broadcast Search window will open, displaying a list of all switches located on the network,
as well as the progress of the search.
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tat

Total Cownt = 1, timeout = 1ssc Stop
Madel [ IP Address | MAC iddress | Progress [
ED3-508 10172 00:E8:90:0000:11 Getlnfo...

Once the search is complete, the Configurator window will display a list of all switches that were
located.

&
ListBerver Firmware Confipuration ¥iew Help

22 ElF=2 |22

odel ED3-508
aue Managed Redundant Switch 00011
1P Address 10.1.7.2
etnask 255.0.0.0
Gateway 0.0.0.0
C Address 00:ES:30:00:00: 11
Ferial o ool

Firnware Ver. 0.20

Search by IP address

This utility is used to search for Moxa EtherDevice Switches one at a time. Note that the search is
conducted by IP address, so you should be able to locate any Moxa EtherDevice Switch that is
properly connected to your LAN, WAN, or even the Internet. Start by clicking on the Specify by
IP address icon 2k or by selecting Specify IP address under the List Server menu.

The Search Server with IP Address window will open. Enter the IP address of the switch you
wish to search for, and then click OK.

=18z

ListBerver Firmware Confipuration ¥iew Help

22|EF=2 24

odel ED3-508
ane Managed Redundant 3witch 00011
1P iddress 10.1.7.2
etnask 255.0.0.0
Gateway 0.0.0.0
C Address 00:ES:80:00:00: 11
ferial o ool

Firmware Ver. 0.20

Upgrade Firmware

Keep your Moxa EtherDevice Switch up to date with the latest firmware from Moxa. Take the
following steps to upgrade the firmware:

1. Download the updated firmware (*.rom) file from the Moxa website (Wwww.moxa.com).
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2. Click on the switch (from the Moxa EtherDevice Switch Configurator window) whose

=122

MAC Address
T EE T i 0del EDS-508
ane Managed Redundant Switch 00011
IF Address 10.1.7.2
etuask 255.0.0.0
Gateway 0.0.0.0
C Address 00:E8:90:00:00:11
erial No oonll
Firwware Ver. 0.20

3. Click on the Upgrade Firmware toolbar icon & |, or select Upgrade under the Firmware
menu. If the switch is Locked, you will be prompted to input the switch’s User Name and
Password.

4. Use the Open window to navigate to the folder that contains the firmware upgrade file, and

then click on the correct “*.rom” file (eds.rom in the example shown below) to select the file.
Click on Open to activate the upgrade process.

Laak jn: I@ My Documents j ﬁl
Eds
by eBooks
eds-config
File hame: Ieds.lom Open I
Files of twpe: | j Cancel |
4

Modify IP Address

You may use the Modify I[P Address function to reconfigure Moxa EtherDevice Switch’s network

settings. Start by clicking on the Modify IP address icon ‘B, or by selecting Modify IP address
under the Configuration menu.

The Setup Configuration window will open. Checkmark the box to the left of those items that
you wish to modify, and then Disable or Enable DHCP, and enter IP Address, Netmask, Gateway,
and DNS IP. Click OK to accept the changes to the configuration.
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Setup Configuration

Madily IP Address |

Model Hame: EDB008-M-5C
MAL addiess 00:00:00:00:00:10
Senial Mumber ooma

¥ DHCF & Disable " Enable

I IPAddressl 192 188 127 . 253

¥ Netmask 255 255 0 0

¥ Gateway I . . .

Tip: Click the check box to select/un-zelect change item.

Cancel

Export Configuration

The Export Configuration utility is used to save the entire configuration of a particular Moxa
EtherDevice Switch to a text file. Take the following steps to export a configuration:

Highlight the switch (from the Server list in the Configurator window’s left pane), and then

1.

click on the Export toolbar icon =

= or select Export Configuration from the

Configuration menu. Use the Open window to navigate to the folder in which you want to
store the configuration, and then type the name of the file in the File name input box. Click on

Open.
Look in: I 3 My Documents j gl
1Ed:
1 My eBaoks
File hame: Ieds'config.tkt Open I
Files of lype: I j Cancel |
A

Click on OK when the Export configuration to file OK message appears.

MOXA EtherDevice Server Configurator

@ Erport configuration ta file OK.
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3. You may use a standard text editor, such as Notepad under Windows, to view and modify the

newly created configuration file.

<t -

BRE REE B0 HEW

=lox|

[[EtherDevice Server Configuration File]
# Model Hame
ModelHame EDS-588

# Basic settings -- for network and system parameter #
paiabisiaitis Bipa s R B P B e B B B

# System Identification i

# [Server Name]
# Server name (max. length = 38 words.)
ServerHame Managed Redundant Switch 60611

# [Server Location]
# Server location {max. length = 88 words.)
Location Switch Location

# [Server Description]
# Server description (max. length = 38 words.)
Sysbescr

# [Maintainer Contact Info]

# Server Contact Info. (max. length = 38 words.)
Contact

# [Web Configuration]
# 1 Disable Web Configuration

Import Configuration

The Import Configuration function is used to import an entire configuration from a text file to
Moxa EtherDevice Switch. This utility can be used to transfer the configuration from one Moxa
EtherDevice Switch to another, by first using the Export Configuration function (described in the
previous section) to save a switch configuration to a file, and then using the Import Configuration

function. Take the following steps to import a configuration:

1. Highlight the server (from the Moxa EtherDevice Switch list in the Configurator window’s
left pane), and then click on the Import toolbar icon &, or select Import Configuration

from the Configuration menu.

2. Use the Open window to navigate to the text file that contains the desired configuration. Once
the file is selected, click on Open to initiate the import procedure.
Look in: I@ My Documents j @I gl
Eds
My eBooks
File name: |eds-config Open I
Files of lype: I j Cancel |/
2%
3.

The Setup Configuration window will be displayed, with a special note attached at the

bottom. Parameters that have been changed will be activated with a checkmark. You may
make more changes if necessary, and then click on OK to accept the changes.
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Setup Configuration [ x|
WModify IP Address |
Model Mame: EDEO0S-M-5C

MAC address 00:00:00:00:00:10
Senial Number oaoia

I DHEP & Disable " Enable
[ B hddess[ 192 188 127 253
¥ Nemask | 255 . %5 . 0 . 0

¥ Gateway I . . .
¥ DNS IP | : : :

Tip: Click the check box to select/un-zelect change item.

be applied to selected server. You can make any

@ Thiz dialog displays the import file zettings which will
modification before pressing "OK".

Cancel |

4. Click on Yes in response to the following warning message to accept the new settings.

MOXA EtheiDevice Server Configurator <]

‘waining!

Some or all af pour MOXA EtherDevice Server's own network settings have been
changed.

Once the new settings have been updated you may need to use the new network settings
[ IP address, Metmask, Gateway, etc. | to re-establish a Console session with your MOk
EtherDevice Server. ‘wiould you like to update network setting now 7

Unlock Server

The Unlock Server function is used to open a password protected switch so that the user can
modify its configuration, import/export a configuration, etc. There are six possible responses under
the Status column. The Status of a Moxa EtherDevice Switch indicates how the switch was
located (by Moxa EtherDevice Switch Configurator), and what type of password protection it has.

The six options are as follows (note that the term Fixed is borrowed from the standard fixed IP
address networking terminology):

® Locked
The switch is password protected, “Broadcast Search” was used to locate it, and the password
has not yet been entered from within the current Configurator session.

e Unlocked
The switch is password protected, “Broadcast Search” was used to locate it, and the password
has been entered from within the current Configurator session. Henceforth during this
Configurator session, activating various utilities for this switch will not require re-entering the
server password.

e Blank
EDS is not password protected, and “Broadcast Search” was used to locate it.
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® Fixed
EDS is not password protected, and “Search by IP address” was used to locate it manually.

® Locked Fixed
EDS is password protected, “Search by IP address” was used to locate it manually, and the
password has not yet been entered from within the current Configurator session.

e Unlocked Fixed
EDS is password protected, “Search by IP address” was used to locate it manually, and the
password has been entered from within the current Configurator session. Henceforth during
this Configurator session, activating various utilities for this Moxa EtherDevice Switch will
not require re-entering the server password.

Follow the steps given below to unlock a locked Moxa EtherDevice Switch (i.e., a Moxa
EtherDevice Switch with Status “Locked” or “Locked Fixed”). Highlight the server (from the
Moxa EtherDevice Switch list in the Configurator window’s left pane), and then click on the

Unlock toolbar icon &=, or select Unlock from the Configuration menu.

1. Enter the switch’s User Name and Password when prompted, and then click OK.

Input Password

UseName Iadmin

Password: I “““““““

0K I Cancel |

2. When the Unlock status window reports Progress as OK, click on the Close button in the
upper right corner of the window.

Unlock status B=
Progress 141 Claze |
I MAC Addiess | Progress |

| 00: 00:00: 000010 0K

3. The status of the switch will now read either Unlocked or Unlocked Fixed.

"T"MOXA EtherDevice Server Configurator M=l E3
List Server  Fimware Configuration  Wiew Help

|28 w2 2

IP Address

MAC Address Statug

FEENIS 0 00 0 O O 10 odel ED&005-M-5C ﬂ
ame M4 EtherDevice Serw
IP address 192.168.127. 253
etmask 255.255.0.0
Gateway 0.0.0.0



A

MIB Groups

Moxa EtherDevice Switch comes with built-in SNMP (Simple Network Management Protocol)
agent software that supports cold/warm start trap, line up/down trap, and RFC 1213 MIB-II.

The standard MIB groups that Moxa EDS-508 series supports are:
MIB I1.1 - System Group

MIB I1.2 - Interfaces Group
MIB 11.4 - IP Group

MIB 11.5 - ICMP Group

MIB 11.6 - TCP Group

MIB 11.7 — UDP Group

MIB 11.10 — Transmission Group
MIB 11.11 - SNMP Group

MIB 11.17 — Dot1dBridge Group
MIB 11.17.2 - RSTP-MIB Group
MIB 11.17.6 — pBridge Group
MIB 11.17.7 — qBridge Group

EDS-508 also provides a private MIB file, located in the file “Moxa-EDS508-MIB.my” on the
EDS-508 Series utility CD-ROM.
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Specifications

Technology
Standards
Protocols

MIB

Forwarding and Filtering

Rate

Processing Type
Flow Control
Address Table Size

Interface
RJ45 Ports

Fiber Ports
Console

LED Indicators
Alarm Contact

Digital Input

Optical Fiber

Distance, km
Wavelength, nm

Min. TX Output, dBm
Max. TX Output, dBm
Sensitivity, dBm
Recommended Diam.
(Core/Cladding), pm

IEEE802.3, 802.3u, 802.3x, 802.1D, 802.1W, 802.1Q, 802.1p
IGMP V1/V2/V3 device, GVRP, SNMP V1/V2C/V3, DHCP
Server/Client, BootP, TFTP, SNTP, SMTP, RARP and
EDS-SNMP OPC server (Optional)

MIB-II, Ethernet-Like MIB, P-BRIDGE MIB, Q-BRIDGE
MIB, Bridge MIB, RSTP MIB

148800 pps

Store and Forward

IEEE802.3x flow control, back pressure flow control
2K uni-cast addresses

10/100BaseT(X) auto negotiation speed, F/H duplex mode, and
auto MDI/MDI-X connection

100BaseFX ports (SC/ST connector)

RS-232 (RJ45)

Power, Fault, 10/100M, Ring Master, and Ring Coupler

Two relay outputs with current carrying capacity of

1A @ 24 VDC

Two inputs with the same ground, but electrically isolated from
the electronics

* For state “1”: +13 to +30V

* For state “0”: -30 to +3V

* Max. input current: § mA

Multi Single Single Single
mode mode, 15 mode, 40 mode, 80
5 15 40 80

1300 1310 1310 1550

-20 -15 -5 -5

-14 -6 0 0

-34 to -30 -36 to -32 -36 to -32 -36 to -32
50/125 9/125 9/125 9/125

(1 dB/km,

800 MHz*km)
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Specifications

Power
Input Voltage
Input Current (@24V)

Connection
Overload Current
Protection
Reverse Polarity
Protection

Mechanical
Casing
Dimensions
Weight
Installation
Casing

Environment
Operating Temperature

Storage Temperature
Ambient Relative
Humidity

Regulatory Approvals
Safety

Hazardous Location

EMI
EMS

Shock
Freefall
Vibration
MTBF
WARRANTY

12 to 48 VDC, redundant inputs

0.29A: (EDS-508)

0.43A: (EDS-508-MM-SC, EDS-508-SS-SC,
EDS-508-MM-ST)

Two removable 6-pin terminal blocks

Present, can withstand 1.6A

Present

IP30 protection, aluminum case

80.5x 135 x 105 mm (W x Hx D)

1.04 kg

DIN-Rail, Wall Mounting (optional kit)
IP30 protection, metal case

0 to 60°C (32 to 140°F)
-40 to 75°C (-40 to 167°F) for -T models
-40 to 85°C (-40 to 185°F)

5% to 95% (non-condensing)

UL60950 (E212360), UL 508, CSA C22.2 No. 60950,
EN60950 (E212360)

UL/cUL Class I, Division 2, Groups A, B, C and D (E238559).
ATEX Class I, Zone 2, EEx nC IIC (03CA24537)
FCC Part 15, CISPR (EN55022) class A
EN61000-4-2 (ESD), Level 3

EN61000-4-3 (RS), Level 3

EN61000-4-4 (EFT), Level 3

EN61000-4-5 (Surge), Level 3

EN61000-4-6 (CS), Level 3

EN61000-4-8

EN61000-4-11

EN61000-4-12

IEC60068-2-27

IEC60068-2-32

IEC60068-2-6

260,000 hours

5 years
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