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Validity of Application Note 

This present Application Note is valid until a new version of the document is published. 

This and other Application Notes can be downloaded in the latest version and for free from 

www.pilz.com. For a simple search, use our content document (1002400) or the direct search 

function in the download area. 
 

The Pilz newsletter is free of charge and keeps you up-to-date on all the latest issues and trends in 

safe automation. 

 

 

Exclusion of Liability 

We have taken great care in compiling our application note. It contains information about our 

company and our products. All statements are made in accordance with the current status of 

technology and to the best of our knowledge and belief. 

While every effort has been made to ensure the information provided is accurate, we cannot accept 

liability for the accuracy and entirety of the information provided, except in the case of gross 

negligence. In particular, all information on applicable standards, safety-related classifications and 

time characteristics should be viewed as provisional. In particular it should be noted that statements 

do not have the legal quality of assurances or assured properties. 

We are grateful for any feedback on the contents. 
 

June 2020 
 

All rights to this publication are reserved by Pilz GmbH & Co. KG. 

We reserve the right to amend specifications without prior notice. Copies may be made for the user’s 

internal purposes. 

The names of products, goods and technologies used in this manual are trademarks of the 

respective companies. Please note the current information about the products, their licenses and 

registered trademarks in the documents listed in Chapter 1 Useful documentation [🕮 5]. 

 

 

Industrial Security 

To secure plants, systems, machines and networks against cyberthreats it is necessary to implement 

(and continuously maintain) an overall Industrial Security concept that is state of the art. 

Perform a risk assessment in accordance with VDI/VDE 2182 or IEC 62443-3-2 and plan the security 

measures with care. If necessary, seek advice from Pilz Customer Support.  

http://www.pilz.com/
http://www.pilz.com/en-INT/search?SEARCHTERM=1002400&pilz_group_type=download
http://www.pilz.com/en-INT/search?
http://www.pilz.com/en-INT/search?
https://www.pilz.com/en-INT/company/news/newsletter
https://www.pilz.com/en-INT/products-solutions/security-4-0
https://www.pilz.com/en-INT/support/technical-support
https://www.pilz.com/en-INT/support/technical-support
https://www.pilz.com/en-INT/support/technical-support
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Abbreviations 

Abbreviation / term Description Source 

AN Application Note www.pilz.com > AN content (1002400) 

PNOZ Pilz E-STOP positive-guided 

(DE: Pilz NOT-AUS-Zwangsgeführt) 

www.pilz.com > PNOZ 

PSS Programmable control system 

(DE: Programmierbares Steuerungssystem) 

www.pilz.com > PSS 

PSS u2 PSSuniversal, 2nd generation www.pilz.com > PSS u2 

POU Program Organisation Unit  

NC Normally Closed   

NO Normally Open  

FB Function Block  

DB Data Block  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Definition of Symbols 

 Information that is particularly important is identified as follows: 
 

 

 

CAUTION! 
 

This refers to a hazard that can lead to a less serious or minor injury plus material 

damage, and also provides information on preventive measures that can be taken. 

 
 

 

 

 

NOTICE 
 

This describes a situation in which the product or devices could be damaged and also 

provides information on preventive measures that can be taken. 

It also highlights areas within the text that are of particular importance. 
 

 

 

 

INFORMATION 
 

This gives advice on applications and provides information on special features. 

 

 
 

  

https://www.pilz.com/en-INT/search#currentPage=1&SEARCH=1002400&search_connector=and
https://www.pilz.com/en-INT/products-solutions/relay-modules
https://www.pilz.com/en-INT/products/controllers/plc-controllers
https://www.pilz.com/en-INT/products/controllers/i-o-systems
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1 Useful documentation 

Reading the documentation listed below is necessary for understanding this Application Note. 

The availability of the software used and its safe handling are also presupposed for the user. 
 

 

1.1 Documentation from Pilz GmbH & Co. KG 

No. Description Item No. /Download 

1 Pilz international homepage, download section www.pilz.com 

2 Operation manual PITreader 1005200-EN-xx 

www.pilz.com > Download 

1005200 

3   

4   

 

 

1.2 Documentation from other sources of information 

No. Description Item No. / Download 

1 Siemens Manual 

SIMATIC STEP 7 Basic/Professional V15.1 and SIMATIC WinCC V15.1 

109755202, 10/2018 

support.industry.siemens.com > 

109755202 

2 Siemens Manual 

Programming Guideline for S7-1200/S7-1500 

90885040, 28.03.2017 

support.industry.siemens.com > 

90885040 

3 Siemens Homepage, SCE Training Curriculums (TIA) w3.siemens.com > MCMS/SCE 

4 Application example 

How do you program and parameterize Modbus/TCP communication between 

S7-1500 CPUs and S7-1200 CPUs? 

102020340, 15.08.2019 

support.industry.siemens.com > 

102020340 

 

  

http://www.pilz.com/
https://www.pilz.com/en-INT/search#SEARCH=1005200&pilz_group_type=
https://www.pilz.com/en-INT/search#SEARCH=1005200&pilz_group_type=
https://support.industry.siemens.com/cs/ww/en/view/109755202
https://support.industry.siemens.com/cs/ww/en/view/109755202
https://support.industry.siemens.com/cs/ww/en/view/90885040
https://support.industry.siemens.com/cs/ww/en/view/90885040
http://w3.siemens.com/mcms/sce/en/advanced_training/training_material/Pages/default.aspx
https://support.industry.siemens.com/cs/ww/en/view/102020340
https://support.industry.siemens.com/cs/ww/en/view/102020340
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2 Used hardware and software 

2.1 Pilz products 

No. Descriptions Order number Version Number 

1 PITreader base unit 402255 - 1 

2 PITreader key adapter h 402308 - 1 

3 PITreader key ye g (Generic transponder key) 402260 - 1 

4     

 

 

2.2 Third-party products 

No. Descriptions Order number Version Number 

1 Siemens Simatic CPU1518F-4 PN/DP 
6ES7  

513-1AL01-0AB0 
2.6 1 

2 Siemens Simatic CPU1215FC DC/DC/RLY 
6ES7  

215-1HF40-0XB0 
4.2 1 

3 Kunbus Revolution PI (RevPi) 4260498390007 1.2 1 

4     
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3 Application description 

This application note describes how to establish a Modbus connection between the PITreader and a 

Simatic S7-1200 / 1500, Rockwell ControlLogix and Kunbus RevPi. 

The basics for handling with the PLC and the tool are not part of this document.  

 

Siemens S7-1200 / 1500: A example project from Siemens is the basis for a Modbus connection. 

In the online help of the TIA portal you can find the description of the Modbus block. 

There you can also find a description of the error codes. 

 

 

 

 

INFORMATION 
 

The PITreader is Modbus Server, so the PLC has to be configured as Modbus Client. 
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4 Hardware configuration 

4.1 Used hardware 

 Siemens S7-1200/1500 

 Rockwell ControlLogix 

 Kunbus RevPi 

 Pilz PITreader 

 
Figure 1: Hardware configuration 

4.1.1 Pilz devices 

 The used Pilz modules are listed in the table of the following link: 

‒ Chapter 2.1 [🕮6] 

 The relevant important documents are named and linked here: 

‒ Chapter 1.1 [🕮5] 

 

 

 

4.1.2 Third-party devices 

 The used Third-party devices are listed in the table of the following link: 

‒ Chapter 2.1 [🕮6] 

 The relevant important documents are named and linked here: 

‒ Chapter 1.2 [🕮5] 
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5 Siemens S7-1200 

5.1 Modify the PITreader IP address 

5.2 Example project  

The Modbus example project can be downloaded from Siemens. 

https://support.industry.siemens.com/cs/document/102020340/how-do-you-program-and-

parameterize-modbus-tcp-communication-between-s7-1500-cpus-and-s7-1200-cpus-

?dti=0&lc=en-DE 

 

The example project contains two different devices. The S7-1200 and the S7-1500 hardware. 

For the Application Note the example project with the suitable hardware was used. 

 

 

 

INFORMATION 
 

There are Modbus Client and Modbus Server blocks. Because the PITreader is a Modbus 

server, the Modbus client block must be used on the PLC side. 
 

 

 

A few adjustments need to be made in the example project. 

This is described on the following pages. 

 

5.3 FB1 “ModbusClient” 

The function block FB1 "ModbusClient" is called cyclically in OB1. 

 

The FB1 "ModbusClient" calls the "MB_CLIENT" instruction internally to establish 

the Modbus/TCP connection and read the holding register from the 

Modbus TCP server. 

The communication request to read the holding register is controlled via the 

"ModbusData".clientData.request tag at the "request" input. 

In this example the Modbus TCP connection with connection number=2 is 

established to Port 502 of the Modbus TCP server. The Modbus TCP server has 

the IP address 192.168.0.12. 

122 holding registers are read on the remote address 0. For this you set the input 

parameters "modbusMode", "modbusDataAddress" and "modbusDataLen" as 

follows: 

 modbusMode = 103 

 modebusDataAddress = 0 

 modbusDataLen = 122 

https://support.industry.siemens.com/cs/document/102020340/how-do-you-program-and-parameterize-modbus-tcp-communication-between-s7-1500-cpus-and-s7-1200-cpus-?dti=0&lc=en-DE
https://support.industry.siemens.com/cs/document/102020340/how-do-you-program-and-parameterize-modbus-tcp-communication-between-s7-1500-cpus-and-s7-1200-cpus-?dti=0&lc=en-DE
https://support.industry.siemens.com/cs/document/102020340/how-do-you-program-and-parameterize-modbus-tcp-communication-between-s7-1500-cpus-and-s7-1200-cpus-?dti=0&lc=en-DE
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Figure 2: Simatic S7-1200 / FB1 – Modbus Client 

 

5.3.1 Configuring DB100 “connection data” 

5.3.1.1 Modbus parameter 

In DB100 the IP address of the connection partner  

 RemoteAddress  

 modbusMode 

 modbusDataAddress 

 modbusDataLen 

 

must be adjusted. 

 

The Modbus registers of the PITreader are described in the operating manual and a short summary 

from 🕮 14. 
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Figure 3: Simatic S7-1200 / DB100 – Connection Data 

 

 modbusMode: In the following table [🕮 13] you read the "modbusMode" according to the data 

you want to read out from the PITreader.  

 

 modbusDataAddress: This is the start address of the requested Modbus Register. 

 

 

 

 

INFORMATION 
 

On the PITreader, the addressing for Modbus/TCP data areas starts at "1". 

On the Simatic PLCs addressing start at "0". 
 

 

 

 modbusDataLen: Look in on the PITreader user manual to find out which data you need and enter 

the required data length. 

 

  

2 

1 

1 
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 RemoteAddress in HEX: 

‒ ADDR[1]: 16#C0 (192 dec) 

‒ ADDR[2]: 16#A8 (168 dec) 

‒ ADDR[3]: 16#00 (0 dec) 

‒ ADDR[4]: 16#0C (12 dec) 

 RemotePort: 502 

2 
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5.3.1.2 Simatic S7-1200 / modbusMode 

 
Figure 4: Simatic S7-1200 / modbusMode 
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5.3.1.3 PITreader – Modbus data areas 

 
Figure 5: PITreader Modbus Register (1) 
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Figure 6: PITreader Modbus Register (2) 
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5.3.2 Request Modbus Data 

To request the Modbus data the bit "request" must change from "false" to "true". 

 

At the output "status" you can see whether the data request is successfully executed. 

The error codes can be found in the online help and in the following figure. 

 

5.3.2.1 Output parameter “Status” / Error codes 

 

 
Figure 7: Simatic S7-1200 / Parameter Status (1) 
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Figure 8: Simatic S7-1200 / Parameter Status (2) 
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Figure 9: Simatic S7-1200 / Parameter Status (3) 
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Figure 10: Simatic S7-1200 / Parameter Status (4) 

 

5.3.3 DB4 HoldingRegisterRead 

The data received by the PITreader is stored in the DB4 “HoldingRegisterRead”. 
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5.3.4 Monitoring Modbus Data 

Monitoring the Received Modbus Data in DB4 

 
 

Figure 11: Simatic S7-1200 / Monitoring Modbus Data 
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6 Siemens S7-1500 

6.1 Modify the PITreader IP address 

6.2 Example project  

The Modbus example project can be downloaded from Siemens. 

https://support.industry.siemens.com/cs/document/102020340/how-do-you-program-and-

parameterize-modbus-tcp-communication-between-s7-1500-cpus-and-s7-1200-cpus-

?dti=0&lc=en-DE 

 

The example project contains two different devices. The S7-1200 and the S7-1500 hardware. 

For the Application Note the example project with the suitable hardware was used. 

 

 

 

INFORMATION 
 

There are Modbus Client and Modbus Server blocks. Because the PITreader is a Modbus 

server, the Modbus client block must be used on the PLC side. 
 

 

 

A few adjustments need to be made in the example project. 

This is described on the following pages. 

 

6.3 FB1 “ModbusClient” 

The function block FB1 "ModbusClient" is called cyclically in OB1. 

 

The FB1 "ModbusClient" calls the "MB_CLIENT" instruction internally to establish 

the Modbus/TCP connection and read the holding register from the 

Modbus TCP server. 

The communication request to read the holding register is controlled via the 

"ModbusData".clientData.request tag at the "request" input. 

In this example the Modbus TCP connection with connection number=2 is 

established to Port 502 of the Modbus TCP server. The Modbus TCP server has 

the IP address 192.168.0.12. 

122 holding registers are read on the remote address 0. For this you set the input 

parameters "modbusMode", "modbusDataAddress" and "modbusDataLen" as 

follows: 

 modbusMode = 103 

 modebusDataAddress = 0 

 modbusDataLen = 122 

https://support.industry.siemens.com/cs/document/102020340/how-do-you-program-and-parameterize-modbus-tcp-communication-between-s7-1500-cpus-and-s7-1200-cpus-?dti=0&lc=en-DE
https://support.industry.siemens.com/cs/document/102020340/how-do-you-program-and-parameterize-modbus-tcp-communication-between-s7-1500-cpus-and-s7-1200-cpus-?dti=0&lc=en-DE
https://support.industry.siemens.com/cs/document/102020340/how-do-you-program-and-parameterize-modbus-tcp-communication-between-s7-1500-cpus-and-s7-1200-cpus-?dti=0&lc=en-DE
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Figure 12: Simatic S7-1500 / FB1 – Modbus Client 

 

6.3.1 Configuring DB100 “connection data” 

6.3.1.1 Modbus parameter 

In DB100 the IP address of the connection partner  

 RemoteAddress  

 modbusMode 

 modbusDataAddress 

 modbusDataLen 

 

must be adjusted. 

 

The Modbus registers of the PITreader are described in the operating manual and a short summary 

from 🕮 26. 
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Figure 13: Simatic S7-1500 / DB100 – Connection Data 

 

 modbusMode: In the following table [🕮 25] you read the "modbusMode" according to the data 

you want to read out from the PITreader.  

 

 modbusDataAddress: This is the start address of the requested Modbus Register. 

 

 

 

 

INFORMATION 
 

On the PITreader, the addressing for Modbus/TCP data areas starts at "1". 

On the Simatic PLCs addressing start at "0". 
 

 

 

 modbusDataLen: Look in on the PITreader user manual to find out which data you need and enter 

the required data length. 

 

  

2 

1 

1 
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 RemoteAddress in Dec: 

‒ ADDR[1]: 192 

‒ ADDR[2]:168 

‒ ADDR[3]: 0 

‒ ADDR[4]: 12 

 RemotePort: 502 

2 
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6.3.1.2 Simatic S7-1500 / modbusMode 

 
Figure 14: Simatic S7-1500 / modbusMode 
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6.3.1.3 PITreader – Modbus data areas 

 
Figure 15: PITreader Modbus Register (1) 
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Figure 16: PITreader Modbus Register (2) 
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6.3.2 Request Modbus Data 

To request the Modbus data the bit "request" must change from "false" to "true". 

 

At the output "status" you can see whether the data request is successfully executed. 

The error codes can be found in the online help and in the following figure. 

 

6.3.2.1 Output parameter “Status” / Error codes 

 

 
Figure 17: Simatic S7-1500 / Parameter Status (1) 
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Figure 18: Simatic S7-1500 / Parameter Status (2) 
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Figure 19: Simatic S7-1500 / Parameter Status (3) 
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Figure 20: Simatic S7-1500 / Parameter Status (4) 

 

6.3.3 DB4 HoldingRegisterRead 

The data received by the PITreader is stored in the DB4 “HoldingRegisterRead”. 
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6.3.4 Monitoring Modbus Data 

Monitoring the Received Modbus Data in DB4 

 
Figure 21: Simatic S7-1500 / Monitoring Modbus Data 
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7 Rockwell ControlLogix 

In progress 

 

7.1 Example project  

The Modbus example project can be downloaded from Rockwell Homepage. 

 
ID 101037 
https://www.rockwellautomation.com/search/ra_en_GLOBAL;keyword=101037;startIndex=0;activ
eTab=Sample_Code;spellingCorrect=true;facets=;languages=en;locales=en_GLOBAL;sort=bma;isPL
S=false;sessionID=607557b3-17c4-d953-6c82-df47b983fa35;deepLinking=false 
  

https://www.rockwellautomation.com/search/ra_en_GLOBAL;keyword=101037;startIndex=0;activeTab=Sample_Code;spellingCorrect=true;facets=;languages=en;locales=en_GLOBAL;sort=bma;isPLS=false;sessionID=607557b3-17c4-d953-6c82-df47b983fa35;deepLinking=false
https://www.rockwellautomation.com/search/ra_en_GLOBAL;keyword=101037;startIndex=0;activeTab=Sample_Code;spellingCorrect=true;facets=;languages=en;locales=en_GLOBAL;sort=bma;isPLS=false;sessionID=607557b3-17c4-d953-6c82-df47b983fa35;deepLinking=false
https://www.rockwellautomation.com/search/ra_en_GLOBAL;keyword=101037;startIndex=0;activeTab=Sample_Code;spellingCorrect=true;facets=;languages=en;locales=en_GLOBAL;sort=bma;isPLS=false;sessionID=607557b3-17c4-d953-6c82-df47b983fa35;deepLinking=false
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8 Kunbus RevPi 

8.1 Prepare RevPi as Modbus Client 

8.1.1 Activate Modbus Master on RevPi 

 Navigate the Webbrowser to the IP-Address of the RevPi 

 
Figure 22: Login page 

 

 Login as user “admin” with the associated password 

 
Figure 23: Login as user "admin" 
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 Switch to “SERVICES” tab 

 
Figure 24: Website of RevPi / Service page 

 

(1) Enable Modbus Master 

(2) Save Settings 
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8.1.2 Check the RevPi Core version 

 Open a terminal window to RevPi. In this example we are using PuTTY 

 
Figure 25: PuTTY 

(1) Enter IP-Address of RevPi 

(2) Select SSH as protocol 

(3) open the connection 

 

 

 
Figure 26: Terminal Window RevPi 

(4) login as user “pi” 

(5) Execute the following command: piTest –d 

(6) Remember the version of the RevPi. This is needed later to configure the RevPi. In this case 

“RevPi Core V1.2” 
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8.1.3 Configure Modbus Master via PiCtory 

 Navigate the Webbrowser to the IP-Address of the RevPi and login as “admin” like done before in 

section 8.1.1. 

 Start PiCtory to configure the RevPi. 

 
Figure 27: Website of RevPi / Apps page 

 

  

 Drag’n’Drop the device with the previously found version: RevPi Core V1.2 

 
Figure 28: PiCtory device configuration 
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Figure 29: Add Modbus/TCP Master 

(1) Drag’n’Drop the virtual device “ModbusTCP MASTER” to an empty slot right of the RevPi 

device. 

(2) Select the “ModbusTCP MASTER” device and parameterize IP address and port of the slave 

to which the master is to be connected. 
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8.1.4 Configure extended data of the Modbus Master 

 
Figure 30: Opening extended data 

 Open context menu by a right click on the “ModbusTCP MASTER” device. 

 Select “Extended Data” to configure the process data of interest. 

 

 

>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>> 
 

 
Figure 31: Editing extended data of the virtual ModbusTCP Master 

(1) Select the required function code 

(2) Set the requested data,- start at register 1 and fetch 2 registers 

(3) Write fetched data to variable named “Input_Word_1”. The data of the next register will be 

stored in “Input_Word_2”. 

 

Leave the parameter “Action Interval (ms)” at the default value of 1000ms. That means, the RevPi 

polls the corresponding Modbus register every 1000ms. 

 
Figure 32: Confirmation of edited extended data 

(4) Accept the settings with “Ok” 

1 2 1 
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Figure 33: PiCtory – Save configuration 

 Save configuration 

 

 
Figure 34: PiCtory – Reset driver 

 Reset driver 
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8.2 Using the process data within the RevPi 

One way to access the received Modbus variables is by using the command line tool “piTest” like 

shown below:  

Figure 35: Read variables with the command “piTest” 

 

Figure 36: Write variables with the command “piTest” 

 

[1] Enable Overwrite 

[2] Set LED to red 

[3] Activate flash mode 

[4] Disable Overwrite 

 

 

The command line tool “piTest” has serval options to get the process values of interest. 

For a complete list of available options, perform the command without any options. 

 

  

0206 1C27 
hex 

dez 

1 

2 

3 
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This command can be integrated in other scripting languages to further process the values 

according to the requirements. For example, to forward the data to a higher-level control system or 

a cloud provider. These could be, among others, the following: 

 

 Amazon Web Service  https://aws.amazon.com 

 Microsoft Azure  https://azure.microsoft.com 

 IBM Cloud   https://www.ibm.com/cloud 

 Google Cloud  https://cloud.google.com 

 Telekom   https://cloud.telekom.de/en 

 

The corresponding documentation must then be consulted and checked for feasibility. In addition to 

Linux knowledge, additional knowledge regarding high-level programming languages or script 

languages may be required. 

PSS4000 RevPi
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Figure 37: Example diagram 
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