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Release | Date Changes Chapter

01 2023-08-17 | Creation all

Validity of Application Note

This present Application Note is valid until a new version of the document is published.

This and other Application Notes can be downloaded in the latest version and for free from
www.pilz.com. For a simple search, use our content document (1002400) or the direct search function
in the download area.

The Pilz newsletter is free of charge and keeps you up to date on all the latest issues and trends in
safe automation.

Exclusion of Liability

We have taken great care in compiling our application note. It contains information about our
company and our products. All statements are made in accordance with the current status of
technology and to the best of our knowledge and belief.

While every effort has been made to ensure the information provided is accurate, we cannot accept
liability for the accuracy and entirety of the information provided, except in the case of gross
negligence. In particular, all information on applicable standards, safety-related classifications and
time characteristics should be viewed as provisional. In particular it should be noted that statements
do not have the legal quality of assurances or assured properties.

We are grateful for any feedback on the contents.

August 2023

All rights to this publication are reserved by Pilz GmbH & Co. KG.

We reserve the right to amend specifications without prior notice. Copies may be made for the user’s
internal purposes.

The names of products, goods and technologies used in this manual are trademarks of the respective
companies. Please note the current information about the products, their licenses and registered
trademarks in the documents listed in Chapter 1 Useful documentation [ 5].

Industrial Security

To secure plants, systems, machines and networks against cyberthreats it is necessary to implement
(and continuously maintain) an overall Industrial Security concept that is state of the art.

Perform a risk assessment in accordance with VDI/VDE 2182 or IEC 62443-3-2 and plan the security
measures with care. If necessary, seek advice from Pilz Customer Support.
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https://www.pilz.com/en-INT/search?SEARCHTERM=1002400
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https://www.pilz.com/en-INT/company/news/newsletter
https://www.pilz.com/en-INT/products/industrial-security
https://www.pilz.com/en-INT/support/technical-support

Abbreviations

Abbreviations
Abbreviation / term | Description Source
AN Application Note www.pilz.com > AN content (1002400)
PNOZ Pilz E-STOP positive-guided www.pilz.com > PNOZ
(DE: Pilz NOT-AUS-Zwangsgefiihrt)
PNOZmulti 2 PNOZmulti Generation 2 www.pilz.com > PNOZmulti 2
PSS Programmable control system www.pilz.com > PSS
(DE: Programmierbares Steuerungssystem)
PSS u2 PSSuniversal, 2" generation www.pilz.com > PSS u2
POU Program Organization Unit
NC Normally Closed
NO Normally Open
Equipment ID Equipment Identifier

Definition of Symbols

Information that is particularly important is identified as follows:

CAUTION!

This refers to a hazard that can lead to a less serious or minor injury plus material
damage, and also provides information on preventive measures that can be taken.

NOTICE

This describes a situation in which the product or devices could be damaged and also
provides information on preventive measures that can be taken.
It also highlights areas within the text that are of particular importance.

INFORMATION

This gives advice on applications and provides information on special features.
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Useful documentation

1 Useful documentation

Reading the documentation listed below is necessary for understanding this Application Note.
The availability of the software used, and its safe handling are also presupposed for the user.

1.1 Documentation from Pilz GmbH & Co. KG

Description

Item No. /Download

Pilz international homepage, download section

www.pilz.com

Operation Manual PNOZ m B1

www.pilz.de > Download 1003790

Operation Manual PNOZ m ES SafetyNET

www.pilz.de > Download 1004535

Operation Manual PNOZ m EF 4DI4DOR

www.pilz.de > Download 1002702

v iwin| =

Data sheet SafetyNET p Cable

www.pilz.de > Download 1003730

1.2 Documentation from other sources of information

Description

Item No. / Download

AW | =
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Used hardware and software

2 Used hardware and software

2.1 Pilz products

No. | Descriptions Order number | Version Number

1 Hardware 772101 01.09.00 2
PNOZ m B1

5 Hardware 772122 01.01.00 2
PNOZ m EF SafetyNET

3 Hardware 772143 1.1 2
PNOZ m EF 4DI4DOR

4 Hardware 380001 -- 1
SN CAB RJ45s RJ45s, 0,5m

5 Hardware 751016 -- 2
Set4 Spring Terminals

6 Hardware 751017 - 2
Set 5 Spring Terminals

7 Hardware 783540 - 2
Spring terminals PNOZ mml2p

8 Software -- 11.2.0 --
PNOZmulti Configurator

9 Online help -- 11.2.0 --
PNOZmulti Configurator

2.2 Third-party products

No. | Descriptions Order number | Version Number

1

2

3

4
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Used hardware and software

2.3 Structure of the application (schematic)

i

LR B

Figure 1: Application — Structure of the hardware (schematic)

Yellow shows the SafetyNET p-Cable and the blue cable is a normal RJ45-Cable for the connection
between the programming computer and the system.
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Application description

3 Application description

This Application Note uses the PNOZmulti Configurator to describe how to connect two

PNOZmulti 2 systems via SafetyNET p.

Two programs are written using the PNOZmulti Configurator and linked together via the PNOZmulti
Editor (implemented in the configurator). Then these are transferred to the systems and the entire
system is then tested for function.

The basic procedure for successful basic configuration is shown here step-by-step, mostly in pictures.

NOTICE

A detailed explanation of safety functions used in the failsafe application and its
evaluation regarding functional safety are not a part of this document.

This document only describes the procedure for use of PNOZmulti 2 systems with the
order number 772101.
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Configuration

4 Configuration

4.1 Configuration in the PNOZmulti Configurator

For connection of several PNOZmulti with SafetyNET p it is necessary to create a PNOZmulti
program for each base unit. In case of this AN two programs must be created. The following
explanation serves to create both programs.

4.1.1 Hardware configuration

For creation of the program the PNOZmulti Configurator is necessary (see Chapter 2.1 Pilz products
[T 6]).

If the configurator starts, a new project is opening automatically. The first thing that can be done
here is the hardware configuration.

- With a double click on the desired module in the module view or with drag & drop.

¥§ Hardware Configuration X ¥ User Programs

i
! Fieldbus module PNOZ m ES CANopen ~ | &¥ Drag/Drop module to new position between/a
| Fieldbus module PNOZ m ES CC-Link
I Fieldbus module PNOZ m ES EtherCAT
I Fieldbus module PNOZ m ES EtherNet/IP ﬁl E
I Fieldbus module PNOZ m ES Profinet L B -
| Fieldbus module PNOZ m ES Powerlink =y : -
~ 2 Input Modules Ea . I : f '
[ Input Module PNOZ m EF 16DI Ii - !E
~ 12 Output Modules u
[ Output Module for standard applications PNOZ m ES 14D0O ":I =
~ 1 Relay Output Modules '_"'

[ Relay Output Module PNOZ m EF 4DI4DOR

[ Relay Output Module PNOZ m EF 4DI4DORD W a

[ Relay Output Madule PNOZ m EF 2DOR g
~ = Semiconductor Output Madules

I Input/Output Maodule PNOZ m EF 8DI14DO

[ Semiconductor Output Module Dual-Pole PNOZ m EF 8DI2DOT

PRy DO O U T P

Figure 2: Drag & Drop from module view to HW-Configuration

For the easy recognizability of the modules the equipment ID should be changed.

Module Name Version Equipment Identifier  Location Description | 0
E -1 PNOZ m EF SafetyNET V1.1 (FW0.. SafetyNET 128 32
£ 0 Base Unit PNOZ m B1 v1.9 (FW 0.. Base unit 0 0
[ 1 Relay Output Module PNOZ m EF 4DI4DOR  v1.0 4 4

Figure 3: Change equipment ID

Switch to “User Programs” tab

“§ Hardware Configuration H user Programs

B 1.8ase unit x EIN

~ & Untitled1
~ § PMOZ m B1 (Base |

~ '] Main Program
[ (Page 1)

Figure 4: Tab "User Program"
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Configuration

4.1.2 Program creation

With a double click on the input element a simple input can be added:

w4
-

45,

Figure 5: Double click input element

Now the respective input with the correct equipment ID can be chosen.

o Activate Input/Output X

Activate Input/OQutput

@ Activate settings for configuration of the input and output element.

1/0
Equipment ID: | SafetyNET ~ | I/O: i0 ~ | uses: Test Pulse O

Detection of shorts between contacts in the input circuit
[ Negate

Input signal after power on is "1"

Configure input for Standard Functions

Filter time
& || With filter time

Change Default Value 40
SafetyNET p
SafetyNET p Mapped I0: Mo Mapping Available

Equipment ID

Enter equipment ID: ‘ ‘

Location description

Enter location description:

Figure 6: Choose equipment ID and input

With a double click on one of the middle placeholders (rectangular) logic can be added.

Figure 7: Double click on placeholder
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Configuration

INFORMATION

The placeholder in the left and right are reserved for input and output elements and cannot
be used for logic blocks.

LOGIC

- CTVDZ~—
- CUOU-HCO

Select element and make required settings (See Online Help).

## Insert Element *
@ Insert AND Gate
1] [ | =
[15 1 Al 1
(o) [© H= B
= [ 6

Figure 8: Select element

Accept with "OK"

« Configure Logic Element x

Logic element: AND Gate

@ Settings for configuration of the element AND Gate.

General

[ configure input for standard functions
Inputs

Number of inputs: |2~

Negate

[Jinput 1 [Jinput 2 Input 3
Input 4 Input 5

[] Output

Equipment ID

Enter equipment ID:

Figure 9: Settings of logic block "AND"
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Configuration

-With double click on placeholder for outputs a output block can added:

Figure 10: Output placeholder

&= Insert Element >

@ insert Relay Output
s

Figure 11: Select relay output

+* Configure Relay Output

2

Nai Output element: Redundant Relay

Outputs General PVIS

Number of outputs

(O Single output (@ Dual output Redundant, diverse output
[] Feedback loop used

Connections

Output 1: Equipment ID: | 4DI4DOR ~  1/O: ol b

Output 2: Equipment ID: | 4DI4DOR ~ | /O o1 b

Output Allocation
o0 =13/14
ol=23/24
02=33/34
03=43/44

Cancel

Help

Figure 12: Set settings for relay output
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Configuration

Now it is possible to drag and drop a red dot and then connect it to an orange dot.

£ 4DI4DOR o8

safetyNET.i0 ()—— -y . P 7% 2014007 .00

r n DI4DOR.ol

™ 4DI4DOR ol
-

Figure 13: Colored dots at the blocks

INFORMATION

The color of the dots changes only after clicking on a red dot.

Important for the SafetyNET p connection is the SafetyNET status element. It can be added as input
element as soon as a SafetyNET Module is added in the hardware configuration.

.................. 2= Insert Element >

@ Insert SafetyNET p
Status

-
|y & % [
d g8 e

Figure 14: Add SafetyNET p status

The standard configuration is sufficient here.

4= Configure SafetyNET p Status Element

&P SafetyNET p Status: Status element

General  pPVIS

Settings

Select SafetyNET p Module: SafetyNET
Element ID

Activate diagnostics

Select Element ID: 1 ~

Equipment ID

Enter equipment ID:

Location description

Enter location description:

Cancel Help
Figure 15: Configuration SafetyNET p status element

Application Note Build a SafetyNET p connection between two PNOZmulti 2 systems

1006688_EN_01 PILZ | 13/30



Configuration

4.1.2.1 Program 1

The complete program looks like this:

Basis.RLO: 1 — B—{ ' SafetyNET.o8
Wl  SafetyNET.ol
SafetyNET. i@ 4.—|_. \; B— ADI4DOR. 0@
SafetyNET.il H—L. A= B— 4DI4DOR. 0@
SafetyNET.i2 4.—‘ B & B— 4DI4DOR.ol
B— 4DI4D0OR. 0l
- B— 4DI4DOR.02
& 3 ’
— 4DI4D0OR.02
= & B— 4DI4DOR.03
SafetyNET —a B— 4DI4DOR.03
1
Figure 16: Program 1
The configuration goes on in Chapter 4.1.3 hange IP-Address (recommended) [EJ 15].
Program 2 will be created later.
4.1.2.2 Program 2
The complete program looks like this:
Basis.RLO: 1 i l—{  SafetyNET.o
B—  SafetyNET.o
B—{ ) SafetyNET.o
L
.—
ADI4DCR. 18 — - |
= . B— ADTADOR., of
S5afetyNET.i@ i A= B— ADIADOR. o6
S5afetyNET. i1 i i B | B— 4DI4D0OR. 01
B— 4ADTADOR. ol
————— &
O E— ADIADOR. 02
@5 e
— 4DTI4D0OR. 02
n— e | B— 4ADT4ADOR. 03
SatetyNET —N B— ADIADOR. 03
1
Figure 17: Program 2
Application Note Build a SafetyNET p connection between two PNOZmulti 2 systems
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Configuration

4.1.3 Change IP-Address (recommended)

The respective base unit must be connected DIRECTLY to the configuration PC via network cable

(Not via the other base unit).
Then the appropriate connection can be selected (Default IP: 169.254.60.1).

| 169.254.60.1 (Default) v| %y

Figure 18: Select interface

The "Online" button establishes a connection to the base unit.

v |8 At

- Press to Go Online -

Figure 19: Button "Online"

Once the connection is established, the "Configure Device Ethernet Connection..." button can be
selected.

e = L] IR J

Configure Device Ethernet Connection...

Figure 20: Button "Configure Device Ethernet Connection..."

An IP address for the base unit must now be set here. (Important: Activate the checkbox "Use as
project Ethernet connection”).

- For program 1 we use 192.168.0.50

- For program 2 we use 192.168.0.51

= Configure Device Ethernet Connection X
Configure Device Ethernet Connection :ig
ﬁ Configure settings for the Ethernet connection [ e N

[ —

() Set IP address automatically
®) Use the following IP address:

1P address: 1% . 168 . 0 . 30
Subnet mask: 255 . 255 . 0 . 0
Gateway address: o .0 . 0 . 0

Online imeout (range: 700 - 30000 ms):

[iUse as Project Ethernet Connection:

Cancel Help
Figure 21: Set IP-Address and checkbox
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Configuration

A window opens. Confirm with yes.

& PNOZmulti Configurator X

I.-"'_"\-.I ¥ou have changed the Ethernet connection settings.
L ¢

Select "Yes' to download the settings now and restart base module,
Select ‘Mo’ to download settings with next project download.

Yes Mo

Figure 22: Apply settings and restart

Now the device data of the base unit must be entered to verify that the IP address is changed on
the correct device.

o+ Base Unit X

Please enter the base unit's device |D (order number + senal number):

Order number Senal number

| |
Cancel

Figure 23: Enter device data

The device is assigned the new IP address and the process is confirmed with the following window:

o PMNOZmulti Configurator x

| Download successful

Figure 24: Confirmation of correct download

If this has been done for both projects, both devices can now be connected to the configuration
PC, as shown in Figure 1: Application — Structure of the hardware (schematic) [EJ 7].
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Configuration

4.1.4 Save program

Select the “"Save” button to save the program.

=H &9

R Save it

! Draiscé AMasnsmar
Figure 25: Button "Save"

Since there is no SafetyNET p configuration yet, the following note can be confirmed with "OK".

&+ PNOZmulti Configurator x

0 | Project "Untitled1” contains one or more errors/warnings.
Y For more details, see Information window, Problems tab.
These errors/warnings must be resolved before loading the project to the hardware.

[] Do not show this message again.

Cancel

Figure 26: Hint with error/warning

In the next window, passwords for the 3 user levels must be defined. However, only level 1 is used
in this AN.

= Set Passwords X

Level 1

Password:
Confirmation:

Level 2
Passwaord:
Confirmation:

Level 3
Passwaord:

Confirmation:

UL

Cancel Help

Figure 27: Set up passwords
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Configuration

Now the save path must be selected. Then confirm with "OK".

&8 Save As ot

Details
Name: | afetyNETpUnit1 |

Path: | Ci\Uisers' v mesemey Documents\Pilz 5afetyMET | Browse
Cancel

Figure 28: Choose save path

The program is saved.

You can now start creating the 2nd program. To do this, repeat the steps from Chapter 4.1
Configuration in the PNOZmulti Configurator [Ed 9]

Program 2 should be saved in the same directory as program 1.

Application Note Build a SafetyNET p connection between two PNOZmulti 2 systems
1006688_EN_01 PILZ | 18/30



Configuration

4.2 Configuration in the PNOZmulti Network Editor

Once the two programs have been created, the SafetyNET p connection can be configured.

To do this, start the editor in the PNOZmulti Configurator (regardless of whether it is newly opened
or still in the project) via Project > PNOZmulti Network Editor > Start PNOZmulti Network
Editor....

Project Edit View Tools Simulation PNOZmulti Windows Macro Diagnostics Help

9 New Ctrl+N -
& Open.. a0 |7 @ %I 5 ||169.254.60.1 (D

Close oW |

Save Ctrl+5 [
[ Save As...

1 Import » RLO: @ -
i3 Export »

= Create and Print Reports... Ctrl+P
=0 Change User Level...

&1 Write-Protect
i Read-Protect

_ = : ET e O ———— o
Project Properties... T
== Configure Project Ethernet Connection... yer. 11

. PNOZmulti Network Editor... > Launch PNOZmulti Network Editor...

4 it Alt+F4 [ L&
Figure 29: Start PNOZmulti Network Editor

With the button "New" a new SafetyNET p project is created. This is necessary to correctly assign
the virtual inputs and outputs between the projects.

Project Edit Toolg

e o

Figure 30: Button "New"

A project name and the save location are assigned here.

. Create new Network Project m] x

Create new Network Project

Click "Finish" to create the Network Project.

Project name: | Network_SafetyNET ‘

[ Use default project directory

Project directory: | ChUsers\y momss Documents\Pilz\ SafetyNET | D
Author: | e —— ‘
Version: | 0.1 ‘
Date: 2023-08-01 07:0¢

Comment:

Finish Cancel

Figure 31: Set up project name and save path
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Configuration

Now the option "Copy sub-project into Nework project” can be selected via the context menu on

the newly created project in the project manager.

Project Edit Tools Window Help
O skl
Project Manager X =N =

% Network_SafetyNET
Create backup copy

e21 Copy sub-project into Network project
Launch Configurator

B Remove Network project from Project Manager

Figure 32: Copy sub-project

In the new window, select the parent folder where the two projects are located:

- Prerequisite: Both projects are located in the same folder.

Copy Sub-Projects into Network Project x

OneMote-Notizbicher ~

Outlook-Dateien

PASA000

PASconfig

v Pilz
s SafetyMET

MNetwork_SafetyNET
SafetyNETpUnit1
SafetyNETplnit2

< >

Folder: | SafetyNET

Make Mew Folder Cancel
Figure 33: Choose folder
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Configuration

All projects in the directory that can be integrated into the network are now displayed. All required
projects must now be selected. Then confirm with "OK".

B Copy Sub-Projects into Network Project m] X

Copy Sub-Projects into Network Project
Select the sub-prajects that are to be copied into the Praject Manager.

Source directory:  C:\Users\

M\Documents'\Pilz\SafetyNET

Project Directory
HEd| SafetyMETpUnit1 Ci\Users) & me S o\ Documents'\Pilz\ SafetyNET\SafetyNETpUnit1
SafetyNETpUnit2 C\Users\ i B \Documents\Pilz\SafetyNET\SafetyME TaUnit2
Select/deselect all

Figure 34: Project view

The projects are now copied to the network project and are visible in the project manager. One of
the projects is marked as [Master].

@ B3 55

Project Edit Tools Window Help
o

Project Manager X
w e Network_SafetyNET

= SafetyNETpUnit1 [Master]
o SafetyNETpUnit2

Figure 35: Project manager after adding the projects

Now the mappings must be carried out. For this purpose, the I/0 Mapping Editor must be opened.

Project Edit Tools Window Help

ACIEALE | /O Mapping Editor (Ctrl+Alt+M)

w Netwurk_gafetyl‘slﬁ_
o SafetyNETpUnit1 [Master]
o SafetyNETpUnit2

Figure 36: Open I/O Mapping Editor
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Configuration

The first program is selected as the data source and the second as the data sink.

I}/O Mapping Editor: Network_SafetyNET

@ Map a project's data sources to the data sinks of another project.

Data source

Data sink
SafetyNETpUnit1

Figure 37: Data source and data sink

Now an output is selected as source and the corresponding input in the 2nd program as sink.

Subsequently, the selected inputs and outputs can be connected with each other via the button
"Perform mapping".

1/0 Mapping Editor: Network SafetyNET X

IfO Mapping Editor: Network SafetyNET

@ Map a project's data SOUFCes 1o the data sinks of another project

Data source Data sink

v | = | SafetyNETpUnit2

SafetyNETpUnit1

Number of selected rows: 1

Number of selected rows: 1
Device Diata source

Device Data sink
[ SafetyNET  SafetyNETpUnit] SafetyNET.00 "] SafetyNET  SafetyNETpUnit2 SafetyNET.i0
L] 2 SafetyMET SafetyMETpUmnit].SaletyNET.01 I: 2 SafetyMET SafetyNETpUnit2 SafetyMET.1

Figure 38: Perform mapping

The performed mapping can be checked in the I/0O mapping list.

Properties (VLo By T T T T TR o T T 0 (Y [ A el Problems: Network_SafetyNET
Displaying 1 of 1 /O mappings
<Enter filter text>

Data source Data sink

SafetyNETpUnit1.SafetyNET.o0 SafetyMETpUnit2.5afetyNET.I0

Figure 39: I/0O mapping list

This is done for all combinations. Then the data source and data sink can be swapped. Then the
mappings can be made again.

There are several ways to swap the data sink and source:
- By the arrow key (for two projects):

=

Figure 40: Swap arrows

- By selecting the source and sink (for two or more projects).
Data source

Data sink
SafetyNETpUnit1 ~ | |SafetyNETpUnit2 ~
<Select project>_ «<Select project>
--- Show all projects --- --- Show all projects ---
SafetyNETpUnit2
aVIrs ATA CAlIFea SafetyNETpUnit1
Figure 41: Swap data source

Figure 42: Swap data sink

Application Note Build a SafetyNET p connection between two PNOZmulti 2 systems
1006688_EN_01

PILZ | 22/30



Configuration

1/0 Mapping Editor: Network_SafetyNET X

IO Mapping Editor: Network SafetyNET

Data source

SafetyNETpUnit2

(@ Map a project’s data sources to the data sinks of another project.

Data sink

Figure 43: Swapped data source and data sink

Finally, the mapping should look something like the following:

Displaying 5 of 5 1/0 mappings

<Enter filter text=

Properties [FLo Ry ETT T T N S TV R U | I Rl Problems: Metwork_SafetyNET

Data source

SafetyNETpUnit1.5afetyNET.o0
SafetyNETpUnit1.SafetyNET.o1
SafetyNETpUnit2.SafetyNET.o0
SafetyNETpUnit2.SafetyNET.o1
SafetyNETpUnit2.SafetyNET.02

Data sink

SafetyNETpUnit2.5afetyNET.i0
SafetyNETpUnit2.5afetyNET.i1
SafetyNETpUnit1.SafetyNET.i0
SafetyNETpUnit1.SafetyMET.i1
SafetyNETpUnit1.SafetyMET.i2

Figure 44: |/0 mapping result

Now the mapping is complete. Program 1 can be opened again.
INFORMATION

project. Please note the directory path in Figure 45.

l This PC Documents Pilz » SafetyMNET > Network SafetyMET > SafetyNETpUnitl

MName Date modified

l Backup

B cin

B PvisoPCData

.Trans.la ns

B Buildinfo.txt

B connectionacml

B PASconnect.properties M
H SafetyNETpUnitl.mpnoz2 6/23/2023 9:57 AM
] SafetyMETpUnit1.watch 0 AM

Figure 45: Open copied SafetyNET project

v N Piz
v W SafetyNET
~ B Network_SafetyNET
B PNOZmulti Network Editor Exchange

> [ SafetyNETpUnit1
B SafetyNETpUnit2
B SafetyNETpUnit1
B SafetyNETpUnit2

Figure 46: Green - Original project, Red - Copied SafetyNET project

File folder
File folder
File folder
File folder
File folder
TXT File
File

Program 1 copied from the computer must be opened from the folder of the SafetyNET p

Properties-Quelld...

PNOZmulti11.2.0
WATCH File
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After opening, the password for level 1, which was previously assigned, is requested first:

¢ Legin *
Legin

Select level: Level 1

Enter password: |

Cancel Help

Figure 47: Login window

The following message should now appear, which can be confirmed with "OK":

& PNOZmulti Configurater et

! The project has been updated as a result of changes to the SafetyMNET p configuration in PMME project "Metwork_SafetyMET".
3

This changes the SafetyMET p Device Checksum. A new download is required.

Press 'Save' to save the project.

Figure 48: Note regarding changes

The PNOZmulti Configurator project manager now has some icons as a background. This shows
that the project has a SafetyNET p connection.

w o SafetyMNETpUnitl.mpnoz2
~ E PNOZmE1 (al)
% || Main Program
i (Page 1)

Figure 49: Project manager with background
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About Project - Project Properties... and then in the "SafetyNET details" tab this can also be
checked. Project details should be found here.

Project Edit Tools Windows Help

] Mew Ctri+M
Open... Ctrl+0
Close Ctrl+W

=

it

Save Ctrl+5

Save As...

EE: EZ

Import »
Export »

C. [

Generate Parts List Ctrl+5hift+E

[

Create and Print Reports... Ctrl+P

i

kN

Change User Level...

@ Write-Protect

4= Read-Protect

2= Project Properties...

== Configure Project Ethernet Connection...

Figure 50: Project Properties

o* Project Properties x

Project Mame: | SafetyMETpUnit1

ChUsers' = me mewmeg Documentsh Pilz\SafetyMET
Project Location: ‘\Metwork_SafetyMET
\SafetyMNETpUnit1\SafetyNETpUnitl.mpnozd

Main Prugram SE'FEt_‘,."NET details

Details

PMOZmulti Metwork project name: Network_SafetyMET
SafetyMET p Device Checksum: SCBa

Metwork Project Checksum: 0635_2359

Figure 51: Project Properties, Tab "SafetyNET details"

The window can be closed.
Clicking on "Save" again and confirming the message with "OK" means that the project is ready for
transfer.
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4.3 Download projects to the devices

The download of the programs to the two devices is identical. For the purposes of transparency, only
the download of program 1 is explained here.

To download the program, an online connection must be established with the PNOZ mB1. To do
this, select the correct interface, which was set up in Chapter 4.1.3 Change IP-Address
(recommended) [Ed] 15].

192.168.0.50 v

Figure 52: Select interface

Then click the "Online" button (see Figure 19: Button "Online" [EJ 15]).
The project can now be transferred to the PNOZ m B1 via the project manager.

e | 192.168.0.50

Project Manager...

Figure 53: Button "Project Manager"

The device data from the PNOZ m B1 must now be entered in the following confirmation prompt

(See Figure 23: Enter device data [ 16]).
In the project manager, the program can now be saved to the USB memory.

o Project Manager X
Project Manager 4
-ﬂ Manage projects for the PMOZmulti Configurator and the connected base unit. | @
~ PNOZ Multi Config

Project Name: SafetyMETpUnit1

Check Sum Safe: 1C8

SafetyMET p Device Checksum: SCB2

Last Modified: 8/1/2023 08:01:00
~ Connected Base Unit

~USB DI’IVE“ Save from PNOZmulti Configurator to USB memory |- Active Project

USB:/
Project Mame: Profinet_PNOZ_mB1
Mame Date Downloaded  R.. Check Sumn Safe: ASDE
O — . 1 04/02/2010 23:5... SafetyMET p Device Checksurm:
= 1 20/02/2010 0C:A... Last Modified: 2/20/2023 07:12:00
-] = = 05/01/2010 23:1...
Device Type: Base Unit PNOZ m B1
IP Address: 192.168.0.50
Close Help
Figure 54: Project manager - Save to USB
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The unit should then activate the program. Thus, the upper option can remain selected.

0 Activate on the base unit =4

l . Warning - this action stops the PNOZmulti

(®) Save project on USB memaory and activate

() Save project on USE memory only

Cancel

Figure 55: Activate program

Restart unit.

o Restart >

Restart PNOZmulti?

Yes Mo

Figure 56: Restart unit

Now the procedure from Chapter 4.3 must be repeated for program 2.
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Testing of the SafetyNET p — Connection

5 Testing of the SafetyNET p — Connection

If everything is working properly, the O2 and O3 LEDs on the PNOZ m EF 4DI4DOR, program 1,

light up.

If 24V is now applied to input 10 of the PNOZ m EF4DI4DOR (program 2), its |0 LED lights up, as
well as the output LEDs of both relay modules.

The SafetyNET p connection has been established and is working.

Application Note Build a SafetyNET p connection between two PNOZmulti 2 systems PILZ | 28/30
1006688_EN_01



Table of figures

6 Table of figures

Figure 1:
Figure 2:
Figure 3:
Figure 4:
Figure 5:
Figure 6:
Figure 7:
Figure 8:

Application — Structure of the hardware (SChEMALIC) .......cc.oveveueceuecrrnerirreerrecrnecrecsiecsieseseseeens 7
Drag & Drop from module view to HW-Configuration ... 9
Change EQUIPIMENT ID ... sieessees s s esisse ettt esesesesesesese st ssssesesesesesenees 9
TAD "USEI PrOgram ... cceecerierrinecsiecessnsssanessisesssssssssnesssessssesesesesesssssesssssesssssesesessessssessssnessssnesesenees 9
Double click INPUL @IEMENT ...t esesss st eresese s e ssenecs 10
Choose equIpMENTt ID aNd INPUL...cucirireeieeiiecsiecssiecssissssessessessesisesssssesssesesssesesesssessissessssnesesens 10
Double click ON PlACENOIAEN ... st esesese s ssenecs 10
SEIECE EIEMENT ..ottt bbb bbb 11

Figure 9: Settings Of 10GIC BIOCK "AND" ...t eriecsiecsiessseseessissesi st ssssesesesesesessesesesssssesssens 11
Figure 10: OULPUL PlaCENOIAEN ...ttt esesesese et sseesesesesesenes 12
FIgUre 17: SEIECE rIAY OULPUL ..cccveeceirceiceecic sttt s esi st ese bt sseesebesesesenes 12
Figure 12: Set Settings fOr relay OUTPUL........coccecreciieceiecsiecsiecssiseessisesie st esses s s e ssssesssens 12
Figure 13: Colored dots at the DIOCKS ...t ssiseesiecsises s ssesesesessesssessssnesssens 13
Figure 14: Add SafetyNET P STAtUS ....occurirecrieceiecsiecsiieeesiessieesiseestsessssesssissssesseessssessssesssesesesessesssssssssesssens 13
Figure 15: Configuration SafetyNET p Status @lement ... cececeiecesneessinssesisecsssessssnesesens 13
FIGUIE T6: PrOgram T .....cceeceeeeeceieceieceeessesessasessssesesse s e s s e sasssasessssessssssssss s e s sasessssessssesssnesssnessssnes 14
FIGUIE T7: PrOGIamM 2 .....ccoieeeeeceeeeieeeieseesessesessssessssesssse e s s s e sase s sssssssssssssessasessasessasessasessssessanesssnsssssses 14
FIQUIE 18: SEIECT INTEITACE .oucevereirceiceict ittt 15
FIGUIE TO: BUTEON "ONIINE" ... ottt ssses s st bbbttt senes 15
Figure 20: Button "Configure Device Ethernet CONNECLION..." .......oernecrneciieceieeerneesiseesiecsesecssenesesens 15
Figure 27: Set IP-Address and ChECKDOX ... ssesesesesssesesesssssesssens 15
Figure 22: Apply SEtHINGS AN FESEAIt ......cvvverveceieceiecicrie s sri st st ese s se s ssene 16
FIgUre 23: ENtr d@VICE data ...ttt sseses s esesss st esssesesesesesesesssssesssssesssenesesenes 16
Figure 24: Confirmation of COrrect dOWNIOAd ..........cc.vvueruneceineciiecineceireeessecsiecstes s ssessseseeesesesssssesesens 16
FIGUIE 25: BUTTON "SAVE" ...ttt 17
Figure 26: HiNt With @rTOr/WarniNg......cccieceeceineserissessiseesiecsssesssssesssesssessssesssssessssnesssesesesesscsssessssnesssens 17
FIQUIE 27: SET UP PASSWOIAS ...courverirrirereimncersneesesessesessiseesissesstssesssssesssessesesese et st ssesesesesesesessesssssessssnesesensesenes 17
Figure 28: ChOO0SE SAVE Path. ..ttt ssies st s eseses s ssssesssssesssenesesenes 18
Figure 29: Start PNOZMUIti NEtWOIK EQItOr ...ttt sssesssesssesesecsssnessssnesssens 19
FIGUIE 30: BUTTON "INEW" ...ttt s et 19
Figure 31: Set up project NAMe and SAVE PAth.........cc.ccceceseeerseesecsiee s ssesssesesee s ssesesssens 19
FIGUIe 32: COPY SUDPrOJECT «..oouvvemreireceiceieceiie st ssise it asssesssssesesesss st ssee s sesese e st ssssesssenesesenes 20
FIGUIE 33: ChOOSE fOIUEN ...ttt ssee st bbbttt 20
FIGUIE 341 PrOJECE VIBW ...t sssse s e sass s ettt sasessssnes 21
Figure 35: Project manager after adding the ProjJECtS .......creneeececeieceineesrisssesiecsssecsseesesens 21
Figure 36: Open /O MappiNg EAItOr ... ccecineeeiieesiieesiecsiecssiesssesssesissesssesssssesssesesesesssessssesssssesssens 21
Figure 37: Data SOUrCe and data SiNK........cc.cceeceicrineeiieeiieesiecsiessseseessessssiseesssessssesssesesesessesssssessssnesssens 22
Figure 38: PErfOrmM MapPiNg . . ceceieceieceieeesisessiseesineesisnessssnesssssesesesssesesesssssessssnesssssesesssesessssesssssessssnsssenesesenes 22
FIgure 39: 1/0 MaPPiNg [IST ...t ssssesssssesesesesesesse st s esssesesesesessssesssssessssnesssenesesenes 22
FIGUIE 40: SWAP @ITOWS......ooreeienceereeiseeiseeeesessasessasessssesssse e s s st s sasessasessasessssessssssssessssessasessasessasessssesssnesssnesssnsses 22
FIQUIE 47: SWAP data SOUICE....iveieieceieceietetie i esisee sttt ssee st bbbttt s 22
FIQUIE 42: SWAP daTa SINK .ottt esiee ittt ssssesese st bt ebese e et ssssseseesesenes 22
Figure 43: Swapped data Source and data SiNK ... ssesseseseesssessssnesssens 23
Figure 44: 1/0 MaPPiNg FESUIE.......cvwuriceiecrieeeiieesiseesiecsissesesssesssssesesesssesesesstssesssesesesesesesesesessssesssssessssnsssenesesenss 23
Figure 45: Open copied SafetyNET PrOJECt ... it ssisessiseesises s esesesesessssssssessssnesssens 23
Figure 46: Green - Original project, Red - Copied SafetyNET Project ......ecenecreceieccseeecsens 23
FIQUIE 47: LOGIN WINAOW ....ouriverieincieineceineceisceiane st ssesseesisee st ssssesssssesesesesesesee st sssnesssssesesesesessssesssssessssnesssenesesenss 24
Figure 48: Note regarding Changes ... esiessiecsises s ssesssssissesssssessssesssesesesessessssessssnesssens 24
Figure 49: Project manager With DACKGrOUNG ... ssiessseseseseseesesessssnesssens 24
FIGUre 50: ProjECt PrOPEITIES ......coceeeeecceeereieeieesiseeese st e i ssses s s sasessasessssesssss s s sasessasessesessasessanesssnesssneses 25
Figure 51: Project Properties, Tab "SafetyNET details” .........rccecieesseesiecsiecsseesesens 25
FIQUIE 52: SEIECT INTEITACE ..ucevereieceiceictct ettt bttt 26
Figure 53: BUtton "Project Man@ager ... sisessssessssesssssssssessssssssessssessasessasessssesssnssssssans 26
Figure 54: Project manager = SAVe T0 USB ... rcenseesisesssessasessssessssssesssessssessesessesessssssssnsesns 26
FIQUIre 55: ACTIVATE PrOGIaM ... e e s e s sesessase e ssss s s sesessasessasessssssssnsses 27
FIGUIE 56: RESTAIT UNIT ..ot ssse s sas ettt sasenas 27

Application Note Build a SafetyNET p connection between two PNOZmulti 2 systems

1006688_EN_01

PILZ | 29/30



Support

Technical support is available from Pilz round the clock.
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+55 11 97569-2804
Canada

+1 888 315 7459
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+52 55 5572 1300

USA (toll-free)

+1 877-PILZUSA (745-9872)

Asia

China

+86 21 60880878-216
Japan

+81 45 471-2281
South Korea

+82 31 778 3300

Australia and Oceania
Australia

+61 3 95600621

New Zealand

+64 9 6345350

Europe

Austria

+43 1 7986263-0
Belgium, Luxembourg
+32 93217570
France

+33 3 88104003
Germany

+49 711 3409-444
Ireland

+353 21 4804983
Italy, Malta

+39 0362 1826711

Pilz develops environmentally-friendly products using

ecological materials and energy-saving technologies.

Offices and production facilities are ecologically designed,

environmentally-aware and energy-saving. So Pilz offers

sustainability, plus the security of using energy-efficient

products and environmentally-friendly solutions.

BLUGCOMPETENCE

Alliance Member

Partner of the Engineering Industry
Sustainability Initiative

We are represented internationally. Please refer to our homepage www.pilz.com

REG. ND. 2482

for further details or contact our headquarters.

Scandinavia

+45 74436332
Spain

+34 938497433
Switzerland

+41 62 88979-32
The Netherlands
+31 347 320477
Turkey

+90 216 5775552
United Kingdom
+44 1536 462203

You can reach our

international hotline on:

+49 711 3409-222
support@pilz.com

Headguarters: Pilz GmbH & Co. KG, Felix-Wankel-StraBe 2, 73760 Ostfildern, Germany
Telephone: +49 711 3409-0, Telefax: +49 711 3409-133, E-Mail: info@pilz.com, Internet: www.pilz.com

GCEGE®, CHRE®, GMSE®, InduraNET p®, Leansafe®, Master of Safety®, Master of Security®, PAS4000%, PAScal®, PASconfig®, Pilz®, PIT®, PLID®, PMGprimo®, PMCprotego®, PMGiendo®,
PMD®, PMI®, PNOZ®, PRBT®, PRCM®, Primo®, PRTM®, PSEN®, PSS?, PVIS®, SafetyBUS p®, SafetyEYE®, SafetyNET p®, THE SPIRIT OF SAFETY® are registered and protected trademark

of Pilz GmbH & Co. KG in some countries. We would point out that product features may vary from the details stated in this document, depending on the status at the time of publication
and the scope of the equipment. We accept no responsibility for the validity, accuracy and entirety of the text and graphics presented in this Information. Please contact our Technical Sup

if you have any questions.
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