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Validity of Application Note

This present Application Note is valid until a new version of the document is published.

This and other Application Notes can be downloaded in the latest version and for free from
www.pilz.com. For a simple search, use our content document (1002400) or the direct search
function in the download area.

The Pilz newsletter is free of charge and keeps you up-to-date on all the latest issues and trends in
safe automation.

Exclusion of Liability

We have taken great care in compiling our application note. It contains information about our
company and our products. All statements are made in accordance with the current status of
technology and to the best of our knowledge and belief.

While every effort has been made to ensure the information provided is accurate, we cannot accept
liability for the accuracy and entirety of the information provided, except in the case of gross
negligence. In particular, all information on applicable standards, safety-related classifications and
time characteristics should be viewed as provisional. In particular it should be noted that statements
do not have the legal quality of assurances or assured properties.

We are grateful for any feedback on the contents.

October 2021

All rights to this publication are reserved by Pilz GmbH & Co. KG.

We reserve the right to amend specifications without prior notice. Copies may be made for the user’s
internal purposes.

The names of products, goods and technologies used in this manual are trademarks of the
respective companies. Please note the current information about the products, their licenses and
registered trademarks in the documents listed in Chapter 1 Useful documentation [EJ 5].

Industrial Security

To secure plants, systems, machines and networks against cyberthreats it is necessary to implement
(and continuously maintain) an overall Industrial Security concept that is state of the art.

Perform a risk assessment in accordance with VDI/VDE 2182 or IEC 62443-3-2 and plan the security
measures with care. If necessary, seek advice from Pilz Customer Support.
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Abbreviations

Abbreviations

Abbreviation / term | Description Source

AN Application Note www.pilz.com > AN content (1002400)

PNOZ Pilz E-STOP positive-guided www.pilz.com > PNOZ
(DE: Pilz NOT-AUS-Zwangsgefiihrt)

PSS Programmable control system www.pilz.com > PSS
(DE: Programmierbares Steuerungssystem)

PSS u2 PSSuniversal, 2" generation www.pilz.com > PSS u2

POU Program Organisation Unit

NC Normally Closed

NO Normally Open

Definition of Symbols

Information that is particularly important is identified as follows:

CAUTION!

This refers to a hazard that can lead to a less serious or minor injury plus material
damage, and also provides information on preventive measures that can be taken.

NOTICE

This describes a situation in which the product or devices could be damaged and also
provides information on preventive measures that can be taken.
It also highlights areas within the text that are of particular importance.

e |1

INFORMATION

This gives advice on applications and provides information on special features.
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Useful documentation

1 Useful documentation

Reading the documentation listed below is necessary for understanding this Application Note.
The availability of the software used and its safe handling are also presupposed for the user.

1.1 Documentation from Pilz GmbH & Co. KG

No. | Description Item No. /Download
1 Pilz international homepage, download section www.pilz.com

2 Operating manual PSSu E F 2DOR 8(-T)(-R) 21334-EN-xx

3 Operating manual PSS u2 EF 2DO R 8A 1003625-EN-xx

4 PAS4000 Online Help for Library Element FS_FBL_Monitoring(_PLC) PAS4000

5 PNOZ s4.1 21890-EN-xx

1.2 Documentation from other sources of information

No. | Description Item No. / Download

AW IN | =
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Used hardware and software

2 Used hardware and software
2.1 Pilz products
No. | Descriptions Order number | Version Number
07/15
1 PSSu E F 2DOR 8 312 225 (HW / SW) 1
01/1.0x
2 PSS u2 EF 2DO R 8A 328 150 (HW / SW) 1
3 PAS4000 - v1.22.0 1
4 Library Element FS_FBL_Monitoring(_PLC) - V1.0.x 1
750 124
5 PNOZ s4.1 (C) 24VDC (751 124) 1.0 2
2.2 Structure of the application (schematic)
DO |
=
4%.\1\ )
P 115/230 V
FBL |
i 77777777777777777 Wﬁi Contactor/Relay
DOR | " | DOR
\ i
- -
o %
SW1 Sv2
DO:  PSSuFS semiconductor digital output
FBL: FS feedback loop monitoring
DI:  PSSu FS digital input
DOR: PSSuFS relay output
SV1/SV2:  Burner safety valves
Figure 1: Application — Structure of the hardware (schematic)
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Preface

3 Preface

The safety valves of a furnace are provided to obtain a safety shutdown of the entire fuel supply to
the furnace. According to the standards for furnaces, two safety valves in series must be provided.

The standard EN 50156-1, “Electrical equipment for furnaces and ancillary equipment” prescribes
analogously, that when the safety valves of a furnace are controlled by relay outputs and the furnace
is in continuous operation (the relay outputs can not be tested regularly), these relay outputs have to
be diverse in function or hardware.

This document describes an example, how to realize this diversity in hardware, when using
PSSuniversal (2) to control and monitor the furnace.

This document is not applicable for the situation, where both safety valves are controlled by
semiconductor outputs.

y

4

/\‘ NOTICE

A detailed explanation of safety functions used in the failsafe application and its
evaluation regarding functional safety are not a part of this document.

This document describes an example of how to comply with just a single requirement
of the EN 50156-1 only (diverse relay outputs). Other requirements of the EN 50156-1
still must be considered by the user of this document and are not part of this
document. These other requirements apply to Pilz products as well as to third party
products.

Other standards, like the EN ISO 13849-1 or the EN/IEC 62061, may also require
redundancy and diversity for the relay outputs, for instance as a result of calculations
of Performance Level (PL) or Safety Integrity Level (SIL), however, these
considerations and calculations based on these standards are not part of this
document. Only considerations based on EN 50156-1 are.

Other standards, like for instance EN ISO 13849-1 or EN/IEC 62061 may also apply to
furnaces. The consideration of these standards, like the calculation of a Performance
Level (PL) or a Safety Integrity Level (SIL), is not part of this document. For these
considerations and calculations we refer to other Application Notes.

This document is only to be used by persons who are qualified and have the required
knowledge regarding the safe operation of furnaces and regarding the applicable
laws, directives and standards for furnaces.
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Application description

4

4.1

4.2

4.2.1

Application description

Assumed starting situation

The valves for obtaining a safety shutdown of the entire fuel supply to a furnace (safety valves) have
to be controlled by relay outputs, as the available semiconductor outputs are not suitable, due to
insufficient power or a too low voltage of the semiconductor outputs, to drive the safety valves.

The furnace is in continuous operation, so the relay outputs cannot be tested regularly.

According to the EN 50156-1, in this situation the relay outputs must be diverse.

Solution with external contactor/relay

Solution

The available relay outputs are the outputs of the PSSuniversal (2) I/O modules

. PSSu E F 2DOR 8
. PSS u2 EF 2DO R 8A

Each safety valve is driven by a single output of these modules, so that each safety valve can be
controlled separately (as is required to perform tightness control).

Both safety valves of one burner must be connected to one and the same relay output module.

To realize the required diversity, an external contactor/relay must be provided, which switches the
common power supply to the safety valves. This external contactor/relay must be controlled by a
failsafe semiconductor output of the PSSuniversal (2). This semiconductor output must be connected
to the inputs A1/A2 of the contactor/relay. The common power supply to the safety valves must be
switched with the contacts 1L1/2T1, 3L2/4T2 or 5L3/6T3 (contactor) respectively ..3/.4 (relay). The
semiconductor output of the PSSuniversal (2) must be energized, when at least one of the safety
valves is energized by the burner control and monitoring logic.

The auxiliary contact ..1/..2 of the contactor/relay must be connected to a failsafe input of the
PSSuniversal (2) to realize a feedback loop monitoring. The auxiliary contact must be closed, when
the contactor/relay is not actuated (NC). The feedback loop monitoring must be implemented as
follows:

(
o= OR ’
=>
Where
. is an instance of the library element
FS_FBL_Monitoring(_PLC) for feedback loop monitoring,
. and are the output signals to the relay outputs
from the burner control and monitoring logic for the safety valves,
. is the feedback loop signal from the contactor/relay
and
. is the output signal to the external contactor/relay.

The instance of the library element FS_FBL_Monitoring(_PLC) can be operated with its default
settings. Possibly only the monitoring times for switching on and of (I-Variables FBL_TimeSwitchOn
and FBL_TimeSwitchOff) must be adapted to the actual switching times of the contactor/relay.

Application Note Control of burner safety valves with PSS outputs according to EN 50156
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Application description

The output signals to the relay outputs for the safety valves ( and )
are the output signals from a failsafe burner control and monitoring logic to control the safety
valves, like for instance O-Pl-Variables connected to the O-Variables SafetyValvel and SafetyValve2
from the library element FS_BurnerManagementSystem(_PLC).

The enable signal from the feedback loop monitoring (my_FS_FBL_Monitoring. ) must be
integrated in the safety chain of the burner control and monitoring logic, for instance connected to

the I-Variable SafetyChain1 from the library element FS_BurnerManagementSystem(_PLC) and must,
when reset, evoke a fault lockout of the burner control.

To ensure, that in case of an error of the relay output module, all involved outputs are switched off,
both safety valves of one burner must be connected to one and the same relay output module.
Further on, relay outputs and semiconductor output must be on one and the same PSSuniversal
system or (PSSuniversal 2 only) the VALID bit of the relay output module must be integrated in the
safety chain of the burner control and monitoring logic.

4.2.2 Safety analysis
4.2.2.1 Relay output failure

A stuck-at-1 failure of a relay output is recognized by the PSSuniversal (2) system, when this relay
output is given a command to switch off, for instance when a safety shutdown of the furnace is
performed.

When the solution is implemented as described above, the PSSuniversal (2) system reacts on this
failure by switching off all outputs of the PSSuniversal system or by switching off all outputs of the
relay module (PSSuniversal 2 only). By this way, the other relay output is switched off, thereby
switching off the other safety valve. Also, the contactor/relay is switched off, thereby cutting of the
power supply to both safety valves.

The switching-off of both safety valves is by itself not recognized by the burner control and
monitoring logic, however, the switching-off of all outputs of the PSSuniversal system results in a
shutdown of the furnace, which again causes at least a flame error or an air pressure error causing
the burner control and monitoring logic to perform at least a safety shutdown.

4.2.2.2 Contactor/relay failure

According to the logic as described in section 4.2.1, the contactor/relay is given a command to
switch off, as soon as the burner control and monitoring logic switches off both relay outputs /
safety valves.

A stuck-at-1 failure of the contactor/relay is recognized by the feedback loop monitoring of the
contactor/relay, when the relay outputs / safety valves are switched off, for instance when a regular
stop of the furnace is performed. The feedback loop monitoring will then reset its enable output,
thereby interrupting the safety chain of the burner control and monitoring logic, which results in a
safety shutdown of the furnace.

4.2.2.3 Resulting safe application conditions

As a result of this analysis, following safe application conditions must be fulfilled:

Both safety valves of one burner must be connected to one and the same relay output
module. Further on, relay outputs and semiconductor output must be on one and the same
PSSuniversal system or (PSSuniversal 2 only) the VALID bit of the relay output module must
be integrated in the safety chain of the burner control and monitoring logic.

Application Note Control of burner safety valves with PSS outputs according to EN 50156
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Application description

4.3

4.3.1

4.3.2

Solution with PNOZ s4.1 (C) 24VDC

Instead of contactor/relay

Instead of a contactor/relay, as described in section 4.2, also a PNOZ s4.1 can be used. The PNOZ
s4.1 is certified according to EN 50156-1.

Alternative to the contactor/relay the wiring must be as follows: The failsafe semiconductor output
must be connected to the inputs S12 and S22 of the PNOZ s4.1. The common power supply to the
safety valves must be switched with the contacts 13/14, 23/24 or 33/34.

Inputs S12 and S34 have to be connected, to enable an automatic start.
For the feedback loop monitoring the feedback loop signal is provided by the auxiliary contact
41/42. The feedback loop monitoring must be implemented as described in section 4.2, where

is the output signal to PNOZ s4.1 and is the feedback loop
signal from the PNOZ s4.1.

The feedback loop monitoring is actually not required to meet the requirements of the EN 50156-1
regarding the self-monitoring capabilities of the used contactor/relay, as the PNOZ s4.1 is already
self-monitoring. However, the feedback loop monitoring, when it is integrated in the safety chain of
the burner control and monitoring logic, for instance connected to the |-Variable SafetyChainT from
the library element FS_BurnerManagementSystem(_PLC), enables a faster reaction time and better
diagnosis in case of a failure.

The PNOZ s4.1 must be setup as follows:
. In2+  :Single-channel operation
. A : Automatic start

The same safe application conditions as in section 4.2 also apply here.

Since the power supply to the safety valves is controlled by the PNOZ s4.1, the switch-on delays of
the PNOZ s4.1 have to be considered, which are described in the operating manual. These delays will
result in a delayed opening of the safety valves. This has to be considered when the safety time for
the ignition is determined and also when the times for venting and filling for the tightness control
are determined.

The switch-on delay also must be considered at the monitoring time of the feedback loop
monitoring of the PNOZ s4.1.

No relay outputs available

A PNOZ s4.1 can also be used to drive the safety valves directly if no relay outputs at all are available
and the available semiconductor outputs have insufficient power or a too low voltage to drive the
safety valves.

The PNOZ s4.1 is controlled by a semiconductor output. If the safety valves must be controlled
separately (as is required to perform tightness control), two semiconductor output/PNOZ s4.1
combinations must be used, one for each safety valve, as shown below:

PSS universal (2) semiconductor output x |[-——- PNOZ s4.1 ———- Burner safety valve 1
PSS universal (2) semiconductor output x+17 |[-——- PNOZ s4.1 ———- Burner safety valve 2

The wiring of the PNOZ s4.1 and is the same as described in section 4.3.1, whereby the safety valve is
now directly switched by the PNOZ s4.1.

The setup of the PNOZ s4.1 is the same as described in section 4.3.1.

The feedback loop monitoring must be implemented for each semiconductor output/PNOZ s4.1
combination as follows:

Application Note Control of burner safety valves with PSS outputs according to EN 50156
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Application description

(
=>
Where
. is an instance of the library element
FS_FBL_Monitoring(_PLC) for feedback loop monitoring,
. is the output signal from the burner control and monitoring logic for
the safety valve,
. is the feedback loop signal from the the PNOZ s4.1 and
. is the output signal to the PNOZ s4.1.

As the safety valves are directly controlled by the PNOZ s4.1 the switch-on delays of the PNOZ s4.1
must be considered, which are described in the operating manual. These delays will result in a
delayed opening of the safety valves. This must be considered when the safety time for the ignition
is determined and also when the times for venting and filling for the tightness control are
determined.

The switch-on delay also must be considered at the monitoring time of the feedback loop
monitoring of the PNOZ s4.1.
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Technical support is available from Pilz round the clock.
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+55 11 97569-2804
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