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AIM

This Tech Note will show how to create X.509 certificates with easy-rsa in OpenVPN for MS
Windows.

The certificates can be used to authenticate VPN tunnel end-points for both SSL and IPSec
tunnels.

All examples in this note are made using MS Windows 7 Professional with Service Pack 1
and OpenVPN for MS Windows version 2.3.4-1001.
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Build Certificates with Easy-rsa

1. Make sure easy-rsa is installed with OpenVPN.

Choose Components

Choose which Features of OpenyPM 2.3.4-1001 wou want bo
inskall,

Select the components to installfupgrade. Stop any SpenyPh processes or the OpenyPh
service if it is running, All DLLs are installed locally,

Install easy-rsa by
clicking the tick box in

Select components to install;

Cpeny'PR File Associations -

the OpenVPN installer.

-.[¥] OpenssL Utilities

OpenyPM RS54 Certificate Management Scripks
-.[#] Add OpentPI ko PATH

. Add Shorbouts ko Start Menu

- [+] Dependencies {Advanced)

m

Description
Space required: 4, 7ME

| < Back |[ Mext = ] | Zancel |

2. Use MS Windows Command Promt to go to the easy-rsa folder.

Default path is C:\Program Files\OpenVPN\easy-rsa.

Please Note! On MS Windows systems from Vista and onwards easy-rsa will have to
be run with administrator rights.

-

B Administraton cmd.exe - Shortcut

Microsoft Windows [Version 6.1.760811

All rights reserved.

Copyright <c> 2007 Microsoft Corporation.

C:sWindowsssystemd2>cd "C:sProgram Files“OpenUPM-easy—rza"

C:~Program Files“OpenlUPN-eazsy—rsak_

3. Start by running the init-config.bat script, this will copy configuration files into place (this
will overwrite any preexisting vars.bat and openssl.cnf files).

-

Bl Administrator cmd.exe - Shortcut
C:~Program Files“OpenUPN“eazy—rzar*init—config.bat

C=“Program Files~0penUPHseasvy—rsarcopy vars.hat.sample vars.bhat
1 file<s>» copied.

C:~Program Files“-OpenUPN-eazy—rza

Robust Industrial Data Communications —Made Easy
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4. Edit the vars.bat file with a text editor like Notepad++ with admininistrator rights or
directly from the MS Windows Command Promt if the MS-DOS command edit is installed.

nﬂgw

i o
E{r C\Program Files\OpenVPMN\easy-rsa\vars.bat - Motepad + +
_—

File Edit Search Niew Encoding Language Settings Macro Run

19  rem Increase this to 2045 if you

20  rem are paranoid. This will =low

21 rem down TLS negotiation performance
22 rem as well as the one-time DH parms
23 rem generation process.
24 =set KEY SIZE=1024
25

25 rem Change these to reflect your sSite.
29 rem Don't leave any of these parms blank.
30

26 rem These are the default values for fields
27 rem which will khe placed in the certificate.

31 =et KEY COUNTRY=3E

32 set KEY PROVINCE=V3T

33 get KEVT CITYV=Vaesteraas
34 get FEV ORG=Westermo

35 set KEY_EHAIL=suppDrt@westermn.cam
6 sget EET CHN=Techlote

3% set EET NAME=WTE

38 get EET OU=3upport

Plugins  Window 2 X
PRES! s e@|l 4 him| e8|l %= ~
(= vars.l:uatl
1 bechu off
2  rem Edit this wariable to point to Path to the openssl
3  rem the openssl.cnf file included configuration file.
4 rem with easy-rsa. This need_sto be
changed if easy-rsa
=] % ___— has been installed in a
& =met HOME=%ProgramFiles%' OpenVENY easy-r=a different folder than the
7 get FEV CONFIG=openssl-1.0.0.cnf default,
a
9 rem Edit this wvariable to point to
10 rem your soon-to-he-created key
11 rem directory.
1z rem
13 rewm WARNING: clean-all will do
14 rem a rm -rf on this directory
15 rewm 30 make sure you define Folder where the
16 rem it correctly! certificates are
17 =set EEY DIFR=kevys stored after build.
15

The key size of default
1024 is sufficient for
most applications.
Higher key sizes will
increase security but will
also have an impact on
performance.

Fill in the parameters
as this will be the
template for the
certificates created
later.

35 get PECE11 MODULE PATH=changems
40  =et PECI11 PIN=1234
41

PKCS#11 are not
supported by
Westermo products
and can be left with
default values.

Ln:1 Col:1 Sel:d Dos'"Windows AME

NS

TechNote003-Self Signed Certificates ver2.0-rev.00

www.westermo.com

page 4



RV westermo

Robust Industrial Data Communications —Made Easy

5. Run the vars.bat and clean-all.bat scripts to create the keys folder and the database files.

-

-
EX Administrator: cmd.exe - Shortcut =

vars.bat will set the
C:~Program Files“OpenUPN“eazy—rzaivars.hat parameters configured.

C:~Program Fileszs“OpenUPN“eazy—-rzar*clean—all._bat

1 file<s?> copied.
1 file<s>» copied.

clean-all.bat creates the

keys folder from vars.bat
C:~“Program Filez“OpenUPN-eazy—rzal and the index.txt and

serial files.

The following files should now be present in the KEY_DIR folder (keys) as specified in vars.bat.
index.txt

serial

. v Computer » Local Disk {C:) » Program Files » OpenVPMN » easy-rsa » keys -

Eile Edit View Tools Help
Organize = Include in library = Share with = Burn Mew folder

4 | OpenVPM m Mame .
J bin

] || indextxt 2014-05-02 1L:01
J canfig

Date madified

|4 || serial 2014-05-02 11:01
 dac
J easy-rsa
. keys

J lag

M Computer

TechNote003-Self Signed Certificates ver2.0-rev.00
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6. Now certificates can be generated.

Start by building the Certificate Authority (CA-certificate) which can create and sign client
certificates and thereby authenticate connecting units.

Run the build-ca.bat script to build the CA-certificate.

-

Bl Administraton cmd.exe - Shortcut

c=“Program FilessOpenUPNseasv-rzarbuild-ca.bat

WARMING: can’t open config file: z:/strawvbherry_libs build-_wrk_libhs2@11__outrsssl
sopenssl.cnf

Loading ‘screen’ into random state — done

Generating a 1824 hit REA private key

iﬁé-ﬁéﬁ-ﬁ;iaééé-ﬂéy to ‘keyssca.key’
You are about to he azked to enter information that will he incorporated
into your certificate request.
What you are about to enter iz what is called a Distinguiszshed Mame or a DH.
There are guite a few fields but you can leave some hlank

For zome fields there will he a default value :
W 31 . . o Parameters already filled

EE_EEH enter *.',. the field will he le{-'
Country Hame <2 letter codel [SE]:

State or Province Mame (full name> [UST]:
MLocality Mame <eg. city? [Vaesteraasl:

Organization Mame (eg, company} [Westermol:

Organizational Unit Hame <eg, section? [Supportl:

Common MHame <eg,. vour name or vour server’'s hostname) [TechMotel:TechMote-CA
Mame [WTE]:

Email Address [supportluestermo.coml:

c=“Program Files“0OpenUPN-easy—rzar_ Name the certificate to
distinguish it from other
certificates created

The following files should now be generated in the KEY_DIR folder.

ca.crt
ca.key
Y i
@Uv| r Computer » Local Disk{C:) » Program Files » OpenWPM » easy-rsa » keys - | 3 || Search keys
- s
Eile Edit View Tools Help
Organize = Include in library = Share with = Burn MNew folder = « i 9
4 OpenVPH i Mame Date madified Type Size
bin R o
) & ca.crt 2014-05-20 14:18 Security Certificate 2KB
canfig
| @ cakey 2014-05-20 1418 Registration Entries LKB
dac
L indextst 2014-05-02 11:01 TAT File KB
4 easy-rsa .
= || serial 2014-05-02 11:01 File LEB
keys -

4 items M Computer
———

Robust Industrial Data Communications —Made Easy
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7. Next build the server certificate by running the build-key-server.bat <server certificate file

name> script.

-

Bl Administraton cmd.exe - Shortcut

c=“Program Filez“OpenUPN-eazy—-rzarbuild-key—server.bat Server

WARMING: can’t open config file: z:/strawvbherry_libs build-s_wrk_libhs2811__outrsssl
szl.cnf

Loading ‘screen’ into random state — done

Generating a 1824 bhit RSA private key
++++++

‘keyssServer._key’
You are about to be asked to enter information that will be incorporated
into your certificate reguest.
What you are about to enter iz what is called a Distinguiszshed Mame or a DH.
There are guite a few fields but you can leave some hlank

For zome fields there will he a default value. P ready filled

If you enter *.*, the field will he left hlank. RIS ClEEe I

_____ in from the vars.bat file.

Country Hame <2 letter codel [SE]: )

State or Province Mame (full name> [UST]:

Locality NHame <Ceg, city) [Uaesteraasl:

Organization Hame {eg, company} [Westermol:

Organizational Unit Hame <eg,. section? [Supportl:

Common Mame <eg,. wvour name or vour server’'s hostname) [TechMotel:Server

Mame [WTE]:

Email Addressz [supportBuestermo.coml: »
Name the certificate to

Please enter the following ‘extra’ attributes JOEIEENEEROEL: distinguish it from other

to be sent with yvour certificate reauech not supported by Westermo [l certificates created
A challenge password [1: units so leave this empty.

An optional company name [1:

WARMING: can’t open config file: z:/strawvberry_libs build-_wrk_libhs2@11__outrsssl
sopenssl.cnf

Uzing configuration from openssl-1.8.8.cnf

Loading ‘screen’ into random state — done

Check that the request matchesz the signature
Signature ok

The Subject’s Distingu
countryNamne
state0rProvinceMame
localityHame
organizationMame
organizationallnitMame

d Hame iz as follouws
ABLE:'5E*
ABLE: ' UST*
ABLE:'Vaesteraas’
ABLE:'Yestermo’
ABLE:’ Support’
ABLE:’ Server’
ABLE:'WTE’
tIASSTRING:* supportBuestermo.com’
Certificate is to bhe certified wntil May 17 @?9:42:53 2824 GMT (3658 days>

Sign the certificate? [ys/nl:y -
Sign and commit the
certificate.

1 out of 1 certificate requests certified, commit? [y/nly
llrite out database with 1 new entries
Data Base Updated

TR

la-Ra-Ra-Ra-Ra-Ra =R -1

c:~Program Files“-OpenUPN-eazy—rza

Robust Industrial Data Communications —Made Easy
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The following files should now be generated in the KEY_DIR folder.
0l.pem

Server.crt

Server.csr

Server.key

| b Computer » Local Disk (C:) » Program Files ¥ OpenVPM » easy-rsa b keys -

Eile Edit View Tools Help

Organize = Include in library = Share with = Burn MNew folder

-

4 [, OpenVPN i Mame Date madified

L bin
| ] 0Lpem 2014-05-20 14:32

il caert 2014-05-20 14:18
8] cakey 2014-05-20 1418
| indextst 2014-05-20 14:32
|| indextst.attr 2014-05-20 14:32
| senal 2014-05-20 14:32
5 Server.crt 2014-05-20 14:32
|| Server.csr 2014-05-20 14:32
B Serverkey 2014-05-20 14:32

. config
L daoc
L easy-rsa
3 keys
li leg
L sample-canfig

. Reference Assemblies
. ShrewSaft
. Synaptics

9 itemns

Type

PEM File

Security Certificate
Registration Entries
TXT File

ATTR File

File

Security Certificate
CER File

Registratian Entries

M Computer
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6. Build client certificate/certificates by running the build-key.bat <client certificate file
name> script.

i~ '

BN Administraton cmd.exe - Shortcut

c:“Program Files“OpenlUPN“eazvy—rsa*build-kev.bat Client#il

WARMING: can’t open config file: z:/strawvbherry_libs build-s_wrk_libhs2811__outrsssl
szl.cnf

Loading ‘screen’ into random state — done

Generating a 1824 bhit RSA private key

*keyssGlientdl . key’
You are about to be asked to enter information that will be incorporated
into your certificate request.
What you are about to enter iz what is called a Distinguiszshed Mame or a DH.
There are guite a few fields but you can leave some blank

For some fields there will be a default value.

If you enter *.’, the field will he left blank. Parameters already filled
————— in from the vars.bat file.
Country Hame <2 letter codel [SE]: -

State or Province Mame <full namel> [USTI1:

Locality NHame <Ceg, city) [Uaesteraasl:

Organization Mame (eg,. company} [Westermol:

Organizational Unit Hame <eg,. section? [Supportl:

Common Mame <(eg. vour name or your server’s hostname? [TechMotel:ClientB1
Mame [WTE]:

Email Address [supportfuestermo.coml:

Name the certificate to
Please enter the following ’extra’ attributes EeN TR CRNIGERTS distinguish it from other

to be sent with your certificate reguest not supported by Westermo [l certificates created

A challenge password [1: - units so leave this empty.

An optional company name [1]1:

WARMING: can’t open config file: z:/strawvberry_libs build-_wrk_libhs2811__outrsssl
sopenssl.cnf

Uzing configuration from openssl-1.@.8.cnf

Loading ‘screen’ into random state — done

Check that the request matchesz the signature

Signature ok

The Subject’s Distingu
countryNamne
state(rProvinceMName
localityHame
organizationMame
organizationalllnitMame
commonMame ABLE:'Clientd1”

name ABLE: ' WTE*

emailAddress tIASSTRING:* supportBuwestermo.com’

Certificate iz to be certified wuntil May 17 B9:44:54 2824 GMT <3658 days>

Sign the certificate? [ysnl:y Sign and commit the

1 out of 1 certificate requests certified, commit? [y/nly
llrite out databasze with 1 new entries
Data Base Updated

d Mame iz as follows
ABLE:'SE’
ABLE:*UST*
ABLE:'Vaesteraas’
ABLE:'Yestermo’
ABLE:' Support’

TR IR

=R -Ra-Na-Ra =R -Na -2

c:“Program Files“OpenlUPN“eazy—rsak_

TechNote003-Self Signed Certificates ver2.0-rev.00
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The following files should now be generated in the KEY_DIR folder.

02.pem
ClientO1.crt
ClientO1.csr
Client01.key

| . v Computer » Local Disk {C:) » Program Files » OpenVPM » easy-rsa » keys -

Eile Edit View Tools Help

Organize = Include in library =

Share with «

Burn Mew folder

4 | OpenVPN
L bin
L. canfig
1 daoc

4 | easy-rsa

-~

i keys

L leg

L sample-canfig

. Reference Assemblies
. ShrewSoft

. Synaptics

; TAP-Windows

; TightVHC

. Uninstall Infarmation
Waliditr Sencars

13 items

Mame

| 0Lpem

|| 02.pem
El cacrt
@ cakey

5] Clientd Lert

| Clientd Lesr
8] Clientd Lkey
_indextxt

|| indextst.attr
|| serial

5 Server.crt
|| Server.csr
@ Server key

-

Date modified

2014-05-20 14:32
2014-05-20 14:38
2014-05-20 14:18
2014-05-20 14:18
2014-05-20 14:35
2014-05-20 14:38
2014-05-20 14:38
2014-05-20 14:35
2014-05-20 14:38
2014-05-20 14:38
2014-05-20 14:32
2014-05-20 14:32
2014-05-20 14:32

PEM File

PEM File

Security Certificate
Registration Entries
Security Certificate
CSR File
Registration Entries
TKT File

ATTR File

File

Security Certificate
CSR File

Registration Entries

M Computer
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www.westermo.com

page 10



RV westermo

The PKCS#12 format

If preferred the client certificates can also be created in the PKCS#12 format which
basically bundles the three files ca.crt, client.crt and client.key into one file and password
protects it. Run the build-key-pkcs12.bat <client certificate file name> script.

Please Note! This format is mandatory for the Westermo MRD-3xx 3G-routers.

Robust Industrial Data Communications —Made Easy

-

Bl Administraton cmd.exe - Shortcut

c=“Program Files:OpenUPNseasv-rsarbuild-key-—pkcsl2._hat Client@2

WARMING: can’t open config file: z:/strawvberry_libs build-s_wrk_libhs2@11__outrsssl
sopenssl.cnf

Loading ‘screen’ into random state — done

Generating a 1824 hit REA private key

writing new private key to ‘keuws ClientB2_key’

You are about to he azked to enter information that will he incorporated
into your certificate request.

What you are about to enter iz what is called a Distinguizhed Mame or a DH.
There are guite a few fields but you can leave some hlank

For zome fields there will he a default value.

If you enter *.*, the field will he left bhlank. Pmamaemak&ﬂymbd
_____ in from the vars.bat file.
Country Hame <2 letter code) [SE]:

State or Province Mame (full name> [UST]:

Locality Mame <eg, city?» [Vaesteraasl:

Organization Mame (eg,. company} [Westermol:

Organizational Unit Hame <eg, section? [Supportl:

Common Mame <eg, vour name or wvour server’'s hostname) [TechMotel:ClientB2
Mame [WTE]:

Email Address [supportBuwestermo.coml: Name the certificate to
Please enter the following ‘extra’ attributes [ESEUCHIENEESITo(ERTC distinguish it from other
to be sent with your certificate e not supported by Westermo [l certificates created
A challenge password [1: units so leave this empty.

PAn optional company name []1:
WARNING: can’'t open config file: setravherry_libssbuilds/_wrk_libs2811_ . outrszzl
sopenssl.cnf
Uzing configuration from openssl-1.8.8.cnf
Loading ‘screen’ into random state — done
Check that the request matchesz the signature
Signature ok
The Subject’s Distingu
countryNamne
statelrProvinceMName
localityHame
organizationName
organizationallnitMame
commonMame ABLE:'Client@2’
name ABLE: ' WTE*
emailAddress :IASSTRING:* supportBuestermo.com’

Certificate is to bhe certified wntil May 17 B?:46:33 2824 GMT (3658 days>
Sign the certificate? [ys/nl:y -

Sign and commit the
certificate.
1 out of 1 certificate requests certified, commit? [y/nly

llrite out database with 1 new entries
Data Base Updated

WARMING: can’t open config file: z:/strawvberry_libs build-_wrk_libhs2@11__outrsssl
sopenssl.cnf

Loading ‘screen’ into random state — done

Enter Export Password: Add an export password for
VJerifying — Enter Export Password: ) the PKCS#12 certificate.

This password must be

entered before the
certificate can be uploaded
to a unit.

d Hame iz as follouws
ABLE:'SE’
ABLE:*UST*
ABLE:'Vaesteraas’
ABLE:'Yestermo’
ABLE:’ Support’

IR

e

c:~Program Files“-OpenUPN-eazy—rza
T —
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The following files should now be generated in the KEY_DIR folder.
03.pem

Client02.crt

Client02.csr

Client02.key

Client02.p12

&3} | . v Computer » Local Disk {C:) » Program Files » OpenVPM b easy-rsa » keys - ||
Eile  Edit View Tools Help

Organize = Include in library = Share with = Burn MNew folder

-

4|0

W

OpenVPN
hin

. canfig

J doc

. #asy-ria

-~

M keys

)

].
. Reference Assemblies

J lag

sample-canfig

. ShrewSaft

. Synaptics

; TAP-Windows
; TightVMNC

. Uninstall Information

2 Validity Sensors

; Westerme
; WIDCOMM

; Windows Defender

. Windaws Jaurnal
o Windows Mail

18 items

Mame

|| 0Lpem
| 02.pem
L 03.pem
@ ca.crt

@ cakey

5 Client0 Lert
| Clientd Lesr
& Clientd Lkey
5 Client02.crt
| Clientd2.csr
8] Client02key
(%) Clienti2p12
| indextxt

|| indextst.attr
|| serial

5 Server.crt
|| Server.csr
@ Serverkey

Date modified

2014-05-20 14:32
2014-05-20 14:35
2014-05-20 14:55
2014-05-20 14:15
2014-05-20 14:18
2014-05-20 14:38
2014-05-20 14:35
2014-05-20 14:35
2014-05-20 14:55
2014-05-20 14:55
2014-05-20 14:55
2014-05-20 14:55
2014-05-20 14:55
2014-05-20 14:55
2014-05-20 14:55
2014-05-20 14:32
2014-05-20 14:32
2014-05-20 14:32

Type

PEM File
PEM File
PEM File
Security Certificate
Registration Entries
Security Certificate
CER File
Registration Entries
Security Certificate
CER File

Registration Entries

Persanal Informati...

TXT File

ATTR File

File

Security Certificate
CSR File

Registration Entries

M Computer i

TechNote003-Self Signed Certificates ver2.0-rev.00
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9. Finally generate Diffie-Hellman parameters for the server with the build-dh.bat script.
The Diffie-Hellman protocol is used to safely exchange secret keys.

|

e |
c:“Program Files“OpenUPN-eazy—rza*build—dh._bat

WARMING: can’t open config file: z:/strawvberry_libs build-s_wrk_libhs2@11__outrsssl
sopenssl.cnf

Loading ‘screen’ into random state — done

Generating DH parameters,. 1824 bit long safe prime,. generator 2

Thiz is going to take a long time

TechNote003-Self Signed Certificates ver2.0-rev.00
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The following file should now be generated in the KEY_DIR folder.
dh1024.pem

;‘-:‘?) | . v Computer » Local Disk {C:) » Program Files » OpenVPMN » easy-rsa » keys - ||
2 AN T S heliitiRic iR AEEEEEEENNN————.
Eile  Edit View Toals Help

Organize = Include in library = Share with = Burn MNew folder

F

Fl

¥

OpenVPN
J hin
. canfig
, dac

. Basy-ria

-

b keys

b

! lag

J sample-config

. Reference Assemblies
. ShrewSoft

. Synaptics

. TAP-Windows
J TightVhC

. Uninstall Information
. Validity Sensors

. Westermao

; WIDCOMM

. Windaows Defender
. Windows Journal

. Windows Mail

. Windaows Media Plaver

19 items

Mame

| 0Lpem
L 0.pem
|| 03.pem
El cacrt

@ cakey

5] Clientd Lert
| Clientd Lesr
B Clientd Lkey
5] Clientd2.crt
| Clientd2.csr
8] Client02.key
[ Clientd2p12
|| dhl024.pem
L indextst

|| indextst.attr
| senal

] Server.crt
|| Server.csr
@ Serverkey

Date madified

2014-05-20 14:32
2014-05-20 14:38
2014-05-20 14:55
2014-05-20 14:18
2014-05-20 14:18
2014-05-20 14:35
2014-05-20 14:35
2014-05-20 14:38
2014-05-20 14:55
2014-05-20 14:55
2014-05-20 14:55
2014-05-20 14:55
2014-05-20 15:00
2014-05-20 14:55
2014-05-20 14:55
2014-05-20 14:55
2014-05-20 14:32
2014-05-20 14:32
2014-05-20 14:32

Type

PEM File
PEM File
PEM File
Security Certificate
Registratian Entries
Security Certificate
CSR File
Registratian Entries
Security Certificate
CSR File

Registration Entries

Persanal Infarmati...

PEM File

TXT File

ATTR File

File

Security Certificate
CSR File

Registration Entries

19 items W Computer

TechNote003-Self Signed Certificates ver2.0-rev.00
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WeOS IPSec Certificates

When generating certificates for IPSec VPN tunnels that should be used with WeOS units
an additional conversion is needed. Generate certificates as usual following this Tech Note.
When the needed certificates have been generated the private key files for the server and
client needs to be converted into the .pem format.

The private keys generated starts and ends with these headers:

The easiest way to make the certificates work with IPSec is to simply convert the already
generated .key files into .pem files and this is done with easy-rsa as well.

In the cmd window go to the folder where the newly generated SSL VPN certificates are
stored using the cd <Folder> command.

Then issue the below stated commands for the server and client keys to convert them to
the .pem format.

openssl rsa -in <nameofserverkey>.key -outform pem > <nameofserverkey>.pem
openssl rsa -in <nameofclientkey>.key -outform pem > <nameofclientkey>.pem

ER Administrator: Command Prompt |ﬂ|ﬁ]

c = Program Filez“OpenUPN-eazy—rzarcd IPSecCert

c:“Program Files“OpenUPH-easy—rsa“IPSecCertopenzz]l rsa —in IPSeclServer.key —out
form pem > IPSecServer.pem

writing RSA key

c:“Program Files“OpenUPH-easzsy—rsa“IPSecCertropenszz]l rsa —in IPSecClient.key —out
form pem > IPSecClient.pem

writing RSA key

c=“Program Files“OpenUPNseasy-rza“IPSecCert_

TechNote003-Self Signed Certificates ver2.0-rev.00
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The Files Created

Eile

0l.pem
02.pem
03.pem

ca.crt
ca.key

Server.crt
Server.key
Server.csr

ClientO1.crt
ClientOl.key
ClientO1.csr

Client02.p12
Client02.crt
Client02.key
Client02.csr

dh1024.pem
index.txt

index.txt.attr
serial

Security

public
public
public

public
secret!

public

secret!

public
secret!

secret!
public
secret!

public

Robust Industrial Data Communications —Made Easy

Description

Same file as Server.crt but different file ending.
Same file as ClientO1.crt but different file ending.
Same file as Client02.crt but different file ending.

CA certificate, must be available on both client and server.
CA key, must be kept very secret and only on the CA.

Signed certificate for the server, must be on the VPN server.
Private RSA key of the client, must be on the VPN server.
Certificate signing request not needed.

Signed certificate for the client, must be on the VPN client.
Private RSA key of the client, must be on the VPN client.
Certificate signing request not needed.

Only the .p12 file is needed on the VPN client.

Also generated with the PKCS#12 build command.
Also generated with the PKCS#12 build command.
Also generated with the PKCS#12 build command.

Contains the Diffie-Hellman key, must be on the VPN server.
Easy-rsa database file.

Easy-rsa database file.
Easy-rsa database file.

File types needed by Westermo WeOS products:

Server:
ca.crt
dh1024.pem
server.crt

server.key / server.pem

Clients:
ca.crt
client.crt

client.key / client.pem

or
client.p12

File types needed by Westermo MRD-3xx 3G-routers

client.p12

www.westermo.com
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Revision history for version 2.0

Robust Industrial Data Communications —Made Easy

Revision

Rev by

Revision note

Date

00

ML

First version

150518

01

02

03

04

05

06

07
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\\YJwesTermo

HEAD O F FI CE

Sweden

Westermo
SE-640 40 Stora Sundby
Tel: +46 (0)16 42 80 00
Fax: +46 (0)16 42 80 01

info@westermo.se

www.westermo.com
Sales Units
Westermo Data Communications
China North America United Kingdom
sales.cn@westermo.com info@westermo.com sales@westermo.co.uk
WWAwW.CN.westermao.com www.westermo.com www.westermo.co.uk
France Singapore Other Offices
infos@westermao.fr sales@westermo.com.sg
www.westermo.fr www.westermo.com
Germany Sweden
info@westermo.de info.sverige@westermo.se
www.westermo.de www.westermao.se

For complete contact information, please visit our website at www.westermo.com/contact
or scan the QR code with your mobile phone.
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