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Chapter 1
About this Manual

This user’s manual describes the operation of SCADAfence Multi-Site, the SCADAfence cybersecurity
management portal for industrial networks. Multi-Site provides high-level monitoring capabilities
for distributed networks that span multiple geographic locations and organizational units.

The manual introduces network coordinators to SCADAfence Multi-Site’s user interface and its
powerful, at-a-glance network monitoring tools, helping them to track cyber threats and compliance
requirements, and immediately handle security and operational risks as they appear.

Release Information

e SCADAfence Multi-Site— Version 2.6.3

1.1. Related Materials

Refer to the following documents for additional information:
e  SCADAfence Multi-Site & Governance Portal Deployment Guide
e SCADAfence Governance Portal User's Manual

e SCADAfence Platform User’s Manual

1.2. Additional Support

You can contact us for more information and assistance as follows:

Table 1: Contact Us

Telephone

Headquarters: +972-3-7630785 Support: support@scadafence.com

-
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1.3. Glossary

Table 2: Definitions

Term Definition

Asset Any computing device in the SCADA network — including servers, endpoints, PLCs, HMIs — that
has a traceable IP or MAC address.

ARP Address Resolution Protocol. ARP is a protocol used to IP network addresses to the hardware
(MAC) addresses used by a data link protocol (Ethernet).

Csv Comma-Separated Values. Exported files containing CSV data can be viewed and processed
using spreadsheet software, such as Excel.

DNS Domain Name Server. DNS is a naming system used to translate domain names into numerical
IP addresses that are used to locate and identify computer services.

HMI Human-Machine Interface

IP Internet Protocol. An IP address is a numerical identifier assigned to a computing device or
node in a TCP/IP network. The address is used to locate and identify the node in
communications with other nodes on the network.

IT Information Technology

MAC Media Access Control. A MAC address is a unique identifier assigned to network interfaces
that supports communications at the data link layer (Ethernet) of a network segment (LAN).

oT Operational Technology

PLC Programmable Logic Controller. A computing device typically used to automate industrial,

electromechanical processes.

SIEM Security Information and Event Management. SIEM software provides real-time collection and
analysis of security alerts generated by applications and networking hardware.

SMB Server Message Block. A network file sharing protocol.

TCP Transmission Control Protocol. TCP is a transport-layer protocol used to establish a network
connection for the exchange of data between two applications.

ubDP User Datagram Protocol. UDP is a connectionless, transport-layer protocol that supports the
exchange of datagrams between two applications.

-
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Chapter 2
Introduction

2.1. SCADAfence Multi-Site Overview

The SCADAfence Multi-Site Portal provides an organization-wide view of ICS/SCADA operational
networks and their cyber-security status, offering a unified view of geographically and operationally
distinct networks. Multi-Site connects to site-specific SCADAfence Platform servers, providing
administrators with enhanced visibility of their entire operational network, presenting an overview
of security alerts, while allowing them to drill down and view the status on a per-site and per-asset
level. The system also enables network administrators to gauge the level of network security
compliance with an array of standards and requirements.

2.2. System Architecture

The SCADAfence Multi-Site Portal server receives periodic updates from the SCADAfence Platforms
that are distributed throughout the organization. A PC with a Web browser is used to access the
Multi-Site Portal.

. o= — — ]

% [l =

Multi-Site
3 OT Network
= Backbone Switch (= ~ -
% [llocoo =0=: Manufacture
SCADAfence =8 =| System (MES)
% t OT Network
Z ||[oce|O s ) Manufacture
=~ = Execution
SCADAfence & B System (MES)

1 OT Network
O i 3 Manufacture
= Execution
a

SCADAfence 2 System (MES)

PRELIMINARY . [

Historian Engineering HMIs ICS/SCADA
Servers Workstations Servers

Switch

(o8] €982

PLC PLC PLC PLC

—JoF—B| Switch

Figure 1: System Architecture

-
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2.3. Browser Requirements

SCADAfence requires use of one of the following browsers for accessing the SCADAfence Multi-Site
server:

e Google Chrome

e Mozilla Firefox

NOTE

The browser should be kept up-to-date with a version released during the last 6 months.

2.4, Display Requirements

The recommended display resolution for optimal use of the SCADAfence Multi-Site user interface is
1920 horizontal * 1080 vertical or higher. Other supported resolutions:

e 1680x 1050
e 1440x900
e 1280x800

-

= SCADAFence www.scadafence.com Page 12 of 69

-



SCADAfence Multi-Site Portal User’s Manual

Chapter 3
Getting Started

This chapter is intended to help you with your first use of the system, and introduces the features of
the SCADAfence Multi-Site user interface.

3.1 Login

In order to log in to the SCADAfence Multi-Site system, you will need to know the URL of the system
server, as well as the username and password.

NOTE
Contact SCADAfence support if you do not know the URL of the system server.

=>  To log in to SCADAfence Multi-Site:

1. Enter the URL of the system server in your browser. The login page appears as shown in
Figure 2 below.

-

== SCADAfence

-

SCADAfence Account Login

Username

admin

Password

SERARRRRRINN Q

Figure 2: Login Page

2. Fillin the Username and Password fields, and click Login. The following are usernames and
passwords for your initial login.

° Username: admin

o Password: 123456

NOTE

You will be required to modify the password following your initial login and then to log back in again.

-
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The Dashboard page appears as shown in Figure 3 below.

SCADAfence SCADAfence Multi-Site Dashboard

Critical

Alerts per site Assets per Site

Total Alerts by Severity

Sites Status

Figure 3: SCADAfence Multi-Site Dashboard Page

3.2. Menu Sidebar

The SCADAfence Multi-Site uses a menu-driven user interface to provide access to a rich set of
monitoring functions. The menu sidebar is depicted in Figure 4 below.

SCADAFence SCADAfence

Mulki-Site Portal

! Dashboard

Open Menu

=

admin

Figure 4: Menu Sidebar, in Closed and Opened States

-
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The menu sidebar, which appears on the left side of the page, appears in iconized form, as shown on

the left side of figure. Click on the Open Menu icon to shown the menu in its expanded state, in
which the names of the menu entries appear alongside the icons. Click on the Close Menu icon to
return the menu to its iconized state.

The entries at the top of the menu sidebar provide access to the following SCADAfence Multi-Site
functions:

Multi-Site Portal
e Dashboard

e Alert Manager
e Asset Manager
e Sites Status

Governance Portal. Please Refer to SCADAfence Governance Portal User's Manual

In addition, the entries on the bottom of the menu sidebar provide access to administrative
functions:

e System Settings
e Admin Settings

3.3. Additional Options

You can access sorting and filtering functions by clicking on the Additional Options icon in the
relevant column, as shown in the figure below.

Additional Options

Description

n

t Sort Ascending
Vulnerability assessment tool detected - ...
4 Sort Descending

SMB exploitation attempt - MS17-10 Eter... ¢

Il select
Group to Group Communication |
Policy Violation |

[] Anomalous TCP behaviour (11) l
Policy Violation

[C] API(10)

Vulnerability assessment tool detected - ...
|:] Default SNMP password (read) (5)

SMB exploitation attempt - MS17-10 Eter... ‘
[C] DHCP Discovery (10)

Group to Group Communication ]
[[] DHCP Request for IP (70)

Policy Violation ]

Policy Violation '
CLEAR FILTER

Vulnerability assessment tool detected - ... -

Figure 5: Additional Options

-
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The sorting and filtering features are described in the following sections.

3.3.1. Sorting Table Data

You can change the order in which data is displayed in the tables by selecting the Sort Ascending or
Sort Descending entry in the Additional Options menu (see Figure 5 above). In addition, you can
change the sorting order of the table by clicking on a field name in the header. An up/down arrow
(see Figure 6 below) appears to indicate the field used to sort data, and whether the information is
displayed in ascending or descending order.

Alerts Manager

Sorting Order

Open 525
[]  AletD Severity +” Site Name

B 10 [ ] Preduction Ling...
| £488 @ Production Line. ...
| £520 ® Production Line...
O 8542 @ Production Line...

Figure 6: Click on a Field Header to Change the Sorting Order

3.3.2. Filtering Records

You can use the SCADAfence Multi-Site filtering mechanism to focus on a specific record or records
(see Figure 5 above). To filter records, click on the Additional Options icon in the relevant column,
select Filter, choose one or more filtering values, and click on the Filter button, as shown in the
figure below.

Alerts Manager
Se et Evins Type
Aulgart 00 Severity fide Hamg
2448 L ] Ha
] Anomalous TCP bebaviour (4
5487 L -3
mELL
(] 437 @ HE (] Defeuit Shutp pas Filter Records
2484 [ HO DHCR discoveny [4 |
DHCP discove lIIII ||
5434 [ ] =3 DCE reguest For 18 (1 \ |
i
T ® 4z \
3485 [ -z FLEAR m

Figure 7: Filtering Records

-
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NOTE

The type of filter used is dependent on the column being filtered and the type of value that appears in the
column.

The filtered records appear as shown in Figure 8 below.

Alerts Manager
Resoheed 248 ANTTI
] Alert 1D Severity Site Mame Description ©
61 [ ] Produscion Linas DHCF daetvery
S144 [ ] Producion Lines JHCP discovery
61 [ ] Production Lines DHCP discovery
14 @ Production Lines DHCP discovary
5545 [ ] Producion Lines DHCP request for IP

Figure 8: Filtered Records
You can apply filtering to multiple columns in the table.

e  When you select multiple filters in a column, all records that meet any of the selected
criteria appear, in “binary OR” fashion.

e  When you apply filters in multiple columns, only those records that meet the criteria in all of
the filtered columns appear, in “binary AND” fashion.

To clear all filters in a single operation, click on the Clear Filters icon at the top of the page.

Export Refresh [ Clear |
Data H Data Filters

//

Figure 9: Clear Filters Icon

-
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3.4. Selecting Columns

Some of the tables in the system allow you to add or remove columns from the display. To add or
remove columns, click on the Select Columns dropdown, check or uncheck the column check boxes
as required, and click on the Save button. Click Reset to restore the original default columns.

Select Columng

Site Name
Hostname
Device types

MAE

= -

Figure 10: Selecting Columns

3.5. Header Icons

Header icons, shown in the figure below, appear on many of the pages in the SCADAfence Multi-Site
user interface:

e Export Data. Click on this icon to download an Excel worksheet containing the data that is
currently displayed on the page.

e Refresh Data. Click on this icon to reload the data as it currently appears in the system
database.

e Clear Filters. Click on this icon to clear all filters that are currently applied to the table.

‘ Export ‘ ‘ Refresh ‘ ‘ Clear |
Data Data Filters )

TN\

Figure 11: Header Icons

-
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3.6. Paging Mechanism

Tables with numerous records are accompanied by a paging mechanism at the bottom of the page,
as shown in the figure below.

First Previous Next Last
] < 1 2 3 4 5 6 7 8 9 > »

Figure 12: Paging Mechanism

1-150f 134 items

The mechanism displays the number of records in the list, and allows you to select pages using the
following options:

e First page
e Previous page
e Next page
e Last page

e Clicking on one of the page numbers displayed on the paging mechanism

3.7. Hyperlinks

Many of the column headers in the displayed tables are accompanied by a question icon.

¥/ Don't show this alert again %

Marking this checkbox will hide similar

alerts in the Future

Figure 13: Accessing On-Screen Help

3.8.  Alert Severity

Each alert in the system is assigned a color-based severity, as described in the table below:

Table 3: Alert Severity

Color Severity

. Critical
Severe

. Threat

[ ] Warning

[ ] Information

-
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Chapter 4
Dashboard

The Dashboard page provides an overall view of alerts, network assets, and site health. To access
the Dashboard page, click on the Dashboard entry in the sidebar menu.

SCADAfence

Dashboard

Figure 14: Dashboard Entry in Sidebar Menu

The Dashboard page appears as shown in the figure below.

SCADAFence Multi-Site Dashboard
p—
5 525 705 80 25 10 ( }
-—

AHTEE pEr Site ALTets pav Site

Alerts per Site Assets per Sites

— Craica PLC — ram oo

Total Alerts
by Severity

m

Figure 15: Dashboard Page
The page is divided into the following sections:
e Current Status. Information on current alert levels, as well as site and asset summaries.

e Alerts per Site. A graphic representation of the number of alerts at each site, distributed by
severity.

-
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e Assets per Site. A graphic representation of the number of assets at each site, distributed by
asset type.

e Total Alerts by Severity. An organization-wide graphical summary of open alerts, distributed

by severity.

e Sites Status. A proportional representation of the active and inactive sites in the
organizational network.

4.1. Current Status

The Current Status panel, depicted in Figure 16 below, provides at-a-glance insights into network
activity across the organization.

| 5 525 | 705 I 80 I 25 | 10 | Critical ‘ ) |
—

Figure 16: Current Status
The information provided in the panel is described in the table below:

Table 4: Current Status Fields

Field ‘ Description

Sites The number of sites tracked by SCADAfence Multi-Site

Alerts The number of currently open alerts.

Devices The total number of assets monitored by the system.

Controllers The total number of programmable logic controllers monitored by the system.
HMlIs The number of monitored stations deploying a Human-Machine Interface.
Network Devices The number of network devices (switches, routers, etc.) monitored by the system.

4.2. Alerts per Site

The Alerts per Site panel, depicted in Figure 18 below, presents bar charts representing the number of
open alerts in each site, distributed according to their severity.

The bar charts can be distributed either horizontally or vertically. Click on the desired selector
(shown in the figure below) to modify the presentation.

Figure 17: Choose Vertical or Horizontal Bar Charts

-
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Alerts per Site . B
90
80
70
60
50
40
30
20
10
0
Paint Shop Production Lines 1-4 Assembly Plant Production Lines 5-7 Remote Site 1
== |nformation == \Warning == Threat - Severe == Critical

Figure 18: Alerts per Site — Vertical Bar Charts

Alerts per Site ol .

Production Lines 1-4

Production Lines 5-7

Remote Site 1

0 10 20 30 40 50 80 70 30 a0
= [nformation == Warning == Threat — Severe == Critical

Figure 19: Alerts per Site — Horizontal Bar Charts

-
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4.3. Assets per Site

The Assets per Site panel, depicted in Figure 21 and Figure 22 below, presents bar charts representing
the number of devices in each site, distributed according to their type.

The bar charts can be distributed either horizontally or vertically. Click on the desired selector
(shown in the figure below) to modify the presentation.

Figure 20: Choose Vertical or Horizontal Bar Charts

Assets per Site . 2}

140

120
100
8
6
4
21
0

Production Lines: 1-3Production Lines: 4-6 Remote Facility Distribution Facility

== PLC == HMI == Network = Other

(=

=1

=

=]

=1

Figure 21: Asset Distribution by Device Type — Vertical Bar Charts

nl].

Assets per Site

HQ

Production Lines: 1-3

Production Lines: 4-6

Remote Facility

Distribution Facility

20 40 60 20 100 120 140
== PLC == HMI == Network = Other

(=]

Figure 22: Asset Distribution by Device Type — Horizontal Bar Charts
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4.4. Total Alerts by Severity

The Total Alerts by Severity panel, depicted in the figure below, provides a view of open alerts across the
organization, distributed according to their severity.

Total Alerts by Severity

\ Critical : 21

fe  Severe:12

\Threat 179

Information : 182

_[ Warning : 139

== Critical Severe == Threat == Warning == Information

Figure 23: Top IPs at Risk

4.5. Sites Status

The Sites Status panel, shown in the figure below, displays a proportional representation of the active
and inactive sites in the organizational network.

Sites Status

== Active Sites == |nactive Sites

Figure 24: Traffic Volume per Protocol

-
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Chapter 5
Alert Manager

The Alert Manager allowing you to track alerts in specific sites and across the organizational
network.

To access the Alert Manager page, click on the Alert Manager entry in the sidebar menu.

SCADAfence

Figure 25: Alert Manager Entry in Sidebar Menu
The Alerts Manager page appears as shown in Figure 26 below.

|’ Activity Logs ’

" Alert Filters jl Alert Resolution

Alerts Manager

Alert Tabs
N\
V A\
Alert ID Severity... Site Name Description Status P Last Event Time
28 8 attem 192.168.1.24 42

| AlertList |

Figure 26: Alert Manager Page

-
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The page is divided into the following sections:

e Alert Tabs. The alert tables allow you all alerts, or according to their status — open, or
resolved.

e Alert List. A list of alerts, their severity, and description.

e Alert Filters. Alert filters allow you to select alerts for display according to their location,
type, severity, and/or status.

e Alert Resolution. The alert resolution control allows you to resolve an alert or a group of
alerts.

e Activity Logs. The activity logs tab displays the applied activities on the alerts.

5.1. Alert Tabs

The Alert Tabs appear at the top of the tab list, as shown in the figure below.

Alerts Manager

OPEN RESOLVED X0 sl EEE ALERTS PIVOT

Figure 27: Alerts Tabs

The tabs provide a summary of alerts by category, each tab displaying the number of alerts that fit
into the category:

e Open Alerts. Unresolved alerts awaiting handling.
e Resolved Alerts. Archive of resolved alerts.
e All Alerts. A compilation of alerts from all the above alert types.

e Alerts Pivot. Alert information, grouped by Alert Type. To see the full list of the alerts for a
specific alert type, click on the + icon of the selected row.

-
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5.2.

Alert List

The alert list provides up-to-date information on alerts corresponding to your Alert Tab selection.

Alert 1D Severity...

n
&
&

[ ]

m
i
5

® @ ® @ & @ o ® 0 o

Site Name

Production Line

Preduction Line..

Preduction Line..

Preduction Line..

Preduction Line..

Preduction Line..

Preduction Line..

Preduction Line..

Production Line

Remote Security

Remote Security

Description Status P Last Event Time Total Events SF...
SMB exploitstion attempt - M517-10 Ete._. In Progress 102 168.1.22 06/11/2010 17:42:04 &
Group-to-group communication In Progress 00/02/2010 20:50:43 )]
Policy Vialztion In Progress 102.168.1.42 10/20/2010 12:55:30 &
Palicy Vialation In Frogress 102.168.4.44 10/30/2010 13:24:34 &
Vulnershility assessment tool detacted -... In Progress 192168446 08/28/2017 13:22:38 &
SMB exploitation attempt - MS17-10 Ete... In Progress 192.168.4.2¢ 06/11/2018 17:42:0 &
Group-to-group communication In Progress 09/02/2019 20:50:43 @&
Policy Vialation In Progress 192.168.1.4¢ 10/30/2019 12:55:40 =]}
Policy Violstion In Progress 102 168.1.42 10/30/2010 13:2¢:34 &
Vulnershility assassment tool detacted -... In Progress 102.168.1.16 08/28/2017 13:22:38 )]
Group-to-group communication In Progress 00/02/2010 20:50:43 1]

Figure 28: Alert List

The information provided in the fields in the list is described in the table below:

Table 5: Alert List Fields

Field Description

Alert ID A unique ID number representing the alert that was raised.
Severity Indicates the severity of the alert.
Site Name The name of the site in which the alert event occurred.
Description A brief description, or “headline”, of the alert
Status Indicates the status of the alert:
e Created. The alert is open and awaiting handling.
e Inprogress. The alert has been reviewed.
e Resolved. The alert was handled and has been closed.
IP IP address of the asset on which the alert was raised
Details A complete description of the alert.
Last Event Time | The date and time of the occurrence of the last alert. A complete description of the
alert, including linked references to the assets involved.
Total Events
SF Platform Enables access to the SCADAfence Platform to view the alert.

-
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5.3. Alert Filters

The Alert Filters, shown in the figure below, help you to zero in on specific alerts. The filters allow
you select one or more alert descriptions, severities, and statuses for display. See Table 5 above for
a description of each filter.

Description | Severity |
Filter Filte
—

%

All Types = Al Severities -

Figure 29: Alert Filters

To select filters, click on the downward arrow to open one of the dropdown list boxes, check one or
more boxes, and click on the Filter button to save the selection.

When selecting alerts using multiple selections in multiple filters, note the following:

e When you select multiple entries in a filter, all records that meet any of the selected criteria
appear, in “binary OR” fashion.

e When you select entries in multiple filters, only those records that meet the criteria in all of
the filters columns appear, in “binary AND” fashion.

5.4. Alert Resolution

The Alert Resolution control allows you to designate alerts as resolved or as not resolved, using the
drop-down menu. To resolve one or more alerts, click the relevant check boxes to select the alerts. A
confirmation message appears in the Alert Resolution control box.

5.5. Activity Logs

The Activity Logs Tab allows you to display all the activities applied on the alerts. The information
can be filtered by sites and alert types.

-
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Chapter 6
Assets Manager

The Asset Manager page provides details on all computing devices connected to the network,
including PLCs, HMs, servers, and endpoints. SCADAfence automatically generates asset inventory
without prior knowledge or user configuration.

To access the Asset Manager page, click on the Assets Manager entry in the sidebar menu.

SCADAfence

Dashboard

Alerts Manager

Assets Manager

Figure 30: Asset Manager Entry in Sidebar Menu

The Asset Manager page displays a list of network assets, including details on each asset.

-
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6.1. Assets List

The Assets List tab appears as shown in Figure 31 below.

Assets Manager

Assets Filters

Sec@oumns -
[5 Site Name Hostname Device types MAC Vendor 0s Total Traffic S i
™ 10.145.29 253 HQ scadafen 3 PC 1KB
10 Tl Product cacafe a o F KB
Open Quick
scacafen Workstation 080 PCS Co Nincows 7 2361 KB
Summary
4529253 R -] ) PCS KB
4 3 3 ) P 61 KB
+ 12,134 2( b Me
. . Assets List
-+ ) 3 100 _—
) 4 21 Produ g
) 34 2( Re 18
1 205 F VB
H Al 6 KB
Product A8 90 Csco Sy 64 16 KB
oy AB9D Cisco Sy 8416 KB

Figure 31: Assets List

The information provided in the fields in the list is described in the table below. Optional fields can
be selected using the Select Columns dropdown list box.

Table 6: Assets List Fields

Field Description

Default Fields

IP The IP address of the asset.

Site Name The facility or location name.

Hostname The asset’s hostname.

Device Type The type of asset.

MAC The MAC address of the asset.

Vendor The asset vendor.

oS The operating system installed in the asset, if known.

Total Traffic

The asset’s total traffic volume (transmitted and received).

Optional

Total Sent Total traffic sent by the asset —in bytes.
ou Organizational unit (user-entered data).
Owner Asset owner (user-entered data).

Physical Location

The physical location of the asset (user-entered data).

Comment

A free text field containing additional information on the asset (user-entered data).

-
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Criticality The level of criticality of the asset (user-entered data).
Firmware Version The firmware version of the asset.

Module Name Asset module name.

Hardware Version The hardware version of the asset.

Serial Number The serial number of the asset.

PLC Additional details on the device, including the PLC vendor name.

Click on the Open Quick Summary symbol expand the row to display additional information
on the asset, as shown in the figure below.

P * Site Name Hostname Device types MAC

- 10.145.29.253 HQ scadafence-pe Workstation 08:00:27:7C:15:A0

Connections: 1 internal

Device types: Workstation MAC: 08:00:27:7C:15:A0

0s: Windows 7 First seen: March 17th 2019, 12:27:58
Hostname: scadafence-pc Last Seen: March 17th 2019, 15:16:48
Vendor: PCS Computer Systems GmbH NIC Type: Ethernet

Figure 32: Quick Asset Summary

You can use the asset filtering mechanism to focus on a specific asset record or records. For further
information on filtering, see section 3.3.2.

Double click on the selected asset's IP address to display detailed information on the asset, as shown
in the figure below:
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Figure 33: Asset Detailed Information
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Chapter 7
Sites Status

The Sites Status page provides a high-level view of each site, providing a summary of assets and
open alerts.

To access the Sites Status page, click on the Sites Status entry in the sidebar menu.

SCADAfence

@), Sites Status

The Sites Status page appears as shown in the figure below.

-

= SCADAfence www.scadafence.com Page 33 of 69



SCADAfence Multi-Site Portal User’s Manual

Cuaiakbaasd

- ~ =
status (D) saatus (1) Status (L)
Last Updated: 07282020 170412 Lasd Updaled: 0715 Last e OTHS020 141134
Daka Received from Platform 11.32 MB ﬁ Data Received from Plallorm T41.71 KB ﬁ [Crata Rspsrved from Platform 38557 KB ﬂ
Todal Assets: 141 Total Assets: 141 Total Assets: 141
Todal alerts: 100 Total aleris: irs Total alerts: 123
Criticak wd Critical: "1 Critical: L1
Sevens: .3 Severe: L] Sewene: "3
Threat: 30 Thireat: ® 13 Threat: » 4
Warning: ®19 Warning: T Warning: [RF3
Indcemation: 44 Information: w44 Information: w43

Open SCADAREnce Platform Jpen SCADAJence Plationm Oipen SCADAJence Platiorm

Production Lines: 4-6

ssatus (1) Seatus (1)
0210 14:16:48
™ 50212 KB igh
Total Assets: 141 Total Assets: 141
Tatsl alens: L] Tt alerts: 100
Coritical: a5 Coritical: L 3]
Sewere: LT Severe: el
Threat: Lk Threat: 30
Warning: -l Warning: a8
Infarmation: wdd Infarmation: wdd

OpenSCaDAwece Pt | omwusmnem |

Figure 34: Sites Status Page

The information provided for each site on the page is described in the table below:

Table 7: Alert List Fields

Field Description

Site Name The name of the site.

Status Indicates the connectivity status of the site:

@ Online. Data was received from the site during the last hour.

@ Offline. Data has not been received from the site during the last hour.

Last Updated The timestamp of the last update received from the SCADAfence Platform installed at the

site.
Total Assets The number of monitored assets at the site.
Total Alerts The number of open alerts associated with assets at the site.
= SCADAFence www.scadafence.com Page 34 of 69

-



SCADAfence Multi-Site Portal User’s Manual

Severity The distribution of severities of the open alerts.

7.1. Sites Map

The Sites Map page provides a high-level, map-based summary of monitored sites in the organization.
To access the Sites Maps page, click on the Map tab in the Sites Status section.

The Sites Map page appears as shown in the figure below:

Sites Status

L T
\l Zoom In/Out

St

W

Comgiance score 57 % estet | § OpenSreedhiap coomnbet

Figure 35: Sites Map Page

For each site on the Sites Map, the following information is provided.

Table 8: Sites Map Fields

Field Description

Site Name The name of the site.

Status Indicates the connectivity status of the site:

@ Online. Data was received from the site during the last hour.

@ Offline. Data has not been received from the site during the last hour.

Last Update The timestamp of the last update received from the SCADAfence Platform installed at
the site.

Assets The number of monitored assets at the site.

Max. Severity The highest severity among the open alerts at the site.

Compliance Score | The percentage of standard requirements complied with at the site.

Use the Zoom In and Zoom Out controls to control the map resolution.

Hover over a site summary to display a summary of open alerts, as shown in the figure below.

-
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- DENVER»
-

—=

-

Production Lines: 1-3 ® 4 Critical
Status @ ® 2 Severe
Last update Mar 24, 2020 ® 10 Threat
Assets 131 ® 25 Waming
Max Severity ‘“ ® ® 37 Information

Compliance score 78 Total alerts

Figure 36: Hover to Display Site Alert Summary
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Chapter 8
System Settings

The Setting sub-menu allows you to configure a variety of system functions.
=>»  To access the Setting page:

1. Click on the Setting entry in the sidebar menu.

Figure 37: Setting Entry in Sidebar Menu

2. The Settings page appears as shown in the figure below:

v Settings

v User Management and Security Settings

~ User Settings

~ System Language Settings

Figure 38: General Settings Page

° Settings

° User Management and Security Settings

° User Settings

° System Language Settings

-
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8.1. Settings

Using the Settings menu, you can manage the following settings:

- Settings
Sites Configuration -
Sites Health Status -
Configuration Profiles [Management -
Account APl Keys IMlanagement -
License Management -
Syslog Configuration -
Alerts Sources -

Figure 39: Settings Page

e Sites Configuration

e Sites Health Status

e Configuration Profiles and Management

e Account API Keys Management

e License Management

e Syslog Configuration

e Alert Sources

8.1.1. Sites Configuration

To perform sites configuration, click on the Sites Configuration arrow (see Figure 39). The Sites
Configuration page appears as shown in the figure below.

semings > Sjtes Configuration

Site Mu.. site Mame P SW Version * Last SW update SW Update Status site update Readin... ‘Connection Status
22 L] Asmots update notsupportes  Versiennot [1] T
Production Lines: 1-3 Remote updabe not supported  Versioninot ['] Ty
45 Production Lines: 46 192.168.4.221 Remote updabe ot supported.  Viersion nok supported [1] )
Remote Security 17213325 Remote update not supported. Versicnnot ('] g
ES Diez. Fadility 1724114 Remote update notsupportsd  Versianinoz ('] iy
Figure 40: Site Configuration Page
o=
= SCADAfence www.scadafence.com Page 38 of 69



SCADAfence Multi-Site Portal User’s Manual

The Sites Configuration page displays the sites status and enables updating the SCADAfence version
installed in the sites. It contains the following fields:

Table 9: Sites Configuration Fields

Field Description

Site Number A unique ID number representing the site.

Site Name The name of the site.

IP The IP address of the SCADAfence Platform located at the site.
SW Version The SCADAfence version that is installed in the site

Last SW Update Time of the last software update in the site.

SW Update Status Details the site’s readiness for software update

Site Update Readiness Upgrade is not supported in legacy software versions, This field indicates
whether the upgrade is possible from the site's current software version.

Connection status Site monitoring status:
e Active. The site is currently being monitored by the SCADAfence Platform.

e Inactive. The site is not currently being monitored by the SCADAfence
Platform.

The buttons on the top right of the page enable initiating a software version update to selected sites,
and canceling it if necessary.

The Cancel button in each row allows you to cancel a site’s upgrade operation.

8.1.1.1. Adding a New Site
=»  To add a new site:
1. Click on the +Add New button.

2. The Add New Site Page is displayed as shown in the figure below:

-
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Inserk Site *

Sike Mame

Site Address

Lakitude

Longitude

Description

(ves NS

Cancel

Figure 41: Add New Site

3. Enter the site information as described in the table below:

Table 10: Add New Site Window Fields

Field Description

Site Name The name of the site.

Site Address The IP address of the SCADAfence Platform located at the site.

Latitude The latitude of the site location. This determines the position of the site on the
geographic Sites Map.

Longitude The longitude of the site location. This determines the position of the site on the
geographic Sites Map.

Description A short site description.

Active Site monitoring status:

e Yes. The ssite is set to “Active” and will be monitored by the SCADAfence Platform.

e No. Thesite is set to “Inactive” and will not be monitored by the SCADAfence
Platform.

4. Click Save.

8.1.1.2. Editing an Existing Site

=>»  To edit a site's information:

1. Inthe Site Configuration page, click on the Edit icon 4 of the selected site.

-
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1. The Edit Site page allows you to set various parameters of the selected site, using the
following tabs:

e Site Info. Used to modify of the site's information.

e  Software Update. Used to update/rollback the site’s software version.

e  Configuration Update. Used to modify the configuration of the site.

8.1.1.3. Site Info

The Site Info page allows you to modify the selected site information and to delete the site's
data/traffic, as shown in the below figure:

Sites Configuration » HQ

SITE INFO SOFTWARE UPDATE CONFIGURATION UPDATE
Edit Site Info Delete Site Data
Site Name (" Deletz AllData )
H
e Total Assets: 141
Site Address Total L2 Assets: 0
Total Alerts: 155
52.58.163.13 .
Total Activity Logs: 0
Latitude Total Conversations: ]
Total Industrial Conversations: 0
415
Longitude
=100
Description

Figure 42: Site Info Page
Edit the site information for the selected site, as described in Table 10 above.
=>  To export the site's configuration information:

1. Inthe API Keys section, enter the APl Owner Name.

-
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A APl Keys

Create API Key

APl Owner Name

example key Create APl Key

APl Key 3e5bc65045¢04359970b38afb98bsf00 Copy Key

API Secret 01b16f33eb82ac533d8e230340a6f22b356644%93146d1d5b30209b2386b9d9F1 Copy Secret

Download Creds

Figure 43: Exporting the Site Configuration Information

2. Click on the Create API Key button to create the credentials information.
3. Click on the Download Creds button to export the credentials file.

4. Keep the downloaded site-configuration file and upload it in the SCADAfence Platform (see
the note below).

NOTE

In SCADAfence Platform Setting >> SCADAfence Cloud and Multi-Site Portal Configuration, enter the site
name associated with the configuration file that you exported, and click Upload Connection Info button to
import the site's configured values.

You can delete all the data for the selected site, including logs and alerts, by clicking on the Delete
All Data button.

NOTE

After the Delete All Data operation, you will have a site with no data. Platform will update the Multi-Site and
sync the data.

You can delete the traffic data by clicking on the Delete Traffic Data button, as shown in the below
figure:

Delete Site Daka

Delete All Data
Total Assets: 141
Total L2 Assets: 0
Total Alerts: 155
Total Activity Logs: 0
Total Conversations: 0

Total Induskrial Conversations: 0

Figure 44: Delete Site Data

-

= SCADAFfence www.scadafence.com Page 42 of 69

-



SCADAfence Multi-Site Portal User’s Manual

8.1.1.4. Software Update

The Software Update page allows you to perform a software update or a rollback for the selected
site:

Sites Configuration » HQ

SITEINFO SOFTWARE UPDATE COMNFICURATION UPDATE
Currently Installed Version Ayailable Version
0.0.0.1255
Installation Date Update Status
Remote update not supported
Rollback Version
Software Installation History
Action SW Version Status Started On Finished On +
sw_zctions.undefined 63217 Installation Completed 12/10/2020 13:46:18

Figure 45: Software Update
e Currently Installed Version. The current software version of the site.
e Installation Date. The latest installation date.

e Rollback version. The software version that is available for rollback. Click on the Rollback
SCADAfence Platform To button, to apply the rollback.

e Software Installation History, displays the following information on the installations, applied
in the selected site:
Table 11: Add New Site Window Fields

Field Description

Action The action applied on the site.

SW Version The software version of the site.

Status The status of the installation.

Started On The beginning time of the installation.
Finished On The completion time of the installation.

e Available Version. The software version, available for update. Click on the Update
SCADAfence Platform To button, to apply the update.

e Update Status. Presents the readiness of the update process. The "Remote Update not
Supported" message indicates that the current software version of the selected site does not
support a remote update.

-
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8.1.1.5. Configuration Update

The Configuration Update Page displays information on the site's configuration, as described below:

Sites Configuration > HQ

SITE INFO SOFTWARE UPDATE COMFICURATION UPDATE

Currently Installed Version

Unknown

Last Configuration Update
Configurakion Profile

Available Profiles

Figure 46: Configuration Update Window

The fields appearing in the figure above are described in the table below:

Table 12: Configuration Update Window Fields

Field ‘ Description

Currently Installed Version | The current SCADAfence Platform software version of the site.

Last Configuration Update | The last configuration update time.

Configuration Profile Enter the name of the configuration profile (see 8.1.2, for Profile
Management Configuration).

Available Profiles The list of the pre-defined profiles.

=>  To update the site's configuration parameters:
1. Enter the name of the configuration profile.

2. Click on the Push Configuration button.

-
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8.1.2. Sites Health Status

The Sites Health Status page allows you to check the health status of each site. The Sites Health
Status page appears as shown in the figure below:

settings > Sites Health Status

Site Name * SiteN... " Licensed ... Version cPu Memory Disk Space Bandwidth Platform Status

+  site 1128 1 192.168.1.128 50000 66335 2% 23% 66% 2Kb/s o
+  site16s 2 102.168.1.64 50000 66334 13% 65% ]
+  Stean 3 192.168.1.71 0 1% 40% 2% ob/s o
- site17e 4 192.168.1.74 50000 66334 1% 2% 50% o
Detals
Performance Counters Hardware Details
CPU Usage: 1% cPU: Intel(R) Xeon(R) Gold 5218 CPU @ 2.30GHZ 4 cores
Memory Usage: 32% Memory: 8GB
Disk Usage: 50% Disks: 78GB (VMware Virtual disk)
Bandwidth: otis
NIC Details
Role: Management  Role: Listening
Name: ens160 Name: o
Speed: 10000 Speed:
Duplex: Full Duplex: Unknown
mMTU: 1500 MTU: 65536
Status: ) Status: ©

Figure 47: Sites Health Check Status

The Sites Health Status page displays the following information per site:

Table 13: Sites Health Status Fields

Field Description

Site Name The name of the site.
Site Number The number of the site.
IP IP address of the site.
Licensed Assets The list of the licensed assets.
Version The software version of the SCADAfence platform in the site.
CPU CPU usage (% of total capacity)
Memory Memory usage (% of total capacity)
Disk Space Disk space usage (% of total capacity)
Bandwidth Most recent traffic volume measurement, in bits per second
Platform Status The SCADAfence Platform's status.
() | Connected
(1) | Disconnected

For detailed information on performance, interfaces, and the hardware in use, per site, select a site,
and click on the "+" button. The following detailed information will be displayed:

-
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Table 14: Sites Health Status Detailed Information

Field Description

Performance
CPU Usage CPU usage (% of total capacity)
Memory Usage Memory usage (% of total capacity)

Disk Space Usage | Disk space usage (% of total capacity)

Bandwidth Most recent traffic volume measurement, in bits per second

Hardware Details

CPU CPU vendor, model, and clock speed

Memory RAM memory capacity

Disks Disk space capacity

NIC Details

Role The role of the Network Interface Card (NIC).
Name The name of the NIC

Speed Maximum speed of the NIC

MTU Maximum Transmission Unit (MTU) of the NIC
Status The status of the NIC.

@ Connected

@ Disconnected

8.1.3. Configuration Profile Management

Profiles allow you to prepare a group of configurable parameters settings as a pre-defined profile
and use it to configure a selected site, instead of parameter-by-parameter provisioning.

To perform profiles configuration, click on the Configuration Profiles Management arrow (see
Figure 39). The Configuration Profiles Management page appears as shown in the figure below.

settings > Configuration Profiles Management

CONFIGURATION PROFILES DISTRIBUTION HISTORY

Profile N... * Profile Name Tokal Sites Description Created On Last Updated

1 alerts policy 5 12/11/2020 17:55:07 07/15/2021 09:20:02 (1

3 Remate Sites 2 07/26/2021 10:10:25 07/26/2021 10:11:46 2w
-

4 Email configuration update 3 08/12/2021 11:03:13 08/12/2021 11:25:01 cﬁ uy
o

5 Syslog update 1 08/12/2021 11:04:17 08/12/2021 11:04:17 2w

Figure 48: Configuration Profiles Management Page

-
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The Configuration Profiles Management page displays the following information on the pre-
configured profiles:

Table 15: Configuration Profiles Management Fields

Field Description

Profile No The profile number.

Profile Name The profile name.

Total Sites The number of sites to which the profile is distributed.
Description A short profile description.

Created on The creation time of the profile.

Last Updated Time of the last profile update.

Click on the Distribution History tab (located at the top of the page), to display the system's
distribution information of the profiles.

The Distribution History tab displays the following information:

Table 16: Distribution History Fields

Field Description

Profile Name The profile name.
Distribution No. The number of the applied distributions.
Total sites The total sites to which the profile has been distributed.

Distributed Date The time of the profile distribution.

Status The status of the distribution. Possible values: Succeeded, Failed.

-
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8.1.3.1. Adding a New Configuration Profile
=>  To add a new profile:
1. Click on the +Add New button.

2. The Add New Configuration Profile Page is displayed as shown in the figure below:

Add New Configuration Profile X<

Profile Mame

Description

Select relevant sites

Select Sites

Cancel | @

Figure 49: Add New Configuration Profile

3. Enter the site information as described in the table below:

Table 17: Add New Profile Configuration Window Fields

Field Description

Profile Name The name of the profile.

Description A short profile description.

4. Click on the Select Sites field, and use the drop-down menu to select the relevant sites.

5. Click Save.

8.1.3.2. Deleting a Configuration Profile

=>  To Delete a profile:

—a_

1. Inthe Profiles Management page, click on the Delete icon W of a selected profile.

2. Confirm the deletion.

-
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8.1.3.3. Editing an Existing Configuration Profile

=>  To edit an existing profile information:

&

2. The Edit Profile page allows you to set various parameters of the selected profile, using
the following tabs:

1. Inthe Profiles Management page, click on the Edit icon of a selected profile.

e  Profile Info. Allows the modification of the profile's information.

e  Configuration Management. Allows the modification of the configuration parameters
that the profile includes for distribution.

e Site Distribution. Allows the distribution of the configuration to the selected site.

e Distribution History. Displays the distribution history of the selected profile.

8.1.3.4. Profile Info

1. The Profile Info page is displayed as shown in the figure below:

Configuration Profiles Management > Edit alerts po licy Profile

PROFILE INFO COMNFIGURATION MANAGEMENT SITE DISTRIBUTION DISTRIBUTION HISTORY

Prafile Mame

alerts policy

Description

Select relevant sites

g itzrns s=lected

Figure 50: Editing a Configuration Profile
2. Enter the site information as described in Table 10 above.

3. Click Save.

-
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8.1.3.5. Configuration Management

The Configuration Management page allows you to modify the configuration parameters of a
selected profile.

=  To modify the configuration parameters:

1. Click on the Configuration Management tab, and in the Configuration Management page,
select one of the below configuration categories:

e  Alert Configuration

° IP Groups

e Syslog Configuration

° Email Configuration

o Email Scheduler Configuration

e Active Directory Configuration

NOTE

The minimum version of the SCADAfence Platform the supports the configuration settings, is 6.5.0.99.

8.1.3.5.1. Alerts Configuration

=>  To configure the alerts:

1. Click on the Editicon é} in the selected row.

2. The following window opens:

-
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Edit IP conflict detected

Report Category
Aszet Managemeant A
Severikty
Waming v
&Enab.ec
ES}{S.DQ Enzhled
EErrailEral:u.ed

Cancel a

Figure 51: Alert Configuration Window

3. Enter the field values, as described in the table below:

Table 18: Alert Configuration Fields

Field Description

Report Category | User Modifiable Field. The alert category possible values:
e Operational
e Exposure

e Threat
e  Customer
e Other
Severity User Modifiable Field. Sets the severity for alerts of this type:
e log e Threat
e Information e Severe
e Warning e  (Critical
Enabled User Modifiable Field. If “enabled” the alert type is activated. If “disabled”, new alerts

of this type will not be raised.

Syslog Enabled User Modifiable Field. If “enabled”, then when an alert of this type is raised, it will be
recorded in the syslog.

Email Enabled User Modifiable Field. If “enabled”, then when an alert of this type is raised, an email
will be generated.

4. Click on the Save button.

-
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8.1.3.5.2. IP Groups
=>  To configure the IP Groups:
1. Set the "Explicit definition of internal IP ranges" parameter. Possible values:

e  OFF. The system determines whether an IP address is internal or external, based on
the network's behavior. On changing the value to ON, the following message is
displayed:

Internal\External IP address explicit mode

The SCADAFence PlatForm will categorize asseks as internal\external
autematically and according to the configuration of internal\external addresses in this page.

Cancel Yes

Figure 52: Confirmation for Explicit Definition of Internal IP addresses

e  ON. The system overrides the above mechanism by explicitly defining the internal IP
addresses, while other addresses are defined as external. When changing the value to
OFF, the following message is displayed:

Internal\External IP address explicit mode

Are you sure you wank ko define internal ranges manually?
Only internal ranges defined in this page will be considered as inkernal.
All other addresses will be considered external.

Figure 53: Confirmation for Automatic Definition of Internal IP addresses

2. Click on the Edit icon o in the selected row to edit an existing IP Group configuration, or
click on the +Add New button to define a new group.

3. The following window opens:

-
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Insert New Group %

Group Mame

Description

@Internal.ﬂ\sset

Cancel a

Figure 54: IP Group Configuration Window

4. Enter the Group Name, and a short description on IP Group.

5. Specify if the group is internal or external (applicable when Explicit definition of internal
IP ranges is set to No.

6. Select one of the following options:

Add IP Range. Enter the IP address range: from IP address to IP address.
Add Specific IP. Enter a specific IP address.
Add Subnet. Enter IP address / subnet field.

7. Click on the Save button.

8.1.3.5.3.

See section 8.1.5.

8.1.3.5.4.

Syslog Configuration

Email Configuration

=>»  For Email Configuration:

1. Click on the Email Configuration tab.

2. The following window opens:

-
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SMTP Server

Port

SMTP User (Optional)

admin

SMTP User Password (Optional)

Sender Address

sf platFormi@scadafence.com

(3 Use TLS

Figure 55: Email Configuration Window

3. Enter the field values, as described in the table below:

Table 19: Email Configuration Fields

Field Description

SMTP Server The URL of the SMTP email server that will receive alerts from the system in the
form of SMTP messages

Port The connection port number on the SMTP email server

SMTP User The SMTP user name

SMTP User Password | The SMTP user’s password

Sender Address Enter the sender platform's URL

Use TLS If checked, Transport Layer Security (TLS) is enabled

4, Click on the Save button.

8.1.3.5.5. Email Scheduler Configuration

=>  To configure an email scheduler:

1. Click on the Edit icon Z in the selected row, or click on the +Add New button to define a
new email scheduler.

2. The following window opens:

-
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Add Email Scheduler

Mail Report Type

Periodical Alerts Report

User will receive an emazil containing 2 summary of all alerts that were created i

Email Subject

SCADAFence Periodical Alerts Report

Period OF Time

7

Email Address

TEST@TEST.COM

Figure 56: Email Scheduler Configuration Window

3. Enter the field values, as described in the table below:

Table 20: Email Scheduler Fields

Field Description
Report Type The type of notification to be received:
e SCADAfence alert notification. Immediate notification regarding a single alert.
e  SCADAfence system health notification. Immediate notification regarding the
system's health.
e Periodic alert report. A periodically generated report containing a compilation
of all alerts that occurred during the period.
Severity [Relevant for SCADAfence alert notification only.]

The alert severity threshold. Alerts at this level of severity or higher will trigger the
transmission of an alert notification to the user by email.

Period of Time

[Relevant for periodic alert report only.]
The interval (in days) between periodic alert reports.

Email Address

The recipient’s email address

4, Click on the Save button.

8.1.3.5.6.

Active Directory Configuration

Microsoft's Active Directory (AD) provides a broad range of directory-based identity-related services
for Windows domain networks. The Active Directory Configuration page allows you to configure the
Active Directory's parameters needed for the mapping of the users.

=>  To configure the Active Directory:

-

= SCADAfence

-

www.scadafence.com

Page 55 of 69



SCADAfence Multi-Site Portal User’s Manual

1. Click on the Active Directory Configuration tab.

2. The following window opens:

Active Directory Server

Distinguizhed Mame (ON)

Base Group Mame

he Scadafence users group name in the Active Directory demain

Figure 57: Active Directory Configuration Window

3. Enter the field values, as described in the table below:

Table 21: Active Directory Fields

Field Description
Active Directory Enter the URL or the IP address of the AD Server, which runs the active directory
Server services.

Distinguished Name The root directory of the AD domain.

Base Group Name The SCADAfence users group name in the AD domain.

4. Click on the Save button.

8.1.3.6. Site Distribution
=>  Todistribute the configuration to the selected sites:
1. Click on Site Distribution tab.

2. The Site Distribution page opens:

-
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Select Sites for Distribution Clear ConFiguration Settings
Select St marked settings will be erased in sites when configuration is pushed
elect Sites
Alerts Configuration Email Configuration
Last Configuration Change 0 0
07/15/2021 09:20:02 (] P Groups [} Email Scheduler Configuration
Last Distribution Date ] syslog Configuration [] Active Directory Configuration
Profile configuration that will be pushed
# Alerts Configuration
Alert Name Repork Category Severity (Default) Enabled Syslog ... Email E...
+ Mew host detected Asset Management Warning (Log) Enabled Enabled Enabled

Figure 58: Site Distribution Page

3. Select sites for distribution by clicking on the Select Site box, and check the selected sites'
check boxes.

4. The Last Configuration Change, and the Last Distribution dates are displayed, if they exist.
5. Select the settings you want to erase in the selected sites, prior to distribution.
6. Click on the Push Configuration button to start the distribution.

7. The distributed profile configuration will be listed.

8.1.3.7. Distribution History

=>  To view the Distribution History of the selected profile:
1. Click on the Distribution History tab.

2. The Distribution History page displays the following information:

Table 22: Profile's Distribution History Fields

Field Description

Distribution No. The number of the applied distributions.

Total sites The total sites to which the profile has been distributed.

Distributed Date The time of the profile distribution.

Status The status of the distribution.

8.1.4. Account APl Keys Management
API keys are used for message authentication when connecting to the SCADAfence database.
=>  To create the keys

1. Click on the Account APl Keys Management arrow (see Figure 39Error! Reference source
not found.).

-
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2. The APl Keys Management page appears as shown in the figure below.

settings > Account APl Keys Management

Create API Key

These APl keys are used For REST calls by a user, in order to read assets, alerts For an account (customer).
AP keys For connection of Sites to the Multi-Site application are configured in “Settings/Sites” per Site

APl Owner Name

Swagger Page link
APl Key Qwner Status Created On
Te4c34506dd011ea8b7445115371508a Cardiff Ackive 03/24/2020 15:08:02 9 ﬁ
8d7ee4305dd0112a8b7445115371508a Glasgow Ackive 03/24/2020 15:08:28 ﬁ @
a5a5cdb009731 1ebata537b63c21a8d0 [Moshe-test-key-to-delete Active 10/08/2020 17:36:27
FOsF7bb00c7f11eb9ab1c1059b6b33c1 IMoshe-tet-2 Ackive 10/12/2020 14:41:59 ﬁ @

Figure 59: Account APl Keys Management Settings
3. Enter the APl Owner Name.

4. Click on the Create API Keys button to create the public and the secret keys to be
distributed to users.

APl Key 57ea75336e2cf4230b75680d250cFe500 Copy Key

API Secret cebs269314a995c35bdb9d18ecf138ccb4cE89FA62480bF Fee4d TFFbFDS 5092 Copy Secret

The following table describes the parameters listed in the API Keys Management Window.

Table 23: Account API Keys Management Fields

Field Description

API| Key The API key created by the system.
Owner The name of the owner of the key, inserted by the user.
Status The key's status:

e Active. The key is active and can be used for authentication.
e Suspend. The key is suspended.
e Invoked. The key is already in use.

Created On The key creation timestamp.

174

6. Click on the Swagger Page link to view the SCADAfence APl documentation.

5. To modify the owner's name or the key status, click on the Edit icon of a selected row.

8.1.5. License Management

The system allows the upload of the license to all the SCADAfence platforms.

-

= SCADAfence www.scadafence.com Page 58 of 69

-



SCADAfence Multi-Site Portal User’s Manual

=>  To upload the license to all the platforms:
1. Select the License Management option in the Settings menu.

2. The License Management page is displayed:

settings > License Management

Upload License

Upload license File in json Format

Select Files... Drop files here to upload

Figure 60: License Management Page
3. Press the Select Files button to browse the license file.

4. Click on the Upload button.

8.1.6. Syslog Configuration
=>  To configure the Syslog:
1. Click on the Syslog Configuration arrow (see Figure 39).

2. The Syslog Configuration page appears as shown in the figure below.

-
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sewings > Syslog Configuration

|P address

Fort

514

P

.

Severity

Informaticn v 9
Record Type

Shart A ]

Timezone

GMT v

Processing Inkerval {in minubes)

Figure 61: Syslog Configuration Settings

3. Enter the syslog configuration parameters, as listed in the table below:

Table 24: Syslog Configuration Fields

Field Description

IP Address The IP address of the target Syslog server.
Port The connection port number on the target Syslog server.
Type The transport layer protocol used:
e TCP
e UDP
Severity The alert severity threshold. Alerts at this level of severity or higher will trigger the

transmission of an alert message to the Syslog server.

Record Type The record type:
e ‘short’ - with the default set of fields
e ‘long’ - extended record with more fields, such as description, solution, etc.

Time zone Select the appropriate time zone, using the drop-down window.
Interval The syslog's processing interval (in minutes). Default value = 5 minutes.
Enabled Switch the toggle to Yes to enable the connection.

4. Click Save.

-
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8.1.7. Alerts Sources
=»  To view the alert sources:
1. Click on the Alerts Sources arrow (see Figure 39).

2. The Alert Sources page appears as shown in the figure below.

settings > Alerts Sources

Source Name Unique Identifier . Active Total Alert Types Status Last Updated
Antivirus Antivirus 1 ® 07/21/2020 10°-41:03 74|

1 1-10f1items

Figure 62: Alert Sources Settings

The fields in the Alert Sources window are described in the table below:

Table 25: Alert Sources Fields

Field Description

Source Name The name of the entity that sourced the alert.

Unique Identifier | The unique identifier of the alert source.

Active The alert source status:
e Active. The source is currently active.
e Inactive. The source is not active.

Total Alert Types The number of alert types associated with the source.

Status () | Connected

@ Disconnected

8.1.7.1. Adding a New Alert Source

=»  To add a new alert source
1. Click on the +Add New button.

2. The Add New External Source window opens:

-
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Add New External Source X

Source Name

Unigue Identifier

Used as source identifier for external AP calls

Description

ij Active

Cancel

Figure 63: Adding a New Alert Source
3. Enter the parameters (see Table 25).

4. Click Save.

8.2. User Management and Security Settings

Using the User Management and Security Settings menu, you can manage the following settings (see

Figure 38):

- User Management and Security Settings

User Management

Active Directory Configuration

Account Security Settings

Figure 64: User Management and Security Settings Menu

e User Management

e Active Directory Configuration

e Account Security Settings

=>» To manage the user and database permissions:

1. Click on the User Management arrow (see Figure 64).

-
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2. The User Management page appears as shown in the figure below.

settings > |Jser Management

User Role Active MFA Enabled Last Login

Account Admin 031772021 12:19:55 Reset Password
Account Admin 11122020 13:32:09 Reset Password
Account Admin Reset Password
Account Admin Reset Password

Figure 65: User Management Settings

The user management parameters are listed in the below table:

Table 26: User Management Fields

Field Description

User Name The user name.

Active User's status:
e Active. The user has access to the system.
e Inactive. The user does not currently have access to the system.

MFA Enabled Multiple Factor Authentication activation status.

Last Login Timestamp of the last user login.

Reset Password | Click to reset the user's password

8.2.1.1. Adding a New User
=>  To add a new user to the system:
1. Click on +Add New.

2. The Add User window opens:

-
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Add User X

Username
| o

Email

| l

Role Name

Select Role v

New password

| S
Confirm password
| © |
First Name
Last Mame
(3 Active

Cancel

Figure 66: Add User

3. Enter the user information as listed in the below table:

Table 27: User's Fields

Field Description

Username The user name.
Email The user’s email address.
Role Name The user’s role:

e Account Admin. User with full administrator privileges.
e Account User. User without administrator privileges.

New Password Enter the user’s password. Click on the “eye” icon to display the entry.

Confirm Password | Enter the user's password a second time for confirmation. Click on the “eye” icon to
display the entry.

First Name The user’s first name
Last Name The user’s last name
Active User's status:

e Active. The user has access to the system.

e Inactive. The user does not currently have access to the system.

4. Click Save.

-
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8.2.2. Account Security Settings

This section enables the user to enhance the system's security by enabling the MFA option, and
setting an access list.

8.2.2.1. Enabling the MFA Option

The Multi-Factor Authentication (MFA) adds an additional layer of security to the user's account, by
using the Google Authenticator.

This page allows the admin to enable the MFA mechanism for all users. When MFA is enabled here,
users can enable the MFA for their own accounts.

=>  To enable the MFA for all users:

1.
2.
3.
4,

semings > Account Security Settings

Click on the Account Security Setting arrow (see Figure 64).
The Account Security Setting page appears as shown in the figure below.
Toggle the MFA Enabled button to Yes.

Click on Save MFA State.

Authentication Options

D MFA Enabled

Allowed IP Ranges

Figure 67: Enabling the MFA

8.2.2.2. Configuring an IP Address White List

=  To configure an IP address white list:

1. Specify the IP addresses that are authorized to access the system, by setting the
following:

e AddIP Range. Enter a range of authorized IP addresses, using the From and To fields
e  Add Specific IP. Enter a specific authorized IP address.

° Add Subnet. Enter an authorized subnet mask.

prE—

Figure 68: White List Options

2. Click on Save Allowed IPs to save the white list entry.

-
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8.3. User Settings

Using the User Settings menu, you can manage the following setting (see Figure 38):

+ User Settings

Multi-Factor Authentication -

8.3.1. Multi-Factor Authentication

This page allows an individual user to add an additional layer of security to the user's own account,
by using the Google Authenticator.

=>»  To enable the user's MFA:
1. Toggle the MFA Enabled button to Yes.
2. Click on Save MFA State.

3. Enter your account password.

sewings > Multi-Factor Authentication

Mulki-Factor Authentication

Two-factor authentication adds an additional layer of security bo your acoount by reguiring more than just 3 password tolos in.

n MFA Enabled

Figure 69: Adding the Additional Password

4. Click Validate. The following window opens:

-
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Mulki-Factor Authentication

Youwr password was sucosssFully validabsd.
To complets the Two Facoor Authartication configuration, plesss setup the Coogle Authenticator sop
Install Google Authenticator
Go boyouwr mobile device sop store aind irskall the Coogle Authenticator spp on your mobiles dayvice
Add your SCADAFence account to Google Authenticator

Oipe=n Google Authenticator on your mobile device and add your SCADAFenoe acoount by scanning the Following QR code

werify that your SCADAFence account was successfully configured

wour swthenkication is workins properiy.

Cainced

After adding the S2CADAFence acoount o your Google Authenticator, provide the §-gigit code gen=rabted by Coogle Authenbicator to warify

Figure 70: Google Authentication Entry

5. Enter your Google's 6-digit code, and Click on Enable.

8.4. System Language Settings

=>»  To configure the language used in the SCADAfence Multi-Site GUI:
1. Click on the System Language drop down list (see Figure 38).

2. Select a language from the list.

English v

English
Deutsch

H#=

Figure 71: User Interface Language Setting

8.5. Admin Settings

To modify the admin settings, click on the Settings icon in the sidebar menu to display the setting

options, as shown in the figure below.

e Change Password

-
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e logout

{8s  Settings

FEE Change Password
admin

Figure 72: Admin Settings Menu

8.5.1. Change Password

=>  To change a password:

1. Click on the Admin Settings icon in the sidebar menu

2. Select Change Password (see Figure 72). The Change Password window opens:

L';/, SCADAfence

Change Password

Password requirements
Password

New password

Confirm password

........... { PRy

Make entry visible

Figure 73: Changing the Password
3. The password requirements are as follows:
e Minimum 8 characters
e  Minimum one uppercase letter
e Minimum one lowercase letter
e  Minimum one digit
4. Enter the new password and re-enter it for confirmation.

5. Click on Change Password

8.5.2. Logout
=  To logout the system:
1. Click on the Admin Settings icon in the sidebar menu.

2. Select Logout (see Figure 72).

-
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3. Confirm the logout in the message box below:

Please confirm logout 4

Are you sure you want to logout From SCADAFence system?

Ha Yes

Figure 74: Logout Confirmation

To login, follow the Login steps in section 3.1.

END OF DOCUMENT

-

= SCADAFence www.scadafence.com Page 69 of 69

-



