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Wonderware System Platform Vulnerability — Potential for Unauthorized Access to Credentials

A recent ICS-Cert advisement (ICSA-19-029-03) warns of a vulnerability in System Platform 2017
Update 2 and all previous versions. Read the ICS-Cert bulletin

Wonderware System Platform uses an ArchestrA network user account for authentication of system
processes and inter-node communications. A user with low privileges could make use of an API to
obtain the credentials for this account. Read the AVEVA security bulletin

System Platform 2017 Update 3 mitigates this vulnerability. Wonderware recommends users
upgrade as soon as possible. System Platform 2017 Update 3 no longer requires the Archestra
network user account to be a local administrative level account, nor does it require SQL Server
‘sysadmin’ permissions after installation is complete. Download System Platform 2017 Update 3

Need Tech Support? Call our Hotline.
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- Troubleshooting telephone/email support is free to our customers during
normal business hours: from 8:00 AM to 5:00 PM CST. If additional support
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N

The Tech Support Hotline number is 913-254-5000.

Press 1 for Software, 2 for Hardware, or 3 for Unsure

Get Support from Wonderware

Customers on support have access to the Customer First portal. From
license activation and tech notes to software download and a compatibility
matrix, don't miss the latest from Wonderware on how to keep your software
operating at its peak performance.

Not on Support? Contact us.
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